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13.56 MHz, 176-bit short range contactless user EEPROM

with 64-bit Unique 1D

Not For New Design

Features

ISO 14443-2 Type B air interface compliant
ISO 14443-3 Type B frame format compliant
13.56 MHz carrier frequency

847.5 kHz subcarrier frequency

106 Kbit/s data transfer

Data transfer
— ASK modulation from Reader to Tag
— BPSK coding from Tag to Reader

176-bit EEPROM with Write Protect feature
64-bit Unique Identifier

READ BLOCK and WRITE BLOCK (16 bits)
Internal tuning capacitor

Self-timed programming cycle

5 ms programming time (typical)

More than 100 000 Erase/Write cyles
More than 40 year data re:eaticn

Packages
— ECOPACK® (R)+'S compliant)
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Description

The SR176 is a contactless memory, powered by an externally transmitted radio wave. It
contains 176 bits of user EEPROM, fabricated with STMicroelectronics CMOS technology.
The memory is organized as 16 blocks of 16 bits, of which 11 blocks are user accessible.

The SR176 is accessed via the 13.56 MHz carrier. Incoming data are demodulated and
decoded from the received Amplitude Shift Keying modulation signal (ASK). The modulation
index of this signal is 10%. Outgoing data are generated by load variation using Bit Phase
Shift Keying (BPSK) of a 847.5 kHz subcarrier. The Data transfer rate between the SR176
and the reader is 106 Kbit/s in both reception and emission modes.

The SR176 follows the ISO 14443-2 Type B recommendation for radio frequency powar and
signal interfacing.

Figure 1. Pad connections

SR176

Power

Supply ﬁ

Regulator i

176 bit ASK \
USER Demc ule ter
EEPROM |- — —
‘ CPSK
Load
| Modulator

ACO

Al09057

The SR176 is prir.<ipally designed for short range applications, such as object identification,
that need @ [ow cust and non-reusable tag. The SR176 does not include any anticollision
mechgnicm It provides an “addressed” selection mechanism to cope with cases where
more than one tag is present within the range of the reader.

Tanle 1. Signal names
AC1 Antenna coil
ACO Antenna coil

The SR176 contactless EEPROM offers read and write random access in block mode. One
block is composed by 16 bits. The device has an instruction set containing seven
commands:

READ_BLOCK
WRITE_BLOCK
INITIATE

SELECT
COMPLETION
PROTECT_BLOCK
GET_PROTECTION.
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SR176 Signal description

The memory array of the SR176 is divided into two main areas: the unique identifier (UID)
and the User EEPROM. The UID is a 64-bit unique identifier, written by ST during product
manufacture. The User EEPROM is divided into areas which can be write-protected so that
they behave as ROM. The write protection is activated using an OTP lock bits register. It is
possible to program the SR176 4-bit chip_ID used by the SELECT command. Its default
value is fixed at the value 0 (0000y) by ST. When correctly set, up to sixteen SR176 devices
can be selected individually.

Figure 2.  Die floor plan

ACO AC1

Al09782

2 Signal description

2.0.1 AC1, ACO

AC1 and AC) |.aus must be directly bonded to the antenna.

574 7135
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Data transfer

Input data transfer from the Reader to the SR176 (request
frame)

The reader that accesses the SR176 must generate a 13.56 MHz sinusoidal carrier wave on
its antenna, with enough energy to “tele-power” the SR176 device. The energy received on
the SR176 antenna is transformed to a power supply voltage by a regulator, and to data bits
through the ASK demodulator. To decode correctly the information sent to the SR176, the
reader must use a 10% amplitude modulation of the 13.56 MHz wave, as represented
(though not to scale) in Figure 3. The data transfer rate is 106 Kbit/second.

Figure 3. Received wave using ASK modulation

Data Bit Transmit \\*
to the SR176
I
|

13.5MHz 10% ASK MMM"" hiii
Modulation Generated ;"v-ll WMINM
by the Reader e |

-

|

“ne bitume is 1/106kHz
AI09058

Character transmissicon format for request frame

Data Bytes are transmittad and received by the SR176 as 10-bit characters, as shown in
Figure 4, with the 'east significant bit (bg) transmitted first. These characters, with the
addition of it e start Of Frame (SOF) and the End Of Frame (EOF), are grouped to form a
Comn.ard i-rame as shown in Figure 10. The frame includes an SOF, instructions,
adaresszs, data, a CRC and an EOF as defined by 1ISO 14443-3 Type B. If an error is
ce.ected during the data transfer, no error frame is generated by the SR176, and the
instruction is not executed.

Each bit duration is referred to as an ETU (Elementary Time Unit). One ETU is equal to
9.44 ps (1/106 kHz).

Request start of frame

The SOF, as shown in Figure 5, consists of:

® one falling edge

e followed by 10 ETUs at logic O

o followed by one single rising edge

o followed by at least 2 ETUs (but no more than 3 ETUS) at logic 1.

J
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Data transfer

3.4

3.5

Request end of frame

The EOF, as shown in Figure 6, consists of:
® one falling edge

o followed by 10 ETUs set to logic O

o followed by one single rising edge

Figure 4. SR176 request frame character format

b0 bl b2 b3 b4 b5 b6 b7 b8 b9
1ETU Stgrt LSb Information Byte MSb Stlop
~i0/364
Table 2. Bit description
Bit Description Value
bg Start bit used to synchronize the transmission by=0
b t0 b Information Byte (command, address or datc v Information Byte sent, least
1= "8 CRC) significant bit first
bg Stop bit used to indicate the end (fa character bg=1
Figure 5. Request start of frame
bo b1 L2 b3 b4 bs b6 b7 b8 b9 b10 b1l
ETU | O 0 0 0 0 0 0 0 0 0 1 1
ai07665

Hgure 6. Request End Of Frame

b0 bl b2 b3 b4 b5 b6 b7 b8 b9

ETU 0 0 0 0 0 0 0 0 0 0

ai07666

Output data transfer from the SR176 to the Reader (answer
frame)

The SR176 uses load modulation to return data to the reader. This modulation is achieved
by modifying the SR176 current flow in its antenna. With appropriate detector circuitry, the
reader is able to decode the information from the SR176. The data is transmitted using a
BPSK coding of a 847.5 kHz subcarrier frequency, fg, as specified in ISO 14443-2 Type B,
and as shown in Figure 7.
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Character transmission format for answer frames

The character format is the same as for the input data transfer (Figure 4). The transmitted
frames include an SOF, data, a CRC and an EOF (as shown in Figure 10). Like the input
data transfer, in case of error, the reader does not emit any error code to the SR176, but
must be able to detect and manage this situation. The data transfer rate is 106 Kbit/second.

Answer start of frame

The SOF, as shown in Figure 8, consists of:
® 10ETUsatlogicO
® 2ETUsatlogicl

Answer end of frame

The EOF, as shown in Figure 9, consists of:
® 10 ETUs at logic O
® 2ETUsatlogic1

Figure 7. Emitted wave using BPSK subcarrier modulation

. . - 1
Data Bit to Transmit

to the Reader |
|

847.5kHz BPSK Modi'!'auon o J LH_H_H_HMHM
S Mﬂﬂ_ﬂ_ﬂ_ﬂﬂm

- >
BPSK Modulation at 847.5kHz

i During One Bit Time (1/106kHz)
| AI09059

Figure 8.  Answer start of frame

b0 bl b2 b3 b4 b5 b6 b7 b8 b9 b10 b1l

ETU 0 0 0 0 0 0 0 0 0 0 1 1

ai07665

Figure 9. Answer end of frame

b0 bl b2 b3 b4 b5 b6 b7 b8 b9 b10 b1l

ETU 0 0 0 0 0 0 0 0 0 0 1 1

ai07665
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SR176 Data transfer

3.9 Transmission frame

Between the Request and the Answer data transfer, there is a guard time without ASK and
BPSK modulation, for a minimum period of ty =128/fs. This delay allows the reader to switch
from transmission to reception mode, and is applied after each frame. After ty, the

13.56 MHz carrier frequency is modulated by the SR176 at 847.5 kHz for a period of

t, = 128/fg, to allow the reader to synchronize. After ty, the first phase transition generated
by the SR176 represent the start bit (‘0’) of the Answer SOF. After the falling edge of the
Answer EOF, the reader has to wait for the minimum delay, t,, before sending a new
Request Frame to the SR176.

Figure 10. Example of a complete transmission frame

Sent by the —— PR (Y -
Reader | SOF ‘HCmd; Data] ‘CRCH ‘CRC}EBELF Isor |
| \ -
|12 10 ,, 10 ,, 10 ,, 10 ,, 10 |
bits | I pits | | pits 1 pits | | bits || bits | ‘
i ot IF— 1 [ e e |
loekbis R f=847 5kHz \
Sent by the + VT T
SR176 ; ; Syc | SOF Dati'f,iq‘@qc EOF ‘ }
| | 12 10 10 10 | 12
‘ to | t | pits "nits o bits | bits | pits ||
Cioefg | 128 o T T ]
\ ‘ ‘ ty [ ]
| | e |
( Input Data Transfer using ASK ) Oyt Data Transfer using 847kHz BPSK)
Al09060

The 16-bit CRC that iv used by the SR176 follows the ISO 14443 Type B recommendation.
For further infor:v,io., see Appendix A. The initial register content is all ones: FFFFh.

A two-byte CR( is appended to each Request and each Answer, within each frame, before
the ECF The CRC is calculated on all the Bytes after the SOF, up to the CRC field.

I reception of a Request from a reader, the SR176 verifies that the CRC value is valid. If it
is invalid, it discards the frame and does not answer the reader.

On reception of an Answer from the SR176, it is recommended that the reader verify that the
CRC value is valid. If it is invalid, that choice of actions that are to be performed are the
responsibility of the reader designer.

The CRC is transmitted least significant byte first. Each byte is transmitted least significant
bit first.

Figure 11. CRC transmission rules

LSByte MSByte
LShit MSbit  LShit MSbit

CRC 16 (8 bits) CRC 16 (8 bits)

ai07667
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Memory mapping SR176

4 Memory mapping

The SR176 is organized as 16 blocks of 16 bits, as shown in Figure 12.

The first four blocks, from location 0 to 3, are used to store read-only data. They store the
64-bit UID. This value cannot be modified.

Blocks from locations 4 to 14 offer a 176-bit EEPROM user area in which the application can
store its data values. Block 15 contains the OTP LOCK_REG and the programmed Chip_ID.

The PROTECT_BLOCK command is used to lock write access to blocks 4 to 15 in groups of
two blocks.

The GET_PROTECTION command gives the status of the protection of blocks 4 to i5.

Figure 12. SR176 memory mapping

Block MSb 16-bit block LSh |
Description
Address b15 b8 b7 b | - p
0 uUIDO
1 uID1 64-bit UID
o 3 VNS ROM
2 uiD2
3 UICR
4 Lser Aea
Lockable EEPROM
5 User Area
6 User Area
-\ Lockable EEPROM
7 User Area
8 User Area
e (D Lockable EEPROM
) User Area
: 10 User Area
| Lockable EEPROM
11 User Area
12 User Area
Lockable EEPROM
13 User Area
14 User Area
Lockable EEPROM
15 OTP LOCK_REG Reserved Chip_ID
ai07699
4.1 Device identification

The SR176 has a 64-bit Unique Identifier (UID) which is written by STMicroelectronics
during the manufacturing process. The UID is unique for each tag and cannot be altered. It
is stored in a Read Only Memory area (ROM). In the SR176, the UID is stored in the first
four blocks of the memory in blocks 0 to 3.

12135 [S74




SR176

Memory mapping

4.2

Device selection

After introducing the device in the reader’s electromagnetic field, the SR176 has to be
activated by a INITIATE command. After this command, the SR176 is in the ACTIVE state
and waits for a SELECT command, as shown in Figure 13. The SELECT command
specifies a 4-bit Chip_ID as a parameter. If the Chip-ID of the SR176 matches this
parameter, the SR176 goes in the SELECTED state, and memory blocks become available
for READ_BLOCK and WRITE_BLOCK commands up to the reception of a COMPLETION
command. If the Chip_ID does not match, the SR176 returns to, or stays in, the
DESELECTED state. Write access rights are activated by the SELECT command.

After the Power On of the SR176, if the INITIATE command is not send or is not correctly
generated, memory blocks will not be activated, and the SR176 will not respond to any
command.

13/35
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Device operations (instructions)

All instructions, data and the CRC are transmitted to the SR176 in 10-bit character format
using ASK modulation. The start bit (b of the 10 bits) is sent first. The command frame
received by the SR176 on the antenna is demodulated by the 10% ASK demodulator, and is
decoded by internal logic. Prior to any operation, the SR176 must have been previously
activated by an INITIATE command (as shown in Figure 13). Each frame transmitted to the
SR176 must start with a Start Of Frame, followed by one or more data characters, and is
ended by two CRC bytes and the End Of Frame. When an invalid frame is decoded by the
SR176 (because of a wrong instruction or CRC error), the memory does not send any error
code.

When a valid frame is received, the SR176 may have to send back data to the reader. ~or
this, it sends 10-bit characters back, with SOF, CRC and EOF, using the BPSK coaing,. The
transfer is ended by the SR176 sending the EOF.

POWER-OFF

Figure 13. State transition diagram

INITIATE()

Y

) SELECT(Chip_ID)

SELECTED

Out of
Field

out 3 \ SELECT(Chip_ID)

Feld COMPLETION

DEACTIVATED

SELECT( # Chip_ID)

SELECT(Chip_ID)

READ_BLOCK()

WRITE_BLOCK()
PROTECT_BLOCK()
GET_PROTECTION()

Al09063B
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Device operations (instructions)

5.1

INITIATE()
Command Code = 06h,00h

Prior to any other command, the SR176 must be activated by an INITIATE command. All
other commands sent to the SR176 before the INITIATE are ignored. In response to
receiving the INITIATE command, the SR176 sends back its Chip_ID, using an 8-bit format

(Figure 17).

Upon receiving a valid INITIATE command, the SR176 switches to the ACTIVE state, where
it will not answer to any new INITIATE command. Once In the ACTIVE state, the SR176 will

remain in this state until it receives a valid SELECT command.

Request parameters (Figure 14):
® none

Response parameters (Figure 15):
® Chip_ID (formatted as shown in Figure 16)

Figure 14. INITIATE request format

SOF INITIATE CRey. CRCH EOF
| e
06h 00h 3 bits 8 bits
AlO7670B
Figure 15. INITIATE respons= format
N
SOF | Chip_ID CRC| CRCH EOF
4 reserved bits 8 bits 8 bits
+ 4-bit ID
Al07701B
lFigure 16. 8-bit Chip_ID format
b7 b6 b5 b4 b3 b2 bl b0
Reserved bits (block 15) b3 Block 15 b0
4-bit Chip_ID of the SR176
Al07700B
Figure 17. INITIATE frame exchange between Reader and SR176
Reader [SOF [ 06h 00h | CRC | CRCy | EOF
o th .
SR176 <«— >« »|SOF | Chip_ID| CRC| |CRCy | EOF

Al09783
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SELECT(Chip_ID)

Command Code = OEh,(X.ID)h

Prior to any memory access, the SR176 must have been set in the SELECTED state by a
SELECT() command. All other commands sent to the SR176 before the SELECT(), except
INITIATE(), are ignored. In response to receiving the SELECT() command, the SR176
sends back its Chip_ID, using an 8-bit format (Figure 21).

Any SR176 that is already in the SELECTED state, and which receives a SELECT()
command that does not match its Chip_ID, is automatically put in the DESELECTED state.
The SR176 stays in the SELECTED state up to the reception of a COMPLETION or a
SELECT with a non-matching Chip_ID.

After a PROTECT_BLOCK command, it is necessary to send a new SELECT commeand in
order to load enable the write access again in the internal logic. If a SELECT is nct cerd, the
SR176 keeps the previous write access rights.

Request parameters (Figure 18):
® Chip_ID (formatted as shown in Figure 20)

Response parameters (Figure 19):
® Chip_ID (formatted as shown in Figure 20)

Figure 18. SELECT request format

SOF SELECT Chip_D | CRC| CRCH EOF
OEh 4 reserved bits 8 bits 8 bits
- 4-bit ID

Al07702B

Figure 19. SELEC T response format

h A
1
| SOF Chip_ID CRC| CRCyy EOF
i
| 4 reserved bit 8 bits 8 bits

Al07703B

‘ + 4-bit ID

Figure 20. 8-bit Chip_ID format

b7 b6 b5 b4 b3 b2 bl o]0]

b3 Block 15 b0
4-bit Chip_ID of the SR176

Test bits (block 15)

Al07704B
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SR176 Device operations (instructions)
Figure 21. SELECT frame exchange between Reader and SR176
Reader | SOF | OEh |Chip_ID| CRC| | CRCH |EOF
o 1
SR176 <—><—> SOF | Chip_ID| CRC| | CRCy |EOF
Al09784
5.3 COMPLETION

Command Code = OFh

When the COMPLETION command is received, the SR176 is put in the DEACTIVLYZ siate,
and does not decode any new commands up to a Power-Off, and a new Powz:-Oi has
occurred. This allows a new SR176 to be activated by an INITIATE commana, ‘without
needing to remove the previous ones. The SR176 does not generate ¢ ny rcsponse when it
executes a COMPLETION command (Figure 23).

Prior to any COMPLETION command, the SR176 must have -een put in the SELECTED
mode by a SELECT command. A SR176 which was nct :<iected does not interpret this
command.

Request parameters (Figure 22):

® none

Figure 22. COMPLETION request format

—— S

SOF | COMPLETION CRCL CRCH EOF

OFh 8 bits 8 bits
AlO76798B

Fiy.re 2z3. COMPLETION frame exchange between Reader and SR176
X
|

Reader | SOF| OFh CRC| | CRCy | EOF

SR176 No Response

Al09785
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READ BLOCK

Command Code = 08h,(X.AD)

When receiving the READ_BLOCK command, the SR176 reads the requested block and
sends back its 16-bit value in response (Figure 26). The AD value of the four least significant
bits of the address code, (X.AD) (b3 to by) represents the block address to be read. For
example, address 06h sends back the value of block 6.

Prior to any READ_BLOCK command, the SR176 must have been set into the SELECTED
state.

Request parameters (Figure 24):

® ADDRESS: to specify an address block from 00h to OEh

Response parameters (Figure 25):
® DATA|: least significant Byte
® DATAy: most significant Byte

Read the 64-bit UID

To read the complete 64-bit UID value from the SR17/ he reader must provide a sequence
of four READ_BLOCK commands, in the followina ner (Figure 27):

e READ _BLOCK @ 0to get UIDO
® READ BLOCK @ 1 to get UID1
e READ _BLOCK @ 2 to get UID2
® READ BLOCK @ 3to geitUID3

Figure 24. READ_BLLCY request format

08h 4 zero-bits 8 bits 8 bits

SOF CEAD_BLOCK ADDRESS CRC_ CRCH EOF
) + 4-bit address

AlO7705B

Figure 25. READ_BLOCK response format

SOF DATAL DATAH CRC| CRCH EOF

8 bits 8 bits 8 bits 8 bits

Al07706B
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Figure 26. READ_BLOCK frame exchange between Reader and SR176

Reader | SOF| 08h |ADDR | CRC| |CRCy |EOF

SR176 to t1 |SOF DATA |DATAY| CRC|| CRCy |EOF

AlO7707B

Figure 27. 64-bit UID storage format

b63 b0o

bl5  UID3 bO(b1l5  UID2 b0| b1l5 UID1 b0 (b15  UIDO b0

~)77:08B

Unique Identifier (UID)

Members of the SR176 family are uniquely identified by a 64-bit Unifu= 'dentifier (UID). This
is used for addressing each SR176 device uniquely after the zu‘iconision loop. The UID
complies with ISO/IEC 15963 and ISO/IEC 7816-6. It is a read'-only code, and comprises
(as summarized in Figure 28):

® an 8-bit prefix, with the most significant bits sot to Doh

® an 8-bit IC Manufacturer code (ISO/IEC 78! 6-6/AM1) set to 02h (for
STMicroelectronics)

® a6-bit IC code setto 00 0010b - 2d for SR176
® a42-bit Unique Serial Number

Figure 28. 64-bit unicie idcntifier of the SR176

Most significant bits Least significant bits
63 55 47 41 0
DOh | 02h 2d Unique Serial Number

| Al14078
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WRITE_BLOCK

Command Code = 09h,(X.AD)

Prior to any WRITE_BLOCK command, the SR176 must have been set into the SELECTED
state.

When executing the WRITE_BLOCK command, the SR176 overwrites the contents of the
addressed block with the 16-bit value that was sent in the command, provided that the block
is available and not write protected. The AD value of the four least significant bits of the
address code (X.AD) (b3 to bg) represents the block address. For example, address 06h
specifies that the data should be written in block 6. The SR176 does not generate any
response when it executes a WRITE_BLOCK command (Figure 30). The reader must check
after the programming time, t, that the data bits were correctly programmed.

Block addresses between 0 to 3 cannot be accessed using the WRITE_BLOCK cmmend
(the command has no effect on these blocks). Write access to block 15 is des~i‘bad in the
section on the PROTECT_BLOCK command.

Request parameters (Figure 29):

® ADDRESS: address block from 4 to 14

® DATA|: least significant Byte

® DATAy: most significant Byte

Figure 29. WRITE_BLOCK request format

SOF | WRITE_BLOCK ADDRESS DA™ AL DATAY CRC CRCH EOF

09h 4 Lero-vits 8 blts 8 blts 8 blts 8 blts
+ 4-pit . dcress
AIO7709B

Figure 30. WRITE BLOCK frame exchange between Reader and SR176

-
Reacer SOF| 09h | ADDR |DATA| DATAL| CRC| | CRCH |EOF

| OR176 No Response

AlO7710B
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5.7

PROTECT_BLOCK

Command Code = 09h,0Fh,00h,LOCK_REG

Prior to any PROTECT_BLOCK command, the SR176 must have been set into the
SELECTED state.

The PROTECT_BLOCK command allows the write access to be blocked to memory blocks
4 to 15. It must be followed by a SELECT() command. This re-initializes the write protection
conditions to blocks 4 to 15. Until then, the new protection setting is not taken into account
by the SR176 logic. The SR176 does not generate any response when it executes a
PROTECT_BLOCK command (Figure 32). The reader must use the GET_PROTECTION
command to get the information on the protection status.

The OTP LOCK_REG controls the write-protection on blocks 4 to 15, and is, itself, Gie-
Time Programmable. Each ‘1’ in the LOCK_REG parameter indicates that the
corresponding bit in the OTP LOCK_REG should be set. Each ‘0’ indicates thau th.=
corresponding bit should be left unchanged. Once a bit in the OTP LOCK -G has been
setto ‘1, itis not possible to reset it to ‘0’ and the corresponding memary L'ocks are forever
write protected (and behaves like ROM).

Request parameters (Figure 31):
® LOCK_REG (Table 3)

Figure 31. PROTECT_BLOCK request format

SOF PROTECT_BLOCK | LOCK_REG | CRC| CRCy | EOF
| ]
09h OFh 00h 8 bits 8 bits 8 bits
AlO7711B
Table 3. Bite i t e LOCK_REG parameter, and in the OTP LOCK_REG Register
ta
Pal;gf!(esf:g%it ' Meaning Block 15 Bit Meaning
b 1: set b5 of Block 15 to ‘1’ b 1: Write-Protect Blocks 14 and 15
lL 7 0: leave it unchanged 15 0: Allow write access
b 1: set by, of Block 15 to ‘1’ b 1: Write-Protect Blocks 12 and 13
6 0: leave it unchanged 14 0: Allow write access
b 1: set b5 of Block 15 to ‘1’ b 1: Write-Protect Blocks 10 and 11
5 0: leave it unchanged 13 0: Allow write access
b 1: set by, of Block 15 to ‘1’ b 1: Write-Protect Blocks 8 and 9
4 0: leave it unchanged 12 0: Allow write access
b 1: set by4 of Block 15 to ‘1’ b 1: Write-Protect Blocks 6 and 7
3 0: leave it unchanged 1 0: Allow write access
b 1: set by of Block 15 to ‘1’ b 1: Write-Protect Blocks 4 and 5
2 0: leave it unchanged 10 0: Allow write access
b 1: set bg of Block 15 to ‘1’ b 1: Write-Protect Blocks 2 and 3
1 0: leave it unchanged 9 0: Allow write access
b 1: set bg of Block 15 to ‘1’ b 1: Write-Protect Blocks 0 and 1
0 0: leave it unchanged 8 0: Allow write access
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Figure 32. PROTECT_BLOCK frame exchange between Reader and SR176

Reader SOF [ 09h | OFh| 00h |LOCK_REG| CRC| | CRCy [EOF

SR176

No Response

AlO7712B

GET_PROTECTION
Command Code = 08h,0Fh

Prior to any GET_PROTECTION, the SR176 must have been set into the SELECTEL state.

GET_PROTECTION allows the protection status of memory blocks 4 to 15 to t 2 reax.
When receiving the GET_PROTECTION command, the SR176 responds wi.h the 16-bit
value of block 15 (Figure 35). It gives the status of the LOCK_REG and ‘1= :Zhip_ID of the

SR176.

Request parameters (Figure 33):
® none

Response parameters (Figure 34):
® Chip_ID: least significant Byte
® LOCK_REG: most significant Byte

Figure 33. GET_PROTECTION request format

SOF CROTCCT_BLOCK CRC|_ CRCH EOF
S\ l
oSh OFh 8 bits 8 bits
Al07713B

Figure c4. GET_PROTECTION response format
i
|

SOF Chip_ID LOCK_REG CRC|_ CRCH EOF

8 bits 8 bits 8 bits 8 bits

AlO7714B
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Table 4. Chip_ID and LOCK_REG
BIo<_:k 15 Response_ Meaning
bits parameter bits
bis LOCK_REG b; |1: Blocks 14 and 15 are write-protected (O: indicates that write-access is allowed)
D14 LOCK_REG bg |1: Blocks 12 and 13 are write-protected (O: indicates that write-access is allowed)
b3 LOCK_REG bg | 1: Blocks 10 and 11 are write-protected (O: indicates that write-access is allowed)
P LOCK_REG b, |1: Blocks 8 and 9 are write-protected (0: indicates that write-access is allowed)
biq LOCK_REG bz |1:Blocks 6 and 7 are write-protected (0: indicates that write-access is allowed)
bio LOCK_REG b, |1:Blocks 4 and 5 are write-protected (O: indicates that write-access is allowed)
bg LOCK_REG b; [1:Blocks 2 and 3 are write-protected (0: indicates that write-access is allowed)
bg LOCK_REG by |1: Blocks 0 and 1 are write-protected (O: indicates that write-access is aEJ\;:d—) ]
byto by | Chip_ID byto b; | Reserved N
bytobs | Chip_ID byto by | Chip_ID (Value from Oh to Fh) W

Figure 35. GET_PROTECTION frame exchange between Reader and SR176

Reader [SOF| 08h | OFh |CRC| |CRCy |EOF
. (A
SR176 '0 P >i.‘~‘JF Chip_ID | LOCK_REG | CRC| |CRCy |EOF
AlO7716B
5.9 Power-on state:
After Power-on, th> SR176 is in the following state:
® Thkcarviceisinthe low power mode.
® Tho device is deselected.
< rhe device presents its highest impedance to the reader antenna field.
@ It will not answer to any command except INITIATE.
1S7 23/35




SR176 command summary SR176
6 SR176 command summary
Figure 36. INITIATE frame exchange between Reader and SR176
Reader |SOF | 06h 00h | CRC | CRCy | EOF
SR176 <0 5 IsoF |chip_b| crey |crey | EOF
Al09783
Figure 37. SELECT frame exchange between Reader and SR176
Reader | SOF | OEh |Chip_ID| CRC| | CRCy |EOF
SR176 <t—0><i> SOF | Chip_I=! <R :L_|CRCH EOF
I\ 9) Al09784
Figure 38. COMPLETION frame exchange betweer >zader and SR176
Reader | SsOF| OFh | CRC_ | CRCy| EOF
SR176 O No Response
. Al09785
Figure 39. READ_BLOTK frame exchange between Reader and SR176
Reader soi a8 _:.'\DDR CRC| | CRCy |EOF
SR176 INT to t1 |SOF| DATA| [DATAY| CRC|| CRCy |EOF

24/35
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Figure 40. WRITE_BLOCK frame exchange between Reader and SR176

Reader SOF| 09h | ADDR |DATA| PATAy|CRC| | CRCy |EOF

SR176 No Response

Al07710B

Figure 41. PROTECT_BLOCK frame exchange between Reader and SR176

Reader SOF| 09h | OFh| 00h [LOCK_REG| CRC| | CRCy |EOF

SR176 No Response

AlO7712B
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SR176 command summary

Figure 42. GET_PROTECTION frame exchange between Reader and SR176

Reader

SR176

SOF

08h

OFh

CRC_

CRCH

EOF

to

51

SOF

Chip_ID

LOCK_REG

CRC

CRCy |EOF

AlO7716B
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SR176

7 Maximum rating

Stressing the device above the rating listed in the Absolute Maximum Ratings table may
cause permanent damage to the device. These are stress ratings only and operation of the
device at these or any other conditions above those indicated in the Operating sections of
this specification is not implied. Exposure to absolute maximum rating conditions for
extended periods may affect device reliability. Refer also to the STMicroelectronics SURE
Program and other relevant quality documents.

Table 5. Absolute maximum ratings
Symbol Parameter Min. Max. Unit
15 25 L~ T
Wafer ¢3_ _f months
Tsta Nsta: Storage conditions keEt N i*s antistatic bag
15 25 °C
A3, A4 A5 | 40% | 60% | RH
2 years
Supply current on ACO / AC1 \< -20 20 mA
Input voltage on ACO / AC1 - —7 7 \%
~ Machinemodel® | —100 | 100 v
Electrostatic Discharge Hl:nnz)%rél?l?dy -1000 1000 \%
Voltage
H‘:n”:)"’(‘jzl'?z?dy ~4000 | 4000 v
1. Mil. Std. 883 Neti od 3015,

2. ESD ‘st 1SD 10373-6 for proximity cards.

26/35
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DC and ac parameters

This section summarizes the operating and measurement conditions, and the dc and ac
characteristics of the device. The parameters in the dc and ac characteristic tables that
follow are derived from tests performed under the Measurement Conditions summarized in
the relevant tables. Designers should check that the operating conditions in their circuit
match the measurement conditions when relying on the quoted parameters.

Table 6. Operating conditions
Symbol Parameter Min Max. Unit
Wafer =20 85 °C
Ta Ambient operating temperature ——
A3, A4, A5 -20 85 X \ C
Table 7. DC characteristics A\
Symbol Parameter Condition Mn \ 1yp Max | Unit
Vee Regulated voltage ” 4_5 35 \Y
Vger | Retromodulation induced voltage ISO 10373-6 20 mv
Crun | Internal tuning capacitor l'%.':G_MHZ 64 pF
Table 8.  AC characteristics®
Symbol Parameter Condition Min Max Unit
fce External RF signai frequency 13.553 | 13.567 | MHz
Mlcarrier | Carrier moc'lal\aon?dex MI=(A-B)/(A+B) 10 14 %
trers tREE | 10% ris» 1nTIBII time 10% to 90% 0.5 15 Us
tRESBL 1C°/o_n:dulation pulse width ETU = 128/fcc 9.44 Hs
t-r ) ASK modulation data jitter Coupler to SR176 -2 +2 Us
| o gﬂégg‘:;t’i‘;:geﬂfgg;i"'er From H-field Min 40 us
2 fs Subcarrier frequency fcc/16 847.5 kHz
to Antenna reversal delay 128/fg 151 ps
ty Synchronization delay 128/fg 151 us
t, Answer to new request delay 14 ETU 132 Us
tor IL”;fagteet;’gee“ request Coupler to SR176 0 57 | us
toa Iri]rgreagteetgeen answer SR176 to Coupler 0 ps
tw Programming time for WRITE 5 ms
1. Alltiming measurements were performed on a reference antenna with the following characteristics:
External size: 75 mm x 48 mm
Number of turns: 3
Width of conductor: 1 mm
Space between 2 conductors: 0.4 mm
Value of the coil: 1.4 pH
Tuning Frequency: 14.4 MHz.
27135
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Figure 43. ASK modulated signal from the Reader to the contactless device

tMIN CD

RFR

A

fcc

Figure 44. Frame transmission between the Reader and the con’acticss device

AG9061B

DR DR

|1 o] paTA |1 EOF

F.anic Transmitted by the Reader in ASK

of

_ ["847 =1, | soF [11]o[DoaTa [1]o[ crc Tt
Frame Transmitted by the SR176 NC
in BPSK A h ﬁ
to 5] DA DA DA
Al09786
Figure 45. Data jitte:r o0 whe frame transmitted by the Reader in ASK
T I T T i
g g g g g
1 | | | 1 | | | | |
Lo O P B P [
| | START | | | | |
| | | | | |
' tRFSBL ' 'RFSBL ' 'RFSBL ' 'RFSBL ' IRFSBL
Al09787
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9

Package mechanical

In order to meet environmental requirements, ST offers these devices in ECOPACK®
packages. These packages have a Lead-free second-level interconnect. The category of
Second-Level Interconnect is marked on the package and on the inner box label, in

compliance with JEDEC Standard JESD97.

The maximum ratings related to soldering conditions are also marked on the inner box label.
ECOPACK is an ST trademark. ECOPACK specifications are available at: www.st.com.

Figure 46. A3 antenna specification

0\\\ A
Al Al
|
|
R ————————————————
S =]+
I —
<— —_——
Al09046B
Table 9. A3 anter ne specification

Symbol Parameter Type Min Max Unit
A | Cuii width 38 375 38.5 mm
B Coil length 38 37.5 38.5 mm
i Al Inlay width 43 425 435 mm
B1 Inlay length 43 42.5 43.5 mm
Overall thickness of copper antenna coil 110 90 130 pm
Silicon thickness 180 165 195 pum

Q Unloaded Q value 40
Fnom | Unloaded free-air resonance 15.1 MHz
0.5 Alm

P H-fiel f i i
A ield energy for device operation 114 dbyA/M
29/35




Package mechanical SR176
Figure 47. A4 antenna specification
-
A
< B -
B1
AlIN76.6b
Table 10. A4 antenna specification
Symbol Parameter Type Min Max Unit
A Coil width 'S5 14.5 15.5 mm
B Coil length | 5 14.5 15.5 mm
Al Inlay width \J 19 18.5 195 mm
B1 Inlay length 19 18.5 195 mm
Overall thickness of copper antenna coil 110 90 130 pm
Silicon thickness 180 165 195 Um
Q Unloaded Q vdlLe 30
Fnom | Unloazoa fre.e-air resonance 145 MHz
P 1-1icid energy for device operation L3 Alm
AN a9y P 123.5 dbpA/m

30/35
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Figure 48. A5 antenna specification

A AL
\\ A\ 4 v
< ) B =;
B1
Al09071B

Table 11. A5 antenna specification
Symbol Parameter ‘ pe N Min Max Unit
A Coil width T- 42 41.5 425 mm
B |Coil length | s 64.5 65.5 mm
Al Inlay width \/ 46 45.5 46.5 mm
B1 Inlay length 70 69.5 70.5 mm
Overall thickrass of cop_per antenna coil 140 130 150 pm
Silicon *h‘ck_W;;s 180 165 195 Um

Q llnloozd_Q value 30
Fnon . _bzloaded free-air resonance 14.8 MHz
i A H-field energy for device operation 0.25 Alm
108 dbpA/m
31/35
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Note:
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Part numbering

Table 12.  Ordering information scheme

Example: SR176 - W4 | XXX

Device type
SR176

Package

W4 =180 pm = 15 pm Unsawn Wafer ;
SBN18 = 180 um + 15 um Bumped and Sawn Wafer on 8-inch Frame
A3T = 38 mm x 38 mm Copper Antenna on Continuous Tape
A3S =38 mm x 38 mm Copper Singulated Adhesive Antenna on T.pe
AAT = 15 mm x 15 mm Copper Antenna on Continuous Tap=
A4S =15 mm x 15 mm Copper Singulated Adhesive Ai'te n.na un Tape
A5T =42 mm x 65 mm Copper Antenna on Continuc'is Tape

A5S =42 mm x 65 mm Copper Singulateu £a.,ecive Antenna on Tape

Customer code

XXX = Given by STMicrne,2ctronics

Devices are shizped .rom the factory with the memory content bits erased to 1.

for a list of avai able options (speed, package, etc.) or for further information on any aspect
of this Jzvice, please contact your nearest ST sales office.
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ISO 14443 Type B CRC calculation

Appendix A ISO 14443 Type B CRC calculation

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <ctype.h>

#define BYTE unsigned char
#define USHORTunsigned short

unsigned short UpdateCrc (BYTE ch, USHORT *lpwCrc)

{
ch = (ch”(BYTE) ( (*1pwCrc) & O0xO00FF));
ch = (ch”(ch<<4));
*1lpwCrc = (*1lpwCrc >> 8)”((USHORT)ch << 8)”((USHORT)ch<<3)” ((USHORT)ch>>¢) -

return (*1lpwCrc) ;

void ComputeCrc (char *Data, int Length, BYTE *TransmitFirst, BYT.' >TiansmitSecond)
{
BYTE chBlock; USHORTt wCrc;
wCrc = OxFFFF; // ISO 3309
do
{
chBlock = *Data++;
UpdateCrc (chBlock, &wCrc);

} while (--Length);
wCrc = ~wCrc; // ISO 3309
*TransmitFirst = (BYTE) (wCrc & OxF~r);
*TransmitSecond = (BYTE) ((wCrc >> 8) & OxFF);
return;

int main(void)

{

BYTE BuffCRC B '1(! = {0x0A, 0x1l2, 0x34, 0x56}, First, Second, 1i;
printf/ 'Crc-16 G(x) = x"16 + x"12 + x5 + 1");
print? (' CRC_B of [ ");
for('=0; i<4; i++)

printf ("$02X ",BuffCRC_BI[i]);
ComputeCrc (BuffCRC_B, 4, &First, &Second);
printf ("] Transmitted: %02X then %02X.”, First, Second);
return(0) ;
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Revision history

Table 13. Document revision history

Date Revision Changes
23-Sep-2002 1.0 Document written
04-Oct-2004 2.0 First public release of full datasheet
29-Nov-2004 3.0 INITIATE() command specified.

Document reformatted. Small text changes.
Document status changed from Datasheet to Nor For New Design.
10-Apr-2007 4 All antennas are ECOPACK® compliant.

Unique Identifier (UID) on page 19 added. Ctyy min and nox vauues
removed, typical value added in Table 7: DC characteristics.

J
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Please Read Carefully:

Information in this document is provided solely in connection with ST products. STMicroelectronics NV and its suhsidia.iec {'ST”) reserve the
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