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New and emerging technologies to
address LPWAN for loT Nodes

o

- What are the Technology needs for Low Power Sensors
in Smart Cities and Smart Industries?

- Examine how existing technologies are unable to provide
competitive solutions

- ldentify the evolution of emerging technologies to cover Im;.e.l':n?t
market requirements O ngs
World

- Key features and advantages of LoRa, SigFox & LTE



How Mega Trends
Impact Technology Needs

Mega Trends Sub-trends Impact

________________________________________________________________________

Accelerating Urbanization Need

Smart Cities Convergence of technology

Home: Automation,
Entertainment,
Energy and Security

Infrastructure: Power, Water, Transport
Smart Home and Buildings
Smart Transportation

60% of the world’s

population (about 4.7 billion L e : 3 . Smart Energy & Water
people) will live in cities in 2025 (1) i : Smart Banking R haring, A
Smart is the new Smart Learning esource sharing (Smgrt pps)
Data usage doubling / 18 month (3) Transportatlc_)n efficiency
Green Autonomous vehicles and Robots
Demographics Need to reduce Chronic
diseases costs Predictive diagnostics
4 N

Chronic disease accounts for Implant \:)\Ilearza_blv.ats bl d

72 . 1 million Americans 86% of US healthcare costs®) mptan ainz,elgtjiilcea €. an

Innovative technologies could cut
the costs of chronic
disease treatment by as
much as 50 percent (V)

over the age of 65 by 2030 @
Healthcare costs projected to be
20 -30% of GDP by 2025

Non-wearable connected
measurement devices
Predictive diagnostics

Wellness

~
e~ . .. ... .. .. ... ___;
e~ | —
U U

______________________________________________________________________

The challenge: the ability to monitor and Control things in the physical world

Lys

life.augmented
Source. 1 McKinsey Global Institute June 2015. 2 pwc April 2014. Frost $ Sullivan 2014



The loT Challenge

o loT will soon impact our everyday life,
and connect all objects around us

o Many of tomorrow’s great ideas are
technically possible today, but merely
constrained by power and budget issues.

o Small inexpensive objects simply don’t
have the power to communicate with
large mobile networks.




2 )

smart Things Smart Home & City Smart Industry Smairt Driving




Internet of Things Connected Devices mm
2016

Wearable Computing
1%

Retail, Advertising,
and Supply Chain
27%

Mobile Devices

l_ n,-l 42%
i |
I W | . .
amart |I'|l._.||.lj<--r' 1 5 B|”|On @
" . . o :I"
Smart Things

Utilities and Industrial
loT
7%
Smart Cities and
Buildings
4%
o]

Smart Home
3% Smart Home & City Others

16%

2019

Wearable
Computing
2%

Retail, . .
Advertising, and MOb"ggla/eVIces
Supply Chain A
35%
I
. 1 I_I @
1
shart Industry 26 Bl”lon
Smart Things

Utilities and
Industrial loT
7%

Smart Cities and
Buildings
5%
Smart Home
5%

Others
17%

A |

Srmart Home & City

Lyy 5.7 Billion, 38%

12 Billion, 47%

life.augmented

Source: IHS-Markit, excluding PC & digital home, connected cars



Connectivity in the loT Movement

Cloud computing — Low cost embedded computers — Explosion of reliable wireless connectivity — Rapid innovation of low cost sensors

Nodes Gateways Cloud

Smart Things

(With intelligence)
R e Network o S;etrvgrls . e
Simple Things : (Big data & cloud) Analytics
p ! I o InfraStrUCtU re Slorayge
(Send raw cata) (Switch / Router)

Cellular — , _ :
S & m e i a or8NE@ o ® 8

m Sense - ProceMnnect Power - Secure Process — Connect — Power - Secure Process — Power - Secure
—_— & B N
L ]

IS713 Sense — Process — Connect — Power - Secure | The building blocks
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Connectivity Use Cases in the |0T mm

__Q "

 Diverse use cases and solutions o o
=1 Vibration Monitoring

. . . ] -
wﬂh;o;nzc;tmg requirements: QU—— Smart
« Bandwi .
« Latency Alarm panel and sensors monitoring Things
+ Power Consumption (Battery)
+ Remoteness (global reach) @ Asset tracking
- Reliability /ﬁk Smart
» Cost effectiveness Home
- Cold Chain monitoring
Node to node
.'.Q HVAC control and monitoring Smart
Node to cloud (') aml City
cloud to cloud A Fault detection ," ________________ \I
_ I I
~1 | b, Smart |
I R
ﬁ Predictive maintenance 1| Industry :
| — :
M 7
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Connectivity Use Cases in the |0T mm

 Diverse use cases and solutions

with competing requirements: S
« Bandwidth Things
* Latency v& Agriculture and farming: B
* Power Consumption (Battery) ’ « irrigation, fertilizers, soil
* Remoteness (global reach) « hive, cattle, livestock, fishing

« Reliability monitoring {/ﬁ\

* Cost effectiveness

Disaster Monitoring:

Node to node * River flood detection

* Forest fire detection ﬁﬁj City
S S
- Environment monitoring: ] :
Yy . Air quality >i | -, Smart !
« Hazardous gas 1| EEE Industry i
«  Wind monitoring - -~ /

Lys
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Connectivity Use Cases in the loT

 Diverse use cases and solutions

with competing requirements: Smart
+ Bandwidth Things
« Latency Smart Meters (water, gas, electricity) )
* Power Consumption (Battery) s

* Remoteness (global reach)

. Reliability [/ﬁ\ ﬁg‘:]ret }

B * Cost effectiveness L eak detection
NOde to nOde water pressure and qua“ty monitoring T TTEEEEEEEEEEE—— N

| Nodetonode m , \.
& Tank level monitoring i ﬁj Smart i
Node to cloud >i ol City :
|
] ]
M _’
3 cloud to cloud Smart Parking
o™e Fleet Management | : Smart
HHq  Industry
_/

‘,’ Utilities, Energy, City Management

life.augmented



Sensing & Actuating

~ a Full range of sensors
>
and actuators

Power & Energy Management

Nano Watt to
Mega Watt

@ Processing

Signal Conditioning & Protection 20 km

Nano Amps to Kilo Amps
" ® -
Security

The Building Blocks of the loT

Application Things

Connectivity { Smart J

D))) 10 cm

Home

|
ko
S

to (((i))) [/ﬁ\ Smart

Ultra-Low Power ﬁ
To High Performance

Scalable

Security solutions

HHq  Industry




LPWA Market
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IOT CONNECTIVITY:
| NO ‘ONE-SIZE-FITS-ALL’ NETWORK

Global M2M/loT Market in 2025
27 billion connections

Short Range

LPWAN Cellular

3.8

Billion

2.2

Billion

18.5

Billion

Source: Machina Research, 2015



Communication Technologies - Overview

Baud rate
4 PAN

Mbps

-

WAFIT S
0 @

(" Short Range
bps 8 B|UBtl]0thm -.

SMART

fHREAD ¥4

Kbps

WAN
(
850/1900 MH
'E.;H 4(_7,‘:} uw 20 900/1800 MHz
U‘ﬁ% 4611 NB-IOT

N[IGHTL SST

O™

' 5|gfox

» High density of objects

» Reduced H/W cost

» Reduced connectivity cost
» Low data rates

» Constrained latency

100 m

1
Sub-GHz
1 km

>
10 km Range



Communication Technologies - Overview

Existing Technologies

Address:

« Short range low power
« Long range high power

(also expensive)

v

THREAD m

@ 46D
l... ll..
=S UMTS
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Emerging Technologies

Address:

* Long Range Low Power

M\ Cat M1 (eMTC)
4G Cat NB1 (NB-IoT)

LoRa

' sigfox

/////

\

Public network
Higher data rate
Leveraging existing infrastructure

Proprietary PHY, Open MAC
Regional regulatory differences
Inexpensive

Public network

Regional regulatory differences
Suited for upstream communications
(sensor networks)

Inexpensive



Technology Comparison

Y sigfox LoRa LTE-M1 NB-loT
Wide Area :
Deployment Available Now Starting >2017 >2018
Coverage
(BS Sensitivity) -142 dBm -138 dBm -124 to -138 dBm -142 dBm

: : Optimized for rich traffic
4
Power Consumption Low Medium Models (several K Bytes/day)
Security AES128 AES128 eSIM eSIM
No IP

Bandwidth 0.1 - 0.6 kHz 0.3 - 50.0 kHz 10.0 - 100.0 kHz 0.2-10.0 kHz
2-Way Device triggered Class A only Yes Yes
Data Rate 100 - 600 bps 11 Kbps 27.6 Kbps 28.3 Kbps
Daily Traffic per device 1.6 Kbyte 10 Kbytes Several 100 Kbytes Se}\éigileloo

some assumptions:

e Sigfox — become a global Internet of Things operator
m  LoRa - provide a technology that lets other companies enable a global Internet of Things
e vomented  LTE-M - evolve an existing technology to exploit the existing infrastructure
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What is LoRa ?

1. A Sub-GHz wireless technology enabling low data-rate communications over long distances

2. Is targeting M2M and Internet of Things applications

3. LoRa technology is a solution providing a WAN capability, using a MAC protocol named LoRaWAN

life.augmented

-148 dBm

-125 dBm

-100 dBm

-90 dBm

LoRa®

FSK

Zigbee

* Long range, low power & small form factor
* In Sub-GHz: > 2km dense urban, > 15km suburban, > km VLOS
» More than 10 years in operation without changing battery

» Concentrator with network capacity & security
» Star Network / Link rate Adaptation / Fully Scalable Network
* More than 4M transaction per day per GTW

* Robust communication
* Robust to interferer / coexistence with other ISM
» Robust to Jamming
» Suitable for Mobile, Nomadic & fixed nodes
 Indoor / Outdoor coverage



LoRa Network Features
PN £\ ((.)
Y SV ( ‘)
Maxfetime

I LY

 Indoor and outdoor + Bidirectional » Greater than cellular * Low power optimized
 Position monitoring » Scalable capacity * Deep indoor coverage * 10-20 years lifetime
* Broadcast  Star topology * >10x vs cellular M2M

pa O

* True mobility * Unique ID « High capacity * Minimal infrastructure
« Seamless  Application + Multi-tenant * Low cost end-node
* Roaming * Network * Public network * Open software

life.augmented



LGRa Alliance LoRa Alliance

Wide Area Networks for loT

* The LoRa Alliance is a non-profit open consortium of companies
promoting the technology

* Mission is to ensure that LoRaWAN is THE standard for SECURE, CARRIER-
GRADE loT connectivity

« Promotes interoperability, certification and drives future use-cases and
features

* There are players in all facets of the network
* 37 publically Announced Operators « Gateway hardware suppliers (Multitech, Actility, etc)

= 19 Alliance Member l"l}er-:t OIS

250+ on-going trials & city deployments e Network Server space (Senet)

* 460+ members in the Alliance

« Application Server space (MyDevices, Loriot, etc)

= ; April 2017 LoRa-Alliance.org .
e « Certification houses
[ 1 g T SRETT T : i
 End-nodes (also called _,I_,Ffﬂgﬁgggp : gmm *-."-E'n-r = LT S
11 g L] E E-E 4 S I
Mote’s”) -ﬁ"-*“."ﬁ'ﬁ"'s;n;ﬁf - PPISE 5 msusun{? ) TEET G swisscom K kpn
: ok kon muMata ;-i' RTX 2 Fasthet
- www.lora-alliance.org e Ty gy e proumus
<elecsys  # = lbelim | rlin C . genet e TEKOMSEL
4 M EETTSCHEN mm - Torbo = Sacemcom
;"-_“r' GORKE . oy ‘ H’rfr-[ —rzme HﬂMEFIID-EH SYSTEMS
a OMNIrEX _/ k NSING ) LABS 2
[/7] HeweeTT o N eu;-wse:u- o
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http://www.lora-alliance.org/

Premise of LoRaWAN

Network
server

Application
server

Concentrator
/Gateway

End Nodes

trn:lc?r;.[l a

36/

smoke alarm
Ethernet
waler Backhaul
migler
trash container w
wvanding
maching

silicon modules |

- s LoRa™ RF_ TCP/IP SSL TCP/IP SSL I_[j—_l my Devices
senlecn LoRaWAN LoRaWAN Secure Payload
r Y —— F E E
> /4 FOXconn * ' '
MULTITECH@ ! AES Secured Payload !
Application Data
/_ GATEWAY (NETWDRH SEH‘."-I'ER\
fraln = @
cisco. | T . " -
averynsl SarOrbWise ."-
SaGemMcom 1
odtility
KEl !Il'lk \m
MULTITECH@ £+ sheam
Kyys RISiNGHF Sacemcom
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LoRaWAN Device Classes

3 classes to cover all the use cases

A Battery powered sensors (or actuators with no latency constraint) Mainly uplink with two
Most energy efficient communication class. potential downlink slots
Must be supported by all devices after each uplink

life.augmeanted



Let's Get Started

With a wide and existing ecosystem

STM32CubeMX

ST-Link Utility

Expansion board Partners IDE
ST and USI®
P/N: I-NUCLEO-LRWAN1 e j
KEIL

Nucleo pack DE Tools by ARM
ST and Semte _

P/N: P-NUCLEO-LR!

life.augmented

®IAR I-CUBE-LRWAN
SYSTEMS

Discovery board

‘,’ ST and Murata®

P/N: B-LO72Z-LRWAN1

life.augmented


http://www.st.com/web/catalog/tools/FM147/CL1794/SC961/SS1743/LN1897?s_searchtype=reco
http://www.st.com/web/en/catalog/tools/FM146/CL1984/SC720/SS1450/PF251168?s_searchtype=reco
http://www.st.com/web/en/support/3rd_pty_tool_providers.html?s_searchtype=keyword#3
http://www.st.com/web/catalog/tools/FM147/CL1794/SC961/SS1533/PF261797
http://www.st.com/web/catalog/tools/FM147/CL1794/SC961/SS1533/PF257456
http://www.st.com/web/catalog/tools/FM147/CL1794/SC961/SS1533/PF257456
https://www.mbed.com/en/
https://www.mbed.com/en/
http://www.iar.com/Products/IAR-Embedded-Workbench/ARM/
http://www.iar.com/Products/IAR-Embedded-Workbench/ARM/
http://www.st.com/stm32-lrwan




'sigfox How S|ngX Works

Devices
integrate a
connectivity

b4 b 4 W
@ @ Devices send Messages are They are They can be They turn into

data transmitted stored in the analyzed on actions and
- . through the sigfox cloud Big Data insights
e | sigfox network analytics through the
Y platforms customer IT
ctection
AlbE -0 - @ - 0 -© - ®
Small Global Standard and Interoperability = Partners with
Sigfox messages network with easy access with top-tier specific
certified optimized for high capacity Big Data applications for
Royalty free sensor data platforms your business
radios

Lys
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'sigfox How S|ngX Works

... across the globe
Present in 28 countries, targeting 60 countries by 2018

@ Covered countries

France
Ireland
Luxembourg
Portugal
Spain e
The Netherlands '
vy
‘ On going country deployment ,
Australia Malta ) ®
Belgium Mauritius Island
Brazil Mexico
Colombia New Zealand
Czech Republic South Africa
Denmark Slovakia
Estonia Singapore
Finland Taiwan ¥
Germany The Sultanate of Oman . P4
Italy The UK
Japan The U.S. A

Lys
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Service Coverage Area
2016, 2017 and 2018

+ Connectivity as a Service

(CaaS) - includes equipment, RMA,
software and support

+ Maverick program - free
installation of the network for eligible
sites

- 25% Population Coverage Areas 2016

I 0% Population Coverage Areas 2017

+ Coverage Kit — full kit to build a
device and get started

B s Population Coverage Areas 2018

Lys
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W sisfox How to engage

/ Build a device \ / Integrate a device \

‘ Build a prototype with STM devkit

Find your device in the Sigfox
ecosystem

Certify your device with Sigfox Certify your solution with Sigfox

Q Promote your device Q Promote your solution
\ startusa.sigfox.com / \ partners.sigfox.com /

Lys
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http://startusa.sigfox.com/
http://startusa.sigfox.com/

B sigfox Radio Configuration Zones

- The channel frequency, datarate and other relevant parameters depend on the applicable radio control
zone (RC2).
« RCZ1 (Europe):
« 868MHz
« DBPSK for uplink (14dBm at 100bps)
» 2GFSK for downlink

« RCZ2 (US, Canada, Mexico, Brazil)

« RCZ4 (New Zealand, Colombia, Peru’, Singapore)
« 915MHz + PA
 DBPSK for uplink (22dBm at 600bps for RCZ2/4)
 2GFSK for downlink

life. augmented 19/05/2017



' sigfox

ID, PAC, KEY

Each node is identified by a 32 bits ID.

Each ID has an associated 8-bytes Porting
Authorization Code (PAC), that is a checksum
needed to register the node to the backend.

An 128-AES Key (unique for each node) is used to
encrypt the messages. The base stations will apply
the same Key to decrypt the message.

ﬁ
g

Security

ID, PAC and Key

Additional ST Security features
« STSAFE-A1SXis CC EAL5+ AVA VANS certified
» Data integrity over the Sigfox network:

M

19/05/2017

Signature of payloads before uplink

Verification of downlink payloads

« Optional data confidentiality over the
SingX network:
Encryption of payloads before uplink

[&] [
=

Decryption of downlink

« Optional Secure channel using AES-128




SIGFOX certified tools

STEVAL-FKI868V1 / FKI915V1
SIGFOX-ready sub-1GHz RF kits

accelerate sensor-to-cloud loT applications

- Development kit: Based on STM32 Nucleo board

. Region AME: STEVAL-FKI915V1 * no need for a local gateway or access point.
- Region EMEA: STEVAL-FKI868V1 - Read more
» Sigfox SDK:

« STSW-S2LP-SFX-DK

Development Kit for Out-of-the-box

Sensor-to-Cloud Connectivity

Development kit

SIGFOX End Product certified o
Lyy b


http://www.st.com/en/evaluation-tools/steval-fki915v1.html
http://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/communication-and-connectivity-solution-eval-boards/steval-fki868v1.html
http://www.st.com/content/st_com/en/products/embedded-software/evaluation-tool-software/stsw-s2lp-sfx-dk.html
http://t.info.st.com/r/?id=h25dc2f0,3397efa,3397f0b

Conclusions

Connection opportunities Requirements Wide Area Networks
High Throughput
Low Latency LTE-MBB
LTE-Cat1
~~~~~~~~~ LTE-Cat0
~~~~~~~~~~~ LTE-MTC
~~~~~~ A
EC-GSM

Message based Lg Ra
Ultra low cost
Power consumption .
Low complexity ' sigfox
Global Reach

2016 2017 2018




ST Strategy and Offer for the loT

loT is an end-to-end system from device to cloud involving many actors

ST has a coherent strategy to cover the market needs

The right building

blocks for loT

Lower barriers for
developers getting

Lower barriers from
prototyping to first

Lower barriers to
connect devices to

Enable product
& service

devices started product the Cloud commercialization
Building Stackable Boards Application Integration of Cloud Partner
Blocks & modular SW specific SW Provider SDKs Program
STM32 Nucleo development boards

Processing Security

Sensing &

Actuating Connectivity

Power &
Energy
Management

Motor
Control

Conditioning
& Protection

e, -
il i
o PRATO
I.Tl' L=l

STM32 Nucleo expansion boards

e
B B ‘l. D |
e to b —~=p ——

B B B B
‘ N 9" /r 9°
i e

@ Audio @ Sensor
Algorithms Fusion

Pre-integrated Software
for vertical Applications

o\ S RN
A (B :’/@ )

|

\ 1) I \ )

e &
Smart Building
Home automation

Wearable

amazon == Microsoft
webservices” "M Aoyre

Watson
IaT

Ready to use
Smartphone Apps

Ly
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ST — Semtech — Senet - MyDevices Demo

N

N

N

Devices
The aim is to sense, track, record, monitor any
activity. They could be connected to several
Gateway and many devices could be connected
to the same Gateway. Devices are base on
SX1276(100MHz — 1020MHz) or SX1272
(800MHz — 1020MHz) radio.

3

life.augmented

Gateway
Is “just” a bridge between the
devices and the network
server.

The Gateway(Base station)
are Telco properties (Verizon,
Orange, Vodafone ...)
The Semtech radio chipset is
the SX1301.

Network Server
Will decode the data from the
device to route the right
devices information to the right
Application server.
Other players on top of Telco
may offer Network Server
services

@ senet

Application
Server
Runs the application. The App
could run on a cloud server,
PC, Phone ... . Then the data
are sent back to the right
device via the N.S and the
Gatewa

—
my Devices



Smart City - Parking

Challenge

Make the management of parking spaces more efficient. Dual Chip Sigfox and Bluetooth LE smart parking meter

€ Bluetooth” P& sigfox

€ e

Solution

How it works

@ Park search available parking spot with the app on your phone 9 _____ -
———————— s - - B
-——-_-- == - —— - - 7
- ’
/
/
@ Pay using a Bluetooth LE secure ,’
I~ o connection to the Smart Parking Meter |
' mgfux S~ 1
S - \
Back End T~a - \ (([ ]))

Base Stations

~~~"*~_______ \x(([
r  Send the car presence or remaining time in the Sigfox back e_nd_ T A (([ ])) ' SingX
v © 1

life.augmented * NOtify the user via a Sigfox call back to his phone app
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New and emerging technologies to address LPWAN for IoT Nodes

What are the Technology needs for Low Power Sensors in Smart Cities and Smart Industries?

Examine how existing technologies are unable to provide competitive solutions

Identify the evolution of emerging technologies to cover market requirements

Key features and advantages of LoRa, SigFox & LTE
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Need

Smart Cities















Need to reduce Chronic diseases costs















How Mega Trends
Impact Technology Needs

3

Mega Trends

Impact

Sub-trends

Accelerating Urbanization

















Demographics 

















60% of the world’s population (about 4.7 billion people) will live in cities in 2025 (1)

Infrastructure: Power, Water, Transport

Smart Home and Buildings

Smart Transportation

Smart Banking

Smart Learning

Data usage doubling / 18 month (3)



72.1 million Americans over the age of 65 by 2030 (2)

Healthcare costs projected to be 20 -30% of GDP by 2025



Convergence of technology

















Predictive diagnostics

















Home: Automation, Entertainment, 

Energy and Security

Smart Energy & Water

Resource sharing (Smart Apps)

Transportation efficiency 

Autonomous vehicles and Robots

Source. 1 McKinsey Global Institute June 2015. 2 pwc April 2014. Frost $ Sullivan 2014

Chronic disease accounts for 86% of US healthcare costs(3)

Innovative technologies could cut the costs of chronic

disease treatment by as

much as 50 percent (1)





Wearables

Implantable, injectable, and ingestible

Non-wearable connected measurement devices

Predictive diagnostics





Smart is the new Green



Wellness 

The challenge: the ability to monitor and Control things in the physical world 





Market trends are driving the IoT revolution

Pushing connected devices from 15B today to 26 Billion in 2020

With a vast growth in the smart city and smart industry market…
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I am lost

I am full

Repair me







Doctor came

No more food

I don’t work







I need water

I am here

No more toner



Fridge is broken

IoT will soon impact our everyday life, and connect all objects around us

Many of tomorrow’s great ideas are technically possible today, but merely constrained by power and budget issues. 

Small inexpensive objects simply don’t have the power to communicate with large mobile networks. 

The IoT Challenge





Smart Things



Smart Home & City



Smart Industry











Smart Driving
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Our strategy is well set

Focus on four application areas 
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Internet of Things Connected Devices

6

2016

2019

Source: IHS-Markit, excluding PC & digital home,  connected cars













26 Billion

15 Billion

Smart Industry

Smart City

5.7 Billion, 38%

12 Billion, 47%







If we go a bit more in detail into  what we target today we see the market is nearly doubling in next three years
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Wearable Computing	Mobile Devices	Others	Smart Home	Smart Cities and Buildings	Utilities and Industrial IoT	Retail, Advertising, and Supply Chain	224.56372954026028	6385.9657400809265	2441.4773550803666	513.90242961657327	613.25855214131946	1063.5572468769856	4143.3506276882999	



Wearable Computing	Mobile Devices	Others	Smart Home	Smart Cities and Buildings	Utilities and Industrial IoT	Retail, Advertising, and Supply Chain	416.55970219086436	7771.2972170437833	4514.3448049434455	1292.0327424191339	1200.486541743509	1990.404342852135	9304.1449393226139	

Wearable Computing	Mobile Devices	Others	Smart Home	Smart Cities and Buildings	Utilities and Industrial IoT	Retail, Advertising, and Supply Chain	416.55970219086436	7771.2972170437833	4514.3448049434455	1292.0327424191339	1200.486541743509	1990.404342852135	9304.1449393226139	

Connectivity in the IoT Movement

7

IoT is a movement where any system is able to leverage the Internet and its eco-system

Nodes



Gateways



Cloud



Smart Things

(With intelligence)



Simple Things

(Send raw data)

Gateway

Network infrastructure

(Switch / Router)

Servers

(Big data & cloud)

Cloud computing – Low cost embedded computers – Explosion of reliable wireless connectivity – Rapid innovation of low cost sensors









Sense – Process – Connect – Power - Secure













Process – Connect – Power - Secure











Process – Power - Secure



















Sense – Process – Connect – Power - Secure

The building blocks







LAN/PAN

LPWAN

Cellular





The last decade of transformation in the world of electronics and semiconductors has brought

Cloud computing

Low cost embedded computers

Explosion of reliable wireless connectivity

Rapid innovation of low cost sensors



This transformation has pervaded any field of technology and can be perceived as the Internet of Things…



Ultimately the IoT is a movement where any system is able to leverage the Internet and its eco-system.



The three main pillars of any IoT applications are:

The NODE is typically an embedded unit with sensors and connectivity (wired or wireless).  The node may be a simple device that sends raw sensor data to the cloud or a more sophisticated device that processes sensor data before to sending to the cloud. In both cases an MCU will be the processing unit

 

The GATEWAY will collect data coming from the NODE and may be communicating with different connectivity technologies.

A gateway is usually based on powerful MPUs and connectivity combo chipsets

 

The CLOUD with network infrastructure and servers where the data will be stored, analysed and visualized for the end user to take smart decisions  



At the center of each of them there are key technologies to Sense/Process/Connect/Power and Secure the DATA

This is exactly what ST address with his product portfolio and ecosystem.
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Connectivity Use Cases in the IoT
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Diverse use cases and solutions with competing requirements:

Bandwidth

Latency

Power Consumption (Battery)

Remoteness (global reach)

Reliability

Cost effectiveness

Node to node

Node to cloud

cloud to cloud



Smart

Things



Smart

Industry



Smart

Home



Smart

City





Factories and Buildings





Vibration Monitoring



Asset tracking



Cold Chain monitoring



HVAC control and monitoring



Fault detection





Predictive maintenance 

Alarm panel and sensors monitoring















Connectivity Use Cases in the IoT
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Diverse use cases and solutions with competing requirements:

Bandwidth

Latency

Power Consumption (Battery)

Remoteness (global reach)

Reliability

Cost effectiveness

Node to node

Node to cloud

cloud to cloud



Smart

Things



Smart

Industry



Smart

Home



Smart

City





Agriculture and Environment





Disaster Monitoring:

River flood detection

Eartquake detection

Forest fire detection

Environment monitoring:

Air quality

Hazardous gas

Wind monitoring

Agriculture and farming:

irrigation, fertilizers, soil

hive, cattle,  livestock, fishing monitoring















Connectivity Use Cases in the IoT
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Diverse use cases and solutions with competing requirements:

Bandwidth

Latency

Power Consumption (Battery)

Remoteness (global reach)

Reliability

Cost effectiveness

Node to node

Node to cloud

cloud to cloud



Smart

Things



Smart

Industry



Smart

Home



Smart

City





Utilities, Energy, City Management





Leak detection

water pressure and quality monitoring

Tank level monitoring

Smart Parking

Fleet Management

Smart Meters (water, gas, electricity)





















The Building Blocks of the IoT
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Smart

Things



Smart

Industry



Smart

Home



Smart

City







Connectivity



   10 cm

   to

    20 km





     Security





Scalable 

Security solutions 



Application 

Processing











Ultra-Low Power

To High Performance



Power & Energy Management

Nano Watt to

Mega Watt





Sensing & Actuating

Full range of sensors 

and actuators





Signal Conditioning & Protection

Nano Amps to Kilo Amps

















LPWA Market







IOT CONNECTIVITY: 
NO ‘ONE-SIZE-FITS-ALL’ NETWORK
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Other







Cellular

2.2 

Billion

Short Range



18.5 

Billion

LPWAN

3.8 

Billion

Global M2M/IoT Market in 2025

27 billion connections

Source: Machina Research, 2015





Communication Technologies - Overview

Mbps

Kbps

bps

10 m

100 m

1 km

10 km

Baud rate

Range















WiFi / BT





















Short Range























-M

-NB-IOT

5G

850/1900 MHz

900/1800 MHz

Sub-GHz

2.4 GHz

PAN

WAN









High density of objects

Reduced H/W cost

Reduced connectivity cost

Low data rates

Constrained latency

LPWAN

Cellular











Communication Technologies - Overview

Existing Technologies



Address:

Short range low power

Long range high power (also expensive)

Emerging Technologies



Address:

Long Range Low Power









Cat M1 (eMTC)

Cat NB1 (NB-IoT)



Public network

Higher data rate

Leveraging existing infrastructure



Proprietary PHY, Open MAC

Regional regulatory differences

Inexpensive

Public network

Regional regulatory differences

Suited for upstream communications (sensor networks)

Inexpensive









Technology Comparison

		Wide Area Deployment Available		Now		Starting		>2017		>2018

		Coverage
(BS Sensitivity) 		-142 dBm		-138 dBm		-124 to -138 dBm		-142 dBm

		Power Consumption		Low 		Medium4		Optimized for rich traffic
Models (several K Bytes/day)		

		Security		AES128
No IP		AES128		eSIM		eSIM

		Bandwidth		0.1 - 0.6 kHz		0.3 - 50.0 kHz		10.0 - 100.0 kHz		0.2 - 10.0 kHz

		2-Way		Device triggered		Class A only		Yes		Yes

		Data Rate		100 - 600 bps		11 Kbps		27.6 Kbps		28.3 Kbps

		Daily Traffic per device		1.6 Kbyte		10 Kbytes		Several 100 Kbytes		Several 100 Kbytes





NB-IoT

LTE-M1



 some assumptions:

Sigfox – become a global Internet of Things operator 

LoRa – provide a technology that lets other companies enable a global Internet of Things 

LTE-M – evolve an existing technology to exploit the existing infrastructure





Cellular/LPWA Applications
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What is LoRa ?
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Long range, low power & small form factor

In Sub-GHz: > 2km dense urban, > 15km suburban, > km VLOS

More than 10 years in operation without changing battery

Concentrator with network capacity & security

Star Network / Link rate Adaptation / Fully Scalable Network

More than 4M  transaction per day per GTW

Robust communication

Robust to interferer / coexistence with other ISM

Robust to Jamming

Suitable for Mobile, Nomadic & fixed nodes

Indoor / Outdoor coverage



LoRa®

FSK

Zigbee



-90 dBm

-100 dBm

-125 dBm

-148 dBm

A Sub-GHz wireless technology enabling low data-rate communications over long distances

Is targeting M2M and Internet of Things applications

LoRa technology is a solution providing a WAN capability, using a MAC protocol named LoRaWAN





VLOS: Visual Line of Sight

ISM: industrial, scientific and medical
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Network Features
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Long range

Greater than cellular

Deep indoor coverage

Star topology



Max lifetime

Low power optimized

10-20 years lifetime

>10x vs cellular M2M



Low cost

Minimal infrastructure

Low cost end-node

Open software



Multi-usage

High capacity

Multi-tenant

Public network







True location

Indoor and outdoor

Position monitoring





Bidirectional

Bidirectional

Scalable capacity

Broadcast







Global mobility

True mobility

Seamless

Roaming



Security

Unique ID

Application

Network









LoRa Alliance

The LoRa Alliance is a non-profit open consortium of companies promoting the technology

Mission is to ensure that LoRaWAN is THE standard for SECURE, CARRIER-GRADE IoT connectivity

Promotes interoperability, certification and drives future use-cases and features

There are players in all facets of the network

Gateway hardware suppliers (Multitech, Actility, etc)

Network Server space (Senet)

Application Server space (MyDevices, Loriot, etc)

Certification houses

End-nodes (also called 
“Mote’s”)

www.lora-alliance.org 
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ST is SPONSOR and Board Member



















Premise of LoRaWAN
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silicon

modules





LoRaWAN Device Classes
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3 classes to cover all the use cases







HW tools

Dev tools

STM32CubeMX

ST-Link Utility

Partners IDE

System Workbench for STM32







Let’s Get Started

LoRaWAN stack



With a wide and existing ecosystem
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(Click on the icon or link)

I-CUBE-LRWAN



Nucleo pack
ST and Semtech

P/N: P-NUCLEO-LRWAN1



Discovery board
ST and Murata®

P/N: B-L072Z-LRWAN1



Expansion board
ST and USI®

P/N: I-NUCLEO-LRWAN1

















24













Small messages optimized for 

sensor data

Devices send data









They turn into actions and insights

through the customer IT

Partners with specific applications for your business



They can be analyzed on Big Data

analytics platforms

Interoperability with top-tier Big Data platforms



Devices integrate a connectivity module

Sigfox certified

Royalty free

radios















Global network with high capacity

Messages are transmitted through the sigfox network







Standard and easy access

They are stored in the sigfox cloud





How Sigfox Works









Sigfox set out to propose a communication network that addresses ALL of these 4 points – a network specifically designed for IOT and we aim to do this globally.





How Sigfox Works







Covered countries

On going country deployment

France

Ireland 

Luxembourg

Portugal

Spain

The Netherlands

Malta

Mauritius Island

Mexico

New Zealand

South Africa

Slovakia

Singapore

Taiwan

The Sultanate of Oman

The U.K

The U.S.

Australia

Belgium

Brazil

Colombia

Czech Republic

Denmark

Estonia

Finland

Germany 

Italy

Japan





























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































… across the globe

Present in 28 countries, targeting 60 countries by 2018





Sigfox set out to propose a communication network that addresses ALL of these 4 points – a network specifically designed for IOT and we aim to do this globally.







Connectivity as a Service (CaaS) – includes equipment, RMA, software and support



Maverick program – free installation of the network for eligible sites



Coverage kit – full kit to build a device and get started

Service Coverage Area
2016, 2017 and 2018







Build a device

Integrate a device

How to engage



1



2



3

Build a prototype with STM devkit

Certify your device with Sigfox

Promote your device

startusa.sigfox.com



1



2



3

Find your device in the Sigfox ecosystem

Certify your solution with Sigfox

Promote your solution

partners.sigfox.com

1

1









Radio Configuration Zones

The channel frequency, datarate and other relevant parameters depend on the applicable radio control zone (RCZ). 

RCZ1 (Europe): 

868MHz

DBPSK for uplink (14dBm at 100bps)

2GFSK for downlink









RCZ2 (US, Canada, Mexico, Brazil)

RCZ4 (New Zealand, Colombia, Peru’, Singapore)

915MHz + PA 

DBPSK for uplink (22dBm at 600bps for RCZ2/4)

2GFSK for downlink
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15/05/2017











Security
ID, PAC and Key

31

ID, PAC, KEY

Each node is identified by a 32 bits ID.

Each ID has an associated 8-bytes Porting Authorization Code (PAC), that is a checksum needed to register the node to the backend.

An 128-AES Key (unique for each node) is used to encrypt the messages. The base stations will apply the same Key to decrypt the message.





Additional ST Security features

STSAFE-A1SX is CC EAL5+ AVA_VAN5 certified

Data integrity over the Sigfox network:

Signature of payloads before uplink

Verification of downlink payloads

Optional data confidentiality over the Sigfox network:

Encryption of payloads before uplink

Decryption of downlink 

Optional Secure channel using AES-128



15/05/2017



UFDFPN 8 pitch 2x3

SO8N





SIGFOX certified tools
STEVAL-FKI868V1 / FKI915V1

Development kit: 

Region AME: STEVAL-FKI915V1

Region EMEA: STEVAL-FKI868V1

Sigfox SDK: 

STSW-S2LP-SFX-DK
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SIGFOX-ready sub-1GHz RF kits
accelerate sensor-to-cloud IoT applications



SIGFOX End Product certified

Development kit

Development Kit for Out-of-the-box
Sensor-to-Cloud Connectivity

Based on STM32 Nucleo board

no need for a local gateway or access point. 

Read more 
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Connection opportunities

Wide Area Networks

LTE-MBB



LTE-MTC





High Throughput

Low Latency

EC-GSM

NB-IOT



Message based

Ultra low cost

Power consumption

Low complexity

Global Reach

Requirements



LTE-Cat1

LTE-Cat0



Cellular IOT

2016

2017

2018



























Conclusions







ST Strategy and Offer for the IoT
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IoT is an end-to-end system from device to cloud involving many actors

Lower barriers for developers getting started 

Lower barriers from prototyping to first product 

Lower barriers to connect devices to the Cloud

Enable product 

& service commercialization

ST has a coherent strategy to cover the market needs

Stackable Boards
 & modular SW

Application
 specific SW

Integration of Cloud Provider SDKs

Partner 
Program







Audio

Algorithms









Sensor 

Fusion

Pre-integrated Software for vertical Applications

The right building blocks for IoT devices





Connectivity

Conditioning & Protection

Sensing &

Actuating

Power & Energy

Management

Processing

Security

Motor 
Control

Building 
Blocks







Ready to use Smartphone Apps









Having the building block is not enough.

Developers need to be able to easily use our products – and our larger customers can easily evaluate

This covers the needs of all our customers from geeks to OEMs whether they need it all or not
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ST – Semtech – Senet - MyDevices Demo
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Device-1

Network Server

Will decode the data from the device to route the right devices information to the right Application server.

Other players on top of Telco may offer Network Server services















Gateway

Is ‘’just’’ a bridge between the devices and the network server.

The Gateway(Base station) are Telco properties (Verizon, Orange, Vodafone …)

The Semtech radio chipset is the SX1301.











Application

Server

Runs the application. The App could run on a cloud server, PC, Phone … . Then the data are sent back to the right device via the N.S and the Gateway,





Devices

The  aim is to sense, track, record, monitor any activity. They could be connected to several Gateway and many devices could be connected to the same Gateway. Devices are base on SX1276(100MHz – 1020MHz) or SX1272 (800MHz – 1020MHz) radio.



Device-2





Device-3















Smart City - Parking
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Make the management of parking spaces more efficient.



Challenge



Solution

1

Park Search available parking spot with the app on your phone





Pay using a Bluetooth LE secure connection to the Smart Parking Meter









Dual Chip Sigfox and Bluetooth LE smart parking meter



How it works







CLOUD







Send the car presence or remaining time in the Sigfox back end



Notify the user via a Sigfox call back to his phone app



3

2

Back End













Base Stations











image2.jpeg







image3.png

‘ 'l life.augmented






image7.png

Internet
of Things






image8.png

[% 8






image9.jpeg







image10.png







image11.png







image12.png







image21.jpeg







image22.jpeg







image13.jpeg







image14.jpeg







image15.jpeg







image16.jpeg







image17.jpeg







image18.jpeg







image19.jpeg







image20.jpeg







image30.jpeg







image31.png

/\

Driving
&F






image32.png







image23.png







image24.png







image25.png







image26.jpeg







image27.jpeg







image28.jpeg







image29.png







image33.png

g

Smart Indusry






image34.png

=

SmartThings






image35.png

smart Home & Cily






image43.png







image44.jpeg







image45.png

'
s I







image36.png







image37.png







image38.png







image39.png







image40.png

E 3






image41.png







image42.png







image52.png







image53.png







image54.png







image55.png

IID?






image56.png







image57.png

VEW






image46.png







image47.png







image48.png







image49.png







image50.png







image51.png







image58.png







image59.png







image60.png







image61.png







image62.png







image63.png







image67.png







image68.png







image69.png







image70.png







image71.png







image72.png







image73.png







image74.png







image64.png

n






image65.png







image66.png

a






image75.png







image84.png







image85.png

AGLre






image86.png







image87.png







image88.png







image89.png

LoRa






image76.png







image77.jpeg







image78.png

€3 Bluetooth’

SMART






image79.png







image80.jpeg

fHREAD






image81.png







image82.jpeg

HE\GHTLESS'






image83.jpeg







image90.png







image91.png







image92.png

Digital

signage m
Smart Agriculture M
 — 5
Smart City
Remote Monitoring (Industrial)
Mobile Healthcare
Industrial
Computer &
5
Industrial Router =2
Security Security
(Camera) (Detector)
E
Payment Terminal
7 Smart Meter 9
S
Tracking Device
o o
o = 2 x5 [E
F S5 & §
oy 23 § & m E
e = @ |3
5 5
a2 & = = i
5 & ki
I .
+ I < 3
2 ° 3 s a
2 |° =







image93.png

LoRa






image94.png







image102.png







image103.png

)

LoRa

(






image95.png

()






image96.png







image97.png







image98.png







image1.png

augmented






image99.png







image100.png







image101.png







image111.png

LGRa Alliance’






image112.png







image113.png

April 2017






image104.png

' Alliance

de Area Networks for loT

(((ox))
g







image105.png

Foxconn
Joekr LY HON HAY

ST Sy
arkessa rakon ,  muRata

s

OMNIsEX.

. nke. e
sy e (0 m=er B .
Schnsider B2 e e 5 L ==
X ST SN

SENNE-—= 7T Reltronic < MCt







image106.jpeg







image107.png

S Iy W
Rl
¥ 4






image108.png







image109.png







image110.png

37 Publically Announced Operators
19 Alliance Member Operators
250+ on-going trials & city deployments
460+ members in the Alliance







image114.png

Application
Server

-

vonding
]

TCP/IP SSL TCP/IP SSL
LoRaWAN™ Secure Payload

AES Secured Payload
‘Application Data






image115.png

- tibelivm
o i

iSecur






image116.png

__3) myDevices






image117.png

NETWORK SERVER

SwOrbWise -
odtility

&

Sacemcom

# senet






image118.png

GATEWAY

mmm
cisco

everynet

Sacemcom

link
MULTITECH@
RiSiNGHF







image119.png







image120.png

Foxconn

MULTITECH@

st







image121.png

 Classname [ intendedusee _________________ | |

A Battery powered sensors (or actuators with no latency constraint) Mainly uplink with two
Most energy efficient communication class. potential downlink slots
(«all ») Must be supported by all devices after each uplink
B Battery powered actuators Programmed downlink
Energy efficient communication class for latency controlled downlink. slots to allow control within
(« beacon ») Based on slotted communication synchronized with a network beacon. certain latency limits
C Mains powered actuators Lowest latency command
Devices which can afford to listen continuously. and control for less power

(« continuous ») No latency for downlink communication. critical devices.






image123.png

Lo







image124.jpeg







image125.jpeg

71

life.augmented






image126.jpeg

kel






image127.jpeg







image128.jpeg







image129.png







image130.png







image122.jpeg







image131.png







image139.png







image140.png







image141.png







image142.png







image143.png







image144.png







image145.png







image132.png







image133.png







image134.png







image135.png







image136.png







image137.png







image138.png







image146.png

I 25% Populatic
W s0% Populati
I 75% Population Con







image147.png







image148.png







image149.png







image150.png

T
a5
nn 8

®$®$
@Aw

@f@

@@@






image151.png







image152.png







image161.png







image162.png







image163.jpeg







image164.jpeg







image165.png







image166.png

)

LoRa

(¢






image153.png







image154.png







image155.png







image156.png







image157.png







image158.png







image159.png







image160.gif







image174.png







image175.png

Watson
o






image176.png







image167.png

STM32 Nockeo developmentboards







image168.png

“ramazon

enices







image169.png

Microsoft
Azure







image170.png







image171.png







image172.png

QW

Smart  Buiding
Home  automation







image173.png

Wearable






image177.png







image178.png







image179.png







image180.png







image181.png

senet







image182.png

Lg)

my Devices






image183.png







image184.jpeg







image193.png







image194.png







image185.tiff







image186.png







image187.png

Bluetooth’






image188.png







image189.png







image190.png







image191.png

€ e






image192.png







