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Gateway Evolution
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Basic CAN Gateway

oBD i)

ETH 100M

CAM FD
CAN FD»
CAN FD»

! CANFD

Body Powertrain Chassis

Smart Connected Gateway

CAN FD
CAN FD
CAN FD

‘ ’ I Body Powertrain Chassis
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. Unprecedented Salability

. HW & SW compatibility / Single Core
64MHz to triple core 180MHz / Flash size

. Communications

SPC58 Chorus 6M/4M/2M
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Power

+  Streaming Ethernet shell ETH AVB2 and
TSN support

« 8 CAN-FD I/F, 18 * LIN, up to 10 DSPI, 1
* FlexRay

Supply

ETHERNET
r.-‘

. Versatile low power modes
* AUTOSAR start-up time <100ms

«  Standby current 50-150uA

. Isolated Hardware Security Module

e Secure Boot

*  Crypto accelerator ( sym and asym
algorithm)

*  HSM Evita medium

Chorus_10M Enhancement

« CPU core to triple core 200 MHz

- 16 *CAN-FD, 24 * LIN , 2x Ethernet
(1GBb/s,100Mbl/s)

«  EMMC,0OSPI external memory interface

*  HW Flash context SWAP for OTA

+ HSM Evita Full

Enhanced SSWU smart standby wake-up unit
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Automotive Bus Connectivity

Data Rate [b/s]

In-car Network Communication

Secure Processor

Dual ARM A7 +M3 processor with enhanced

security

Embedded hardware cryptographic engine

Advanced automotive connectivity interfaces
*  CAN FD, Ethernet AVB

Rich OS Support

Automotive grade

N0k Y

OEM Cloud
FOTA Server

High speed secure micro
Low-Power Stand-by and fast booth
Interfaces for any automotive bus
scalable family embedded flash

A
100M |
I0M | —

1M |

100K |-
10K |

Secure Smart Gateway
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Telematics
Control
Unit
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Smart Gateway

>
GNSS
Positioning — Secondary
- Sensors = OTA . ECU
CAN
A Telematics | and e BUS
1M 1 : Processor ASM330 Diagnostic Gat Secondary
/Secure P ateway ECU
"e rocessor e
elements | :-"Lli"._ P n';%: MCU
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ETHBUS

Secoend. Secondary
Instrument . Head Unit .‘ ECU e .‘ ECU .
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Introducing ST Family of

#, Leader in Gateway Market

/Unprecendented Scalability
* HW & SW compatibility
single core 64Mhz up to triple core 200Mhz

* 512KFlash up to 10MFlash
* QFP64 up to BGA386

* In production

~

One MCU platform from low-end to high-
end gateway a)

T

Basic CAN

Scalability

CHORUS

-
ETHERNET

OPEN

ALLIANCE ©

Streaming Ethernet shell \\

2x ETH (100Mb / 1Gb)
AVB2 and TSN support

CAN-FD with DMA
* 16x CAN I/F (4x Sub-
system)

canee

B2 24 % LIN

\ @"" 1x FlexRay

Chorus 32-bit MCU Family

* 80Mu shipped until 2020

Versatile Low Power Modes

« Standby current < 50uA

» Smart Wake-up unit for periodic monitoring
* Fast start-up time < 500us

* AutOSAr start-up time < 100ms

~

Ready for SW Over The Air update

* Flash partitioning

» Flash A/B contexts with HW swap <"
« eMMC for mass-storage

A * Hyperbus for flash/RAM extention Q )

Securit :
qrity Isolated Hardware Security Module\

» Secure boot

* Crypto accelerator (sym and asym
algo)

» Evita medium and full

150 262623/D s j
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Connectivity in Chorus Family
- CROTUS 2/4/16M (syrapsys Enrnt 7 vrsion 4 20

1. ETHERNET_O : 10/100M — Half/Full Duplex
» MI/RMII modes Chorus 1M SPC582B60 DRMEAN I T80 BANAAD

6 X LINFlex
2. ETHERNET 1 :10/100M — Half/Full Duplex
«  8x MCAN /ISO CAN-FD
 MII/RMII modes + 14 x LINFlex

AN 214 SRS 1 x Ethernet (100Mb/s, time stamping, AVB, IPv4

Checksum, VLAN
* Chorus10M (synopsys Ethernet IP version 5.00a) )

1. ETHERNET_O : 10/100M — Half/Full Duplex * 8x MCAN /ISO CAN-FD
© 18 x LINFlex
* MIVRMIl modes Chorus 4M SPC58EC80 ¢ 1x Ethernet (100Mb/s, time stamping, AVB, IPv4
2. ETHERNET_1 : 1000M- Full Duplex Checksum, VLAN)

Dual Channel FlexRay (10MB/s, 128 buffers )
* MII/RMII/RGMII modes

+  8x MCAN /ISO CAN-FD
* Chorus Ethernet features © 18 x LINFlex
_ Chorus 6M SPC58NG84 * 2 x Ethernet (100Mb/s, time stamping, AVB, IPv4

+ |EEE 802.3-2008 compliant Ethernet MAC Checksum, VLAN)

- IEEE1588-2008 Timestamping *  Dual Channel FlexRay (10MB/s, 128 buffers)

* |IEEE 802.1AS and IEEE 802.1Qav (AVB-Feature) . 16 x MCAN / ISO CAN ED

* |EEE 802.1Q VLAN tag detection © 24 x LINFlex

. « 2 x Ethernet (1x 100Mb/s ETHO, 1x 1Gbit ETHL1,
+ |EEE 802.3az-2010 Energy Efficient Ethemet (EEE) Chorus 10M SPC58NHOX 2N, IPvd Gheakoumm. Bpiit Header. TCP segmant

offload, VLAN)

m - Dual Channel FlexRay (10MB/s, 128 buffers )
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Chorus H line — Family Top End device

SPC58NH

* 3x z4 core @200MHz

» 256Kdata flash
*16xCAN FD, 24xLIN, 12C
*2xEth, FlexR, 10xSPI
*1xGigabit Ethernet
*ASIL-D

*QFP144 /176

*BGA302 / 386

Full Evita support:
- €200z0 core (100MHz)
- Symmetric / Asymmetric Key HW support

ASILD

( 2MB: Common
( Context selector
Internal Flash with HW Swap

Internal
Ballast

HyperBus
128MByte/s ,
eMMC
50MByte/s

External NVM support

4MB
Context B
(RWW)

Fast Wake-up time
(150us RAM, 500us Flash)

Lys
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in-car network

External
storage

Chorus H: designed for Secure Firmware over the Air Management



Software FOTA with More Than One RWW Partition —

» Qverview - SW Partitioning Concept Drawing Schema - CHORUS 4M — 6M

RWW Partition 0 RWW Partition 1
GKE I 1 — 1BKB Test |
i = H 0 _’LEEB_HEM_U_
BOOT CODE 1EKR : Low 64KB HSM 1
e 32KB block D I Address
FOTA sw selection

64KB block O

Common drivers 64KB block 1
FOTAon B 128KB block 0

I 5
I v LSl Common drivers
| 1 128KB blc FOTAon A
FOTA SIE S 7x 256KB : ifi?::ess : FOTA SECT B
(maX 7X256KB) I Space A, ] (maX 7X256KB)

--------------J---------------

» 1
RWW Partition 2 g RWW Partition 3
g ] 32KB DATA.O 1 Address,I, 16KB HSM Data 1
'9 | Space
Address 32KB DATA 1

Space 1
32KB DATA 2 1
‘W l 32KB DATA 3 :
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Hardware Support Mechanism for FOTA applications

¢ Qverview — Embedded Flash Partition Schema - CHORUS 10M
RWW; Partition 1 2048KB)

RWW Partition 0 (192KB)
256hit 16KEB Utest
( qlgw 16K B?\g
Address 16KB Test
Space 16KB HSM O
64KB HSM 1
64KB HSM 2

Context A

Context B

Lys
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High
Address
Space

Address
Space

256K (ZTbit)I_

RWW Partition 2 (128KB) I 256K
(128bit) Qﬂg[f:s
64KB DATA 0
64KB DATA 1 I
64KB DATA 2 I Mid (128bip
64KB DATA 3 ggg;‘?
RWW Partition 4 (2048KB) I
| I 256K Tblt‘
Address
8x 256KB I space |_
1

I 256bit QKR
I_( ) 16KB 3Ioc< 1
ow BKE block 7
Address 6KB block 3
I Space 32KB block 0
I 32KB block 1
I 64KB block 0
64KB block 1

2x 128KB block 0-1

R A

RWW Partition 3 (32KB)

6x 256KB

16KB HSM Data 1

RWW Partition 5 (2048KB)

8x 256KB

256K @
Address
Space

RWW Partition 6 (2048KB)

ol

8x 256KB

RWW Partition 7 (2048KB)

256K

bit)
Address I_
| Space

8x 256KB

RWR 0

RWR1

[ Partitions size
overview

Special
Purpose
48KB

Secure Code
144KB

Code Flash
(Common)
2048KByte

Secure DFlash
32KByte

Data Flash
256KByte

Code Flash
(Context A)
4096KByte

Code Flash
(Context B)

4096KByte

N/

0x0

0x011C.0000 (2Mbyte)

0x015C.0000 (6Mbyte)

b

" 10Mbyte

common 0x0000.
0000

Context 0x0020.
A 0000

Context 0x0060.
B 0000

Read
ADD

swap=X | swap=0

0x0000.
0000

0x0020.

0000

0x0060.

0000

Read
ADD

0x0000.
0000

0x0060.
0000

0x0020.
0000



ST Demo Car with Ethernet Gateway Solution

Solution for Automotive "_
v o Ml L
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Gateway System Demo

Tele Domain
EV Sound Simulator HS-

FDAB02/803 CAN I )
Energy, Angle,
Simulate the engine Distance detection

Control strategy

noise in EV car

<
Hub
FD
- D MI/RMII
Information data L
™ ogger
center (Car [ MoTtoIr and remote — ETHernet
- = contro erne
Marker) © Blustooth Y.$ HS.CAN
CAN-FD
| | canre Democar ongoing
HS-CAN
VCu
Thermal map feedbac L9788, K2
All lamp control !
Wiper, trunk lock, Fuel Vehicle control
tank lock
12 direction L9963 K2
T adjustment/ 3 Positio .
Memory [ Seat heating Battery Management
ISeat ventilate Demo

29 LED /6 mode HB
matrix control

OBC TBD

On board charger from
Grid to 48Y

Flap control
MCTK demo for BLDC
Blower control

Power window with

Antipinch | Mirror XY
adjustmenta & memory
1 EC glass / Logo light

48V 112V Bi-directional

Inverter

IPower stick control v TBD

with Antipinch
Foot scan sensor

Small Motor Application Power Domain

L9738, K2 : Traction motor control

"’ Body Domair;

life.augmented Vehicle control




Demo Car Gateway Diagram with FOTA

Info CAN Body CAN
bus bus CBC Encrypted
OTAFW

111
e |l
q1L

Security
<z, (Cryptography)

OEM SERVER Y o
"Q "..

‘an

T-Box BCM
FW storage CBC decryption ‘=======‘========$
LED o RWW Embedded
Cluster Headlight FLASH HSM
.' , .‘_. FW
To BCM storage

CAN bus
Gateway (OTA

manager)

8*CH

N CANFD Ethernet

CAN/ETH OTA
routing Ethernet Client

A

TC3/Radar HVAC OBC

CAN bus
B @ —@ SPC58EC :

* FOTA implementations:

\ 4 v v

Powertrain + Encrypted BCM firmware loaded by Ethernet, embedded HSM decrypted the FW
CANFD bus
"’ « Flash Driver implemented to store BCM firmware during RUN time

e-augmented « Communicate with BCM module to run bootloader through CAN bus



HSM SHE+ Firmware Command Set

* Cryptographic functions
« AES ECB and CBC encryption and decryptionypt
« AES CMAC generation and verification
» Using indexed keys ... after usage restriction flags enforcement
* Note : Dedicated command index for extended user key set
+« RSA PKCS1.5 with HASH functions (SHA1, SHA224, ...) for encryption/decryption and signature
» Supprted by hardware in Chol0m

« KEY management
 RAM Key loading (“clear” text)
* RAM key export (protected, with integrity, confidentiality and authenticity )
» Protected KEY loading (NVM, with integrity, confidentiality and reporting evidence that key has been loaded)
» Note : Dedicated command index for extended user key set

- RNG ‘

* PRNG initialization and re-seed Support for asymmetric
« Random stream from TRNG or PRNG cryptography (RSA,
_ ‘ ECC, PKCS) and HASH
* TRNG online test _ algorithms (SHA256)
SHE+ service set
r * New use cases push for more crypto support (AESC%EC’:)CBC’
” » Ex: Car to Car, Car to Infrastructure

life.augmented

« FOTA



Gateway Start-up Enablement Package

Documents
+ Official ST website
+ Reference Manual ‘L’w_’.ﬂ
+ Data Sheet
» Technical Note, Application Note New
* Training Slides & FAQs
» Security Manual
» Safety Application Guide, FMEDA , DFA, safety assessment report

e SOftware Package :
« SPC5 Studio
« Low level driver -
» Application library and examples AUTOSAR
« AUTOSAR o cont |

* MCAL (including Crypto driver ) & Complex driver by ST
+ RTE and BSW provided by 3rd parties

* Core self test

* HSM FM & HSM DEMO

e Chorus EVA Boaro

SPC5 MCU Start-up Package V3-201904

* Chorus Discovery Boards

 Chorus Mother Boards with Mini Module a‘
» SPC5 Studio A

* HighTec
* GHS

* Wind River

r— Debuqg too
‘ « UDE STK
” » Lauterbach Trace 32

life.augmented * |system




HW Enablement

Chorus1M/2M Chorus4M Discovery board Chorus6M Discovery EVA board

PWR

CAN(FD) CAN(FD)

2* CAN(FD)
n.,. - . 'E'-
0) ,_m .!!g. i ' . ‘SI;—.F;B" G o18p
S Py ‘; .' l.’(. ' .(.Elum"! s - A
L a i ':I !‘_' }_[ lmu m}“m R !"!r ¥
m L T M e SN -g
N > 1 T O =E=SSa ¢ CETE
) < - ]
@)
B - == D - w [ SMae | et
; ......
o
2*LIN ETH Flexray JTAG
Interface
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SPC5Studio Gateway Components

&7 SPCS8ECxx Platform Component RLA
& SPC58ECxx Init Package Component RLA
% SPCS8ECxx Low Level Drivers Component RLA

Clock ® SPCS Network Component RLA SPC58xCx FOTA SW update in background
Tree £4 [Dep] SPC5 FreeRTOS Component RLA
¢¥ [Dep] SPC5 FreeRTOS TCPIP Component RLA
. [ 11 : . :
- - PinMap - Figure 6. SPC5Studio FOTA projects :
Outline 2 & & - e eb Eal e N
5 Project Expl =
% SPCS8ECxx Low Level Drivers Component RLA & (;J plorer 2% | BEE) - G& u
PIT CAN ADC Tools £ Enabled Drivers b SV LA Chones Programmes
STM Ethernet PWM & SPI Driver Settings &7 SPC58ECxx Plf'atform Component RLA b % SPC58ECxx_RLA Application Boot Code
2 s ) & SPCS8ECxx Init Package Component | b (g5 SPCS8ECxx_RLA DualCore Test Application for Discovery
RTC/API DSPI eDMA » e IRQ Priority Settings %" SPCS8ECxx Low Level Drivers Compo
SWT L|nF|eX FCCU Mu|tICOl'e v o eDMA Settings & SPC5 Network Component RLA ! Figure 2. SPC58xCx OTA sectors and routines
H » o eDMA_MUX Settings 24 [Dep] SPCS FreeRTOS Component RL
eTimer SACRT CRC » & DSPI Settings & [Dep] SPC5 FreeRTOS TCPIP Compon OX00B0000 COUNTER_OTA Pari2 D0_00
Bootstrap &5 LiNFlex Settings | Il = ABC
RLA crto & MCAN Settings | outine = corrcues ST I = ore
o PIT Settings fsPESFreeRTOSTEPI-CompoTETT Ri— ESIASEEERES

b g3 STM Settings % Network Data buffer ococoo [ F:ro 0ro
+ & 1C setting 2 TCP Staccand Tsk oo —

: um
CBWTSetings | £ Debug TaceLosaig -y

b o3 CRC Settings

%5 Logging UDP Configuration Paramete

I I 7 HW and Dri N GO Part0 BUF5

- Gateway application components Sl P i i s i -
oo

« CAN ¢ & SARADC Settings =, UDP

e LIN i & eMIOS Settings & Socket

» Ethernet o ARP APRLICATION ConE 2
el 0x01020000 = FOTA COMMON DRIVER Part1 BIFS
& DHCPand DNS + FOTA SELWRITING

¢ FreeRTOS %, 1P and ICMP

« TC P/l P & Target Settings

e FAT # Hook functions

MMC
FOTA, Bootloader
Flash driver

Lys
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4 8> Network Protocols
o HTTP Parameters

oo FTP Parameters
o Available TCP Demo




STDBY Driver
OSPI Driver

EMMC Driver

Crypto Driver

PORT Driver
DIO Driver
ADC Driver
PWM Driver

ICU Driver

Ethernet Driver
FlexRay Driver
CAN Diriver

LIN Driver

Low Power

OSPI

EMMC

SHE/HSM

HI
O
=0

0

Ethernet

FlexRay

CAN

LIN

ST SPC58 Chorus MCAL Product Offer

SPI Handler Driver SPI

Internal EEPROM Diriver

Internal Flash Driver

uC

Core Test

MCU Power
Mcu Driver & Clock Unit

Watchdog Driver

GPT Driver
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HSM SW Platform Architecture
CUSTOMER ‘ﬁ

life.augmented

Support for asymmetric
cryptography (RSA, ECC,
PKCS) and HASH algorithms
(SHA256)

Chorus10M by HW

Symmetry  AES-CMAC
HMAC

AES-128
AES-256

RSA
ECIES

Key import and Symmetry

export

Asymmetry ECDSA
RSA

HASH SHA
MD5

Asymmetry

Key storage

Key update

SHE+ service set
(AES ECB, CBC,
CMACQC)

Z4/Intc/... Host HSM/Host HSM e e
- Registers Registers Z0/ntef... G/AES/HAS
l

HOST T HSM

34 PARTIES

J
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T-Box Solution

. |- -T-TT=T= = ====== 1
6 CAN interfaces, Battery sBe 1 Communication !
platform scale (12V) " | Module |
: . A P GPS Module
12b|t_ADC . diagnostic "o e
function CANT ) ; ;
CAN BUS ransceiver ! URRAT
L9916 \ 4
eDMA to support SPI,
hiogh speed : DSPI GSM/GPRS Module
gn speed | CAN BUS » CAN Transceiver SIMCOM SIM800C
communication L9916
____________ —— - - — o ———— A
S | !
with external memory | | URRAT
; Debug info
interface Switch Signal |  Switch Signal Reserved Serial outpu? R
Collection detection Interface -
1
ACC Signal ACC Signal 6x FlexCA 6x DSPI L o e
Collection detection
___________________________ 12C G Sensor
--------------------------- 1x 12C Interface
| Audio System module L0 Sl DI
§> ! Audio output Voice broadcast module DSPI SPI FLASH
I' i (IFLYTEC XFS3031CNP) CGROM
‘ ' ’ Microphone Audio Input Hardware
life.augmented Watchdog




ST Low end T-Box Solutions
(stand-alone : SPC582Bxx)

~, Cellular
i~
GNSS
Module (DR)  UART —|
ST 1012- SMS, TCPIP

CAN
Speed ——>  DGX/DBU
&7 Teseo Il inside

CAN/CANFD x 4
< >

Bluetooth Signal

MP3 module.
3" party — EEPROM M95512-A125(512Kbit), - STM
/ FLASH M25PX32(32Mbit), -Numonyx
AMP ad extension LEDs

Y/ ® Q

life.augmented =0




ST Low End T-box solutions
(stand-alone : SPC582Bxx

- N
AN N '{“: ) A new L‘:: + SPCS5 Studio Eclipse-based IDE :
ART ; . : .
- T e
started . FuII_—feat_ured evaluation t_)oards
R Ppackage 4 . Compronensive o party sappor

for SPC5 in AUTOSAR

applications
Evaluation board Configurable LLDs " Ay e rATaSAR
= AUTOSAR starter kits
Advantages: -~
« AEC-Q100 qualified -
« Comprehensive new generation ASIL-B safety concept -l S
« High performance e200z2 single core - — boards
« 1088 KB (1024 KB code flash + 64 KB data flash) on-chip flash memon e e
* 96 KB on-chip general-purpose SRAM _
« Multi-channel direct memory access controller (eDMA) with 16 channels Customer support materials:
* 6 LINFlexD modules * Cost efficient Software & development tools
* 4 deserial serial peripheral interface (DSPI) modules « SPC5 Studio configurable LLDs
« 7 MCAN interfaces with advanced shared memory scheme and ISO CAN FD « Reference software
support « Evaluation board
* More cost efficient solution * Documents

Lys
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