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Controller area network bus overview

Cost-effective, light-weight, safe and reliable transmission, and

information available for all nodes

( Node A A

MCU

(7:\\\
controller

CAN transceiver

G J

CAN protection

( Node B A

MCU

CAN
controller

( Node C A

MCU

CAN
controller

CAN transceiver

\. J

CAN protection

CAN transceiver

2 lines:
« CAN_H (CAN high)
« CAN_L (CAN Low)

2 physical layers and 2 standards
* Low-speed, fault-tolerant CAN (ISO 11898-3)
* High-speed CAN (ISO 11898-2)
CAN-FD is based on high-speed CAN physical layer

Term.

l CAN bus line l

CAN serial bidirectional half-duplex multimaster communication bus

Ly
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Where CAN Is used

The CAN bus is reliable and is used to connect most ECUs in a car
domain or car zone, including safety and critical functions
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CAN standards ecosystem

7 layers ISO model Physical and data link sublayers

7. Application
6- Presentatlon ,' . . Filtering, overload,
i Logic link control [
|
. I
5. Session I . Data encapsulation
I Media access Frame coding
" trol Error management Controller
contro NS
4. Transport ', (De) serialization

I Physical coding
v sublayer (PCS)

3. Network ,
Physical media Drivers/receivers
attachment (PMA) characteristics

Bit coding, bit timing, ...

Transceiver

I
I
!
m |
!
!
!
1 Ph . | PhySicaI media Application—specific: not
. ySICa dependent (PMD) defined by CAN specs

"l NB: SAE-J2962 (communication transceivers qualification requirements) is based on ISO 11898-1 and ISO 11898-2
*MDI: Media-dependent interface

Connector and
WIS
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*AUl: Attachment unit interface

AUI

MDI

ISO 11898-1

CANZ2.0A (identifier: 11 bits)

CANZ2.0B (identifier: 29 bits
as requested & implemented in
SAE J1939 for trucks and off-
roads vehicles)

ISO 11898-3
(CAN fault tolerant)

1ISO 11898-2

(CAN High speed)
CAN-FD (flexible data-rate) is
compliant with ISO 11898-2



CAN bus characteristics

High-speed CAN Low-speed CAN

Physical layer standards ISO 11898-2 ISO 11898-3
Up to 1 Mbps
Data rate (5 Mbps for CAN-FD) Up to 125 kbps
Maximum length 30 m 500 m
Termination 120 Q shunt 2.2 kQ serial on each line
Recessive voltage level Vieny 1= Vg L2 25 Veann =0V
- - Vean L ~9V
: V =3.6V \Y =4V
Dominant voltage level CAN_H CAN_H
J Veant =14V Vean =1V
T T VCAN H
4 Vean 41 -
3 34
2 VCANiL 2

Vean_L

v

»
‘ >
,l Recessive Dominant Recessive Recessive Dominant {Recessive 6
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Why protection needed

o Automotive systems require a high level of robustness and must be extremely
reliable, especially when they control safety devices.

« The automotive industry has defined standards to guarantee the robustness of
car embedded electronics.

« The SAE-J2962 (communication transceivers gualification requirements) standard
recommends using protection devices for CAN transceivers to prevent
dramatic failures.

Kyy 7
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Relevant standards for CAN link compliance

ISO 10605

ISO 7637-3
pulse 3a/3b

ISO 16750

ISO 16750

Ly
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ESD protection

Surge
protection

Jump start

Reverse
battery

Voltage spikes due to electro-static
discharges.

Voltage spikes due to switching processes
(influenced by capacitance and inductances
of the wiring harness)

Application of 24 V on all inputs to simulate a
jump start with a 24 V battery

Application of -14 V for 12 V battery nominal
voltage (passenger cars, etc.) and -28V for 24
V battery nominal voltage (trucks, off-roads,
etc.) over 60 s to simulate reversed battery
connection when using an auxiliary starting
device

ESD robustness up to 30 kV (R=330Q, C=
330 pF) and low ESD clamping voltage

Must pass the surge and efficiently clamp the
generated overvoltages

Reverse breakdown voltage Vgg > 24 V

Forward breakdown voltage Vgg < -14 V for
12 V battery
Forward breakdown voltage Vgg < -28 V for
24 V battery



y

srr ESDCAN series mapping

PROTECT

Line capacitance

12 V systems (cars, light vehicles, etc.) 24V systems (trucks, off-roads, etc.)

SOT23-3L
ESDCANO1-2BLY ESDCAN24-2BLY

SOT323-3L

QFN 1.1x 1.0 WF
ESDCANO06-2BLY (DFN1110)

ESDCANO06-2BWY

ESDCANO04-2BWY

)

ESDCANO03-2BM3Y ESDCANO05-2BWY

Low speed, faultfault-tolerant CAN

A
"
Z
<
2
Z
5
%)
I
. - Vgr Min
Jump-start compatibility: Jump-start compatibility:
24 V + less than 10% tolerance 24 V + more than 10% tolerance
‘y, Low line capacitance ESDCAN are recommended for High-speed CAN and CAN-FD 9
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https://www.st.com/en/protections-and-emi-filters/esdcan01-2bly.html
https://www.st.com/resource/en/datasheet/esdcan02-2bwy.pdf
https://www.st.com/resource/en/datasheet/esdcan02-2bwy.pdf
https://www.st.com/en/protections-and-emi-filters/esdcan01-2bly.html
https://www.st.com/en/protections-and-emi-filters/esdcan01-2bly.html
https://www.st.com/en/protections-and-emi-filters/esdcan01-2bly.html
https://www.st.com/resource/en/datasheet/esdcan02-2bwy.pdf
https://www.st.com/resource/en/datasheet/esdcan02-2bwy.pdf
https://www.st.com/resource/en/datasheet/esdcan02-2bwy.pdf
https://www.st.com/resource/en/datasheet/esdcan03-2bm3y.pdf

%

ST >

PROTECT

Hazards

ESD
protection

Surge
protection

Jump-start

Reverse
battery

Ly
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Standards

ISO 10605
(C =150 pF,
R =330 Q)

ISO 7637-3
pulse 3a/3b

ISO 16750

ISO 16750

ESDCAN24-2BLY

+30 kV
contact

Vg MiN
(reverse) =
27V

Vg Min
(forward) =
27V

ESDCANO1-2BLY

+30 kV
contact

Vg MiN
(reverse) =
25V

Vg Min
(forward) =
25V

ESDCAN series versus standards

ESDCANO04-2BLY

+30 kV
contact

Vg Min
(reverse) =
275V

Vg Min
(forward) =
275V

ESDCANO06-2BLY

+30 kV
contact

Vg Min
(reverse) =
38V

Vg Min
(forward) =
38V

ESDCANO02-2BWY

+30 kV
contact

Vg Min
(reverse) =
285V

Vgg Min
(forward) =
285V

ESDCANO03-2BWY

+30 kV
contact

Vg Min
(reverse) =
26.5V

Vgg Min
(forward) =
26.5V

ESDCANO04-2BWY

+30 kV
contact

Vg Min
(reverse) =
275V

Vgg Min
(forward) =
275V

ESDCANO05-2BWY

+30 kV
contact

Vg Min
(reverse) =
39V

Vggr Min
(forward) =
39V

ESDCANO06-2BWY

+30 kV
contact

Vg Min
(reverse) =
38V

Vggr Min
(forward) =
38V

ESDCANO03-2BM3Y

15 kV
contact

Vrric MiN
(reverse) =
28V

Vrric Min
(reverse) =
28V

10



2 ESDCAN series quality of protection

PROTECT

* Not only must protection features comply with standards, but they must efficiently
protect against surges, even at high temperature.

 The quality of protection is measured by its ability to clamp overvoltages and
overcurrent, thus protect the CAN transceiver and all the PHY components
against EOS/ESD.

* The lower the clamping voltage, the greater ESD immunity.

e This clamping voltage is usually measured using TLP (transmission line pulse)
method. Read more in AN5241

Ky 1
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https://www.st.com/content/ccc/resource/technical/document/application_note/group1/9b/df/54/c6/fa/7f/42/43/DM00548138/files/DM00548138.pdf/jcr:content/translations/en.DM00548138.pdf

P ESDCAN series

ST >

SorecT High EMC immunity against surges

ESDCAN series for 12V systems

TLP curves IpP (A)
——ESDCAN02-2BWY ; /111
——ESDCANO03-2BWY ] /V{ High ESD robustness:
——ESDCANO4-28WWY [ 1/ Up to 30kV—ISO 10605
—FESDCANO03-2BM3Y 8 / ///
i
. [ )/
74
o High EOS robustness:
/] Up to 5.5A-8/20us surge
/ 5
/ 5
/)7
// // 45 High protection quality:
1717 ; Vol (V) Low clamping voltage

D

-f0 60 -50 -40 -30 -20 -10 0 10 20 30 40 50 60 70

"l 12
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P ESDCAN series

T *—F

Prorect High temperature operation

ESDCAN series
(Vrm > 24 V - SOT323-3L)

Low derating with temperature

STMicroelectronics ESDCAN series still
offers protection at high temperature

ESDCAN series maximum junction
temperature: T; max = 175°C

0 25 50 75 100 125 150 175 200

Ky 13
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3  Package miniaturization with ESDCAN03-2BM3Y

PROTECT

~ 3 x 3 Mm2 Jump-start and reverse plugging compatibility
o 124V operating voltage

.

Compatible with CAN, CAN-FD and FlexRay
 Low line capacitance: 3.3 pF

“

‘ SOT-323 Ultra low clamping voltage
’ + 32V @3A 8/20ps
DFN1110

DFN1110 package
Size -70% e Size: 1.10 mm x 1.0 mm x 0.55 mm

life.augmented



5 steps to select the right ESDCAN

@ car or truck: If you consider:
* 12V system/battery — [car] path (light vehicles)
o 24V system/battery — [truck] path (trucks, off-roads, etc.)

Move to SOT323

CAN-FD®?

() CAN-FD: High-speed CAN, CAN-FD, or FlexRay — [Y] path 9
4 Jump-start (jump-start voltage + tolerance): w

e <26.5V — [Low] path ESDCAN24-2BLY

« 226.5V — [High] path Jump-start®? High robustness
— S ©

9 QFN 1.1 x 1.0 3L FESDCANOS=2BMSY

ESDCANO04-2BLY
High ESDCANO02-2BWY Low capacitance
Jump-start®

Car a
o €9
truck®? CAN-FD?
CAN-FD®@? e ESDCANO03-2BWY

‘ N ESDCAN06-2BWY Me ESDCAN02-2BWY
9 Jump-start® ?‘ a Low capacitance

Package? F Move to SOT323
@ e ESDCANO04-2BWY
r CAN-FD®@? Low clamping voltage
,l ESDCANO06-2BLY 15
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ﬁ ESDCAN web pages

Blog article

H % Application note AN2689

Evaluation board

I[ Pspice ESDCANO03-2BM3Y
Pspice all other ESDCAN

Ly
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More on ESDCAN series

3D models, symbols, and

footprints

Our technology

starts with You

| 10 Years longevity program

Protection finder

M\ ESD basics presentation

ESD video

16


https://www.st.com/resource/en/flyer/st20931_flprot10yl0321_web.pdf
https://www.st.com/en/mobile-applications/protect-finder.html
https://st-videos.s3.amazonaws.com/WEBINAR%20en%20Discover%20EMC%20System%20Immunity%20-%20compressed%20version.mp4
https://www.st.com/content/ccc/resource/sales_and_marketing/presentation/product_presentation/group1/8b/2a/34/c5/0d/88/4c/2b/How_to_protect_applications_against_ESD/files/Basics_How_to_protect_applications_against_ESD_2021.pdf/jcr:content/translations/en.Basics_How_to_protect_applications_against_ESD_2021.pdf
https://www.st.com/content/st_com/en/campaigns/esdcan-esdlin-automotive-esd-protection-devices.html
https://blog.st.com/esdcan03-2bm3y/
https://www.st.com/resource/en/application_note/an2689-protection-of-automotive-electronics-from-electrical-hazards-guidelines-for-design-and-component-selection-stmicroelectronics.pdf
https://www.st.com/resource/en/spice_model/esdcan03-2bm3y_pspice.zip
https://www.st.com/resource/en/spice_model/esdcan_series_pspice.zip
https://www.st.com/en/evaluation-tools/steval-oet003v1.html

Create a Digital Twin with ST CAD resources

Mechanical modeling

ne?

3D models
D?
1_. ]
E%IEE 3 Electronic design
2 |
Sympols |7 R
ESDCANO03-2BM3Y
il
E.E Board layout
1l

Footprints
Kys
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Go digital in four steps

1. Access www.ST.com

2. Select one device

5 4

Lyy.....

B Products PP Apphcations 27 Soluions  §* Tools & Software @l Aboul ST

ESDCANO03-2BM3Y = A saveto MyST
Automotive dual-line TVS in DFEN for CAN bus protection
(12 V system)

3. Select CAD resources |

»
Overview -" Sample & Buy Documentation CAD Resources Quality & Reliability

n

EDA Symbols, Footprints and 3D Models

STMicroelectronics - ESDCAMDS-2BMIY >

Speed up your design wnloading all the ED,
foolprints and 3D models for your application. You have

ov A symbols 1
your H H
design toolchain i

access to a large number of CAD formats fo fit w
All resources 1 i N
|
|

Resourcs fitle varsion Latest updats 2 E
|
SPICE models (1) > ' N |
/ ESDCANO03-2BM3Y

. —> ESDCANO3-2BM3Y moda! {lib) and symibals (.olb d
4. Download files you need &
CAD Symbol & Footprint models (2)

o7 e

e i —

Symbols Footprints 3D models
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Our technology
starts with You

\ b@ Find out more at www.st.com/protection

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.
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http://www.st.com/trademarks
http://www.st.com/protection
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