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Hello, and welcome to this introduction to the STM32L5
Series training session.

It describes the feature sets available in the STM32L5
microcontroller series.




Main Concerns for Embedded Design

o

- Security
* Protection from hackers

* Low power consumption

“"' | * Long life time, small battery size
/ * Integration, size, performance
I I + Best fit versus the application requirements
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The main challenges faced by our customers is to protect
from Hackers at logical and board level attack and to add
more security.

The second concern is related to the low power consumption
in order to reduce the battery size and increase the life time.
In the end the target is to define the right microcontroller
which fits the application requirements the best in terms of
integration, size and performance.



First STM32 Based on Cortex-M33

o

* More security with TrustZone and ST security
implementation
* HW to resistto Logical and board level attack

* Lower Power consumption ]
+ STM32 ultra-low-power technology

L~/

* Integration, Size, performance /
* More performance, high memory size and wide portfolio . I I
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The STM32L5 microcontroller is the first STM32 MCU based
on the Cortex-M33 core. It provides more security with
TrustZone and ST security implementation.

It provides offers the lower power consumption, reusing the
STM32 best-in class ultra low power technology and adds
innovation.

Thanks to a large portfolio, high memory size and better
performance, it can fit into a large type of applications.



A Full Set of Security

~ N
{} ENCRYPTION MEMORY and IP
DECRYPTION %’/ PROTECTION
AUTHENTIFICATION =
\ J
S ™ - -
+ AES-128/256 En(;ryption + Active and static Anti-tamper detection
+ SHA-256 Authentication + Memory Protection Unit (MPU)
+ Private Key Acceleration (PKA): for + Secure Boot
RSi.\, l?iffie-HeIImann or ECC + Read and Write Protection
(E"IRtIC Curve (;ryptography) - HDP (Hide Protect)
« Certified Crypto library + OTFDEC (On-the-fly decryption) on Octo
. Tru_e Random Number Generator SPI to protect external memory
+ Unique ID « JTAG fuse
+ OTP Zone * TrustZone
* Unique Boot Entry
L ) + SFI (Secure Firmware Installation) y,
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In addition to TrustZone, it shows a full set of security.
Besides a Symmetric keys accelerator, a true number
generator and a certified crypto library, it provides a private
key accelerator (PKA) for asymmetric cryptography.

In terms of memory and IP protection, it offers an active
temperature and voltage tampering.

Two new features are also reinforcing the security level and
help the design of a root of trust: HDP (Hide Protect) which
provides higher protection by a hardware secure boot with
secure keys, and a unigue boot entry which defines the
address to boot.



Extend the Battery Life Time

* STM32L5 series reuses the STM32L4/L4+ technology achieving
best-in-class power consumption

* STM32L5 integrates an optional SMPS (DC/DC buck voltage
regulator) which can be enabled/disabled on the fly to avoid external
noise for external RF or data acquisition.

* Proven by EEMBC test results: (yLpsencH-

ULPBENCH"
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The second main message is about power consumption.
The STM32L5 series reuses the STM32L4/L4+ technology
achieving best-in-class power consumption

It integrates an optional SMPS (DC/DC buck voltage
regulator) which can be enabled/disabled on the fly to avoid
external noise for external RF or data acquisition.

This excellence in power consumption is proven by the
EEMBC benchmark scores: 370 ULPMarks with the core
profile benchmark and 54 ULPMarks with the peripheral
profile benchmark.



Ultra-low-power Modes mm

Best power consumption numbers with full flexibility

Vear 3 nA/187 nA* Tamper detection: 3 1/Os, RTC

250 us Shutdown 17 nA /122 nA* Wake-up sources: reset pin, 5 1/0Os, RTC

14 ys Standby 108 nA /222 nA*

Wake-up sources: + BOR, IWDG
14 us

Standby + 4-Kbyte RAM 272 nA/ 386 nA*

N Wake-up sources: + all I/Os, PVD, COMPs, I2C,
Sus Stop 2 (full retention: 256-Kbyte RAM) 3.0 pA/ 3.1 pA* LPUART, LPTIM

6 cycles

Sleep 26 A/ MHz Wake-up sources: any interrupt or event

Run up to 110 MHz Down to 62 pA / MHz

"_I Note : * without RTC / with RTC
L

The STM32L5 series offers best-in class power consumption
figures with a full flexibility. The user can select the mode
depending on the wake-up time, the state of retention and
the number of sources required.



More Performance

- New Arm® Cortex®-M33 performance: +20% versus Cortex-M4

165 DMIPS

1.5 DMIPS/MHz —) 442 CoreMark

4.02 CoreMark/MHz

*New ST ART Accelerator™: working both on internal and external Flash
+ 8 Kbytes of instruction cache

_
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The STM32L5 series provides more performance thanks to
its new core. The Cortex-M33 core gives 20% more
performance running at the same frequency and so
achieving 1.5 DMIPS/MHz leading so 165 DMIPS or 442
Coremark.

Furthermore it supports a new version of the ST ART
Accelerator. In addition to the internal flash memory, this
version also supports external memory thanks to its 8-kbytes
instruction cache, which enables a higher performance as
well as a better power efficiency.



High Integration and Innovation

Large memory, USB Type-C™ w/ power delivery controller, CAN FD

Parallel interface

FSMC 8-/16-bit

(TFT-LCD, SRAM,
NOR, NAND

Arm® Cortex®-M33 CPU
110 MHz
TrustZone®
FPU
MPU
ETM

USB Device Crystal-less,
USB Type-C and PD,
1x SD/SDIO/MMC, 3 x SPI,
4 x I2C 1x CAN FD,
1 x Octo-SPI,

Digital
5 x USART + 1 x LPUART

2x SAl, DFSDM
(4 channels)

Timers

14 timers including:
2x 16-bit advanced
motor control timers

DMA

AES (256-bit), PKA,
SHA-1, SHA-256,TRNG,
CRC, OTFDEC

ART Accelerator™

512-Kbyte memory

2x LPUART timers Flash
= Analog

3x 16-bit-timers
2 x 32-bit timers

Dual Bank

2 x 12-bit ADC 12/16 bits
5 MSPS, 2 x DAC,

1/0s 256R-AKrl;yte 2 x comparators,
2 X op amps
‘_ Up to 115 1/0s
’I Touch-sensing controller SR LT ﬁ
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Here is the block diagram of a STM32L5 microcontroller.
This product embeds a long list of digital and analog
peripherals as well as a large memory size (up to 512 kBytes
of Flash dual bank and 256 kBytes of SRAM).

In addition to a USB crystal less port, it provides an
extended connectivity with a USB type C port with power
delivery support and CAN FD.



&

7 packages, several options

Large Portfolio mm

Flash memory size / RAM size (bytes)

A

Sl STM321562CE |l STM32L562RE [ STM32L562ME il STM32L562VE [l STM32L5620E [l STM32L562ZE
STusassne STHsaissE

» Pin count
48-pin 64-pin 81-pin 100-pin 132-pin 144-pin
LQFP/QFN LQFP WLCSP LQFP UFBGA LQFP
(0.5 mm pitch)
Legend: I without HW crypto/hash - with HW crypto/hash /
ife .cug’menlted .I

The STM32L5 series is available in 7 packages with several
options (with or without the crypto accelerator), 512 or 256
kBytes of Flash memory and with or without the SMPS buck
converter.

So a large portfolio.




