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Introduction to MachineQ
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MachineQ is a Comcast Company
on Enterprise loT in the market

Founded in 2017, we help put the power of the Internet into
everyday things, giving businesses access to vital information that
streamlines their operations

MachineQ provides integrated, enterprise-grade hardware and
software to serve as common infrastructure for low-
bandwidth loT solutions
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Introduction to MachineQ

Premium LoraWAN network provider

Super easy to setup and manage your network and devices
Very cost-effective pricing model

Great gateway and device health visualization

Easy to use APls make integration painless

Device agnostic: Use our devices, BYOD, or desigh your own
We can help you build your own custom device

* We are an ST Partner and prefer STM32 MCUs

* We can help ensure your device is complaint to the LoraWAN spec

e Co-marketing and branding are possible as well

Hardware
FDWE Connect your devices from anywhere and
L )L collect, deliver, and process data into
insights
Software

{g} Take control of our highly-scalable, cloud-
based hardware to maximize efficiency
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Demo — Delta FUOTA




Demo: Integration

e Gateway: MachineQ Area 8c

e MCU: ST STM32L476

* LoRa Transceiver: Semtech $X1276

* Bootloader: ST X-CUBE-SBSFU - Secure Boot and Secure Firmware Update
 Stack: Semtech LoRaMac-node

* FUOTA: MachineQ FUOTA library for STM32

* Flash Management: MachineQ flash abstraction

* Image Compression: Basicloader - Delta Update

* IDE: OpenSTM32 System Work Bench

https://store.machineg.com/store/pro
ducts/area-8c

Scratch Update (I1z4-dict-inplace)
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https://github.com/lorabasics/basicloader
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4 www.st.com /stm32nucien

https://os.mbed.com/component https://www.st.com/en/evaluation- https://www.st.com/en/embedded-software/x-

s/SX1276 MB1xAS/ tools/nucleo-f030r8.html cube-sbsfu.html
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https://www.st.com/en/evaluation-tools/nucleo-f030r8.html
https://www.st.com/en/embedded-software/x-cube-sbsfu.html
https://os.mbed.com/components/SX1276MB1xAS/
https://github.com/lorabasics/basicloader
https://store.machineq.com/store/products/area-8c

Demo: Integration

MACHINE@

MQCeqtral

ST LoRa Dev-Kit Deal
10T STARTER KIT

CURRENT PROMOTIONAL PRICE

$199...

ST LoRa Dev Kit

https://store.machineqg.com/store/products/machineq-starter-Kkit

Includes:
1 MachineQ Gateway (8 channel)
1 ST LoRa® Dev Kit (select “Dev Kit: ST LoRa" in menu)

1 Year MQcentral loT Management
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Demo: Process

0x0800 0000
1. Image Generation: SBSFU + Basicloader Integration SBSFU vector table
1.LZ4 diff generation Secure Engine
2.Encryption SE interface
3.Dual header signing SBSFU

Download/backup image header (512
2. MQ FUOTA lib + MQ Flash Abstraction N

1. Call back registration with MQ FUOTA lib

2. Multicast Class C setup S'Ot #1
3.Fragmentation setup

4.lmage reconstruction using LDPC FEC in Slot #1

3. Image Decryption + Decompression: SBSFU + Basicloader Integration Active Image header (512)
1.Decrypt delta image and swap slots
2.Verify delta image
3.Move to delta image to top of Slot #0 SlOt #O Active image
4.L.Z4 decompress to base Slot #0
5.Verify decompressed image

6.Boot new image
Swap area

4. MQ FUOTA lib Free for user data
1.Report new firmware version 0x080F FEFF
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Demo: Availability For Qualified Customers

 MQ FUOTA API
- Status: Beta
- Note: Requires some setup before use

MQ FUOTA Lib
- Status: Released
- Note: Slim customizable static library based on required features, MCU and FP implementation

SBSFU + FUOTA + Compressed Update
- Status: Beta
- Note: Currently tied to STM32L476

MACHINezQ"
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LoRa: Introduction

HIGH
Robust, long range wireless transmission

« Long Range - A few kilometers in urban areas to
Cellular Network

over 10 km in rural settings. Effective indoors and

underground. i

« Low Power - Can run on batteries for up to 10

years

Low Power Wide Area Network

« Low Cost - Lightweight protocol combined

with low cost transceiver Low

SHORT RANGE LONG
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LoRa: Modulation

* Chirp modulation tailored to long range or high noise environments

* A chirp is a frequency sweep

The frequency direction encodes the symbol or bit being transmitted

The sweep rate or Spreading Factor defines the data rate

The faster the sweep the higher the data rate

Higher data rates come at the expense of lower receive sensitivity

Low data rates increase sensitivity, but increase the probability of

interference / collision

How data rate / spreading factor and TX power are managed is defined in

the LoRaWAN spec
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Data Rate

DRO

DR1

DR2

DR3

DR4

DR8

DR9

DR10

DR11

DR12

DR13

Configuration

SF10/125kHz

SF9/125kHz

SF8/125kHz

SF7/125kHz

SF8/500kHz

SF12/500kHz

SF11/500kHz

SF10/500kHz

SF9/500kHz

SF8/500kHz

SF7/500kHz

bits/s

980

1760

3125

5470

12 500

980

1760

3900

7000

12 500

21 900

Max payload

19

61

133

250

250

41

117

230

230

230

230
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LoRaWAN

LoRaWAN™ is an open, global standard for
secure enterprise-grade loT connectivity.
Deployed by 80+ major carriers worldwide,
LoRaWAN has emerged as the de-facto global
network protocol for low-power wireless loT

connectivity.

LOW COST I LONG RANGE

3 1

EE DEEP COVERAGE m:] LOW POWER
777 A

&I SECURE g/g SCALABLE

QO STANDARDS-BASED 3% GLOBAL ECOSYSTEM




L%Ra Alliance" + >300 Adopter Members

Sponsors & Adoption Members
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LoRaWAN: PHY vs MAC

* LoRa defines the PHY or how bits are physically transmitted over the air
* LoRaWAN defines MAC layer or how that physical layer is used
* Defines the “rules of the road” so that thousands of devices can effectively share the same spectrum and

even the same access point

—
LoRavWwiAN
L
®
S
Class B Class C
(Baseline) (Continuous)

L%\Ra“
= R L
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LoRaWAN: Network

Concentrator Network Application
End Nodes /Gateway Server Server
« Star-of-stars topology vaodst PAC dD,

=

o DeViCGS Use SlngIE'hOp LORa smoke alarm @

o
3G/
Backhaul
« GWs are RF-to-IP bridges meter ‘m
- All messages are encrypted trash container W{ o
with an AES-128 network key rachine E \ «p)
e
ol

- Payloads are encrypted a second time s meoniterine

with an application key LoRa® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload

=

=

- Message may be received by multiple

access points
AES Secured Payload

- The network server decides which AP to send downlinks based the AP with best signal
quality (SNR)
- ARR (Adaptive Data Rate) is a feature that will ask your device to adjust its data rate and TX

power to maximize battery life and network throughput
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Battery Lifetime

LoRaWAN: Classes + Channels

* In North America LoRaWAN operates in the unlicensed 900 MHz ISM band
* Uplinks or transmissions from a device use 125 KHz channels
* Downlinks use a 500 KHz channel to maximize the message rate

* Three classes of device. Each is largely a superset of the next.

64 + & uplnk channels

Battery powered sensors

* Most energy efficient

* Must be supported by all devices

* Downlink available only after sensor TX

Battery Powered actuators
* Energy efficient with latency controlled downlink

» Slotted communication synchronized with a beacon

Main powered actuators
* Devices which can afford to listen continuously
* No latency for downlink communication

Downlink Network Communication Latency

ax downink channels

MACHINezQ"



Unicast Messages vs FUOTA




Unicast Messagesvs FUOTA: Unicast

Devices communicatingto Network Server

Network Server communicating to Devices

MACHINezQ"
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Unicast Messagesvs FUOTA: Unicast - Class A

Uplink

* Can be sent anytime

XL Window
RECV_DELAY1

-

* Sensor reading

* Device status

TX time on air

> < >
1

RX2 Window

RECV_DELAY2

Downlink
* Only after an Uplink message
* Uses one of two possible receive windows
* Configuration

* Time sync

Approximately 3 seconds min.

MACHINezQ"
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Unicast Messagesvs FUOTA

RECV_DELAY1

TX time on air

RECV_DELAY2

* Uplink and downlink messages are normal unicast application layer methods used to communicate with your device
* LoRaWAN is optimized to scale very well with thousands of devices that transmit small amounts of information

infrequently

* Occasionally you may need to send information down to a device. This is typically to adjust configuration. Transmit
interval, an alert threshold...

- The only time a message can be received by a class A device is after a transmission / uplink so it could be hours or
even a day before that message is received

- Unicast messages are inherently inefficient if you are trying to send large amounts of the same data to many device

(i.e. Firmware upgrade)

MACHINezQ"



Unicast Messagesvs FUOTA

Configuration

FUOTA

Unicast Class A downlink messages
* Threshold parameters
e Reporting frequency

Binary image that is distributed to multiple
devices simultaneously using a temporary
multicast Class C session

MACHINezQ"
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FUOTA

Firmware Update Over The Air
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FUOTA

FUOTA is an application layer process that is designed to send a large chunk of information to
many devices reliably and efficiently

Consists of roughly 5 steps
1. Clock Synchronization
2. Multicast group setup
3. Temporary transition to Class C

4. Fragmented Data Transmission

5. Firmware update and reboot

Secure BootLoader

Firmware
Update
Agent

App Stack

User Application

Firmware Management

App Stack

User Application

Mcast

Clock

Fra
g Sync

Firmware Management

Firmware
Update
Server

File Distribution Client

Mcast Management

LoRaWAN

Backend

LaRaWAN Transport

End-Device

Network Server

Clock

Mcast Frag -

File Distribution Server

Backend Transport

Application Server

MACHINezQ"
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FUOTA: Server Side

kWi

MachineQ API

Firmware Image Upload
Multicast Group Definition
Deployment Creation
Deployment Start/Stop
Deployment Status

VS.

O N B WNRE

Direct NS + FUOTA Server

Device provisioning

Device Sets provisioning
Gateway tagging

Multicast Group provisioning
Region provisioning

File provisioning

Campaign Creation
Campaign Start/Stop
Campaign Status

MachineQ FUOTA APl and Embedded Library are 100% standards compliant

Secure BootLoader

Firmware
Update
Agent

App Stack

User Application

Firmware Management

App Stack

User Application

Mcast

Frag

Clock
Sync

Firmware

Firmware Management - Update
Server

File Distribution Client

LoRaWAN

<4—» LoRaWAN

End-Device

Mcast Management

Backend
Transport

Network Server

Clock

Mcast Frag -

File Distribution Server

Backend Transport

Application Server

MACHINezQ"
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FUOTA: Server Side — Image Upload

Image Upload

Base64 encoded file
Additional meta information
ld returned used to create deployment

MQ_Fuota_Alpha_User

@® dev anthrax « Cookies

(+ R4

& applijack
& machineq.api
= fuotaserver deplo
get all
get one
add

start

& fuotaserver_imagefile
GET get all
GET getone
POST add base64
~ fuotaserver_multicastgroup
GET get all
GET getone

PUT update

FEEEMAN /v1/fuota/images Send

Query Header

{

"Name": "MaggieUpdate",

"FirmwareVersion": "1.2.3.4",

"File":
"baseb4://UBZVTQEAIzgnBnSrRzlh01jmyeIt9QEAgHUAAF5330G1iTP6S
XTCBcn9IgXLTh60vwaxnPdXGW6hr+17cAAAAAKBSFD7G1I0IC9c8yrXE4g
Xxmy lrCrdv+kgEWNVtR6VACHMV4AMjwG1ImmhI16jOwpDELzqDKwnx19Jnd
FwS6bKj// /7717171171717 7 77077 il rrrr7777777
L1171 177 0077700771 r i 77 r 777777770777 74007 707 777777777777
[0 170 77077701 rririirririirrirrirriririrrirlrZy
LI IE LT IT I i i irirrrrr i frrliirrrrirrrirsry
[ 1717177777777 7 7777777777777 r 777177777 777777777777
[1711770 0070 ri i r i ri 7777707777000 77057777707 777777
[0 17077007701 rrrrirrirriiriirrrrillirirrilrrr//
[T 1777707 rrr i irirrrrrirrrririrrir/
[T 1 77770777077 r i 7777777777777 7777/7777/777778m+n
gNindqfRm1/HQ7P6NmGnbMd r8FV5mORdtv166xB98ONYKI7KkkLSPhuMHTo
4VeG4jusSrm+TZ2ZCtFBTXaBEQxacolG+YvFUES7xed@AHv5wMzY0/ScoPH
EObZ4cVuHINTT4GD+B7z3CFMr9pWbsGoylwsBWSzt LIZuSTiW89ytQOPHT
iCVT81lyshMRPbmifD@2e98A80713r/RpCWBKP6V2u9NzZsgwk7IQcjAENL
+3UVOnsGo5Bjm23E6dcpAZ9x03//FuUB5PrH5WXrFsP/srlYuNjLyLV7vi
ol/fLV91lHHus+w706aj9XttXJoV3KLE/zvr4iujgyJP9GTBKT8bx8x42x 1
v7KCf6RLs2xua3UjJ7aHDunT7YBd/1A7d50L0eI8YMOcRgHNPzZzFZogAL
gJG2Cz0u04vaqqvVspgmvXS9gKWZjaib9IGSo0aRMASTEWXedF lWWrOkui
YTwINmO7jc28TMqilLfjBSqlwHB8gmEN41Ju+Khctnzabm2fi1Z33hb@gepF
eZxrINOKxg/WWmY9S+KzK/w540KuGYa9GkoqUXCDeA8F1i4YINX615EC3Du
gSBV/MkUZAWoTABRXZ91TOr28pRocU@B2WgbXKF4M2R4DEz+7TKCned@U®
pA7aqtMxaYaAal/Z01iQWodGlugcC80LOsVY/ab+hP2FpJz88UNZLsbqgpPO
Jgl2eqiQ6xXxr6nUlfldjogY Lg5rNFNSTCNOul@Ccw7+GCKKvupkI2D/h/
LKVTBpKTeiTDKps8PAWxvCrDrG/ukzUk1GZcVNDb8vmCNULWIK3QG7QZNn
zaXMjsrzxTTI6qgaU+MGOroead fSIFZImOk3gPnlaKmC90yGi2TA/QGv4W
Mnzs9SehKEs90PppL/ lzwjdWU1Z+TA/SWUFYBXTkrhYV+3WATKE27K2y08
K76UzSgGFfkJycz3tx51RhS@0Wb195C8w/P75nwb4bgRaUvEBWrn+zrix/t
XG39E3UopVxTu3Vz+YPyS5gq697AWVKzgXdB7 fMN3Qgb1ZDyWlqsQvng5X0
hR61ZZdV2bpR+H7PHa78nx6hUmESROOFp8+LYyNknBTqYipQo5reHEI4KGP
UNZLqgqve93ilvONdFXVOKdo4RCdenx4zQyZY5RAOTqDpgwR80tcDHAt@cC
owRc/wQTB1KZ5+dRM+zwqcyiKNdDgohWSeZBcf2zT35ELPHgMtCHgK1/3q
z1lUOKQX2100q7nG08z0j51fFAJ1XALsrn39V17mGITXF3x7dwI1])ywnMko
JPg70wBTg6Q@qbxjD2BAqWNe3NeH613G9XWLly7TAUtzzbfPb3sXxkHZjoN
GBwHwWUhTBZ0eSTEx7XAimzlD3ullCC2MTinn6+3M8hveD4aiXEOQU1 laDchu

200 0 [ERIVIEE

Preview =

{

1
J

"Id":

Header

"1cR23T_M"

14

MACHINezQ"



F U OTA Se rver S | d e — M U It ICd St G rou p MQ_Fuota_AIpha_User PUT ~ REEIa ]/v1/fuota/multicastgroups/nFKpuTSE Send m TIME 1.78 s

@ dev anthrax Cookies JSON ~ OAuth 2 Query Header Docs Preview ¥ Header 14

. . O~ 1 {
MUItlcaSt GrOUp POpUIatIOn “"Name': "MaggieTest", "Response'": true

"ImageFileId": "47jgewUQ", I3

¢ SEleCting the dEViCES to Update & applijack "Metadata": {"Devices":|[
{

[ ] 1] ~vid ", i 1]
Group Name = e A "DeviceEUI": "0133AA110133AA12",
GenAppKey": "2B7E151628AED2AGABF7158809CF4F3C"

* Image ID i }

= fuotaserver_deployment 1}
* Array of DevEUI and GenAppKey pairs N
GET et all
GET getone
add
start
stop
status
= fuotaserver_imagefile
GET get all
GET getone
POST add base64
& fuotaserver_multicastgroup
GET getall
GET getone
PUT  update

Beautify JSON

MACHINezQ" 2



FUOTA: Server Side - Deployment

MQ_Fuota_Alpha_User

@ dev anthrax = Cookies

Creating a Deployment: Instance Of o
¢ ImagEF||E|D & applijack

e MulitcastG rOUplD & machineqg.api

& fuotaserver_deployment

GET get all

GET getone

Deployment Operations:
e Start

 Stop
e Get Status

POST add
POST start
POST stop
GET status
= fuotaserver_imagefile
GET get all
GET getone
POST add baset4
= fuotaserver_multicastgroup
GET get all
GET getone

PUT update

MACHINezQ"

POST ~

JSON ~

{

h

ba

OAuth 2 Query

"Name" :"MaggieTestDeploy",
"ImageFileId":"47jgewUQ",

"MulticastGroupId": "nFKpuTSE"

Heade

Send

2000 [ERIVITE

Preview =

{

}

"Id":

Header 14

"4EpI47Y2"




FUOTA: Device Side

1.

Clock Synchronization: Necessary to synchronize
transition to class C (rendez-vous)

Multicast group setup: Sets up a common multicast
address and encryption keys

Class C Transition: Allows downlink messages at most
any time

Fragmentation Setup: Firmware image reconstruction
with LDPC FEC. Fragment size, total number,
redundancy...

Firmware Update and Reboot: Verify image and swap
slots

Device

Uplink Data

R —

Multicast Group Setup Request
_—t 2

Multicast Group Setup Answer

— 3

Class C Session Setup
—- |

Class C Session Answer

_ 5

Fragmentation Session Setup Request
—l I'_|
Fragmentation Session Setup Answer

—_—_ﬂ 7

mage Header

>

DataFragment (first)

ﬁ'ﬁ

DataFragment (last)

Class A

Multicast Window
(Class C)

MACHINezQ"
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FUOTA: MQfuotalib

FuotaCallbacks t fuotaCallbacks =

Packages avallable in the library: {
1. Remote Multicast Session Setup T
2. Fragmented Data Block Transport rostreryt

ClassCRegRecelved,

3. Application Layer Clock Synchronization VerifyEreq,

. VeriftyDR,
4. Firmware Management GetDevver .
RebootDev,
CancelReboot,
GetUpgradelmageStatus,
RemoveCurrkFw,
IsTimeSynced,
FragbDone,
Fragsetup,
.decoderCallbacks =

i

GetAvailableSpace,

FragDecoderRead,
FragDecoderWrite,
I
CorrectTime,
PeriodChange,
ClockSyncCompleted,
ForceADR,
ForceNbTrans};
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FUOTA: Design Recommendations

Hardware

Simple Bootloader: 256K+ flash
SBSFU: 384K+ flash

Dual Bank Bootloader

Stack Support

Multicast
Class C

0x0800 0000

Slot #1

Slot #0

Ox080F FFFF

SBSFU vector table

Secure Engine
SE interface

SBSFU

Download/backup image header (512)

Active Image header (512)

Swap area

Free for user data

MACHINezQ"
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FUOTA: Reference Documentation

« FUOTA Process Summary

* Clock Synchronization

* Multicast Setup Specification
 Fragmented Data Block Transport

MACHINezQ"
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https://lora-alliance.org/sites/default/files/2019-04/tr002-fuota_process_summary-v1.0.0.pdf
https://lora-alliance.org/sites/default/files/2018-09/application_layer_clock_synchronization_v1.0.0.pdf
https://lora-alliance.org/sites/default/files/2018-09/remote_multicast_setup_v1.0.0.pdf
https://lora-alliance.org/sites/default/files/2018-09/fragmented_data_block_transport_v1.0.0.pdf

Questions?
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Contact For More Information

David Luksenberg

Senior Embedded Systems Engineer

David Luksenberg@comcast.com
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mailto:Maggie_Bosak@cable.comcast.com

Thank You



