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Hearing aid

Fitness

Insulin Pump

Glasses

Watches

Tag locator Smoke detectors Lighting

Heating/Cooling Door lockAlarm

White goods

Bluetooth LE
Point-to-point communication with 

smartphones and other wireless devices 

BLE Mesh / 802.15.4
Home automation with Mesh network need

Low-data rate apps



Your Smartphone is your GUI!



BLE & 802.15.4

ARM Cortex-M0 Core

RX:  7.3mA 

TX: 8.2mA
Sensitivity:  -88dBm

ARM Cortex-M0 Core

RX:  7.3mA 

TX: 8.2mA
Sensitivity:  -88dBm

BlueNRG-MS

BLE4.1

ARM Cortex-M0 Core

160KB / 256KB Flash 
24KB RAM
I2C, SPI, UART, ADC
RX:  7.3mA 

TX: 8.2mA
Sensitivity: -88dBm

ARM Cortex-M0 Core

160KB / 256KB Flash 
24KB RAM
I2C, SPI, UART, ADC
RX:  7.3mA 

TX: 8.2mA
Sensitivity: -88dBm
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BLE4.2

ARM Cortex-M0+ Core

256KB Flash 
48KB RAM
I2C, SPI, UART, ADC
RX:  3.8mA 

TX: 5.5mA 
Sensitivity: -96dBm

ARM Cortex-M0+ Core

256KB Flash 
48KB RAM
I2C, SPI, UART, ADC
RX:  3.8mA 

TX: 5.5mA 
Sensitivity: -96dBm

BlueNRG-LP

BLE5.0

NETWORK 
PROCESSOR SINGLE-CORE

ARM Cortex-M4F Core
1MB Flash 
256KB RAM
I2C, SPI, UART, QSPI, 
USB, ADC, LCD

ARM Cortex-M0+ Core
RX:  3.8mA 
TX: 5.5mA
Sensitivity:  -96dBm

ARM Cortex-M4F Core
1MB Flash 
256KB RAM
I2C, SPI, UART, QSPI, 
USB, ADC, LCD

ARM Cortex-M0+ Core
RX:  3.8mA 
TX: 5.5mA
Sensitivity:  -96dBm

STM32WB

BLE5.0
IEEE 802.15.4

APPLICATIONS PROCESSOR

DUAL-CORE



STM32WB Key Takeaways

SecureDual-coreMulti-protocol



Multiprotocol

• OpenMAC2.4 GHz
Open

• Zigbee 3.0

• OpenThread
• Concurrent BLE + OpenThread

• Fully certified

• 2Mbps
• BLE Mesh



Dual-Core

CPU -x

Application Firmware
+

Peripherals
+

Radio stack

• Drawbacks

• Time sharing

• Companion MCU?

Mono-core

• Benefits

• Single-die SoC solution

• Lower power

• Cost

• Time-to-market

Arm Cortex-M4

Application Firmware + Peripherals

STM32WB

Arm Cortex-M0+

Radio Stack
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• 3 autonomous sub-systems
• Radio sub-system

• Cortex-M0+ (CPU2)

• Cortex-M4 (CPU1)

• Common run domain
• Flash, SRAM2, RCC, PWR, EXTI



Dual core – How does that work?

• HSEM: Hardware Semaphore – prevent shared resource access conflicts

• IPCC: Inter Processor Communication Controller

CM4 CM0+IPCC

CM4 has a message for you
@ #FFEEFFE

I have a message for the CM0+
@ #FFEEFFE

SRAM2

Message collectedMessage collected by CM0+

IPCC works in both directions

Read message then erase



ART Accelerator™

• Cortex-M4

• Instruction cache = 32 lines of 4x64 bits

• Data cache = 8 lines of 4x64 bits

• Pre-fetch buffer

• Cortex-M0+

• Instruction cache = 4 lines of 1x64 bits

• Data cache = 4 lines of 1x64 bits

• Pre-fetch buffer

Cortex M4
core

Flash

memory

128K x 64 bits

(1 MB)

I-Code

D-Code

S-BUSCortex M0+
core

A
rb

itra
g
e

I Cache
1 Kbyte

I Current buffer

I Prefetch buffer

D Cache
256 Bytes

I Cache
32 Bytes

D Cache
32 Bytes

D Current buffer

I Current buffer

D Current buffer

I Prefetch buffer



Security

secure

non-secure

secure

non-secure

non-secure

secure

non-secure

SBRSA

AES2

PKA

RNG

Key

AES1

Securable by register bit

Updater

Keys

Radio Stack

Application

non-secure

User Flash (1MB) SRAM1 (192KB)SRAM2a (32KB)

SRAM2b (32KB)System Flash

Boot loader

SNBRSA

SFSA



Mailbox system 

M4 domain

M0+ domain

Radio domain

B
L
E

 S
T
A

C
K

L2CAP

BLE peripheral

GAP

SMATT

GATT

Link Layer

Host Control Interface

A
R

M
 C

M
0
+

Radio PHY

A
R

M
 C

M
4 Application

Profiles Services

Application

ACI Interface

SRAM2 IPCC HSEM

Protocol Stack layers



Fast connection (only 3 advertising channels to scan)

Relaxed RF requirements      

100X lower power

Longer range

Classic vs Low Energy



Strategically placed advertising channels

Remaining 37 channels are data channels

B
L
E

 S
T

A
C

K

L2CAP

BLE peripheral

GAP

SMATT

GATT

Link Layer

Host Control Interface

A
R

M
 C

M
0
+

Radio PHY

A
R

M
 C

M
4 Application

Profiles Services

Application

ACI Interface

SRAM2 IPCC

PHY



Balun – Combine TX and RX signals

Matching Network – 50 Ω impedance transformation

Harmonic Filter – Reduce out-of-band harmonics

Basic RF System Front-End



Balun – Combine TX and RX signals

Matching Network – 50 Ω impedance transformation

Harmonic Filter – Reduce out-of-band harmonics

Basic RF System Front-End

RF IC

Transceiver
(xxΩ)

Balun

Tx

Rx



Balun – Combine TX and RX signals

Matching Network – 50 Ω impedance transformation

Harmonic Filter – Reduce out-of-band harmonics

(xxΩ) Matching

Network
(50Ω)

Basic RF System Front-End



Balun – Combine TX and RX signals

Matching Network – 50 Ω impedance transformation

Harmonic Filter – Reduce out-of-band harmonics

Filter

Antenna (50Ω)

(50Ω)(50Ω)

Basic RF System Front-End



Balun – Combine TX and RX signals

Matching Network – 50 Ω impedance transformation

Harmonic Filter – Reduce out-of-band harmonics

Basic RF System Front-End

RF IC

Transceiver Filter

Antenna (50Ω)

(xxΩ) Matching

Network
Balun

(50Ω)

Tx

Rx

(50Ω)



STM32WB

Basic RF System Front-End

RF 

Transceiver Filter

Antenna (50Ω)

(xxΩ) Matching

Network
Balun

(50Ω)

Tx

Rx

(50Ω)

ST IPD Device

Balun – Combine TX and RX signals

Matching Network – 50 Ω impedance transformation

Harmonic Filter – Reduce out-of-band harmonics



Matching Network + Harmonic Filter

Discrete network & filter in STM32WB ref design MLPF-WB55-01E3  IPD device

Filter
Matching

Network
(50Ω)

ST IPD Device



IPD Filter

Sampling NOW

Production in March



IPD Filter

1mm x 1.6mm CSP

PCB recommendations 

included in datasheet



Link Layer State Machine

Slave Role Master Role

• Standby state:  Sleep, Stop, Standby

• Advertising is the key to initiating all BLE communications!

• As an Initiator and Advertiser negotiate a Connection, the Initiator 
becomes a “Master” and Advertiser becomes a “Slave”

• In a Connection

• The Link-Layer Master is also the GAP Central
• The Link-Layer Slave is also the GAP Peripheral
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Discovery:  Advertising & Scanning

Advertiser

Scanning: Ch 37 Scanning: Ch 38 Scanning: Ch 39

20mS 40mS 60mS 80mS 100mS 120mS 140mS0mS

25mS0mS 75mS50mS 125mS100mS

Advertising on Ch 37:

Advertising on Ch 38:

Advertising on Ch 39:

Advertiser Settings:
• Advertising Interval:  20mS

Scanner Settings:
• Scan Interval:  50mS
• Scan Window:  25mS

Discovery Events



GAP (Generic Access Profile)

• Roles and Modes

• Advertising Mode

• Connected Mode
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GAP (Generic Access Profile)

• Roles and Modes

• Advertising Mode

• Connected Mode
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GATT (Generic Attribute Profile)
GAP Central is also a “GATT Client”

GAP Peripheral” is also a “GATT Server”

• Central queries the Services available

• Peripheral Services and Characteristics are exposed via its’ GATT database  

What is my heartrate?

147 bpm

What is your Mfr ID?

Polar
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GATT:  Profiles, Services and 

Characteristics

Establish & Manage Link

Initiates Connection

Scans Services

Wants Data

Link Layer Master

GAP Central

Heart Rate Collector Role

GATT Client

Advertises Capabilities

Accepts Connection

Exposes Services

Has Data

Link Layer Slave

GAP Peripheral

Heart Rate Sensor Profile

GATT Server

Heart Rate Service

Device Information 
Service

Service
Heart Rate Service

Characteristic
Heart Rate Measurement

Characteristic
Body Sensor Location

Characteristic
Heart Rate Control Point



Bluetooth SIG

www.bluetooth.com



GATT Glucose Profile

GLP Profile defines two roles:  Collector & Glucose Sensor

GATT Client
GATT Server

(Glucose profile)Attribute protocol (ATT)

Operations:

Read

Write
Indicate

Notify

Primary service

Declaration
UUID: 0x1800

Device Information 

service
UUID: 0x180A

Glucose service
UUID: 0x1808

Glucose Meas. Context 

Characteristic
UUID:  0x2A34

Glucose Measurement 
Characteristic
UUID:  0x2A18

Flags (8-bit)

Glucose Feature
Characteristic
UUID:  0x2A51

Sequence # (16-bit)

Carbohydrate ID (8-bit)

Carbohydrate (float)

Descriptor
Unit – kg

UUID:  0x2702

Meal (8-bit)

Tester (nibble)

.

.

.



Bluetooth MESH

• MESH is application on top of BLE stack

• “Managed-flood-based” mesh network

• Mesh vs BLE

• Mesh offers unlimited end-points vs 8 with standard BLE

• Apps:

• Building automation : Lighting, HVAC, Security

• Asset tracking

• Smart waste management

• https://www.bluetooth.com/specifications/mesh-specifications



Thread



Thread



Thread



COAP request (LED on)

Push Button

o Msg Type:  { CON/NON/ACK/RST}      kCoapTypeNonConfirmable

o Msg Code: {GET/PUT/POST/ACK}      kCoapRequestPut

o Dest Addr: FF03::1

o Port 5683

o UriPath :                                                “light”

COAP based



BLE / Thread Concurrent modes

Static Concurrent Mode
 Switching from BLE to Thread as two exclusive modes

Dynamic Concurrent Mode
 Switching from BLE mode to Thread mode within polling loop



BLE / Thread Concurrent modes

Thread + BLE Beacon

Thread

Bluetooth

Static Concurrent Mode
 Switching from BLE to Thread as two exclusive modes

Dynamic Concurrent Mode
 Switching from BLE mode to Thread mode within polling loop



BLE / Thread Concurrent modes

Thread + BLE Connection

Thread

Bluetooth

Static Concurrent Mode
 Switching from BLE to Thread as two exclusive modes

Dynamic Concurrent Mode
 Switching from BLE mode to Thread mode within polling loop



BLE Multi-Role Topology

Server

Server

Client

Client

Router 
Device

End Device1

Smart 
Phone

End Device2

Server

Client



Power schemes 
2 COMP

ADC

VREF bufferVREF+

VDDA

VDDUSB

CPU1, CPU2

SRAM1,2

Digital

Peripherals

Radio sub-system

VCORE

VDD I/O ring

Flash

SMPS

Standby circuitry 

(wakeup, IWDG)

Reset block
Temp. sensor

2 PLL, HSI, MSI

VBAT

Voltage Regulator
VFBSMPS

VDDRF

USB transceivers

Backup domain
LSE, RTC, backup 

registers

Radio RF

VDDSMPS

VLCD bufferVLCD



• High performance 

 CoreMark score = 215

• Outstanding power efficiency 

 ULPBbench score = 175

Overview 43

FlexPowerControl

RUN (Range1) at 64 MHz                 117 (73) µA / MHz**

STANDBY                 110 nA / 440 nA** 

VBAT            2 nA / 300 nA*

SHUTDOWN          30 nA / 315 nA*

STANDBY + 32 KB RAM     320 nA / 600 nA*

1.7 µs

Wake-up

time

50 µs 

STOP 2 (full retention)             1.8 µA / 2.2 µA*

LPSLEEP at 2 MHz                       45 µA / MHz

RUN (Range2) at 16 MHz         109 µA / MHz**

* with RTC

** from SRAM1

Typ @ VDD =1.8 V @ 25 °C

9 cycles SLEEP at 64 MHz                41 µA / MHz

4 µs (19 µs)

() Typ. value for 
SMPS mode

RF Operation

LPRUN at 2 MHz         103 µA / MHz**

STOP 0 (full retention)                                  100 µA

STOP 1 (full retention)                9.2 µA / 9.6 µA*

9 cycles

5 µs (20 µs)

14 µs (25 µs)

14 µs (25 µs)



IoT Protection Ready
Radio stack or Application firmware updates

Application Processor
Cortex-M4
FPU + MPU

DSP instruction
64 MHz

Network 
Processor

Cortex-M0+
32 MHz
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1 New FW package received

2
New FW detected
Update is launched

3
M4 sends firmware signature
and key for authentication

4
Authentication signature
matches preprogrammed key

5
New firmware is decrypted 
with proprietary keyFW

Application
V 1.0

FW
Application

V 2.0

Empty Flash

Antenna



Attacks Attacks description STM32WB Countermeasures

Non Invasive
• Environment

• Temp / Voltage / Clocks
• Fault injection

• Exploit debugger
• Side channel

• Power Analysis

• Temp sensor
• Power supply monitor

• Clock security system
• Tamper pads

• ECC, Parity check
• SRAM mass erase

• Read out protection
• Flash-only boot

Software
• Break the encryption

• Extract keys
• Exploit debugger / test modes

• Malware
• Replay

• Customer Key Storage

• RNG, Crypto accelerator, CRC
• Readout / Write memory protections

• Memory Protection Unit
• Root Security Service

• Secure Firmware Update (SFU)
• 96-bit Unique ID

IoT Protection Ready

MCU



Nucleo Pack



Nucleo

Arduino & Morpho

Headers
ST-Link/V2-1

(for programming and 

debugging)

Buttons & LED’s

STM32WB55RGV6
(VQFPN68)

2.4GHz PCB antenna



Dongle

GPIO for simple apps SWD interface 

but no ST-Link

Button & LED’s
STM32WB55CGU6

(VQFPN48)

2.4GHz PCB antenna or uFL



Cube Tools

• STM32CubeMX

• STM32CubeProgrammer

• STM32CubeMonitorRF

• CubeWB HAL Firmware
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Cube Tools
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Cube Tools

• STM32CubeMX

• STM32CubeProgrammer

• STM32CubeMonitorRF

• CubeWB HAL Firmware



Bonus Cube Tool!

• STM32CubeMX

• STM32CubeProgrammer

• STM32CubeMonitor-Power

• CubeWB HAL Firmware

X-NUCLEO-LPM01A



Cube Tools

• STM32CubeMX

• STM32CubeProgrammer

• STM32CubeMonitorRF

• CubeWB HAL Firmware



Iterative Design Process
Configure Code & Debug

Test Measure



BOM cost

Ecosystem cost

• BLE 5 stack

• OpenThread stack

• Open 802.14.5 MAC stack

• Zigbee 3.0 (coming soon!)

• STM32CubeMX

• STM32CubeMonitorRF

• Atollic C-compiler IDE

Silicon cost

• Embedded RF balun

• Few external components

• Simple RF front-end

• Embedded USB crystal

• Capacitive touch controller

• Simple 2-layer PCB



STM32CubeMonitorRF



STM32 offering

STM32L0

STM32L1

256KB Flash

1MB Flash

100-pin3.6 V

1.7 V 48-pin



www.st.com/stm32wb

/STM32 @ST_World ST community

Releasing Your Creativity


