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Objectives

Tools & Firmware

Lot’s of Hands-On coding!
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Tools install

A few words..
Hands-On: CubeMX
BLE Basics
Hands-On: HRM

Break
Architecture
Hands-On: CubeMonitorRF

More WB Detail

£

Hardware & Software resourc
Hands-On: Cable Replacement
4:45 -5 Wrap-up, Q&A |

Lys
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Windows 7/10
Java JRE v8 (v1.80.0_191 or newer)

CubeMX, CubeWB, CubeMonitorRF, CubeProgrammer
ST BLE Sensor App

LightBlue Explorer App

IAR EWARM, v8.32.3 + License

TeraTerm, or equiv.

Lys
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Prerequisites & Tools Install

4




Install directions on USB stick
| 5
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STMAZWE Workshop - Installalion Procedure from USBE dove (v1.0)

Welcome fo the STM22WE Workshopt
Please follow all installation steps below on the day of the Workshop.

STM32WE Workshop — Reguirements

Important:

You need to have administration rights on your Laptop Computer to be able to install drivers and
softwars and also 1o do the workshop.

You need to bring an IGS or Android Smartphone/Tablet with Blustooth 4.0 (BLE) support
Note: Mast modem i0S and Android devices, since 2012, support Blustooth 4.0 (BLE) or lafer.

Sysi=m requirsments for Laptop Computer:
Windows® 7 and tater or MacBook running Windows using Paraliels, YM Fusion
Sofiware requirements for Laptop Computer:

Install Java™ Run Time Environment for 1.8.0 or later. If Java™ is not installed on your
computer, we are praviding the installer for the |atest Java on the USB drive.

Minimum Recommended Hardware Reguirements for Laptop Compuler:

= Type A USB por

= 2+ GHz processor

= 4 3B of system memory (RAM)
« 10 GB of available disk space

[ ' ’ Note: For machines with USB Type C, please brind a Type A to Type C adapter
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Play Store

& Google Play

4

¥/

ST BLE Sensor

STMicroelectronics NV

Tools

What's new e
Last updated Oct 12, 2018

- App renamed to ST BLE Sensor

- Added support to the STM32WB firmware update

- Added STM32WB P2P Server deri

sen

ST BLE Sensor app, v4.3

App Store

wll Verizon & 5116 PM 9 57%/m )

{ Search

ST BLE Sensor
former ST BlueMS

5 @D ©

4+

What's New Version History
Version 4.2.2 22h ago

- Added support to FP-IND-
PREDMNT1 function pack
- Improveed FFT export data forr more

Preview
— = o
« Devicas i £ Devices

. =
W 4 = P Q
Today Games Anps Updates Search
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] PunchThrough

LightBlue | Explorer

The Industry-leading BLE tast app for 108 ahd Android. Used by

over @ hali milllon pesopla. LigntBlue Explorer lets you scan.

cerrect te and browse any nearby Bluetostn Smart

device.

Inciudes Ul support for logg

ng date and simulating perpnherals

£  pownload on the GETITON

App Store P> Google Play

e I Vcae + LR
Lightlue

Paripheraie Nearky

4 Beare

- | ssvice

a1 PolarHR Seneo

= | zendee

4 Veass! mnpge 243040

= 1 gavice

Virtual Paripharals
Prosdemiy

& Fox iy

3 SEraCes

LightBlue Explorer

ADVERTISEMENT DATA

Cormemion stams

Adveertised name

1% a 0xED

Advertises smivice ULIDs

TIAEFAEE TR T EAS T

DEVICE INFORMATION

Oevice Addrias




Communication Technologies

8
Datarate
A 850/1900 MHz
900/1800 MHz
Mbps g A 4 Cellular A/
-]
o @ S5m: acit 56
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\_ Y .MTS 4 GLre -NB-IOT )
Kbps 2.4 GH
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OBuetooti s [N 29 B SIGEOX
—Y LORam [ ) LawPAN
_— -
bps k‘fHREAD @ I 4 'J
» Range

10 m 100 m 1 km 10 km ++
= ¥




Low-data-rate 2.4GHz connectivity
9

Insulin Pump Hearing Aid Watches

> @

Glasses  Locator Tag Fitness White goods Smoke detectors Lighting
Bluetooth Smart BLE Mesh / 802.15.4
Point-to-point communication with Home automation with Mesh network

smartphones and other wireless devices

Lys
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Classic? Smart Ready? Smart?

€3 Bluetooth’ < > € Bluetooth’ « > €3 Bluetooth’

SMART READY SMART

Lys

i el “SMART READY” and “SMART” are abandoned markings %




STM32 Portfolio

More than
oM, Cortex-M3 [ CortexcM4 Cortex-M7 40,000 customers

Legend: Cortex-M0+ Radio Co-processor

Lys
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Ultra-low-power and RF




STM32WB Key Takeaways

€) Bluetooth's

PHREAD

LigBee

Multi-protocol Dual-core
Ultra-Low Power

-
sTM32" U
CGubeMonitor-RF

m Secure Comprehensive Ecosystem
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3] Blueéooth

Multiprotocol




3] Blueéooth

 Fully certified
« 2Mbps
* BLE Mesh

Multiprotocol




Multiprotocol

3] Blueéooth

« Zigbee 3.0
* OpenThread
» Concurrent BLE + OpenThread




3] Blueéooth

* OpenMAC

Multiprotocol




Stack + MAC + PHY

f N ) () T
' l
1 > I
® @
I 29
oo |
Bluetooth fHREAD LigBee' | © o |
5 | & ,
' |
_ J A\ ___J l___'
302.15.4 A

2.4 GHz Radio
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Zigbee 3.0 Stack

Fully certified

Certification & Logo
Conformance

Legacy cluster support

Application Layer
Interoperability

Revision R21 to R23.

Network Protocol Stack
Connectivity

Coming in Q3

IEEE 802.15.4
Radio

Lys
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A word about Thread

FPHREAD what it delivers

Can support many popular
application layer protocols and platforms

A secure wireless mesh network for your
home and its connected products

. L . ( Application ) ?
Built on well-proven, existing technologies 2
Uses 6LoWPAN and carries IPv6 natively D )— iﬁ

L . 3
Runs on existing 802.15.4 silicon PHREAD IP Routing )_ El
New security architecture to make it simple S
6LoWPAN )— 7
and secure to add / remove products \—/
250+ products per network ( IEEE 802154 MAC )
Designed for very low power operation ( IEEE'B0215.4 PV )
Reliable for critical infrastructure A software upgrade can add Thread

life.augmented
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Bluetooth Mesh vs Thread

Bluetooth Mesh
 Based on Bluetooth 4.0 and later ﬁ/
» Broadcast type, flood the network with messages, no routing / @ \
cat - @\@/ e
» Shorter range, 3kbps application data rate, 1Mbps on air data /
rate

» High power consumption

Thread
 |Pv6-based using 802.15.4 MAC
» Routing table approach with network self healing

» Medium range, 40Kbps application data rate, 250Kbps on air data
rate

» Low power consumption |

life.augmented
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» Radio with integrated balun

* OQutput power: +6.0 dBm

» BLE RX sensitivity: -96 dBm
802.15.4 RX sensitivity: -100 dBm
RX: 4.5mA
TX: 5.2mA (0dBm)

+ -40°C to +105°C

» Packages
« QFN48 /68
« WLCSP100
+ BGA129

Lys
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Block Diagram

Control

Power supply
1.71V to 3.6V w/ DC/DC + LDO
PDR/PDR/PVD/BOR

Crystal oscillatars
32MHz (Radio)
32,768KHz (LSE)

Internal RC oscillators

32 KHz +4 — 48 MHz +

16 MHz (HSI) + 48MHz
+/- 1% acc, over V and T(°C)

RTC /AWU/ CSS
PLL/FLL
SysTick timer
2 watchdogs (WWDG/IWDG)
Up to 72 1/0s
Cyclic Redundancy Check

\oltage scaling (2 modes)

Analog
2% ULP comparators

1x 12-bitADC SAR 4,25Msps

Temperature sensor

ARM Cortex-M4 FPU/DPS
64MHz

Nested Vector Interrupt
Controller (NVIC)

Memory Protected Unit (MPU)

Memory
Up to 1MB Flash

Up to 256KB SRAM
BOOT ROM

Secure boot loader
Connectivity
2x SPI, 2x I’C

JTAG / SW debug

AHB Bus Matrix
1x USART
2x DMA Tchannels LIN, smartcard, IrDA,
. ; Modem control
Multi-Protocol Radio

Bluetooth 5™

1x ULP UART
USB 2.0 FS — Crystal less
Quad-SPI (XIP)
SAI (Full duplex)

IEEE 802.15.4

ARM Cortex-M0+ MPU .
32MHz Control
4x 16-bit 32-bit timers

2x ULP 16-bit timers

Nested Vector Interrupt
Controller (NVIC)

SW debug Sensing

16-keys Capacitive touch
Display
8x40 LCD driver

Security
AES 256-bit / PKA
TRNG / PCROP




STM32WB55 Series Portfolio

Flash /RAM |

1M/ 256K STM32WB55CG STM32WB55RG STM32WB55VG

512K / 256K STM32WB55CE STM32WB55RE STM32WB55VE

256K / 128K STM32WB55CC STM32WB55RC STM32WB55VC

v

48 pins 68 pins 100 pins 129 pins
7X7mm 8x8mm 4.39x4.37mm 7X7mm
UQFN (p=0.5) VQFN (p=0.4) WLCSP (p=0.4) BGA (p=0.5)

Lys
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STM32WB55 Module

- ST Branded
- Pre-Certified R
« Chip Antenna

¢ 10x10mm

« Large GPIO count

 Pin pitch = 2 layer PCB-ready

* Production in Q3

Lys
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256KB or 512KB Flash
96KB SRAM

« QFN48
« WLCSP47

Late 2019

Lys
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STM32WB35 — Block Diagram

Control
Power supply
1.71V to 3.6V w/ DC/DC + LDO
PDR/PDR/PVD/BOR

Crystal oscillators
32MHz (Radio)
32,768KHz (LSE)

Internal RC oscillators

32 KHz +4 — 48 MHz +

16 MHz (HSI) + 48MHz
+/- 1% acc, over V and T(°C)

RTC /AWU/ CSS
PLL/FLL
SysTick timer
2 watchdogs (WWDG/ IWDG)
48 /47 Pins (QFN/CSP)

Cyclic Redundancy Check

Voltage scaling (2 modes)

Control
4x 16-bit timer

2x ULP
16-bit timer

Sensing

Capacitive touch (16 keys)

ARM Cortex-M4 FPU/DSP
64MHz

Nested Vector Interrupt
Controller (NVIC)

Memory Protected Unit (MPU)

JTAG / SW debug

ART Accelerator™

AHB Bus Matrix
2x DMA 7channels

Multi-Protocol Radio
Bluetooth™ 5

IEEE 802.15.4

ARM Cortex-M0+ 32MHz

Nested Vector Interrupt
Controller (NVIC)

SW debug

Security
AES 256-bit / PKA/ TRNG

PCROP / RSS | CKS

Memory
Up to 512KB Flash

Up to 96KB SRAM

BOOT ROM

Secure boot loader

Connectivity
2x SPJ, 2x 12C
1x USART

LIN, smartcard, IrDA,
Modem control, 12S

1x ULP UART

USB 2.0 FS — Crystal less

Quad-SPI (XIP)

Analog

1x 12-bit ADC SAR 4.1Msps
2% ULP comparators

Temperature sensor




Positioning

Flash / RAM
Size (bytes)
A
1M 256K
________________________________________________________________ STM32WB55

- STM32WB35
12K/ 96K

256K / 128K
256K / 96K

»  Pin count

A

47 pins 48 pins 68 pins 100 pins 129 pins
_ 7X7mm 8x8mm 4.39x4.37mm 7X7mm
WLCSP (p=0.5) UQFN (p=0.5) VQFN (p=0.4) WLCSP BGA (p=0.5)*
PIN 2 PIN
COMPATIBLE

‘ , ’ * Exact part number on

BGA 129 To be confirmed
life.augmented




STM32WB & BlueNRG Series

111

BLES5.0
BLEA4.1 BLE4.2 BLES.0 IEEE 802.15.4

BlueNRG-MS BlueNRG-1 /2 BlueNRG-LP STM32WB

ARM Cortex-M4F Core

ARM Cortex-MO0 Core ARM Cortex-M0 Core ARM Cortex-MO0+ Core 1MB Flash
256KB RAM
RX: 7.3mA 160KB / 256KB Flash 256KB Flash |25g, SPI, UART, QSPI, USB,
TX: 8.2mA 24KB RAM 48KB RAM ADC, LCD
Sensitivity: -88dBm 12C, SPI, UART, ADC 12C, SPI, UART, ADC
RX: 7.3mA RX: 3.8mA ARM Cortex-MO0+ Core
TX: 8.2mA TX: 5.5mA RX: 3.8mA
Sensitivity: -88dBm Sensitivity: -96dBm TX: 5.5mA
Sensitivity: -96dBm
NETWORK
SINGLE-CORE DUAL-CORE
PROCESSOR > >

APPLICATIONS PROCESSOR

v

Lys

life.augmented




STM32CubeMX

STM32CubeProgrammer

STM32CubeMonitorRF

STM32CubeWB

Cube Tools




STM32CubeMX

Lys
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Cube Tools

RS

s @

CubeMxX

Home

Pinout & Configuration

System Cora »
Anglog bd
Timers

Cannectivity

Multimedia »
SECUI'i-f}I >
Cnmpurmg

Middleware ?

File

Window

Clock Configuration
Addifienal Sefiwares

Healp

CubeMX51_test2.ioc - Pinout & Configuration /GENERATE CODE

Project Manager

inout

STMIZWBS5RGVX
VFQFPNGE

P =
E 4
H i

=l

System view

© oy x Ly

va




Cube Tools
STM32CubeMX s

[} STM32Cubehx WE Testlioc™ STM3ZWBSSRGVx P-NUCLED-WEBSS.Nudleo -_

Window Help \a li D ,‘ k "’
;

Clock Configuration

sm' @ File
Cubelx

GENERATE CODE

Tools

»f 7o Pover iz}
_E!chw,-mauu,_m
memary and Dt fe)

[~ w64 [To CPUN System timer Mz}
e » 64 |4Pet peripherat clocks
[x7 -wsi Timar closks 4]

FoLe

= nm peripheral clocks (UHs)
.
I V'mcpulsvmwnum
=|‘ 32 |vocruzroLk pan

64 |To HGLIW, Fiash, SRAMZ{IEHz)

r
A

I RE

HELKS Clock M

N e hempehearaens
iz bela =

> Fenmson

) /4
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Cube Tools
STM32CubeMX

[ STM32CubeMX WE_TestLioc™ STM32WE: P-HUCLED-WBSS —_— =
»
STM3Z ] File Window Helj n ‘}(: K
CubeMX v oy
Horme % - P-NUCLE: 5 Nucleo WB_Test1.ioc - Pinout & Configuration GENERATE CODE
Pinout & Configuration @ Clock Configuration Project Manager
Adgitiondl Softwares ~ Pinout
EEE < v STM32_ WPAN Mode and Configuration | System view
g
B |
Connectivity v _
i2ct oo 2 55 = Z
3 B 8 o 5 252
i i i EEE Bz E EEE
c !
AT
QUADSPI | ® Paramstar S ® User C s
SPH = 5 srswiopz [
rp [Configure the balow g ] woa oscaz i [
- RCEC_05Ca2_oUT [
Y T e I i ]
CFG_HW_USARTY_ENABLED Disabled
) CFG_HW_USART1_DMA T . Dissbled
Mullimedia g ~ Generic parameters
CFG_HW_RESET_BY_FW  Enabled
Secunty CFG_DEBUGGER_SUPPO. Enabled
. CFG_DEBUG BLE TRACE  Disabled
AEST CFG_DEBUG_APP_TRACE  Disabled _—
~ Application parameters STM32WB5S5RGVx R
PIA DBG_TRACE_UART.CFG  You need to activate either CFG_HW_U VEGFENES
RNG CFG_CONSOLE_MENU You nesd to activate efther CFG_HW U
CFG_ADV_BD_ADDRESS 0 i s
- i N CFG_FAST_CONN_ADV_IN... B0 o
PG CFG_FAST_CONN_ADV_IN.. 100
il . CFG_LP_CONN_ADV_INTE . 1000 g z 5
iz CFG_LP_CONN_ADV_INTE . 2500 a o o
£ CFG_I0_CAPABILITY Display vrily g o
FATFS CFG_MITM_PROTECTION  MITM pratection required a 2
L2CAP_REQUEST NEW C.. 0
STM3Z WEAN CFG_LPM_SUPPORTED  Disabled
SR BEViEE _ :;i;sTCCLKﬁDMDERﬁCO,,, 0 ]
@ y £
BLE_DBG_P2P_STM_EN  Disabled & L = = a |

> /4
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Cube Tools
STM32CubeMX

(7] STWE2CUbeMX WE_TestLioc*: STM32WBSSRGVx P-NUCLEO-WBSS Nucleo. =" i
... :
s @ File Window Hel © o Dy ¢
Cubehx P 3 , Y/
WB_Testl.ioc - Tools

@ Clock Configuration
~ Power

Project Manager

Transitions Checker

|0 [T ]

Change

In Seriss [ 2 3] In Parallel

B |

- Sequence Tabla

Capasily 12500 man [ sies T Wose | Vil | RanceiScals | Memon | CPUIBUs Fiea] Clock Confg | Pesphersis | Step Curont | _Dissios |
1 RUN 33 Range1-High'. . FLASHIARTY . 64 MHz HSI PLL Reg 5mA 100ms

Self Discharge 0.3 %lmanth 2 STOPO 33 NoRange FLASH/ART/ .. 0 Hz ALL CLOCKS .. 105 pA 50 ms
Hosminal Valiage. 564 3 LOWPOWER .33 NoRange SRAM1 Flas... 1 MHz MS| Regulato 113 mA 20 ms

= 4 STANDBY 33 NoRange FLASHIART 0 Hz LSERTC Re 960 nA 200 ms
Max Corit Currént 400.0 mA 5 RUN 33 Range1-Hight.. FLASH/ARTY. 32 WMHz HSE Regulat._ 315 mA 150 ms
BLE Configuration ¥
Canfigaration Parsmetens i Dispiay
BLE Mode Connected Shave [Pror Al Steps
Tx Payload (Byte) 6 Consumption Profile by Step
Connection Interval (ms} 1.000 3 o
Power Level 0 dBm v ‘ i T1 o
Average Consumption Y o
STOF2 15.15 yiA | 16.86 A 40 SRUN
STOP1 2517 A | 26.87 A
STOFO 129.97 A 1 133.67
Peak Consumption 14,28 mA
Information Notes
* Vdd with SMPS 33V, 24V, 1.8V TR
* Vdd without SMPS 33V, 24V, 1.8V
* Pawer Range Ranget with/without SMPS 1.0
* BHY link Rate 1MBitls - i asTanoaY
* Caloulation Precision  Around 20%

& 4 35 S 75 100 125 150 175 200 225 280 275 30 325 30 5 400 435 450 475 S00 525
Time (ms)
Information MNotes [—1dd by Step — Averags curent|
Hep 5 Sequence Time { Ta Max - 520 ms | 104.22 Average Consumption 1.92 mA
| Battery Life Estimation 26 days, 23 hours Average DMIPS 26.97 DMIPS |

> /4
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Cube Tools

@ Connected

Address | oxogo00000 | - Size 0400 Data witth 32-big =

Addresc o 4 B c
0x08000000 20001378 08003531 08003811 08003813
0x08000010 08003721 068003725 0BGO3729 [Eliselelslsle]
0x08000020 00000000 00000000 00000000 08003815
0x08000030 08003817 60000000 0B0GD3819 08003818
0x08000040 0800372D 08003731 08003735 08003831
Ox08000050 08003739 08003730 0B0OD3741 08003745
Cx08000060 08003749 0800374D 0800381F 08003751
0x08000070 08003755 08003759 08003750 08003761
Ox08000080 08003765 08003769 08003760 08003771
0x08000090 08003775 08003779 0B0OD377D 08003781
Ox080000A0 08003785 08003789 0800378D 08003791
0x08000080 08003735 08003799 08003790 080037A1
Ox080000C0 08003745 08003749 0B0D37AD 08003781
Ox08000000 08003825 08003785 08003783 0800378D
Ox080000ED 080037C1 0680037¢C5 080037¢9 080037CD
Cx080000F0 08003839 08003835 08003701 080037D5
0x08000100 8003709 08003700 0B0037EL 0BO037ES

STM32CubeProgrammer

Log Verbosity fevel @ 1 2
Te¥3587T51 ¢ 51zE TTIUZETEYTRS

16:34:51 :  Address : DXB00000D

16:34:51 : Data read successfully

16:34:51 : Time elapsed during the read operation i: 00:00:00.003

) /4
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ube Tools

[} sTM32CubeProgrammer

ngrammer

Option bytes
Secure Flash <tart address

Unchecked : System and Flash secure
Checked  :System and Flash non-secure

FSD
Unchecked - CPUZ debug access enabled
Checked  : CPU2 debug access disabled
Unchecked : SBRV will address SRAM2
Checked : SBRV will address Flash
SRAMZb is rion secure

STM32CubeProgrammer

Dos

C20PT

Unchecked : SRAM2b is szcure
Checked :SRAMZ2b s non-secure

SNBRSA Oxl4 SNBRSA[A0] contains the start address of the first 1K page of the secure non-backup SRAMZE area

AAMZa is non-secure

Unchecked : SRAMZa is secure
Checked  :SRAMZa is non-secure

SBRSA Qe SBRSA4:0] contains the start address of the fi

K page of ihie secure non-backiip SRAMZa area

Sty 032000 Contains the word aligned CPUZ bast reset start address offset within the selected
hia memery aree by C20PT.

Verbosity fevel @)1 2

: Voltage :
SuD freg :
Connect made

Reset mode : Hardware reset

¢ Device ID : 0x495
: UPLDADING OPTION BYTES DATA ...
Bank : 0x00
: Address : 0x58004020

: Size : 104 Bytes

: UPLOADING ...

i Size i 1024 Bytes

: Address : 0x3000000

: Read progress:

: Time elapsed during the read operation is: 00:00:00.024




STM32CubeMonitorRF

) /4
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Beacon RF Tests

Command (), | seiectall [v]HOl  []HCitest [V] HAL

HCI_DISCONNECT
HCI_READ_REMOTE_VERSION_INFORMATION
HCI_SET_EVENT_MASK

HCI_RESET

HCI_READ_TRANSMIT_POWER LEVEL
HCI_READ_LOCAL VERSION_INFORMATION
HCI_READ_{ OCAL_SUPPORTED_COMMANDS
HCI_READ_LOCAL_SUPPORTED_FEATURES
HCI_READ_BD_ADDR

HCI_READ_RSSI

HCI_LE SET_EVENT_MASK

HCI_LE READ_BUFFER_SIZE

HCI_LE READ_LOCAL SUPPORTED_FEATURE
HCI_LE_SET_RANDOM_ADDRESS
HCI_LE_SET_ADVERTISING_PARAMETERS
HCI_LE_READ_ADVERTISING_CHANNEL_TX_POWER
HCI_LE_SET_ADVERTISING_DATA
HCI_LE_SET_SCAN_RESPONSE_DATA

HCI_LE SET_ADVERTISE ENABLE
LM | E QET @NAN PARAMIETERS

Command Parameters Details

Y —

BAP

Advertising

[v] eaTT

[] L2cap

‘0 1625143, HCILREAD_LOCAL VERSION_INFORMATI

Cube Tools

Acllog [v] Update [ /] Autoscrall

1 162514428 Command Complete




Cube Tools

. Ble_Thread_Static
. FreeRTO5_Mail

. ADC ] | FreeRTOS_MPU
BSP . Thread_Cli_Cmd o e
: . Freel utexes
COMP . Thread_Coap_DataTransfer - RTOS_Q
: . Freel UEUES
Cortex , Thread_Coap_Generic . RTOS_S .
: . Freel emaphare
J Thread_Coap_MultiBoard - .
. CRC o . FreeRTOS_SermnaphoreFromIsR
CRYP . Thread_Commissioning T T
: . Freel igna
DMA J Thread_FTD_Coap_Multicast P RTOS_S'g o
: . Freegl ignalFrom
, Thread_SED_Coap_Multicast = ]
. FLASH . FreeRTO5_ThreadCreation
. GPIO . FreeRTO5 Timers
| HAL . BLE_Beacon
| HSEM | BLE_BloodPressure
| 2C . BLE_CableReplacement
. CDC_Standalone
IWDG . BLE DataThroughput DFU_S &
) i tandalone
LPTIM . BLE_HealthThermometer -
’ TR T e . HID_Standalone
| PKA J _HeartRate
., MSC_5tandalone
| PWR . BLE_HeartRate_ota -
:lde | BLE_HeartRateFreeRTOS
| RNG [ELE s | Mac_802_15_4_FFD
CubeWB HAL Firmware ' o R
| TIM | BLE_ Ota
| UART | BLE_p2pClient
| WWDG | BLE_p2pRouteur

| BLE_pZ2pServer
J BLE_pZ2pServer_ota

‘ ’I J BLE_Proximity

, BLE_TransparentMode
fe.augmented




CubeWB firmware

Core folder contains application-related source code

BLE » BLE HeartRate » Core b Src BLE » BLE HeartRate » Core » Inc
el St A L A LR e ol L=

s Binary

§ Cote — R Mew folder Mew folder

. EWARM Mame ) Maime :

MDK-ARM .

i |=| app_éntry.c i | app_commaon.h

L STME2 WPAN |=| hw_lpmic L app_conf.h

L SWLSTMIZ I hw_timerserver.c i app_entnyh

N - || hw_uart.c )

| | dSettings =i £ hw_conf.h

m Ei._E rt _ = main.c L mainh

. _HeartRate.ioc \—| stm32whicehal_ msp.c - stm32whic_hal_confh

| readme it =) stm32wino it.c L stm32whioith

. system str3lwhice | | utilities_conf.h

Lys
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CubeWB firmware

Different stacks required for different application types

STWEZCubs PW WEB VLOO v Projects » MNUCLEC-WHBSS.Nucles » Applhcations e

| wth - Mew folder

Mame Date modified Type
BLE projects > | BLE 2/19/70199:56 AM  File folder
BLE + Thread Static Concurrent mode project >/ BLETHreod JAS/ITNIN A, Fefla
. FatFs 297018 56 AM Filefalder
. | FreeRTOS 2/19/2018956 AWM Filefolder
Open MAC project > | tac 802 15 4 2/19/20129:56 &M Filefolder
Thread projects > . Thread 2/19/20189:56 AM  File folder
| USB Device 2719/2010856 AM Filefolder

‘— Zigbee 3.0 coming soon!
> /4
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Encrypted radio stack binaries here

HTML file details update procedure

=k e = e 5 Release Notes for
Epumtu v b STMB2Cube F‘r_‘.'_'r‘JE_'..'l L0 e Projects ¢ STMVEZWE Copro Wireless_Binaries - | 3 | STM32WB Copro Wireless Binaries
l Copyright © 2019 STMicroelectronics
Fld Share with = ey folder — K, I
T — lile.augmented
-,
= MName Date mpdified . Size License
This softuare companent is ficznsed by ST under Ultimat Liberty license

@ Relesse Noteshtml €= 2/19/20199:56 AM  Chrome HTML Do.. TKB e

|| stm32whSx BLE_HClLayer_fw,bin 282N MEE AM  FTE Binary Bxport .. 90 k8 Purpose .

l_i stm3dwb5x BLE Stack fwibin 2718/2012 0:56 Ak FTE Binary Exiport ... 154 W8 This release covers the delivery of STM32WB Coprocessor binaries.

" = == 2 > T Here is the list of the supported binaries:

= || stm32wh5x_BLE_Thread_fw.kin 218/2010 550 AM FTE Binary Export .. 481 KE + stm320E5+ BLE Stack fwbin

r g > e © Full BLE Stack 5.0 certified : Link Layer, HCL L2CAP, ATT, SM, GAP

|| stm32wbSx_Mac 802 15 4 fw.bin 2719/20199:56 AM  FTE Binary Expart ... 50 KB o 575 CodemamlingDecation D D0R2154

|| str32whb5x_fmonitor_phyB0Z.15 4 fw.bin  2719/2019 396 &M FTE Binary Exptirt .. 30 KB ’ mzz‘“iz:;f“;f:”:'ﬂ"m“u —_

K e © | BT SIG Certification listing : Declaration ID D042213
|| stm32whb5s_Thread_FTO fw.bin 218/2018 9:55 Al FTE Binary Export ... 330 ¥8 o stm32ubSx Threac FTD.fwbin ’
- ; " _— . e © Full Thread Device certified v1.1

3 | | strm32wh5x Threa d _MTD_fw, biry 201972019 855 4M FTE Binary Export .. 243 )8 © Tolbe used for Leader / Router / End Device Thread role (full

features excepting Border Router)

For complete documentation on STM32WBsx visit: [www.st.com/stm32iwb]

CubeWB firmware

Update History

V100 / 06-February-2019

Main Changes

First release

First official release.

Binary Install Address and version : Provides Instl| address for the targsted binary to be used in “STEP 4" of flash procedure.

Wireless Processor Binary. Install address

Version Date

Stm32ws1 BLE Stack fwbin 040208000 a0 02/06/2018
32ubsx BLE HClLayer fubin 0¥08XCD000 V160 02/05/2018
002097000 00 02/06/2018

st  fbi 0408085000 oo o2oe/018
stm32wb5y BLE Thread_fubin 0x02075000 vi00 02/06/2013
|stm32ubsx Mac_802 154 fibin 0X080E5000 V100 02/08/2018
stmazwbsy_rimoniter_phy802 15 4_fwhin _0+080EABDD oo 02/06/2018

Nucleo & Dongle boards come preloaded with the BLE stack




Bonus Cube Tool!

STM32CubeMonitor-Power

$70

X-NUCLEO-LPMO1A | EE " @ o

< f o
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Atollic TrueSTUDIO
41

—Free feature-rich IDE
. For STM32 developers only

' TrueSTUDIOi:STM32

Lys
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) /4

.augmented

Configure

] STM32CubeMX go_testios STV26081RETs STM3260816 EVAL

Window.

s
CubeN

Pinout & Configuration | NGENERATEICODE

© Pinout g Project Manager
~ Pinout

System Core
Anaog

Timers >
Comsctiity >
Multimsdia >
Seculy >
Computing >

Middiewars >

lterative

Code & Debug

19 b s o - o s Workser D8 - 8302 5 -
Fie G Vi o SR Toob vindan e
NARGE XE50C) $Q25EC 820 0880
pEe) =
fu
I horcichrion Shvarssastersa shssionats] — 0500} P
fs e piagionil ] — )

Gureet (48

e

AC! Commands RFTests | Advertising ACtlag (7] upoe [/ Adoscot
[ HOLREADLOCAL VERSION INFORMATL
| Command Q) [V)ssetan [Vwo [Zwenes [Jwae  [FJoar  [Zoarr 7] ucar e .
| 5 162514453 Cammand Compits |
| FeLpisconnecT
HCLREAD SEMOTE VERSION INFORMATION
| Horser svenr wisk
et Reser
HOLREAD_TRANSMIT_POWER LEVEL
HOLREAD_LOCAL VERSIONINFORMATION |
| et Reao Locasueros
| HoLREAD LocAL supPORTED. FEATY
READ B0_ADOR
HeREAD_kssl
LE SET_EvenT.
HOLLE READ_SUFFER_ SzE
| HeLLE Reao_toca SupeoRTED seATIRE
| HOLLE5eT RaNDOM.AODRESS
|| HoLLE ST Aovermsnvs. pAra
| _ADVERTISING CHANNEL TX_FOVER

| ) [ ye—

Design Process

42




Nucleo

2.4GHz PCB antenna

STM32WB55RGV6

(VQFPN68)

E
.
E
|
>
|-
B
B
B

ikl il il ol G o i S

s @ |

Arduino & Morpho
Headers

B ST-Link/V2-1

LT % W, M W e W Wi, U W, W, W, WA

Buttons & LED’s
‘Yl
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Nucleo

a2
2D esemeeN
il; G
- ;

e g

St
. AR &
o B 2dp & é‘v)

A

-

¢ &
1

{
|
o
-~

.l
w
¥
!

HePpBLOOSE

é_"‘ ‘.“ -

‘/"‘);L-é E » %< i‘,-’.
= & #

'r’*p”'*«' - ILs"k.‘
= By =
- L
P & =g
| .2 E & .y
! -‘w\;&% Ly o "H'
| ogBa ek
{2 ol 4

| e o

232343

We will use this one!
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Your Magic number!
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File Window Help ® oY x s

_ P-NUCLEO-WESSNucleos  »  Untitled - Pinout & Configuration » GENERATE CODE

Clock Configuration Project Manager
Additional Softwares v Pinout

System Core

Hands-On -

Multimedia >

Sacurty >

/4
CubeMX S

> /4

life.augmented
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Launch CubeMX

[T sTM32CubeMX Untitied L1

s;r;l.‘::”ﬁ File Window Help n n y ",k ",

CubeX

Existing Projects New Project Manage software installations

Recent Opened Projects Check for STM32CubeMX and embedded soft

| need to :

Cubs51_WB_Test1.ioc
Last modified date - 12/02/2019 9:56°56 Start My project from M..

test |7 Install or remove embedded software packages
go_testioc aCES TOR

Last modified date-- 17012019 9:52:17

Start My project from S

go testioc
Last modified dafe = 17/01/2018 9:52°17

Other Projects E3=

All STMI32 & STVB|
MCUs in one place




Ly

fe.augmented

.
[T STMI2€ubeMX Untitizd

Start project from Board Selector

==Xl

szt @ File

CubeX

Existing Projects

Recent Opened Projects

Cubs51_WB_Test1.ioc
Last modified dale - 12402/2019 9-56°56

go_testioc
Last modified date-- 17012019 9:52:17

go testioc
Last modified date = 17/01/2019 9:52-17

Other Projects Ear

C

Window Help

New Project

| need to :

Start My project from M.

| ‘Agce

Start My proicct from S

ACCESS TO BOARD SELECTOR

© Aoy x &7

Manage software installations

Check for STM32CubeMX and embedded soft .

Install or remove embedded software packages

All STMI32 & STVB|
MCUs in one place
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Filter by STM32WB and double-click on the Nucleo board!

Board Selraior

Board Filiars

@ E O

Part Number Search

Q| -

Vendor

Type

MU Seres

Check/Unchecl &

1 3TM32F0
1 8TMm32F1
[ STM32F2
[0 STM32F3
] STM32F4
[18TM32FT
[ 3TM3260
] STM32HT
] STM32L0
smazaLt
] 5TM32L4
] STM32L4+

1 STM3ZMP1

Other

Price =0:0
B

-
Oscillator Freq = 0'[MHz)
L

Featuras Large Picture Docs & Hasoumnces Catashest Buy Start Projaet

Neural Networks on STM32 MCUs
simple, fast, optimized

)
sTmz2” NP
Cube Al

's7]

Boards List: 2 items Eﬂ

[ Feme | Tyse | MorkstigSistus | UnilPrics (USS) Ihousit=d Device | Kt Cotres_ |eiuced in

B-NUCLEO-WESS. . Nucleosd 0o ST

P-NUCLEO-WBESS. .. Nuclea USH Don. . 0.0 STM3TWESECOUS
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0 [nitialize all peripherals with their dafault Mode 7

P-NUCLEO-WB55 Board Project

" ] STMI2CubeMX Untitied: STM32WBSSRGYx P-NUCLED-WBS5. Nucles E=Aal™ >
t 4
STM32 Window n [ > ] »}-:; L
CubeMX - , ”
titled - Pinout & Configuratio GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager
Additianal Saftwares v Pinout
o] v | B . 4 Pinout view == System view
§
System Core
Analog >
Timars >
Connactivity 2
Multimedia 2
Security >
STRIIZWBESRGY! e
x L [
Computing ’ VFQFPNGE e
Middleware > e
; 1
% E
@ I o < ]
& ——




P-NUCLEO-WB55 Board Project

* Name your project
* Recommended Project location: C\STM32WB_Workshop\

+ Use EWARM V8 toolchain

P )

s B — — = |
A =
SI:ThEM? File Window Help e n DYy »‘}c ", |

| Clock Configuration Project Manager

STM32CubeMX Untitled® ST SRGVX
[ STM32CubahX ed*: STM3ZWBSSRGVA

Untitled - Project Manager GENERATE CODE

|Easi{ | [[J Do not generate the main{()

Application Structure

Toolchain Folder Location
[c\STM32WE_ WorkshopWB Test1\

Code Geperator

Linkar Settings

Minimum Heap Size [0x200

= Minimum Sack Size x40 |
Advanced Setiings —_—

WELS Selectih
’I L] senss | bimes | Mo Packese | Requied Panphesls
STMI2WE STMI2WBx5 STM32WBA5CCUx UFQFPNAG Naone .

life.augmented s e — =
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GENERATE CODE

s @

CubeMX

Hoeme

Code Genarator

Pinout & Configuration

File Window Help

. PNUCLED

&.Muclea Untitled - Project Manager

Clock Configuration

Project Settings
Praoject Name
[WB Tast1] |

Froject Loeation
[casersiatec bathiDooumentsisTProecsisTVI2WECubenx e [T

Application Structure

|Basie v | [Tl Do not generate the main()

Toolchain Falder Location
|C \Usersialec bath\BocumentsiST\Projects\STM3ZVWEMWCubeMAXAWBWYE _Test1)

Taolchain / IDE
[Ewarm ve

[ Generats Under oot

-Linker Settings

Minimum Heap Size 0200
Minimum Stack Size 0400

Meu and Firmware Package
Mcu Reference
|STM32WB55RGV X |

Firmware Package Name-and Version
|STM32Cube FW_WB V1.0.0 |

Use Default Firmware Loeation

| N |I" I Binsa

P-NUCLEO-WB55 Board Project

1D Y x G/

GENERATE CODE

Project Manager i Tools




P-NUCLEO-WB55 Board Project

Open Project

1T LR

}C:\Usars iglec bath\Docurments\STiProects STMIZWE\CubaME-WE

Apphication Structyre

[Basic | [T1 Do not generate the main()

- PR ——

4 [ Code Generation

lerator

@ e Codeis successiully generated under C/Users/alec bath/Documents/ST/Projects/STM32WB/CubsMY-WBIWE_Tsst1

Cliss

Ciper Fold

Minimum Heap Size  [0x200 |
Minimum Stack Size 0xA00

-Meu and Firrware Package
Meou Reference
ISTMAZWBSERGVx

life.augmented




P-NUCLEO-WB55 Board Project

Expand the User file tree and Open main.c

© Project - IAR Embedded Workberich IDE - Am1 8:32.3 - —
File Edit View Project  STLink Tools  Window Help
DO E@ 2 X80 2Cc -G 2 SaEc B R0
i Y
/otkspac ¥ 4 X [manc x| -
B Tastl z f
& -
Files B & /+ GSER CODEEND § =/
E @WB_Testl - WB_Testl + €6
LY =il aad
L] &8 * ghrief The applicsbign entry point.
&3 * grstval int
| ol -
. 71 int main{void)
L] TREH
& Diivers . 73 /* UEER CODE: BEGIN 1 +/
i Output 73
| : 75 /= USER CODE END 1 *+/
74
77 /* MU Configuration &
78
79 /* Reset of all peripkerals, Initislizes the Flzsh interfsce and kthe Systick: */
20 HAL Tnit():
8 /* USER COBE BEGIN Init +/
5 /* UEER CODE:END Init #/
i 25
26 /* Copfigure £he syst=m clock </
27 SyatemClock_ Canfig();
28
83 /% USER CODE BEGIN Sysinit 47
a0
91 /* USER CODE END SysInit */
a2z
93 /* Initialize 211 configured periphsrals +/
34 MY_GPIO Inmit{);
95 MY _TUSART1 URRT Tmit{):
i 96 ¥X USB PCO Init():
a7 /* USER CODE BEGIN 2 #/
£
] /% HSER CODE END 2 +4
[ we_Testt CHi Tt i e
Debug log - X
Lag
Tus Mar 05, 2019 11.4112; IAR Embadded Workbench 532 3 (C\Pragram Files (86)AR Systems\Embedded Workbench B 2armibinyarmproc.dil)
(| + | i v
[BUild | pebug Log
|Rtad1 Lp1, Call System  CAF NUM Ove BEEE




P-NUCLEO-WB55 Board Project
Add some code to while(1) loop:

101 A* Infinite loop */

102 S* UDSER CODE BEGIN WHILE #/

103 while (1)

104 [ {

105

106 HAL GPIC TogglePin(GPIOB, GPIO PIN 5);
107 HAL Delay(100);

108 HAL GPIC TogglePin(GPICB, GPIO PIN 0):
104 HAL Delay(100);

110 HAL GPIC TogglePin(GPICB, GPIO PIN 1):
111 HAL Delay(100);

112

113 J* USER CODE END FHILE */

114

Lys
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P-NUCLEO-WB55 Board Project

Build the project Check for errors

Build
d 7 [ . rh Messages
L| .l = ﬁ Y T ﬂh = Building configuration: WE_Test] -WE_Test]
- Updating build tree...
FAGEIN.C
B Make (F7) Linking
WB_TestT.out
Make the gctive project (build filesas §———— Converting
FI-EE'd'EEH' Total number of errars:
Total number of warmings: 0

Lys
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P-NUCLEO-WB55 Board Project

Download & Debug (attach your board) ©

=

S om
N T

AEE -

L)

BReo -EE b

D Download and Debug (Ctri=D)

Download the application and star
| tHe-eleb igaer

Lys
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P-NUCLEO-WB55 Board Project

GOl

. E4 I-'I;I.'H
b Go (F5)
Run the prggl_a:m i the d:l:}ugg:l

life.augmented



Enjoy the dancing LED’s! ©

P-NUCLEO-WB55 Board Project




BLE Fundamentals

Lys
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M4 domain

—p

Mailbox system t

MO+ domain

Radio domain

—

—

BLE Protocol Stack layers

N

ARM CM4

r

SRAM2 IPCC HSEM

-

ARM CMO+
BLE STACK

-

BLE peripheral

L2CAP

GAP
ATT

Host Control Interface
Link Layer

Radio PHY

~N




Bluetooth Classic (BR/EDR) vs Low Energy (LE)

100X lower =

Comparison of Classic and Low Energy

Classic (BR/EDR)

Low Energy (LE)

Longer range

Fast connection (only 3 advertising channels to scan)

Relaxed RF requirements (lower cost silicon / passives)

Lys

life.augmented

Application Cell phones, headsets, slerec/audio Smartwatches, sport & fitness, home
streaming, automotive (handsfree), slecironice, automation, industry,
PCs, etc. healthcare, smartphones, etc.
Voice Yes No
RF band IS il 2.4 GHz
Energy consumption Reference o —. | 0.5..0.01 times Classic as reference
Caoverage 10m - | = 10m
—
——
Power 3 classes (max.): max. +20 dBm
* 420 dBm ’
e 4448 four informative classes
* (dBm
Connection Inquiry Advertising
Yes, always hopping Connection only If necessary, then
hopping
Connection sefup 100 ms T — 6ms
RF channels 79 with 1 MHz spacing 40 with 2 MHz spacing
® 3 advertising
=P |e 37 data (+ second ary advertis-
\ ing}
Modulation GFSK \ GFSK
s BT=05 ® BT=05
= Deviation = 160 kHz o  Deviation = 250 kHz or 500 kHz
* Modindex =0.28....0.35 ® Modindex =0.45...0.55
THA-DOPSK ®  Stab Mod index = 0.495...0.505
BDPSK
Gross data rate 1...3 Mbitfs 1..2 Mbitfs
Application data rate 0.7...2.1 Mbit/s 0.2..0.6 Mhit/s
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Strategically placed advertising channels

Remaining 37 channels are data channels

2480MHz

WA NMT OO~ ORD ANM SN O~ D N o
O M= O8I O M A A A A A NN NN NN MMM "
IIIIIEIIIIIIIIIIIIIIIIIIIIIIIIIIII x
[ IS A S ) UouuuLLuvuLuvuLoLLuLLLDLLooULDLLDUU L=

2.4GHz Band

PHY

{ ARM CM4 j

[Csrame_J[iPrcc ]

N\

L2CAP
Host Control Interface

Link Layer

ARM CMO0+
BLE STACK

T Radoriv 1D

</p> <p> BLE Classic

BLE BR EDR
Modulation GFSK 0.4510 0.55 GFSK 0.28t00.35 DQPSK f 8DSPK
Ddts Rate 1Mbit/s 1 Mbitss 2 and 3 Mbit's
Channels 40 79 79
Spacing 2MHz 1MHz —=ip= <pe




« Standby state: Sleep, Stop, Standby

Lys
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ARM CM4 |

-———

[Csravz_ [ e

~

ARM CMO+
BLE STACK

.

BLE peripheral
GAP

>
3
%)
H

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

~\

Link Layer State Machine

N

Advertising Standby  |l-€—p

= Connection |f-€— —

Slave Role J Master Role

Figure 1.1: State diagram of the Link Layer state machine

J




« Advertising is the key to initiating all BLE communications!

Lys
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ARM CM4 |

-———

[Csravz_ [ e

~

ARM CMO+
BLE STACK

.

BLE peripheral
GAP

>
3
%)
H

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

~\

Link Layer State Machine

™~

Advertising

\

Slave Role

Standby -

Connection =———
J Master Role

J

Figure 1.1: State diagram of the Link Layer state machine




Link Layer State Machine
|66

« An Initiator and Advertiser negotiate a Connection

ARM CM4 |

Advertising . Standby  f-=—p /
— ;
[Csravz_ [ e
| A |
| |

~\

~

BLE peripheral
GAP

\

>
3
%)
H

— Connection |l —

L2CAP T
Slave Role J Master Role

‘, I S | Radio PHY | ) Figure 1.1: State diagram of the Link Layer state machine

life.augmented

ARM CMO+
BLE STACK




 |In a Connection

» The Link-Layer Master is also the GAP Central
« The Link-Layer Slave is also the GAP Peripheral

Lys
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ARM CM4 |

-———

[Csravz_ [ e

~

ARM CMO+
BLE STACK

.

BLE peripheral
GAP

>
3
%)
H

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

~\

Link Layer State Machine

\

Slave Role

Advertising @H
|
| \

= Connection j=¢——

."‘I

o

Master Role

J

Figure 1.1: State diagram of the Link Layer state machine




Discovery: Advertising & Scanning
|68

omS 25mS 50mS 75mS 100mS 125mS
=
Scannmg Ch 37 Scanning' Ch 38 Scannmg Ch 39 (;:....»..\." .
: = N
- - .k/m:l %immsln%. .... ..in:uunu )
Advertiser 0

.I{::mnud\:l\?.. E‘awnuﬂnr?-

20mS 40mS 60ms 80ms 100ms 120mS 140ms R ~—

I I

Discovery Events

Advertiser Settings:
+ Advertising Interval: 20mS

Advertising on Ch 37:

Advertising on Ch 38: =— Scanner Settings:
Advertising on Ch 39: =— * Scan Interval: 50mS

¢ Scan Window: 25mS

=7
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GAP (Generic Access Profile)
| 69

Roles and Modes

» Advertising Mode

Lys
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Broadcaster

Sends advertising events
Can include characteristics and service data
Doesn’t need receiver
Can be discoverable if it does have receiver

®e -

a >< o

Observer

Receives advertising events
Listens for characteristics and service data
Doesn't need transmitter
Can discover devices if it does have transmitter

v
A
\ | |

ARM CM4 ‘

s
\.

[Csravz_J[_ircc_]

~

~

BLE peripheral

ARM CMO+
BLE STACK

[ Radio PHY ]
J

\.




GAP (Generic Access Profile)

Roles and Modes

 (Connected Mode

PrkAR
3 Bluetooll

ARM CM4

[Csravz_J[_ircc_]

Peripheral Central
4 , D
Has transmitter and receiver Has transmitter and receiver BLE peripheral
Always slave Always master Y GATT

Connectable advertising Never advertises

Al EEY

L2CAP

Host Control Interface
Link Layer

I . ]

ARM CMO+
BLE STACK

Lys
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GATT (Generic Attribute Profile)

GAP Central is also a “GATT Client”

ARM CM4 J

.

7

[Csravz_J[_ircc_]

~

BLE peripheral

N

@
p=d
IH

(2]
<

T

>
-

L2CAP
Host Control Interface
Link Layer

I Radio PHY I

ARM CMO+
BLE STACK

\_

STM32 D
WB

Lys
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GATT (Generic Attribute Profile)

GAP Peripheral” is also a “GATT Server”

ARM CM4 J

.

7

[Csravz_J[_ircc_]

~

N

BLE peripheral

@
p=d
IH

>

-
[}
<

T

L2CAP

Host Control Interface

ARM CMO+
BLE STACK

Link Layer

I Radio PHY I

\_

Lys
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GATT (Generic Attribute Profile)

GAP Central is also a “GATT Client”
GAP Peripheral” is also a “GATT Server”

» Central queries the Services available
» Peripheral Services and Characteristics are exposed via its” GATT database

What is my heartrate?

P — )
147 bpm
< P =
(@)
s
PokAR <
#B!u‘c’lngih <
What is your Mfr ID? . o
[Csravz_J[_ircc_]
- Polar ( BLE peripheral )
[_cAp {
+
Sl
°k
= L
T =
<C |+
I Radio PHY I

r

Lys
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GATT: Profiles, Services, Characteristics & Descriptors

60beat Monitor ,4 SeNlce
hf-on.‘mung‘i:e:ar at “\\\_\ ”,” Heart Rate Service
79 bpm j ”,/
180 — , e’ Characteristic
" (heioe L\\\l Tl | Heart Rate Measurement
1
~\\ Characteristic
Device Information ‘~\\ Body Sensor Location
Service ) Sso —
SN Characteristic
Heart Rate Control Point
Establish Link —— | | Link Layer Master ] —p | Link Layer Slave ] <«—— Advertises Capabilities
Initiates Connection  —p [ GAP Central ] — [ GAP Peripheral ] < Accepts Connection
Wants Data — | | GATT Client ] | ——— | | GATT Server ) | «— HasData
Scans Services = [ Heart Rate Collector Role ] — [ Heart Rate Sensor Profile ] “— Exposes Services

= / " /

Ly
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GATT Glucose Profile
GLP Profile defines two roles: Collector & Glucose Sensor

Flags (8-bit)

. Characteristic ‘ SEEMENED s (el
Operations: UUID: 0x2A18
Read Primary service igmg Carbohydrate ID (8-bit)
Write Declaration

‘Attribute protocol (Aﬁ)r

Glucose Measurement

Descriptor
; . I mma Carbohydrate (float Unit — kg
lr;\?cu;tc%tle UUID: 0x1800 Y e UUID: 0x2702

Glucose Meas. Context

. . —> Meal (8-bit)
Device Information Characteristic
service UUID: 0x2A34 Tester (nibble)
UUID: 0x180A

Glucose service
UUID: 0x1808

—
—

.

Glucose Feature
Characteristic
UUID: 0x2A51

Collector Glucose Sensor

Lys
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GATT Database details — Handles, UUID’s & Values

Once the GATT Server’s database information is known to the GATT Client, it can reference data via Handles

*  “What is the temperature reported by the Thermometer Service?”

«  “What are the units of temperature used?”

Lys
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ATT read command of Handle 0x0104

Handle UUID |Description Value
0x0100 |0x2800 | Thermometer service definition LUID 0x1816
. LUID 0x2A2B
0x0101 |0x2803 |Characteristic: temperature
Value handle: 0x0102
0x0102 |0x2AZB | Temperature value 20 degrees
0x0104 | 0x2A1F | Descriptor; unit Celsius
0x0105 |0x2902 | Client characteristic configuration descriptor | 0x0000
. . UUID 0x2A08
0x0110|0x2803 | Characteristic: date/time
Value handle: 0x0111
0x0111 |0x2A08 | Date/Time 1/1/1980 12:00

=
=
O
=
any
<

ATT read command of Handle 0x0102

[Csramz_J[_rcc_]

N

ARM CMO+
BLE STACK

-

L2CAP

Host Control Interface
Link Layer

[ Radio PHY ]
,




Attribute protocol details (ATT)

* Access GATT database information on the Server

» Operations
* Read
»  Write / Write without response
* Indicate / Notify

Read

Response

* Four elements
* 16-bit Handle
+  Type of attribute (UUID)

Write

4
v Jr

ACK

+ Value

« Attribute Permissions (Read-only, etc) Write
Handle UUID  |Description Value SRAM2 IPCC
0x0100|0x2800 | Thermometer service definition UUID 0x1816 Indication 4 BLE peripheral N\

UUID 0x2A2B
1 istic: > AP
0x0101 |0x2803 | Characteristic: temperature viliisihardls Ghnion ACK => 6 (!
0x0102 |0x2AZB | Temperature value 20 degrees (% ,i
n 2CAP
0x0104 | 0x2A1F | Descriptor: unit Celsius - E E Host Control Interface
0x0105|0x2902 | Client characteristic configuration descriptor | 0x0000 h Notification < |z
0x0110|0x2803 |Characteristic: date/time uuiD 08 I i I
’ Value handle: 0x0111 \_ Radio PHY Y,

0x0111|0x2A08 | Date/Time 1/1/1980 12:00

Lys
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Security Topics

» Connection: GAP Central connected to a GAP Peripheral (Connection interval = 7.5ms to 4 secs)
()
=
(@)
=
Z
[Csravz_J[_ircc_]
~ A

ARM CMO+
BLE STACK

Host Control Interface
Link Layer

[ Radio PHY ]
J

-

Lys

life.augmented



Security Topics

» Pairing: Connected devices exchange encryption keys to encrypt the link. There are now paired.

J

ARM CM4

7

J

[Csravz_J[_ircc_]

N

ARM CMO+
BLE STACK

Host Control Interface
Link Layer

I Radio PHY I

-

J

Lys
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Security Topics

» Bonding: Paired devices can be bonded — Keys are stored for the next connection. —
3
(@]
=
o
<C
\ J
[Csravz_J[_ircc_]
e N

Host Control Interface
Link Layer

[ Radio PHY ]
J

ARM CMO+
BLE STACK

-

Lys
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Security Topics

O
3
(@)
=
» Whitelisting: Restrict connections from any other than known devices. <
[Csravz_J[_ircc_]
f R

ARM CMO+
BLE STACK

Host Control Interface
Link Layer

[ Radio PHY ]
J

« Security modes are deployed after a BLE connection is established

+ BLE Link Layer uses AES-128 CCM mode for authenticated encryption

-

Lys

life.augmented



)

-

life.augmented

Router
Device

Smart
Phone

End Device1
Server
Client
E  Client Server
F ﬂ

End Device2

| BLE_beacon

. BLE_cable_replacernent
| BLE_health_thermometer
| BLE_heart_rate

| BLE_ota

. BLE_p2p_client

. BLE_p2p_routeur

. BLE_p2p_server

— e e e e e

. BLE_transparent_mode

BLE Multi-Role Topology




$36 on Amazon

5.0 not covered however

OREILLY

Gertmg

otarted with .'\

Bluetooth "X
Low Energy '

Hevin Townsend, Carles Cufi,
Akiba & Hnbert Evidson

2014

Dig Deeper




Dig Deeper

9 Bluetooth https://www.bluetooth.com/

Core Specifications

The Bluetooth® Core Specification defines the technology building blocks that dfvelopers use to create the

interoperable devices that make up the thriving Bluetooth ecosystem. The Blughtooth specification is overseen by the
Bluetooth Special Interest Group (S51G) and is regularly updated and enhanc

ofi by Bluetooth SIG Working Groups to
mest evolving technology and market nesds.

Specification

Version Adoption Date
Cs Core Specification 5.0 Active 06 Deac 2016
L Care Specification Supplement 7 Active

06 Dec 2016

CEA Core Specification Addendum 7] Active 12.Jul 2077

life.augmented




Dig Deeper
€3 Bluetooth

https://www.bluetooth.com/specifications/gatt

GATT Specifications

e

Core Specifications Generic Attributes (GATT) services are colleéctions of characteristics and relationships to other servicas that encapsulate

the behavior of part of a davice.

Mesh Me

A GATT profile describes a use case, roles, and general behaviors based on the GATT functionality, enabling extensive
Traditional Profile Spacifications innovation while maintaining full interoperability with other Bluetooth® devices.
The documsnts in the “Informative document showing changes” column are provided as a courtesy 1o help readers
Protocol Specifications ; g x FE r i : i ax
' identify changes between two versions of a Bluetooth specification. When implementing specifications; use the

GATT Specifications adopted versions in the "Adopted Version™ column.

= : More about GATT

erview

GATT Characteristics Adoption

Profile Specification Version Status
Date

Informative document showing changes

[ Declarations

Descriptors ANF Alert Notification Profile 1.0 Active 13 Sep 201 N/A
28 ptors f
GATT Services
ANS Alart Notification Service 1.0 Active 13 Sep 201 N/
Mesh GATT Services XML
Available AICP Automation 10 Profile 1.0 Active: 14 Jul 2015 NJ/A
AJOS Automation |0 Service 1.0 Active 14 Jul 2015 N/A

r Gualification Test Requirements BAS Batiery Service 1.0 Active Z7 Dac 20M /A

life.augmented Asrimmord Bl baoes D 0 T R o F e, 11, PO . s, s i Bmitine ool s ARG A aira




77777
Energy - 20kJ
a I I S — I I RR Interval: 100 s

Heart-Rate Monitor




Hands-On: HRM example

All CubeWB Projects referenced can be found in the CubeMX Repository folder:

OSDisk () ¢ Users » » STM32Cube » Repaository » STM32Cube FW_WB V100 » - [
sp
> Share with = MNew folder
. Name . Batemodified Typs Size
| _htmiresc 2182019955 AM Fite folder
.. Documentation 292019955 AN File folder
| Drivers 2018/ 2019356 AM File falde:
B L Middlewares LARA019 955 AM File folder
. Projects 2A8/20199365 AM  Filsfolder
L. LHilities 2/192019 956 AM  File fofde:
1 |_. how_to_program_wire|ess: stacks, b 271572019 9:56 AM Tet Document LEB
3 [.] package.xmf ZA9A0T0 055 AM XML Decument 1 KR
|7 | Readme.md 292008955 AM ME File 2 KB
r i ¢ Releaze Motes.html L0 2018 855 AM Chrome HTML De., 1% KB
> /4 1

life.augmented




Hands-On: HRM example

Open the BLE_HeartRate workspace

b STM32Cube FW_WBVLDO » Projects » NUCLEQ-WBSS.Nucleo » Applications » BLE » BLE HeartRate » EWARM »

', BLE HeartRate

.. settings

|| BLE HeartRate.dep

|| BLE_HeartRate ewd

BLE HeartRate.ewp
| @ Projectieww

oLl startup_str32wh55ecrmd.s
|| stm32whb55m0c flash_cmd.cf

Lys
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Open app_ble.c

Hands-On: HRM example

2 i Application

= Wl BV AR

=l User

Wl Core

B ESTMIZ WPAN
B & App

£l hrs_sppo:
= Wl Target
3 Wl Doc
Il Dirisvzrs
i Middlewares
= Cutput

229

Lys
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5 @ BLE_HeartRate - BLE_HeartRate v

Sfepp blec | | |
[l dis_spp.c

‘Warkspace >3 x
['BLE_._HaaLH%atEE-. -
F”ES' ¢ "

230 E| uint® t manuf data[ld] = |

static const char local name[] = [ AD TYFE COMFLETE TOCATL ]

Change the local name, using your Magic Number!

(You can change it as you wish, however keep the # of ASCII chars to 5)

,fo,fIf,fo,flf,@

229  static const char local name[] = | P:.D_IYPE_C{}HPLEIE_LDCAL_NM@R', 137, IE




Hands-On: HRM example
90

'Workspace -1 X

_ b Also change the advertised nhame and the NAME_LENGTH,
|BLE Hearfiale - x using your Magic Number!
Fileg =

5 @ BLE_HeartRate - BLE_HeartRate v
E B Application

= EVARM

R Lser 177  /* Private defines -----————--——--—--——=-
W\l Core

3 8 STM32_WPAN 178 pdefine APPBLE_GAP_DEH:IEE_HM{E_LEHGJ@
= 8 App
Alspp e 00 | | ]
El dis_app.c
H 1 h e .
= Tar;a_tapp ; 630 if (role > 0)
& Wl Doc
Il Dyrivvers g3l E {
S Middlewares 632 const char *IlElJl'tE
= Clutput

633 EI acl gap init(role,

a

Lys
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Peripherals Nearby

LIl STM32WB12

-3 1service

@ Create Virtual Peripheral

Show Advertisement Data

Wil Verizon & 2:08 PM 2L T%L_)

Sort LightBlue | Explorer

Filter

Inf D @

Log

Open your LightBlue Explorer App on iOS

Find your device and tap on it

w)) Verlzon 5 12:20 PM

{ Back Peripheral
STM32WB12

UUID: D9C3ES01-3753-200E-DF7E-2CD2E9F712E8
Connected

ADVERTISEMENT DATA Hide
Yes

Davice Is Cenneciable

STM12

Local Narme

<01000000 000080e1 26005363>

Manufacturer Data

Heart Rate
Senvice UUIDs

0

Tx Power Level

Device Information

Manufacturer Name String
STM

lnft’ @ Log

Hands-On: HRM example

Click on the Heart Rate Measurement and Enable Notifications

W) verizon = 12:21PM 7 1D6% I ¢

( ~ UM32WB12 Heart Rate Measure... Hex

Heart RasMeasurement
UUID: 2A37
Connected

NOTIFIED VALUES
Listen for notifications

(i) Cloud Connect

DESCRIPTORS
0

Client Characienstic Configuratior

PROPERTIES

Notify

Inft’ @ Log

ul) Verizon = 12:21PM < 96%, )+

< STM32WB12 Heart Rate Measure... Hex

STM32WB12

Heart Rate Measurement
UUID: 2A37
Connected

NOTIFIED VALUES
Stop listening
(i) Cloud Connect
1F430023000004

12:2

12:21:34 905

DESCRIPTORS

lnft’ @ Log




Hands-On: HRM exampl
* Open your LightBlue Explorer App on Android ands-O exa p
 Find your device and tap on it
- Tap on the Heart Rate section and select Heart Rate Measurement

Tap on “SUBSCRIBE” to Enable Notifications

W ¢
& STM12

ADVERTISEMENT DATA PROPERTIES PROPERTIES

Connection status Bevice Address

Connezs BIE12E 006776

Advertised name
iz

Service UUID Service UUID

Enjoying LightBlue Explorer? PBAIBDIAG 110 8500 00631 Rd-H00

Learn ahout aut isights into BLE. Nty Characteristic Name Charagteristic Name
[Tttt — sy

ol Ak

N ——
DEVICE INFORMATION Characteristic UUID
OO F-UD00 TU0G 2

Charactaristic UUID
SUBSCRUE Ot

ea0s 932t

DU 00UG-1000 8600 09808 S 348
Device Address
gl Readable Readable
P 15'{54_12 L i 7 Abiioba ek
S, T Manufacturer Nome String
s )l
. Unnamed il bl SN
T | EFEIRTERIAR
el GATT SERVICES & CHARACTERISTICS Supports notifications/indications Supports notifications/indications
. ¥ annmnes 210 fox Aathc i 10 e mitincribed @ for nafzatons/ indications on chan: The charactenitn
U CASETISBAADE Genaric Attibute s
Unnamed e READ/INDICATED VALI READ/INDICATED VALUES
AhTm SEBECSCISZA Goneric Access
e sussonsE UNSUBSCRIBE
Unnamed T
oan saceassneDar Novalue read recantly 1F 460019000004
Bevice Information < oo o one o th bettons e~ f svalabls Vo e 104 ot 2310
O Y
e 1F 4700 14 00 00 04
Heart Rate DESCRIPTORS Yeed Apr 17 140240 COT 2019
vians Vo o r Client Characterlstic Configuratian 1F 4800 0F 0000 04
Heah e : VUFa03.50001005 B0 30001 etk i
Unnamed
b aBCCEAdaTT aEKIBTORE
| Unnamed
ot 425 3

Client Characteristic Configuration

P

b

Select a characteristic to explore

Heart Rate Measurement ]

Body Sensor Location

Heart Rate Control Pint

ayy




Disconnect from the LightBlue Explorer App Hands-On: HRM example

Launch the ST BLE Sensor App

Tap on your device name

* Note your Nucleo Bluetooth Device Address.
» Can you find it in the Mfr-Specific advertised data via LightBlue app?

wil Verizon & 11:46 AM < 92% )

Wil
80:E1:26:00:53:63

72 bpm
Energy: 20 kJ
RR Interval: 1.00 s

ST BLE Sensor
,’ Vrsion: 421

© Copyright 2019 STMicroelectronics.
All rights reserved.
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WB Architecture

ARM Cortex-M4 FPU/DPS
P f E4MHz
‘ower supply .
171V 10.3.5V wi BCAIC +LDD Nested Votot Interrupt
PORPORPVDBOR Controller (NVIC)
Crystal osallators Metnaty Protectsd Unit (MPU)
a2MHz {Radia)
32,768KFiz (LSE)
Intemal RC pacillators
32 KHE +4 — 48 MHz +
18 Mz (HSI) + 484Hz.
#- 1% acs, over V and TU'C)

2 walchdogs (WWDG! IWDG)
Cycl:c Redundancy Check 32MHz
= Neslad Vector Interrup!
Veltage sealing (2 medes) ] Controller (NVIC)

ARM Cortex-M0+ MPU

PLLAFLL
SysTick timer
Un.

Analog

¢ ULP comparators.

1x-12-bILADC SAR 4 25Msps

LN smattcard, (fDA!
Madem contim!

1x ULFP UART
USB 20 FS — Crystal jess.

SAL(Full duplex)

4)‘ 16-0it 32-bit imars
2x ULP 16-bif bmars

Sensing

\ﬁ-nuys Capacitive tolieh.

§

3140 LCD driver




RF System Front-End

Balun — Combine TX and RX signals
Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

life.augmented




RF System Front-End
|96

Balun — Combine TX and RX signals
Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

RF IC
Transceiver Balun
<—

Lys
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RF System Front-End

Matching Network — 50 Q impedance transformation

il Matiching Ry

Network

L 25 maak A .
tE—e %h»}
il

life.augmented




RF System Front-End
98

Harmonic Filter — Reduce out-of-band harmonics

Antenna (50Q)

Lys
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Balun — Combine TX and RX signals

Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

RF IC
Transceiver Balun
<—

Matching
Network

Lys
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RF System Front-End

Antenna (50Q)




Basic RF System

100

Balun — Combine TX and RX signals

Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

Antenna (50Q)

RF

—>
Tx . <+
Matchlng (50Q) .
[ » Balun Filter
Transceiver Network

Lys
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Matching Network + Harmonic Filter

101

ang A ey
LFRERIEICGF D36
Ot HE FLTI o LiMII RN

e H2 ] & o . -«
{'.: '}L; Lg‘ w " 'I'u.. = Matching
— Network

Filter

Discrete solution IPD device from ST

Lys
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Mass Production NOW
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IPD Filter

102

MLPF-WBS55-01E3

Datashest

2.4 GHz low pass filter matched to STM32WB55Cx/Rx

Features

Integrated Impedance matching to STM32WB55Cx and STM32WB35Rx
- LGA footprint compatible
« 50 2 nominal impedance on antenna side
Deep rejection harmanics filter
= Low insertion loss
+  Small footprint
Low thickness < 450 ym
«  High RF performance
» RF BOM and area reduction

«  ECOPACK™2:compliant

Applications

- Biluetooth 5
+  OpenThread
= Zighee®

- IEEE§02:154
+  Optimized for STM32WBS55Cx and STM32WB55Rx




BOTTOM VIEW (pads up) I P D FI |te r

=r—uc
o SIDE VIEW
> - bl e |
o R |
TF!:'I o Coating 25um MLPF-WB55-01E3
g sdll y 7. )
he:
1imm x 1.6mm CSP T =

2.4 GHz low pass filter matched to STM32WB55Cx/Rx

Tabie 4. Bumpless CSP package mechanical data Features
. Integrated impedance matching to STM32WBS55Cx and STM32WB55Rx

Parameter Typ- Max. Unit LGA footprint compatible

X X dinentian of fha g 1000 1025 i 50 Q nominal impedance on antenna side:

Deep rejection harmonics fiiter
Y Y dimension of the die 1575 1600 1625 pm Low insertion loss
+ + Smail footprint
A X pitch 500 Hm Bumpless CSP Low thickness < 450 ym
B ¥ pitch a7 e - High RF performance

+  RF BOM and area reduction
Top view (pads down) . ECOBARS

2 compliant
=
Applications
E E Bluetooth 5
+  OpenThread
-« Zigbee®
0B - IEEEB02154

Optimized for STM32WB55C and STM32WB55Rx

Flgure 12, PCB land pattern recommendations

PCB recommendations

included in datasheet Top_Layer

Top_Solder _Mask

) /4
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1 MB FLASH

Shared Memory

QSPI - XIP
DMA1 7 Channel
DMA2 7 Channel

DMAMUX

GPIO Ports
A,B,C,D,E,H

CRC
TSC
AES1
LPTIM1
LPTIM2

SAI1

BLE IP

(AES) 802.15.4

BLE/802.15.4 RF
IP

Power Supply POR/
PDR/BOR/PVD/PVM

USB FS + RAM
WWDG
DBG

SPI1
196 kB SRAM1

Memory

SPI2

T °C sensor
12C1
ADC1 16-bit ULP
/
Smsps / 16 ch 12C3

LCD
LPUART1
USART1
SYSCFG/COMP/NREF

TIM1, TIM2

Architecture

104

» 3 autonomous sub-systems
—— -+ Radio sub-system
» Cortex-M0+ (CPU2)
| _— + Cortex-M4 (CPUT)

 « Common run domain
- Flash, SRAM2, RCC, PWR, EXTI




ARM

Cortex

Low-Power Leadership from ARM

MCU

Easy C programming
Interrupt handling
Ultra-low power

‘,I http://www.arm.com/products/processors/cortex-m/cortex-m4-processor.php

ARM® Cortex® M4 Core

105

FPU

Single precision

Better code efficiency

Eliminate scaling and saturation

Support meta-language tools (MATLAB, etc)

DSP

SENERERANENEEANEE

Harvard architecture
Single-cycle MAC

Cortex-M4 Barrel shifter
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Dual core — How does that work?

IPCC: Inter Processor Communication Controller

HSEM: Hardware Semaphore — prevent shared resource access conflicts

| have a message for the CMO0+ CM4 has a message for you
@ #FFEEFFE @ #FFEEFFE

A N rcc @ | oMo+

Message collected by CM0+ Message collected

- M < Read message then erase

IPCC works in both directions

&



User Flash (1MB)

Updater

Keys secure
Radio Stack

SFSA

AU NON-Secure

System Flash

CVOACEGEIEM NOoNn-secure

Lys
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SRAM2b (32KB)

secure
SNBRSA
non-secure
SRAM2a (32KB)
secure
SBRSA

non-secure

7 Securable by register bit @

Memory Partitioninc];

SRAM1 (192KB)

non-secure




User Flash (1MB)

Updater + Keys (40KB)

Radio Stack (172KB)
SFSA = 0x080CB000 ——>

796KB (199 pages)

HRM App = 16KB (4 pages)

Lys
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1024KB (256 pages)

Memory Partitioning: BLE Stack

SRAM2b (32KB)

0x2003FFFF

secure

SNBRSA (0x14) = 0x2003D000 ——*

non-secure

0x20038000

SRAM2a (32KB)

0x20037FFF

secure

SBRSA (0x0a) = 0x20032800 ——>

non-secure

0x20030000
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Attacks

Non Invasive

Attacks description

Environment
» Temp / Voltage / Clocks
Fault injection
Exploit debugger
Side channel
Power Analysis

loT Protection Ready

STM32WB Countermeasures

Temp sensor

Power supply monitor
Clock security system
Tamper pads

ECC, Parity check
SRAM mass erase
Read out protection
Flash-only boot

109

Software

X

Break the encryption

Extract keys

Exploit debugger / test modes
Malware

Replay

Customer Key Storage

RNG, Crypto accelerator, CRC
Readout / Write memory protections
Memory Protection Unit

Root Security Service

Secure Firmware Update (SFU)
96-bit Unique ID




OTA Update Scenario
110

Network Application Processor

Processor Cortex-M4
C%r;eli(/l-l—l\(lm FPU + MPU

s DSP instruction
64 MHz

Antenna

e
S
@
—
N
I
O]
N
Qi

Modem (BLE, 802.14.5)
ey Storage
AES 128-bit

Customer

L

| Fw

Empty Flash | Application
| V1.0

‘,I Closed Sub-system

lite.augmented Radio + Key storage




\%

Antenna

Lys
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Network
Processor
Cortex-MO+
32 MHz

e
S
@
—
N
I
O]
iy
Qi

Modem (BLE, 802.14.5)
ey Storage
AES 128-bit

Customer

L

Closed Sub-system
Radio + Key storage

OTA Update Scenario

Application Processor (‘D New FW package received
Cortex-M4
FPU + MPU
DSP instruction

64 MHz

Q= FW
Application
V20

: Empty Flash |Application

FW

V1.0

111




\%

Antenna
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life.augmented

Network
Processor
Cortex-MO+
32 MHz

e
S
@
—
N
I
O]
iy
Qi

Modem (BLE, 802.14.5)
ey Storage
AES 128-bit

Customer

L

Closed Sub-system
Radio + Key storage

OTA Update Scenario

112

Application Processor (‘D New FW package received
Cortex-M4
FPU + MPU
DSP instruction
64 MHz

New FW detected
Update is launched

Q= FW
Application
V20

: Empty Flash |Application

| V1.0




OTA Update Scenario
113

\%

Network Application Processor (-D i
" Pp Cortexiiid New FW package received
Antenna Cortex-M0+ (P FPU + MPU

New FW detected
Update is launched

32 MHz

DSP instruction
64 MHz

App Processor send New
FW package signature and
encryption key for authentication

2.4 GHz radio
Modem (BLE, 802.14.5)

Customer
ey Storage
AES 128-bit

L

@ FW I

Application I Empty Flash |Application
V2.0 I | V1.0

[’I \Closed Sub-system

Radio + Key storage

life.augmented
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Antenna
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Network
Processor
Cortex-MO+
32 MHz

2.4 GHz radio
Modem (BLE, 802.14.5)

Customer
ey Storage
AES 128-bit

L

Closed Sub-system
Radio + Key storage

OTA Update Scenario

114

Application Processor (‘D New FW package received
Cortex-M4

FPU + MPU
DSP instruction
64 MHz

New FW detected
Update is launched

App Processor send New
FW package signature and
encryption key for authentication

Authentication signature

matches preprogrammed key
4 ) i not, the process is

aborted and device resets

@ FW I

Application I Empty Flash |Application
V2.0 I | V1.0




\%

Antenna

Lys
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Network
Processor

Cortex-MO0+
32 MHz

—

2.4 GHz radio
Modem (BLE, 802.14.5)

ey Storage
AES 128-bit

Customer

L

OTA Update Scenario

Application Processor
Cortex-M4

FPU + MPU
DSP instruction
64 MHz

Closed Sub-system
Radio + Key storage

Qv FW
Application
V20

| Empty Flash |Application

| V1.0

@

)

115

New FW package received

New FW detected
Update is launched

App Processor send New
FW package signature and
encryption key for authentication

Authentication signature
matches preprogrammed key
if not, the process is

aborted and device resets

New FW package is
decrypted with proprietary
Key.




Network
Processor
Cortex-MO+
32 MHz

Antenna

2.4 GHz radio
Modem (BLE, 802.14.5)

ey Storage
AES 128-bit

Customer

L

‘1’ Closed Sub-system

lite.augmented Radio + Key storage

V (= N

Empty Flash

OTA Update Scenario
116

Application Processor (‘D New FW package received
Cortex-M4

FPU + MPU
DSP instruction
64 MHz

New FW detected
Update is launched

App Processor send New
FW package signature and
encryption key for authentication

Authentication signature
matches preprogrammed key
if not, the process is

aborted and device resets

New FW package is
decrypted with proprietary
. s Key.
Application y

V20 New Firmware replaces
older firmware device re




AN5156 — Security
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AN5156 is a deep-dive into many security topics, some common and some WB-specific

Table 4 Attschs fypes and cosis

Boot protechion ﬁ;::;z! Softwars Hardware non-invasive Hardware myasive
Scope EF?E'rmtza\'.-rim':al .analnmancﬂ‘s\lmemel -Lmduev:elaul
Sofmare bugs Debog port Probmg
o Protocol weshresses Power Giinhies Laser
Ceviee sschrity echmics (o B T B
" F
EchETES Memoary proteciions Trajan horse Fault injeotion i<
@ | Esvesdropping.... Zide—charmels analpsis Rew=res enginesnng.
Cosy | From wery fow o mgh Quize iowr cost, Need only moderaisty \Vepy expensive. Meed ceaicales’
= g diepending on the secunty =ophisticaled squipment and igeto | heavy and very speafic
| failurs wrp=tee impiement =kiis
fwzﬂg:’m“m Rewsgenl?inmg_ufﬁmdéme' |
= ; - - soi ’ HAcress to secret cala or devios infemmal {silicon insllechsaf propearty)
Figure 131 Dual-eore archite wiih CRS service Objectives £ = B
" . * Usurpatar behawiar jalgorigim) Aocess 1o nidden hardware and
Dienial of service =ofiware secists {Flash sccess )

Lys
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Cortex M4
core

Cortex MO+
core

Lys
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| Prefetch buffer

| Current buffer

D Cache
256 Bytes

D Current buffer

| Cache
32 Bytes

| Prefetch buffer

| Current buffer

D Cache
32 Bytes

D Current buffer

abe.lqiy

ART Accelerator™

- Cortex-M4
+ Instruction cache = 32 lines of 4x64 bits
- Data cache = 8 lines of 4x64 bits

Flash * Pre-fetch buffer

memory

128K x 64 bits
(1 MB) - Cortex-MO+

+ Instruction cache = 4 lines of 1x64 bits
- Data cache = 4 lines of 1x64 bits
- Pre-fetch buffer

118




ARM® Cortex®-M4F Cortex®-MO0+ Bus Matrix
n 119
218 ot - -
L L J
—@
® v ® ® o ¢

AHB4

AHB5

F
¢
@ L

®
o —o
@ @
ﬁ *




Power schemes
120

VDDRF

VDDA 2 COMP
ADC

I VREF buffer |

CPU1, CPU2

Radio RF

1
T SRAM1,2
VFBSMPS DIl
Voltage Regulator Peripherals
T Radio sub-system
VDDSMPS
- . VDDUSB
-

Reset block Backup domain

PLL, HSI, MSI

VLCD VLCD buffer
Standby circuitry

LSE, RTC, backup
registers




SMPS Schematic

OPEN: SMPS=ON
CLOSE: SMPS=0OFF

STM32WBxx

VDD » / QQVDDSMPS

4.7uF i C1 “é
1 VLXSMPS
Murata : GRM155R61A475MEAA VFBSMPS
VSSSMPS

Wourtz 74479774222

8MHz SMPS configuration
" I For 4MHZ SMPS configuration change L1 = 4.7uH

life.augmented




FlexPowerControl
122

Wake-up time

9 cycles SLEEP at 64 MHz 41 pA / MHz

RUN (Range1) at 64 MHz 117 (73) pA / MHz**

STOP 2 (full retention) 1.8 pA /2.2 pA*

5 us (20 ps)

STANDBY + 32 KB RAM 320 nA /600 nA*

14 ps (25 ps)

RF Operation

14 ps (25 ps) STANDBY 110 nA/ 440 nA*

50 ps SHUTDOWN 30 nA /315 nA*

(..) SMPS mode VBAT 2 nA /300 nA*

Typ @ VDD =1.8 V@ 25 °C

*with RTC

e from SRAMT High performance

=>» CoreMark score =215

Outstanding power efficiency

‘1[ = ULPBbench score = 175

life.augmented




HSE (32MHz) required for radio operation

LSE (32.768KHz) required for most BLE applications

) /4

augmented

LSI1 RCC 32 kHz ™

to IWDG

LSI2 RCC 32 kHz ﬁ I

LSE to RTC and LCQ

Y

0sC32_oUT

0sC32_IN

to BLE wakeup

o 10802154 wakeup_

Lsif
Lsi2 to CPU1, AHB1, and AHBZ,
LSE to CPU1 FCLE
HSE to CPU1 system time,
Mo 1 SYSCLK
L2
PLLCLK
usi 124816
Ms!
RC48
0sC ouT 124816
E@ OSC_IN 1
to CPU
to CPU2 FCLK
FSTRC
16 MHz to CPU2 system time,
WSTRC
AHBS
100 kHz - 48 MHz SHDUPRE | HCLKS to AHBY
RS M2..512
48 MHz to APB:
s HSI l e
HCLKRF to AHBRE
=
- o
HSE toRE
PLLSYS ms! HSI_V33
PLLSYSSAICLK
@l il RC48 SMPSDIV
toUsg 12346812
' || PLLSYSUSBCLK
. o RN
3
R | PLLSYSCLK PCLKn
SYSCLK to USART1
to LPUART}
HSI HS|
PLLSAI wsay
p || PLLsAlCLK LSE
SAI_EXTCLK
' || PLLSAIUSBCLK PCLKn
HS|
'R || PLLSAIADCCLK to LPTIMY
1o ADG Lsi
SYSCLK LsE




HSE Trimming

- BLE requires very accurate 32 MHz clock 124
10 rail 2
- Frequency can vary £
» Manufacturing process variations _%_ 3 E_
» Crystal used " e
« PCB design — -
OSCINV33M
- Integrated load capacitor bank i
* 64 values for fine tuning xm%_-<
« MCO clock output pin used for measurement at factory test R
» Stored in OTP N3N
oUT //6
- No need for external capacitance T
« AN5042 provides details
r— AN5042
’ i g Application note

life.augmented

r HSE trimming for RF applications using the STM32WB Series @




+ Embedded RF balun

- Single IPD from ST

« Simple SMPS circuit

* Integrated HSE crystal tuning caps
« Minimal passives needed

» Simple 2 layer PCB design

Lys
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Silicon Cost Savings
125

All VDD

Impedance
Matching

Filter

LSrystals

STM32WB55

Simplified Schematic Diagram

&



Hands-On

CubeMonitorRF

uuuuuuuuuuuu

.
stz P
CubeMonitor-RF




« BLE commands
* OpenThread commands
- BLE & 802.15.4 RF tests

* COM-port based

STM32CubeMonitor-RF

[l sTM32CubeMaritor-RE

e =

N~
sTM3" P

Lys

CubeMonitor-RF




We will run in BLE mode

N

Mode selection

12 P

aMonitor-RF




Hands-On Time! CubeMonitorRF

Open the Transparent Mode workspace

Ao STMBZCUBE-FW WH VLD & Piojects » NUCLESD-WHSS.MNUdso kb Apphcstions ¢ BLE b BLE Transparentblods b ENLRN b

. BLE_ TransparentMede

.. settings

| 7| BLE TransparentMode.dep
:_' BLE TransparentMode.sywd
ﬁ BLE_TransparentMode.ewp
®| Project.eww

Al startup_stm32wh5Se cnmd =
| | stm32whb5hiet flash_crd.ich

Lys
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Build, Debug & Run on your Nucleo board

File Edit View Project STlink To

Hands-On Time!

CubeMonitorRF

ls Window  Help
D@ e = X EC D.C =4 Q>%5r=2< 020 RO-=0 - ik
Warkspate > B X | stm32whochal confh | maine x| stuS2wbiol el RO) | staS2wine_ halh [RO] | sted2wbiohal recc [RO] | stm3dwtinucec.c [RE], | stnS2whochal fasha R | L
BLE_Tiansparenibiode: = fi
106 * gretval int -
Files AL 107 = e
B @BLE_TransparentMode - BLE_Tr... + 108 int main(void)
L 108 |
- 110 /% USER CODE BEGIN 1 +/
111 E|
L8 112 /% USER CODE END 1 =/ o
i Ha (] spp_entyic s 2]
| B h_lpm.c - 114 /% MCU Configurat. !
i 8 & hw_timerserverc . L) . o i = i ) . )
L B hw_uarte p= 118 /% Resst of all peripherals; Initizlizes the Flash interfacs-and the Systick. =/
& o = = ﬁ; HAEL Init{);
EOuiput i 118 /% USER CODE BEGIN Init #/
B ﬁppfmﬂzﬂm 120 Reset_Devies{):
i [— &l app_canth 121 Config BSE();
i [— Elapp_entyh 122 /% GSER CODE END Init +/
— [ crisis_iarh 123
| i
— [l core_cmidh 124 /* Configurs the system clock */
I — El core_emFunhch 125 SystemClock_Configl):
I — Bl core_cminstr.h 128
| — [l core_cmSimd h 127 /* BSER CODE BEGIN Sysipit *+/
— & dbg_trace.h 128 BeriphClock Configl):
‘ — B DLib_Config_Fullh 123 Init EXtil); /**< Configurs the systsm Fover Mods */
i — [ DLl Defaults:h = 130 /* USER CODE END SysInit */
I |BU€_Trag|_spmgntModa 4 \” m il Lo
| Find in Flles —x
|
I| Path Line String Matched

L™

1

Butld | Debug Log | Find in Files

Ready

n 576, Col 19

System  CAF NUM Ovr B




Connect

Connect via USB (virtual COM) port

Lys
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Select device on relevant COM port

COM3

P\l ey cCOM32 Beacon




Connect
133

Connect to start communication _
ACI Commands Scripts

Lys
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Connect

Command Complete signals successful communications

ACI log Update Autoscroll

No Time Type

0 11:06:50.872 HCI_READ LOCAL VERSION_INFORMATION
1 11:05:5[:-59

2 11:06:50.912 VS_HCL C1_DEVICE_INFORMATION

3 11:06:30.93 mmand Complete

Lys
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11:06:50.872 HCI_READ_LOCAL_VERSION_INFORMATION

11:06:50.885 Command Compiete

11:08:50.012 ' VS HCI.C1. DEVICE INFORMATION

|1 831 Commsand Complete

P e} Vallie
HC! packet indicator Dx21

Event_Code Ox0DE
Parameter_Toial_Length Oxd42
Num_HCI_Command_Packets 0x01

Lommand_Opcode DxFDG2
Status 0x00

Device Revision 0x2000
Davice Code Id Dx0405
Device Package 0x13

Davice Type D25

Davice Company 0x000080ET
UlDe4 Dx000007AS
Device U094 Dn2033430_..
Safe Boot Information Ox00000G00
Rss Information 0000000

CMT and Wirgless FW version 0x00020D02
CMD and Wireless PW mem__ Dx160C00ZC
CMD and Wireless FW, Thre... 0x00000000
CMO and Wireless FW, BLE i... Dx00000000
CM4 PW Information 0x 00000100

HC| M4 Event Packet

Liters

Command Complete

W5_HCI_C1_DEVICE_INFORMATION
SUCCESS

O Mnre!

Connect

Click on the Command Complete line to get more information on the command sent




Click on 4+ More for additional detail

Connect

136

0 11:06:50.892 HCI_READ_LOCAL_VERSION_INFORMATION
1 11:06:50.895 Command Complete
WS_HTLC1_DEVICE.INFORMATION
Valise Liters
HCI packet indicator 02 HCI M4 Event Packet
Event_Code OxDE Command Complete
Parameter_Total_Length Ox42
Num_HCI_Command_Packets 0x01
Command_Opcode IFDo2 VS_HCI_C1_DEMICE_INFORMATION
Status D00 SUCCESS
Device Revision 0x2000
Davice Gode Id 0x0495 Command Details
Device Package ox13
Device Type Dx25 N Fitarsii o
Device Compaity DxDD00S0ET {alue Literal L
uibe4 Ox000007A5
Device UIDg6 0x203430_ 02 HIOH A4 Beint Pacloat
Safe Bagt Infarmation 0x00000000 Event Code Ou0E Command Complete
Rss Infarmation ) O0x000000._ Parameter_Total_Length 042
Sl and Wireess FW yerian S0 00AIDI: Nurn_HC!_Command_Packsts 001 The number of HEl command packets which are allowed tc
CMO and Wireless PW mem__ Dx160C002C =i ? F - :
CMD snd Wireless FW, Thre 000000000 Command_Opcode OxFD62 VE_HCILC1_DEVICE_INFORMATION Opcode of thiscommand which caused this event.
CMO 2nd Wireless FW, BLE 1. 0x00000000 Status w00 SUCCESS Error code. See Corevd. 1, Vol 2, part I
CM4 FW Information Dx00000100 | Device Revision 0x2000 Device revision information (From MCU)
[+ . Davice Code id 0x0495 Devite Code identifier (Fram MCU)
Device Package 0x13 Device Package {from paciage data register)
Davice Type 0x25 Device Type Id (from FLASH UiD&4)
Device Company 0x=000080ET Device Type Id {from FLASH UID&4)
UiDa4 0x0000DTAS UID64 (From flash)
Device UIDGG 0x203430523035500600350048 U096 from Unigue Device D register
Safe Boot Information 0x00000000 Safe Boot Information {from SRAM2)
Rs= Information 0x0000000000000020000000000 Rsz Information [from SRAMZ)
CMD and Wireless FW version 0x00020D02 CM+ Wireless FW information (from SRAMZ)
CMO and Wireless FW memoty size Ox160C002C CMO+ Wiraless FW Information (from SRAMZ)

CMT and Wireless FW, Thread information 0x00000000
LMD and Wireless FW, BELE information 000000000
TM4 FW Information 000000100

CMO+ Wireless FW information (from SRAMZ)
CMO+ Wireless FW Infarmation (from SRAMZ)
CM4 FW Information (Coded in wser flagh)

s y




Lots of categories to choose and filter from

Lys

life.augmented

STM32CubeMonitor-RF

Scripts

Command Parameters Details

Value

HCI packetindicator Ox01

Op_Code 0x0C20
Parameter Total Length 0x03
Conmection_Hendle  (0x0000
Type |gv.ﬁD

it pause walue (7)) 0

Beacon

“"Command

list

HCl Command Packet
HCI_READ_TRANSMIT_POWER_LE-.

RF Tests

ACI Utilities

| Specifies which Connection_Handle’s Tr.

Bx00: Read Current Transmit Power Lev__

SEND COMMAND

ACllog || Update || Autoscral

R Nl C IR

=

12
13
14
15
16
17
18
™

L

There
1043
115432059
11:54:32.063
11:54:32.084
11:55:22.095
11:55:22.099
11:55:22.223
11:55:22.726
11:55:22.240
11:5522243

11:55:22:256

Event_Cade

Parameter_Tota.., 0x04
Num_HCI_Com... 0x01
Command_Ope... OxFDOTACI_GATT_INIT

Status

115522273
11:5522.277
11:55:28.487
11:5528.435
11:5528.502
11:5528 513
11:5528 529
115528533

HEl_READ- LOCAL VERSTON_INFORNA..

HCi packet indi_ Ox04

Command Compiete

V¥8_HCL.C1_DEVICE INFORMATION

Command Camplets

HCLRESET

Command Complete

ACI_HAL WRITE_CONFIS_DATA

Command Complete

ACI_HAL SET_TX_POWER_LEVEL

Command Compiste
ACI_GATT_INIT

HGI Event Packet
Ox0E Command Complete

Ox00 SUCCESS

L+ "59‘_5!
ACI_GAP_INIT
Command Complete :
ACHLGAP DELETE AD_TYPE
Command Complete
ACLGAP DELETE AD_TYPE
Command Complete
ACLGAP_UFDATE_ADV_DATA
Command Complate

STM32CubeMonitorRF

Command categories:

HCI

HCI test
HAL
GAP
GATT
L2CAP

ARM CMO+

@
°
S
13}
@
&3
=]

BLE stack

Transparent Mode (App)

Profiles

SRAM2 IPCC

SMP ATT
L2CAP

Radio PHY

Services

Link Layer




Scripts

138

Open and Edit the HR_Init. GAP_GATT.txt Script file

(In your installation zip file, Scripts folder)

» STMB2WE Waorkshop Installation » /

pd

» STME2ZWE Workshop Installstion » Scripts

v folder
o Mame
Lk Hand<On Ewith = Print E-miail Mew falder
. Scripts S Marme ’
| readmetd
[Z] STM32WE Workshop Installation,pdf | BLE Beacon Script eddystanetd
I_L% STME2WE_Workshop_Tool Validator exe | BLE_LOOPtxt
|=| BLE_Pausetdt

| | BLE_Sample Script.bet
> | | HR Init GAP GATT.bat
|=| HR_Update Charixt

Lys
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Scripts

139

" 71 HR_Init GAP_GATT.txt - Notepad

File Edit Format View Help
# Use hashtags to add comments

send (HCI_RESET)

Send (ACI_HAL_SET_TX_POWER_LEVEL ; Ox00; 0x18)

#5ET Bluetooth Address
Send {:ACI_H&L_WRI—FE_CDNFIG_DATA =B 00 0x06; 0x112233445 555]

#CandlAFT ORI CCT DARTA AFTTUTTVY MACE - D NMNEA

Set the Bluetooth Address Modify this value as you wish

Send(ACI_HAL_WRITE_CONFIG_DATA;0x00;0x06;0x112233445566)

Lys
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Scripts
140

+ Change the two characters of the Local Name with your Magic number (e.qg.
change 0x4257 to 0x3130 for magic number “01”.

Send (ACI_GAP_SET_DISCOVERABLE ; 0x00; 0x0080; 0x00A0; 0x00; 0x00; 0x08; 044257B2334D545309; 0x03; 0x180002; 0x0000; 0x0000)
#0x42 57 32 33 4D 54 53 09 . . .
# 0x09 - Lochl name * Note Little-Endian byte ordering
# 0x53 - "s”
£ 0x54 - "T"
# 0x4D - "M"
# 0x33 - "3"
# 0x32 - "2"
# 0x57 - "W"
# 0x42 - "B"
Hex Char
30 0
2 . 7 ASCII chars + 0x09 = 0x08. To add characters, also change the
32 2 LENGTH parameter (x+1)
33 3
34 4
35 5
36 6
37 7
38 8
39 9

[’I *ASCII Character Set for Magic numbers Q é ’

fe.augmented
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Scripts
Save and Load your script 141

ACI Commands cripts Beacon RF Tests Advertising
Script

@ Generate report

Ry e BT NS 32WE Workshop Instaliation\Seripts\HR. Ini GAP. GATT t

Start Script —~—

START SCRIPT




Find your device

ol Verizon LTE 9:06 AM ¥ 29%m

Sort LightBlue | Explorer  Fiiter

Peri| carby

Al STM32W

-4 1 service

@ Create Virtual Peripheral

Info @ Log

Lys
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Show ADV data

UUID: 4A33/7DSU-EFST-EEAY-EAB4-UB3OR/YAZ /3B

Connected

ADVERTISEMENT DATA Show

Heart Rate

Heart Rate Measurement
Properties: Read Notify

LightBlue | Explorer App

Enable Notifications

ol Verizon LTE 2:11 AM ¥ 28% W )

£ bluenrg Heart Rate Measure ment Hex

bluenrg

Heart Rate Measure
UUID: 2A37
Connected

READ/NOTIFIED VALUES
Read again Listen for notifications
(i) Cloud Connect
0000

09:10:54.974

DESCRIPTORS
0

Cliant Characteristic Conflguratior

PROPERTIES

Read

NI ~tifs 2

Info @ Log




Now load the HR_Update_Char.txt script to send

Lys
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Notification Updates

b STMEZWE Warkshop Installstion » Scrpts

Ewith =

Print E-miail Mew foldsr

e

Mame

| BLE Beacon Script eddystone b
. | BLE LOOP

| | BLE Paus=txt

| BLE Sample Scriptitst

. | HR_Init_GAP_GATT.bit

| HR_Update Char.tst

Dummy Heart Rate
Values are sent

STM32CubeMonitorRF

143

il Verizon LTE 9:03 AM ¥ 29% W

{ bluenrg Heart Rate Measurement  Hex

bluenrg

Heart Rate Measurement
UUID: 2A37
Connected

READ/NOTIFIED VALUES

Read again Stop listening
(i) Cloud Connect
Oa0E

8040

DESCRIPTORS

Infa @ Log




Scripts
144

Application Note AN5270 describes the ACI/HCI commands available

Lys
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via CubeMonitorRF
via Application API’s

ACI_HAL_WRITE_CONFIG_DATA
Description

This command writes a value to a low level configure data structure. It is useful to setup directly some low level

parameters for the system in the untime.

Input parameters

Table 108, Input parameters

Parameter | Size | Description |

Offiset-of the element in the configuration data

structure which has to be written. The valid

offsets are:

. 0x00: Bluatooth public address, value
length 1o be written: & byles

L 0x06: DIV used to derive CSRK, value
length to be wniten: 2 byles

. 0x08: Encryption root key used to derive
LTK and CSRK, value tength to be T
writtan: 16 bytes ‘

. 0 18: Identity root key used to defive LTK |«
and CSREK, valuetength to be written: 16
bytes

. 0x2C: Link layer without host (for
ceftification purposes), Value length to be
written: 1 byte

. 0x2E: Stalic random address: § byles

. 0x2F Disable watchdog {1=disable,
(=snable), value length o be written: 1
byte

Length 1 Length of data to be wrilten -

Offset 1

Value Length  Data to be written =

Possible values

0x00: CONFIG_DATA_PUBADDR_OFFSET
0x06: CONFIG_DATA_DIV. OFFSET

Ox08: CONFIG_DATA_ER_OFFSET

0x18: CONFIG_DATA_IR_OFFSET

0x2C: LL_WITHOUT_HOST

Ox2ZE:
CONFIG_DATA_RANDOM_ADDRESS_WR

Ox2F: CONFIG_DATA_WATCHDOG_DISABLE




WB55 Dongle Board

« The USB Dongle is quite useful as the CubeMonitorRF sniffer 145

+ Uses the USB CDC class directly to parse commands

+ USB bootloader invoked via BOOTO0 switch & CubeProgrammer, and the binary can be programmed

User
LEDs Extension connector

User

Push Button

Selector Extension connector RF UFL
connector

Lys
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Dongle config
1 Move Dongle Switch to Bootloader mode

 Plug in Dongle

(5
-3
-

<
o

[ O

3

X0

BOOTO
Selector

ﬁ

Bootloader active to the right
[ Ensure the driver has enumerated “STM32 Bootloader”

Figure 4. STM32 DFU device with STM32CubeProgrammer driver
4§ Universal Serial Bus controllers
@ Generic USE Hub
§ Generic USE Hub
— § TIntel(R) 6 Series/C200 Series Chipset Family USE Enhanced Host Controller - 1C26
# Intel(R) 6 Series/C200 Series Chipset Family USB Enhanced Host Controller - 1C2D
i Renesas Electronics USB 3.0 Host Controller
@ Renesas Electronics USE 3.0 Root Hub
§ USB Composite Device
@ USBRoot Hub
§ USB Root Hub
4§ Universal Serial Bus devices
| § STM3Z Bootloader

Lys
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CubeProgrammer User Manual

Chapter 1.2.4 details the DFU driver install / update procedure

Old or Native MS drivers must be replaced to properly access the bootloader

Figure 2. Deleting the old driver software

-
Confirm Device Uninstall

===

STH Dlevice in OFU Mode

Waming; You are about to uninstall this device from your syatem,

[7] Delete the drver software for

this device

(o] [ Conen |

Old Driver

Figure 3. STM32 DFU device yfith DfuSe driver

4§ Universal Serial Bus controllers

Lys
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| § STM Devicein DFU Mode

. Generic USE Hub
@ Generic USB Hub
i Intel(R) 6 Series/C200 Series Chipset family USB Enhanced Host Controller - 1C26
@ Intel(R) & Series/C200 Series Chipsgf Family USB Enhanced Host Controller - 1C20
‘ Renesas Electronics USB 3.0 H ontroller

§ Renesas Electronics USB 2.0 Roft Hub

§ USB Compuosite Device
¥ USB Root Hub
§ USB Root Hub

New Driver!

Figure 4. STM32 DFU device wjth STM32CubeProgrammer driver

4§ Universal Serial Bus controllers
- @ Generic USB Hub
. ' Genenc USB Hub
L b Intel(R) 6 Series/C200 Series fhipset Family USB Enhanced Host Controller - 1C26
§ Intel(R) 6 Series/C200 Serief Chipset Family USE Enhanced Host Controller - 1C2D
@ Renesas Electronics USB 30 Host Controller
‘ Renesas Electronics USBA.0 Root Hub
- § USB Compasite Devic
|- @ USB Reot Hub
¥ USB Root Hub
2 a Universal Serial Bus devices
\ i, STN'BZ E‘-qutlcade'r




1 Open STM32 CubeProgrammer

) Select USB mode and Connect

erial numb

CubeProgrammer

@ Connected

Address | ox0s000000 |~ | Size | 0u00 Data witith | 2246it >

Address
0x08000000 20001378 08003331 08003811
0x08000010 08003721 08003725 08003729
0x08000020 00000000 00000000 00000000
0x08000030 08003817 00000000 080228 08003818
0x08000040 0800372 08003731 08003831
Ox08000050 08003739 08003741 08003745
0x08000060 08003740 0800381F 08003751
Ox0800007 08003759 08003750 08003761
08003765 08003769 08003760 08003771
08003775 08003779 0800377D 08003781
08003785 08003789 0800378D 08003791
Ox08000080 08003735 08003799 0800379D 08003741
Ox080000C0 0BOD37A5 08003749 080037AD 08003781
0x08000000 08003825 08003785 08003783 0800378D
Ox080000E0 080037€1 080037€5 080037€9 080037€D
OX080000F0 08003839 08003835 080D37D1 080037D5
0x08000100 080037D9 080037DD 0BOO37EL 0BOO37ES U7..¥7..a7..47. .

o 4 (! €

08003813
0000028

Verbosity level @ 1 z 3
size ruzs-uyres

Address * DxE00000D

: Data read successfully

: Time elapsed during the read operation is: 00:00:00.009




CubeProgrammer
149

Open the BLE_TransparentModeVCP.hex file for Dongle

¥ NUCLEO-WBS5.U5BDaongle » Applications » ‘BLE » BLE TransparentModeVCP »

i Help

Include in library - Share with « Mesw foldes

F

dbe PW WB V100 = MName Date
5 = :
— | | Binary a8
1entatian
. Core 2719 - i
) Address | |=| Sk&e Diata width
1 BEWARM 2149 —_—
WETEE : o
L. 5TM32 WPAN 219
- L SW4STMEZ 2119
LEQ-WESS.Nuclea :
| readmetet 218,
LEQ-WES55,USBDongle
32WEB:Copro_Wireless_Binaries
Download! —y mE e - i empy

¢ & File edition

emony

OxBOOOAGT [i= Size Dx400 Data width 32-hit =
Idress. g 4 & C ASTI
1000 20002038 0B0O3A0D 080038£1 0B0G38E3 8 . .:..aB..a8..

" 1010 08003429 DBOO3AZD 08003A31 Go0000Go0 D ELA I

life.augmented



Dongle config
L1 Disconnect from CubeProgrammer 150

J Unplug Dongle

1 Move Dongle Switch back to normal boot mode

 Plug Dongle back in for normal boot startup

Selector

P
1 Now you should be able to use COMxx in CubeMonitorRF

Q (may differ from COM74)

Normal Boot to the left

J CONNECT

I sTM32CubeManitor-RF

FE‘IH: STM32CubeMonitor-RF Settings Devige Help

ACI Commands Scripts Beacon RF Tests ACI Utilities

Command

rl I [V]seiectall [V Hat  [V|Hoiwest [l waL  [v]oar  [Z]eaTt  [7]izear | Q|

life.augmented




Change the Bluetooth Address and Name

Use Connectable advertising on all channels (37/38/39)

Start

Lys
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ACI Commands Scripts Beacon

It

Initialization parameters

|-] Discover remote services E Advertising
Address |EI:<'I 1223344ABCD
Power | 28 (+4dBm)
Name [sTM3ZWEWEWE

Discoverahbiiity mode J=reral o srabil=

Ady type | 0x00- AD{_IND [Cannedab&undlrer:—led advertising)

Advertising channel miap [v] cHaz [v] cHas

‘Thwin address typs | 0400 - Pubiic Device Address

Adverfising interval (2 |1280

Slave connection interval (7.5:t0 4000 ms) |

| Min (1280

Use empty value for non specific Min/Max

ACllog || Update | /| Autoscrol

Ho

g8l &

228N

dgal @ JeB8YRTEBR2BBEYE

78

81
82
a3

84

CubeProgrammer

Time e
13:44 . HCILE READ ADVERTISING_CHANNEL TX_..
12:44:47920 Command Complete
134447, HCLLE_SET_ADVERTISING_PARAMETE -
134447930 Command Complete
12:44:47 048 ACI_GAP_SET_DISCOVERABLE
13:44:47 950 Command Complete
13:44:47:958 ACI_GAP_UPDATE ADV_DATA
13:44:47 952 Command Complete
13:4525230 LE Meta Event
13:45:25.659 LEMeta Event
13:45:25.776 | LE Meta Event
13:45:25.778 Vendor Specific Event
13:45:26.140, Vendor Specific Event
134745315 Disconnection Complets
13:47:45103 HGLRESET
13:47:49.110 Command Complete
13:47:49.118  ACI_HAL WRITE_CONFIG_DATA
12:47:49125 Command Complate
13:47:49:135 ACIHAL SET_TX_POWERLLEVEL
A Command Eomplete
“47:48.146 ACLGATT_INIT
13:4749.150 Command Complete
13:474% 157 ACLGAP INIT
13:47:49.161 Command Complete
13:47:49.165 ACJ_GA'IT_UPDATE__CHAR'_VALUE
12:47:48.175 Command Complets
1347... HCILE READCADVERTISING CHANNEL TX_-
13:47:48.190 Command Complets
12:47:49 HCILE SET_ADVERTISING_PARAMETE -
13:47:49200 Command Complete
13:4748211 ACI_GAP_SET_DISCOVERABLE
13:47:49.213 Command Complete
13:47:49.221 ACI_GAP UPDATE ADV DATA
13:47:49.223 Command Complete
13:47:55.044 | LE Meta Event
13:47:56.079- LEMeta Event
13:47:56.202 LEMeta Event
134756210 Vendar Specific Event
13:47-56.560 Vendor Specific Event




CubeProgrammer
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Use LightBlue Explorer to connect to and interrogate your GAP peripheral

! Verizon & 1:45 PM < ) 78% W)

i Verizon & 1:45 PM < 63 78% W)
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Sort LightBlue | Explorer Filter

Peripherals Nearby

Al Unnamed
-76 No services

{ Back Peripheral Clone

STM32WBWBWB

UUID: 66014849-FB8A-F124-3C1F-9C1B42C06A87

all LumeCubed802005 Connected
"“ STM‘322B ADVERTISEMENT DATA Hide
- No services Yes
Device Is Connectable
il nnamed STMA2WBNEWE
4l Unnamed 1
-92 No services

LIl STM32WBWBWB

-53  No services

Virtual Peripherals

& Create Virtual Peripheral

Inf& @ Log

Tx Power Level

Infcp @ Log




Hile

N E X0 DC

Edit View Project ST-Unk Tools Window Help

=l Gl

CableReplacament - Production v
ication

Hands-On

Custom GATT & Cable Replacement

—E & utilities
& &6 Output

| BLE_CableReplacement

> /4
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Hands On Time! Custom GATT
154

Open, Compile, Program & Run the Nucleo Board CableReplacement example

Add a custom GATT Characteristic for LED control

You can copy/paste the code bits from CableReplacement_Lab.txt file from your install files Labs folder

Lys
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BLE CableReplacement Project

* Open the workspace 55

STWM32Cube FW WEB V100 » Projects » MUCLEO-WBS5.Muclea b Applications » BLE » BLE CableReptacernent » EWARM »

4 STME2Cube PW WB V1.0.0 N Mame

| _htmiresc "
|1 BLE CableReplacement.ewd

. Documentation
B8 BLE CableReplacement.ewp

I Drivers |_.: Praject
& Fraject.eww ——
| Middlewsares . —
B o startup: stm32wb55ix_cméd.s
rojects ;
A | |stm32wh5e flash_cmd.ict
| MUCLEQ-WES5 Mucles
. Applications
4 BIE

| BLE Beacon
. BLE_BloodPressure
|\ BLE CableReplacement
| Core
. EWARM
I, MDK-ARM |
L S5TM32 WPAN |
SWASTMEZ 2

m
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Build the Project

Open the following files

 app_conf.h
» app_ble.c — Under Application/STM32_WPAN/app
* ble conf.h
* crs_stm.h
e crs_stm.c :
* Crs_app.c el ‘\\e -\36

Aad eﬁ\

N~ 0
¢® e ©
10 (\c\\‘(\
e‘lga

Lys
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BLE CableReplacement Project

156

‘Edit  View Project ST-Link Toaols Window Help
L@ B XEO oc [ -0

|| Production

Files 8 -
={ ]BLE CableReplacement - Production | v [ |
Application

W Core

B EVYARM

£ 8 STM32_WPAN

E &6 spp
| L B s i .
& [ cre_spp.c
& Elors_appe s
L Eitarget
& hw_ipccic
B Doc
i Drivers

5 Shidovaes

£ B STMIZ_WRARN
= = ble

£ E blesve

E B ers_stm.c
B sve ctle
Wl core

& B menu

i@ & interface

) & utilities

L& & Output

| BLE_CableReplscement




BLE Role Configuration

157

STM32WB is the GAP Peripheral / GATT server

Smartphone is the GAP Central / GATT client.

« Compile for GATT Server
 #define @ line# 100 of app_conf.h

#define GATT _CLIENT 0 /* 1 = Device 1s GATT Client, 0 = Device 1s GATT Server */




BLE Device Names

158

Identify your unique device with your magic number

» Modify your local name (line# 204 of app_ble.c)

static const char local _name[] = { AD_TYPE COMPLETE_LOCAL_NAME, 'C', 'R', 'S', '0', '"1'" };

» Modify your BLE device name (line# 819 of app_ble.c)

const char *name = “BLE-CRS-01";

» Ensure that the BLE device name length in ASCII chars matches (line# 165 of app_ble.c)

#define APPBLE_GAP_DEVICE_NAME_LENGTH 10
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Cable Replacement Test

59

« Build and Run the project

» Connect your TeraTerm to the Nucleo’s STLink Virtual COM port

& COMZ224 - Tera Term VT

File Edit [Setup]| Control Window Help
Terminal...

Window..,

Font..

« Configure your Serial port for 115,200bps / N/ 8/ 1

Keyboard..,

I Senal port..
2 Tera Term - [disconnected] VT =fiE)]| 8 |

4 Tera Term: New connection |&
e ——————

Proxy..
S5H..
55H Authentication...

TCPAP voe (e RS

History

=
£

ra

Telnet

9l 85H SSH version! |SSH2

COM224 -
ther [ 2OE |7| | OK |
UNSFED Baud rate: 115200
—— | — |
' i - 1
@ Serial Port: [COMEQ:.Standard Serial over Blueton -.J Data: |ﬂ bit | | Gance |
COM29: Standard Serial over Bluetooth link [COM29) Parity: |.I'IIIII'IE .,.|
[' ] COM30: Standard Serial over Bluetooth link [COM30) —_—  —— |
9% | coM77: Standard Serial over Bluetooth link [COM77) Stop: |1 bit = | Help |
co | over Bluetooth link [COM78 : e — E—
20M224: ST clecironics STLink Virtual COM Port (€ 'x«@%? Flow control: |nune v|

Transmit delay

[;3 o msecfchar o msecfline

augmented




Connect to your device with LightBlue Explorer

Send and receive ASCII-based messages using the different characteristics

7“ i COM224-Tera Term \T
7 — ; : |File: Edit Setup Control Window Help
BLE-CRS-01
BLE-CRS-01 : o o
UUID: 16AFB427-7164-0C11-C357-A3C5SED2DACT0 OXO()OOFE62’8E22*4641 o 41
UUID: 00DOFEG2-BE22-4541-8D4C-21EDAEB2ED1S
Connected
Connected
ADVERTISEMENT DATA
UUID: 000OFEGO- - Stob fisteing Recediuve:
CC7A-482A-984A-7F2EDSB3ES8F
‘ " ’ i) Cloud Connect
sachialatal i 4142434448 D E F
FEG2-8E22:454 1 -0D4C-21EDAEBZED
Read N
A B &
7 8 9
4 5 6
1 2 3 Transmit:
Infd® (@) ?'_"f Log aQ 0 helloll

Write values to Nucleo

‘L" J Enable Notifications to receive messages from Nucleo

augmented




Cable Replacement Test
* Here is the LightBlue Explorer on Android [ 161

% SERTIZAN EEL

€ CRsO1

ADVERTISEMENT DATA

PROPERTIES

PROPERTIES

Connaction status FromeTES
Device Address e

Advertised name a0
a1

Sarvies UUID
et At s
Service UUID

D00DfeA0-co7a428 904 7F2045b 1855

ervice UUIDs

DEVICE INFORMATION Characteristic UUID

000fet2- 8620 4541 94

Rendable

Device Address
e

Readable pbeeraon TS

GATT SERVICES & CHARACTERISTICS
Writable

Generle Attrbute

READ/INDICATED VALUES

... S

Ganeric Aceass

Supports notifications/indications

ik e R
s Select a characteristic to explore
—
D0DDfeBD-cc7a-4825-984a-7120d5b3e581 0D00fe61 Be22-4541-9d4e 21 edanfZed! 9 READ/INDICATED VALUES Mow gt 1311 220N COTATE
= PR, (e R wecwr

N

lue read recently DESCRIPTORS
o the buttans above = I avalabla — (o begin
Client Characteristic Configuration

DESCRIPTORS

Glient Characteristic Gonfiguration

00002902-0000- 1000 8000-G0A0S/Eh341

B COM224 - Tera Term VT
File

Edit Setup Control Window Help

Write values to Nucleo

Receive:

Enable Notifications to receive messages from Nucleo

) /4
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Custom Characteristic

162

Add a custom characteristic to an existing Service

» Add the UUID definition (line# 74 of ble_conf.h)

#define STM_LED_UUDI128 0x00, 0x00, Oxfe, 0x64, 0x8e, 0x22, 0x45, 0x41, 0x9d, Ox4d4c, 0x21, Oxed,
Oxae, 0x82, Oxed, 0x19

» Add event element (line# 37 of crs_stm.h)

typedef enum {
STM_LED_WRITE_EVT,
CRS_NOTIFY_ _ENABLED_EVT,

} CRS_Opcode_evt_t;
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Custom Characteristic

» Add characteristic handle (line# 32 of crs_stm.c)
typdef struct {

uintl6_t CRSRXCharHdle;
uintl6_t LedWriteClientToServerCharHdle;
} CRSContext_t;

» Check for the handle (line# 122 of crs_stm.c)
case EVT_BLUE_GATT_ATTRIBUTE_MODIFIED:
{
attribute_modified = (aci_gatt_attribute_modified_event_rp0*)blue_evt->data;

if (attribute_modified->Attr_Handle == (CRSContext.LedWriteClientToServerCharHdle + 1))
{

Notification.CRS_Evt_Opcode = STM_LED_WRITE_EVT;
Notification.DataTransfered.Length = attribute_modified->Attr_Data_Length;
Notification.DataTransfered.pPayload = attribute_modified->Attr_Data;

r CRSAPP_Notification (&Notification);
> /4 }
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Custom Characteristic

* Add uuid array (line# 193 of crs_stm.c)

uint8_t led_uuidl[] = { STM_LED_UUDI128 };

» Change the Max_Attribute Records parameter (line# 215 of crs_stm.c)
hciCmdResult = aci_gatt_add_service (

UUID_TYPE_128,

(Service_UUID_t *) &uuid,

PRIMARY_SERVICE,

8,

& (CRSContext.SvcHdle));
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Custom Characteristic

» Add LED characteristic (line# 281 of crs_stm.c)

COPY_CRS_UUID (uuid.Char_UUID_128, led_uuid);

hciCmdResult = aci_gatt_add_char (CRSContext.SvcHdle,
UUID_TYPE_128,
&uuid,
2, /* Char_Value_Length */
CHAR_PROP_WRITE_WITHOUT_RESP,
ATTR_PERMISSION_NONE,
GATT_NOTIFY_ATTRIBUTE_WRITE,/* gattEvtMask*/
10, /* encryKeySize */
1, /* isVariable */
& (CRSContext .LedWriteClientToServerCharHdle)) ;
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Custom Characteristic

» Add event action (line# 194 of crs_app.c)

case STM_LED_WRITE_EVT:
if (pNotification->DataTransfered.pPayload[0] == 0x01)

{
BSP_LED_On (LED_BLUE) ;

}
if (pNotification->DataTransfered.pPayload[0] == 0x00)

{
BSP_LED_Off (LED_BLUE) ;

break;
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Build Project

=] =t ==
e = HD -

Download and Debug

Mabe{FT)

Make the active project fouiid fil
needed)

daplcmaln f—e -

Run L L a -

4

> /4
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Compile and Program

Building corfiguration: BLE_CableFeplacemant -Praduction
Updating build tree

Canfiquration is up-to-date

| I

EDO R X ED D C il Q> S < 0] [+ I3
Workspace w B % [cpstme | app.biec | cresppic| Raine x| app canih | ble con -
{Fmdualinn | mainf) o
56 static void Reset_BackupDomain{ woid ): -
Files 8 - 57  static void Tnit_RTG( veid |;
b4 58 static void SyscemClock Config( woid );
59 static void Reset_Devica( woid ):
&0 static void Reset_IFCC( void )7
€1 static void Init_Exti( veid );
&2
& opp 63+ Functions Definition
Elapp_ble.c 9 E
cre_spp.c EE Ll
Rlors_appc &6 * gprisf Main program =
€7 | + gpavam None
&8 * @retval Nome
W= =p
70 |int mein{ void j
T1E
72 HAL Init{);
73
74 Reset_Device{):
75
T6E e
7 * When the application is =xpscted to run'at higher speed, it should bs better Lo sat ithe correct system clock
78 = in system SEmSZYyXx.£ 56 that the inibislizatien phase is runnming at max spasd.
7L
20 SystenCleck Configl): /**< Configurs te system clock */
21
22 Init Exti( ):
a3
24 Init RTC():
&5
26 APEE Init( ):
87
s while(:)
ea ) |
an | SOH Runfai):
| BLE_CableReplacement | m e
Build vax
Messages

| Buila | Doty Log

Ready

c2p Num ove EE




A
« Launch the LightBlue app w

* Find your device

» Select your device
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il Verizon & 10:01 AM < 17%m__

Sort LightBlue | Explorer  Filter

Start LightBlue App

o=@

LightBlue® Explorer

Enjoying LightBlue Explorer?
Learn about our insights into BLE

Peripherals Nearby

LIl[BLE-CRS-01
-54 |1 service

Virtual Peripherals

@& Create Virtual Peripheral

Inftp @ Log

] PunchThrough

Enjoying LightBlue® Explorer?

SUBSCRIBE  DISMISS

Unnamed
o il

4 CRsO1
42dBm  BOE1:26.0068£6

Unnamed
0dBm  66:91 0E-CO.DEBE




LightBlue App
169

Find your LED characteristic UUID

wil Verizon T 11:00 AM < Ma%I_

Write new value

wli Verizon = 11:00 AM & MBI

< Back Peripheral Clone

BLE-CRS-01

UUID: 16AFB427-7164-0C11-C357-A3C5ED2DOC10

< BLE-CRS-01 OXO00OFE64-BE22-4... Hex

PROPERTIES
BLE-CRS-01

Device Address
BOE|2H00AEES

OxOOOOFEG4-8E22-4541 ... Saniee

000fos0-cu70-442a- 3541 2edShdesi

UUID: OD0QFEB4-8E22-4541-9D4C-21EDAEBZED19 e ox sty
Connected Sadadle
Connected X pbato beresd iom
ADVERTISEMENT DATA Show
WRITTEN VALUES
UUID: 0000FEBO- [ Write new value I
CC7A-482A-984A-7F2EDSB3ES8F
Select a characteristic to explore
OOO0OFEG1-8E22-4541-904C-21EDAEBZED19 0000feb1-8e22-4541 9d4c- 21 edastized18 DESCRIPTORS
Prop: Read Write Without Respon: 0000f067-8¢22-4541 90402 edae82ed 1§
OxO000FEG2

£22-4541-9D4C-21EDAEBZED1Q PROPERTIES
Properties: Read Notify

OxO000FEG4-BE22-4541-9D4C-21EDAESZED19
Properties; Wnite Without Re g8

i [
Write Withaut Response

Inf(ﬂ @ Log

crl @ B English (US) qd b
Infcp @ Log




LightBlue App

Write a value

« LED ON =1 - - @

« LEDOFF=0

Concurrently, the CableReplacement
characteristics can also be used
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~ STM32WB Hardwaré Clonsiderationga." -

4
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Delivery State

RSS + BLE Stack RSS + BLE Stack RSS only

Stack must be loaded

48-pin UQFN 68-pin VQFN
(0.5 mm pitch) (0.4 mm pitch)

=5
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AN5185: Firmware Update Services

AN5185 details the sequence to create your own secure stack loader project, running on the M4

« Command/ Response HCI event transactions to the MO+ similar to BLE

FUS commands

LM b Same COTITENOAT=ER0ME= FFLOIIIE 35 WITSS6e Eiacl: and based on HO| modsl Pl ises 2 subsst
o s HE commanos; namaly

+ yEndor Spectc HE) OMTTING JENED US0 19 S0 COmimang Sor Cotsr™ 4 o Cotae™ 4=,

+ HCECHTIENG SOMGIEE Sverm 1acket wsed i send reeponss from Coer il moonEr® e

+ \erdor specic HICJ suen! fiachet Uset i SN0 ASYICIITNOUS STt frory) Corss il i Coriay®-al

Plges £ FUS HCl subeal

Also details on the bootloader sequences used

\
vt Sum e Figh ¥ USART Spstil reat smmmand
[S [ oo | wowe | o |
ammana =
mmm}
Tye mac mrwE ] Tgted] S5l 0 AT -
| | | | —_— | o | — |‘*"""| mmmmmmmm S$TM32 system bootloader extension for FUS
RaiE Lengt W HSE Emas Fayood
501 ommand compists mewnt naokst Comeras aotm pett
o5 “_)_mm A smmand e=0 sxtenslon has been a00ed b STMIZWE syeem bodtnats in ondsr o suppan FUS opar=tion
= TTesg COMMans 37 MpisTETed on LSART and USE-DFL martanss and follow me same niss 26 susing
T i Blama i 82 b AR 3 o] 291 TP -EtEniarn botoader sommanss.
Facel Bub Exi e S| )
Lemrr ] I rer o 10 untessiand hes gaction: 3 pror reading of STIHEE mCoconroler Srmtem memony Bood mods
|"m| - | I moth: Asrvcr saet | (ANDHIE; and LRART orofocnl ieed in B8 STRERS Socinader (ApG £55) and LSS OFU profdosd lesed i e
easioob s s o [ ETHEZ poaficadsr (ANILSE] documentaton & requined :
R e Y

s B T By AT ot oo e e ]

ACHANATS 3R] 27857 BT

¥ 1 e s aze @ U Bewa dwap. SR
{ Comemnd Do [ Pl (R L

ooz e S Adorves sasket |

- dmmement T
. o |} B ot
T —

| FI S —— : B w1 v

:P'RG-H _ Toce sweeractioaton _'- Fioed it bl o |

— &= ES
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AN5165: Hardware design

174

AN51659 details RF hardware considerations loyousrecarsmendiions Hordie Bisyer i

gt for UFGFPNAR fiaft to right: 3l top snd botbom layars

+ PCB stackup recommendations
* RF Front-end (discrete or IPD-based)
+  SMPS passives selection

+ Clock
OC S B2 SMPS
I zaition o i Fecommengations gyen in SEctiun £ 1 S4FS, 10 avtid Imposant ciment
loos when me STMIWE (6 in SMPS mode, 1 15 meommarted io pacs G, C12and C13
35 olpse 36 pogsiDie In Melr FeEpectiva ping on STWALWE. 00 not forgst o connect he
EOIGET pad £ rouUnd {0 MEVE 3 ST0NG COment TEum fatn

pure 78. Detsll oTPCE out haf the SMPS pa FQFrPN4s sl VFQFPNGE rig

2-layer PCB

WIN the 2-i@yer PCE fsee Figurs 27) ihe AF 5ighais and routing ate on e 103 @yar whils
me sottoen 3yer & ussd for grounding unoer the RF zree and for routing n ihers pars.
The grzund plane must be continugus under the RE zorse. othenvise s refum pam
SUITES: £3N InCrease 300 degrads e RF pefmmance.

Figurs 21. 2-dayst PUE

Copper Liysr
Submtrate

Copper Layer

Fligurs £4. PCT layout with discrets matching nsteor (M snd witn (PO [rgnt)

4-layer PCB
B =z - <

B RO S R e D s e o 8 UFQFN48/VFQFN&8 reference boards with IPD

TOR @yar RF signa and roifing on ihe-lop layer.

INNER Hyer groanming onaer the RF ZDnSz Muting in ihs sthers cars.
= INNER2 @yés powerand iol Trequency rowting The g o e PO (Integrafed paseive device) ls 1o repiace the-discreie matehing networ
.+ BOTTOM isyer low equancy rowing plus e Intiegrated bow-pass Mer keeping equivalent TIRX perfoimanice. Figlie- 41 shows

e diferznces betizan (e Wo S0proacnes.
Figure 23 ddayer PLE
T Ly Figue £1. DIffsrant g naty i p onthe Ief. IPD oo tha right)

Pradmaragnated

IRAGER Laybe
curn

INFEH3. Laver

Trasmmragnated

BOTTOM Laper —|
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AN5290 details the minimal Bill-of-Materials needed for various scenarios

) /4
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Figure 3. Optimized sahution with (PD

PEPPORFIPPRPRERE
v

T T LTELEEL
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A
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i s

AN5290: Minimal BOM

Tabig L. il of materizle: Optimizad setution wiih IPD

Figure 4. Optimized solution with discrete components
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AN5129 details a “meander-style” PCB antenna design

Kyy...om

AN5129
Application note

Low cost PCB antenna for 2.4 GHz radio;
meander design for STM32WB Senes

Figure §, Complex impedance of the meander-ike antenna (Smith Chart}

AN5129: PCB Antenna design

Layout spscification

176

ENS12E

3

Figure 3. PCBE cross section at 7 area
&
N,
Saider Mask, Top —
Copper Trace
Core

Solder Mask, Boltom

S2
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AN5246 details SMPS use cases, component selection, and various typical operating parametrics

AN5246

Application note

Usage of SMPS on STM32WB Series microcontrollers

Ly

augmented

Introduction

This document describes how the use the SMPS (switched mode power sapply) integrated
In micrecantrollers of the STM3I2WE Series. It isintended to be ussd by system-architects
and by HW and boardJeve| SW developers.

The patented implementotion detajled in this document differs from the standard ones
because it is able (o maintain the RF transcewver full performance while, ai the same time,
providing e best power figure in burst eppiication like those generally usad by Blustooin®
Low Energy and |IEEE 802154 protocols

Figure 2. Load impact on Vegsups

Inrush carrent at power ON

AE e SMPS £131E I BYFALE MOIS WHEN POWSTING OF, M2 DUk CIS3ENan0s NSE0E 10 be
powersd When Voo fieza. Al slan up, when the Vpp yoltags 2ni=mE T 1o W range. ine
SWMPS PMOS sars in condiee 308 Veopgses I0WE Vooeeg. THE ieads to 3 lsmparary
Inrisn comant 1RatEan 32 35 high 35 1 1 A ¥ a2 power supcly 1& Sirong 2aougn

Figuire & Typieal Inmuah edment 2t powsr-sn

L 51

lzgos (MA)




AN5071 details the multitude of low-power options available on the WB

Lys...om

ANS5071
Application note

STM32WB ultra-low-power features overview

Figure 5. Low-power modes possible transitions

Stop 0 mode

MSAT2BBV 1

Ly
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Figure 3. STM32WB55 -

AN5071: Ultra-Low Power Design

Current consumption for different memory configurations

500

300 N

200

lgg current (MAMHZ)

100

0
100000

-~ FLASH LP-run =SRAM1 LP run
- FLASH Run range 2 SRAMT Run range 2

—+-FLASHRunrange 1 -+ SRAM1T Run range 1

———

1000000 10000000 100000000

CPU1 frequency (Hz)

Figure 2. Power distribution architecture

178

Table 2. STM32WB55 performance with SMPS

Configuration mAIMHz CoreMark® per MHz CoreMark® per mA
FLASH ART On 0077 325 42
SRAM1 0.073 240 33

Vboswes J]—’ SMPS

NYOY

Vixsmps

Main
Regulator

Range 1
Range 2

V, Low Power
0 El Regulator

LPRun

Run
. -
ng:‘:p \ Sleep
Stop2 Stop0
Core logic

[
VFBSMF‘S

1
l




AN5155: CubeWB Examples

AN5155 is an exhaustive list of all firmware examples and descriptions

Trv.E.zd._CIJ_C'rr\O Haw i cantral fhe Thread® stock via Cff commands. Cubehte
Thiesd Coap DataTransfer Heow 1 transfer largs biocks of data thiodgh the CoAP messaging protossl *
Thread Coap_Geaeric How 1o build Thraad® bes=d on Cosp Cubehls
Thraad® | Thread Cosp MudiBoard How 1o use Coap for sending message 1o multipie boands x
| Thread_Commissioning How 1o use Thread®™ commissioning process x
Threed FTD_Coap Mulfinast How o =xchange mufticast Coap messages. X
Treesd SED. Coap Multicast Haw 1o stehange a Coap message using the Thiead® protocel. x

ADC_AnalogWatchdog_init

ADG_ContimucusConversion_Trigger5W

ADC_ComimmousConversion_TrggerSW._Init

ADC_ConfirunusCorversion_Trgg=rSVV_LowFow
20_init

ADC_GroupsReguiarinesied int

ADC_Oversampling_ini

ADEC_SingkeCanversion_TriggerSW_DMA_init

ADC,_Singl=Conversian_TrggerSW_IT_Int

ADC SingleCanvearsion TragsrSW int

ADC_SingleCanversion_TriggerTimas DMA. Init

ADC_TemperatureSensor

How o use an ADC peripheral wih an ADC snaiog walchdeg to menilor 2 channel and
detect when the comasponding corversion data is outside the window thresholds.

Haw to us= an ADC perighsral fo perfor cantinuess ADC conversians ar a channel, from
& softwars start

How to use an-ADC perigherat fo perform contnuous ADC conversions on & channe!, fram
& software Stant

How in 5= an ADC peripharal with ADG lous-powsr faatures

How 1o use an ADG perigherat wilh both ADC groups (regular and injectesl) in fhair imenidd
5= cases.

How {0 us an ADC peripherat wiih ADC oversampling.

Hew 1o use an-ADC peripharal io pariorm a single ADC conversion on 3 channsl, at sach
suftware start This example uses fre OMA programming mode! ffor pofing ar intesrupt
programming models, refar o ofher axampies).

How i Lise a1 ADIC periphissal io perform 2 singls ADC conversion on 3 channsl, at each
saftware stac. This esamplz uses the Intemupt programming mede! {for pofing ar DMA

programming modeis; please refer to ofher exampies).

How o use an ADG peripheral o perform a single ADC conversion on a channel ot each
saftwiars start This example uses the paling programming mads! (for im=munt ar DMA
programming modsis, plesse refer to other axamples)

How i use an ADG perighasal to parform 2 sings ADC convarsion on a channel of sach
trigger event froma times. Converted data ane indefinitely transfermad by DMA, into 2 tabis

(crcidar modz)

Hewi 1o Use an ADC periphiarat 16 perform s singie ADC conversion on the intamal

temperiure sensar and calcuiate the temperature in Celsis degrees

ot CubeMx denotes that there is an “ioc” CubeMX project file also

Cubehi

Cubshix

Culbr=hi

Cubebis

Cubeix

CubsMe

Cubshis

) /4
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AN5292 shows how to get started using BLE Mesh

Houwe= 7. Intemal project folder

NUCLEQ-WBS55Nucleo |

USH Device

Apphuunn}J

) /4

ife.augmented

STMAZWELS setup source and
meluige s

IAR progeat workspace

Mailbga sourse file for communicatan
behwean M and M4

ANb5292: BLE Mesh

14 Read command from a remots node

|ser-Acton o
Swilch on remois
niodz fights

Mamtiae—e s el

] T

Mesh Library g Mesh Library

Souroza Dastinstion

The response dafa Fom fhe nods is senl Wa i€ S1EMesh_S=ndResponse funclion

Figurs 10. VCOM window

1 COME5:115200bps - Tera Term VT

‘Fithltf Edition Configuratiortn Controle  Fenétre(W) Aide l

LE-Mesh Lighting Demo wi.89.868 =
ILE-Mesh Library vil.89.808
C Address = [BB1:[el]:[261:[001:[2d1:18f]

MAC address management

Each node in the mesh network requise a unic MAC address. The following table describes the available options
1o configure the MAC addresses for a node

= 2. MAC address management

Number ‘Comments

MAC address
Management

User can program {he nodes with desired unigue MAC address. This is stored at
specific location in the fiash. Itis the user’s responsibility to make sure that the
programmed MAC address in the device is compliant with the Bluetooth
communicafion requirements.

1 Using extemnal MAC address

It is possible to configure the MAC address of the device using the unique serial
2 Using the unique device number available in each device

sefial number
This is the defaull setting.

Using stafic random MAGC | It is possible to configure the MAG address of devices using the static random MAC
| address
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Bonus Hands-On!

Over-the-Air Firmware Update

i -

! OTA Updater

SEARCH FOR DEVICES

Advertising filter

Image file path

| 0XBOET26005363 - PZPSR1Z-DTA enabled |
;




| BLE_Beacon
BLE_BloodPreszure
BLE_CableReplacement
BLE_DataThroughput
ELE_HealthThermometer
. BLE_HeartRate
@E Heartﬂat@

.. BLE_HeartRateFreeRTOS S

.. BLE_Hid

.. BLE_MeshLightinglerno ~~~

.. BLE_p2pClient

. BLE_pZpRouteur

'-—'-'-'-'-'-

|\ BLE_pZpServer

@E_p}lpﬂewer_ﬂta

. BLE_Proximity
.. BLE_TransparentfMode

Lys
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Over-The-Air Firmware Updates
182

User Flash (1MB)

Updater + Keys (40KB)
212KB (53 pages)
Radio Stack (172KB)

BLE
Secure
Stack

SFSA = 0x080CB000 ——*

768KB (192 pages) 1MB = 1024KB (256 pages)

OR ~~N~
S
HRM App = ~16KB (4 pages)

BLE+OTA App

28KB (7 pages)

OTA Loader App

0x08007000 —*




OTA Loader App
Flash BLE_Ota_reference.hex using CubeProgrammer

[} STM32CubePragrammer I

Repository » STM22Cube FW.WE_VLO0 » Projects » NUCLEQ-WESS5,Nucles + Applications » BLE » BLE Ofa » Binary

Ip
y> Share with = Mew folder
A Mame . [tz rrndified Type Size
| || BLE Ota_reference.hex 2/19/2019 956 &AM HEX File 45 kB |

oxoso | DN file

Open memory tab

Address .
[{] sSTM32CubeProgrammar.
Address | DxB000000 | = | Size | Owd00 Datawidth | 32-bit = ‘ Downlssd
Address o 4 g c ASTI
[ Ox0B000000. 20002368 08003DCD 0BOO3CES 08003CET h#, I=..a<..¢=..
‘ ’I 1 N | Ox0B8000010 08003DES 08003DED 0BO03DF1 00000000 8=, H=. i vems
Ox0B000020. 00000000 Q0000000 00000000 08003CED ex

life.augmented




P2P Server + OTA project

Load and personalize your BLE_p2pServer_ota.eww project e

sitory » STM32Cube FW_WB V100 » Projects » NUCLEG-WESS.Mucleo » Applications » BLE » BLE pZpServerata b EWARM »

ools Help

pen > Share with. « Mew folder

= - Mame Date modified Type Size
| BLE_pZ2pServer 410/2019 252 PM File folder
| settings 4/10,/2018 2:52 PM File folder
|| BLE p2pServer_otaewd : EWD File k8
E BLE_p2pServer_ota.ewp Embeddzd Wizand,,, 4T K
[/® Project.cvmw IAR IDE Workspace 1 1E|

In app_ble.c

240 #if (FZF_SEEVERL != 0}

241 static const char local name[] = | ED_IYPE_COHPI.EIE_LOCAL_NM@'P', 'sr, 'RD
242 uintd_t manuf data[l4] i

Aan e e E fmme= a_a_v

S|

AT MITTUT  MRATITIR MSTTTRTT ATMOAT T AT

178 #define APFBLE GAF DEVICE NAME LENWGTH 9

T2 const char *name = "3TM32ZWBl2";

Lys
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Server + OTA App

Flash your newly created BLE_p2pServer_ota.bin to 0x08007000

BLE p2pServer ota referencelin

Device memary

Address 050 | = Sue 0400 Data width 2-bit = | Pownlt, o

Address i 1 E: (o ASCH
0x00000000 20002740 0800E325 0800E345 DB00E347 @', %a..Ed..Ga.. Save As ..
0x00000010 0800E349 0800E34B 0800E34D 00000000 I3..K3. . Mi...... Verify
0x00000020 0B0D0000 00000000 00000800 DBOOEIAF  oeieninennn 0i.. Addre q]
0x00000030 08D0OE351 00000000 O80D0E353 DBODE3SS (o S3..U3.. )

Repository » STM32Cube FW_ WB V1.00 » Projects » NUCLEO-WESSNucles » Applications » > BLE p2pServer otz » EWARM » BLE plpServer » Exe

New folden

Mams Date radified Tvpe Size

5 |_‘| BLE p2pServer.out 4,/16,/2019 300 PM QLT File 1092 KB

|| BLE_p2pServer_ota.bin 41072012300 PM. FTE Binasy Export ., HER

Lys
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Server + OTA App

Verify functionality on the ST BLE Sensor app

Device Server 1

.)) -47 [dBm]
,‘\ No alarm received

Once seen, disconnect
You should also see OTA capability from your device

Clic the image to change the led status

o
r C { a Confi Cloud Logging Rssi & Battery
life.augmented




Connect to OTA-enabled device
187

Connect the Dongle and select OTA Updater

[1) sTMz2CUb=Monitor-RF

FI'.I.?: STM32CubeMonitor-RF \m‘ Device Help

OTA Updater

Device information

Beacon ACI Utilities

Search and Select your Device | ora updater
(vou can see your local name & BLE Address) e

SEARCH FOR DEVICES Advertising filter

Sefect dayice L2l
| 0xB0E725005363 - PZPSRA12 - DA enabled |

N S G il 38 T AL L

Lys ’
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Update BLE Application

188

Browse for the other OTA binary Update image
« BLE HeartRate ota reference.bin

OTA Updater

OTA Updater

SEARCH FOR DEVIOES [ ] Advertising filter
DBOE1Z60053- =

Image base address(hex]  [Dx7000

[ | Advertising filter

Image base address (hex)

image file path & ota\Binary\BLE HeariRate. ate_reference bin/ Image file path G\ sers\alec bah\STMA2Cub=\Raposiony

| Flashing .

— |

Repository » STME2Cube FW WEALDG » Projects » MNUCLED-WES5.Nucleo v Applications » BLE » BLE HeartRate_cta » Binary

¥ Tools Help

Include in library - Share with = Mew folder
=

Mame Date modified Type Sme

‘ ‘ || BLE HeartRate ota_referencehbin 212/2018%56 AWM. FTE Binary Export 15 KB

Lys
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OTA capability detected

Click to start Erase & Reboot

First Sector to delete:
7
Number of sector to delete:
19
65 bpm

STM32Cube_FW_WB-0OTA
Version: 1.0.0
Mcu type: STM32WBXX

Address: 0x 7000

Energy: 20 kJ
RR Interval: .00 s

Reboot
7N
= [+ (L1} < o [
| Ota Config Cloud Logaing, Rssi & Battery. Heart Rate 1 Cloud Logging Rssi & Battery.

Lys
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Select Smartphone file (iCloud, etc)

Update via ST BLE Sensor app

189

Flashing begins

il Verizon = 2:39PM < 98% [m 4
Q Search STM32Cube_FW_WB-0TA
Version: 1.0.0
Mcu type: STM32WBXX
i i Address: 0x 7000

Flashing the new firmware

BLE_HeartR BLE_p2pSe
ate_..ence rver_...ence
2/1919 2/19119
15 KB 32 KB

1860/31996 bytes

2 items, 26.05 GB available on iCloud




ANS247

190

AN5247 details the OTA application in further detail.

‘._.. AN5247 Figure 3. OTA procedure sequence
,’ gl s Application note 3 Reboot service
Over-ihe-air appiication and WIreless armware updale for System resat
STM32WH Series microcontrollers
Introduction 1 Na
Thve Bocurment desoibes e Eocanre o twe-The-a [OTA) frmaaes upaE= on STI5NE OTA client .) User app :—{ﬁTA request?
deyires Wit BLE sonnecton i explains now 1o 1s2 the OTA Shpiealion provaas within e o
ETMEICUDE STTaEE packane. “-\._‘_H
This. anpisaticn o updals bof e L appisation 2 the wreess Tmuars 2 OTArequest 4 Nas
OTA client .) OTAapp 5 OTA app active
Figure 1. STM32WB dual core FW architecture
BUserFWor -
whilasi shack Tilipcat
CPU2 Wireless stack RSS b uest
= | Updatable by update mques \L l,
T OTA
- DS IR - Application Wireless
Not updatable update servica update sendce
' by OTA
BLE user OTA .J
CPU1 A S
application application RSS wireless
MESTTTEV Updatﬂ sanvica
M35 TR
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Releasing Your Creativity

' u @ST_World - ST community

www.st.com/stm32wb




