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Agenda

Introduction
 Training Material and installation needs
« Connect to Amazon Workspaces

» Create your Device (“Thing”) on AWS

« Compile “Hello World” demo project

« Connect to AWS loT & Send Data

» Compile Sensors demo project

« Send sensors data to the AWS loT

« Store and transform data in AWS
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ST Has all the Building Blocks for the 0T -

4 ﬁ@-
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All the Building Blocks for the loT! ‘Yl
e, ougmented
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“Thing” you know how to build.

Plus what “Smart”?

/ ::::::::: ))) Pieces from different sources and
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and no building instructions...




Supporting the loT Movement
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STM32L475 Discovery Kit loT Node
B-L4/75E-IOTO1A

SW Libraries for STM32L4 MCU & Sensors

Low-power long-range communication (SubGHz)

Direct Wi-Fi connection to cloud servers

Environmental awareness: humidity, pressure, temp

life.augmented



Workshop DeliverableS mms

* For the workshop ST will provide

Discovery Kit IoT node

https://www.st.com/content/st com/en/products/evaluation-tools/product-evaluation-tools/mcu-mpu-eval-
tools/stm32-mcu-mpu-eval-tools/stm32-discovery-kits/b-1475e-iot0la.html

USB 2.0 A-Male to Micro B Cable

Lys
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https://www.st.com/content/st_com/en/products/evaluation-tools/product-evaluation-tools/mcu-mpu-eval-tools/stm32-mcu-mpu-eval-tools/stm32-discovery-kits/b-l475e-iot01a.html

STM32L4 Discovery Kit loT Node

- STM32L4 MCU enables your IoT projects with the combination of ultra-
low power and high performance

« STM32L4 Discovery Kit 10T I1s a compact, yet powerful board to explore
various connectivity options

* Next Steps

* You can add BLE, NFC and sensors features to the Amazon FreeRTOS project to create

an application that can connect to the cloud and also has short range connectivity with
your smartphone

« Post your projects or ideas on the ST Community website to gather feedback and get
support: https://community.st.com/community/share-your-activities/pages/overview

« Refer to Amazon FreeRTOS user guide for more examples.

Lys
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https://community.st.com/community/share-your-activities/pages/overview

Lab Deliverables mm

Training Material on AWS S3 Bucket (USB Key Backup)

-] Navigate to: https://sttt.signin.aws.amazon.com/console with credentials distributed to you
In Find Services search box type “S3”

Under sttechnologytour\1l tools you'll find Find Services

) \MaCOS\Wor\kSpaceS ) pkg ou Can enter Names, KeEYyWwords or acromnyms.
.\Windows\teraterm-4.102.exe

. \Windows\Amazon+WorkSpaces.msi
.\Windows\7\en.stsw-1ink009.zip
.\en.stm32cubeprog.zip

.\This presentation

Q. s3 X

g

‘ Install WorkSpaces.pkg

mm [nstall Amazon+Workspaces.msi
B Unzip en.stsw-11inkoo9.zip and run dpinst amd64.exe (W7 Only)

@ No Client available for Linux (Web Browser)

Lys
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https://sttt.signin.aws.amazon.com/console

Amazon Web Services
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loT on AWS '>



't you knew the state of everything and
could reason on top of that data...

what problems would you solve?

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



What customers are doing with AWS loT

O

Predictive Wellness &
maintenance health solutions

= o= &
=0 &
Maintain Monitor energy
device fleets efficiency

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Remote patient
monitor
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loT payment &
connected commerce
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Connected buildings
& city systems

Safeguard manufacturing
facilities



Nobody just buys 0T technology...

they seek business outcomes

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Business outcomes with loT

New services & Products that get Better relationship
business models better with time with customers

Revenue growth

loT data drives business growth

]
—

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Increased Intelligent Data driven
efficiency decision making discipline

Operational efficiency

loT data decreases OpEx
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0T solutions are complex & multidimensional

+ @

Devices & Connectivity &
sensors infrastructure
Onboard, Connect,

provision, communicate,
manage secure

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Analytics
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Analyze,

visualize,
act

Applications
& services

Engage,
empower,
delight
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Change
management

Transform,
shift culture



Our concept of 10T

Things Cloud
Sense & Act Storage & Compute

(AN

M

Intelligence
Insights & Logic — Action

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



AWS loT Architecture

Things
fr,-\\\ Sense & Act

&>

Secure device
connectivity
and messaging
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Intelligence
Insights & Logic — Action
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AWS loT Architecture

Things Cloud
fr,-\\\ Sense & Act

! Storage & Compute
E
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AWS loT Core

Secure Device Connectivity and Messaging

v ¥ [©8 4

Identity Device Message Rules Device Registry
Service Gateway Broker Engine Shadow

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



How can |

extend AWS
cloud capabilities D o )
to the edge? L, moAL




AWS Greengrass

Extend AWS loT to the Edge

AWS Greengrass extends AWS IoT onto your devices, so that they can act
locally on the data they generate, while still taking advantage of the cloud.

@ — @ Law of Physics _

| -
H — ﬁﬁﬁ Law of Economics @ ——» '>

— ? Law of the Land -
o

Edge Cloud

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



42) AWS Greengrass

Extend AWS loT to the Edge

2

U 9 & @ 2

Local Local Data and Security Local Machine Protocol Over the
Messages Actions State Sync Resource Learning Adapters Air Updates
and Triggers Access Inference
Local Lambda Local AWS-grade Lambdas Interact Local Execution  Easy Integrations Easily Update
Message Broker Functions Device Shadows security With Peripherals of ML Models With Local Greengrass Core
Protocols

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



How can |
securely connect
constrained,
microcontroller-
based devices?
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Amazon FreeRTOS

loT Operating System for Microcontrollers

Amazon FreeRTOS, based on the popular FreeRTOS, is a microcontroller
operating system that makes small, low powered edge devices easy to
program, deploy, secure, connect, and maintain.
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Will it work on my chip? Dogs it have the Where do | get it? How do | start?
functionality | need?

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Amazon FreeRTOS

loT Operating System for Microcontrollers

Amazon FreeRTOS, based on the popular FreeRTOS, is a microcontroller
operating system that makes small, low powered edge devices easy to
program, deploy, secure, connect, and maintain.

EMBEDDED APPS
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FreeRTOS
HW DRIVERS
Will it work on my chip? Does it have the

functionality | need?

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Where do | get it?
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How do | start?




Amazon FreeRTOS

loT Microcontroller OS

é%RTOS]ﬂ /;ﬂ

Based on FreeRTOS kernel

Local Connectivity Cloud Connectivity Security OTA *°= &
Libraries Libraries Connectivity Code Signing

AWS Greengrass AWS loT Core Libraries

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Based on #1 Real-Time
Operating System for
Microcontrollers

* 15 years, trusted, and widely
distributed

« 40+ supported architectures

free

» Broad ecosystem support
* Free and open source
* Introducing version 10

« MIT Open Source License

» |Improved Inter-Process
Communication (IPC) capabilities
with stream and message buffers



Local Connectivity

Libraries
Connect with AWS Greengrass

* Local communication with edge
gateways and a Wi-Fi stack, including
AWS Greengrass discovery support

« Wi-Fi management library
implements an abstraction layer
for Wi-Fi features such as setup,
configuration, provisioning, security, and
power management

« Continue communicating, collecting
data, and taking actions without a cloud
connection

« Support for many network
topologies and use cases

S
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AWS Greengrass



Cloud Connectivity
Libraries

Connectivity to AWS IoT Core
« MQTT Pub/Sub messaging
« Device Shadow support

« Take advantage of loT Core
benefits like IoT Device
Management, scalable architecture,
and pay as you go pricing

 Fastest way to get started on
loT microcontrollers




Security Connectivity
Libraries

» Secure sockets using TLS
e (ertificate-based authentication

« PKCS#11 interface for key
management

» Secure by default
» No open network ports
* Only run trusted code

» (Clear, modular implementation




Over-the-Air
Firmware Updates

* Use AWS loT Device Management
to assign updates to groups

« Code sign new firmware images

 Stream updates to your device
over MQTT

« Validate signature on device

 APIs to control installation and
reboot logic

« Simple to manage groups

 Control authorship and ensure
devices only run trusted code

« Memory efficient updated client




Let's get started!

life.augmented



= AWS Console Login

- Navigate to: https://sttt.signin.aws.amazon.com/console

 Login with credentials distributed to you

aws Sarvices v Resource Groups v * [\ students @ sttt v  Oregon v  Support ~
Console Home

adws
AWS Management Console

Account ID or alias

sttt =
2 AWS services Access resources on the go
1AM user name
Find Services —] Ac;ess the Management CorTsole
student06 ﬂ You can enter names, keywords or acronyms. using the AWS Console Mobile
— App. Learn more [£
Q, Example: Relational Database Service, database, RDS PR =
Password
| """""""""" | ﬂ | ¥ Recently visited services Explore AWS
= VPC [Z8 workspaces

{0} Ec2 % Cloud9 Amazon Redshift

Fast, simple, cost-effective data warehouse
;Erj CloudFormation that can extend queries to your data
lake. Learn more [

‘ » All services
AWS Marketplace

Sign-in using root account credentials

life.augmented


https://sttt.signin.aws.amazon.com/console

= Get the credentials file from S3 bucket

* On your laptop open the browser and login to AWS Console

* Navigate to S3 service (Services -> type S3 -> Select S3)

Services ~  Resource Groups v *

Histo
Y S3|
Console Home
S3
AppStream 2.0 . Scalable Storage in the Cloud
loT Core S3 Glacier

. . Archive Storage in the Cloud
Directory Service

AWS Transfer for SFTP

IAM
Fully-managed SFTP service for Amazon S3

S3



— Get the credentials file from S3 bucket

* Open sttechnologytour/studentXX folder

* Download studentXX credentials.txt file

Workspaces Login:
Amazon S3 > sttechnologytour > student6 REQiStraticn: WSpdx+P2D4ZD
student@6: Weas s

Overview AWS Console Login:

https://714604847878.signin.aws.amazon.com/console

L i I -
Q. Typea prefix and press Enter to search. Press ESC to clear. Access key
Secret key: = % - - — -

& Upload + Create folder US West (Oregon) 2 GitHub URL: https://github.com/yona75/sttt-workshop
~ Branches: master, st-sensors—demo

Wiy U Content for sttt-wooorkshop/tools/ws_config_quick_start/configure.json file:

[] Namew Last modified + Size = Storage class v { )
"afr_source_dir":"../..",
) Mar 1, 2019 2:52:07 PM "thing_name":"student@é",
[] [@ student06_credentials.txt GMT-0500 724.0 B Standard "wifi_ssid":"staws2019",
"wifi_password":"staws2019",
"wifi_security":"eWiFiSecurityWPA2"

Viewing 1 to 1 }

Line 9@ in sttt-workshop/blob/master/demos/common/mgtt/aws_hello_world.c :
’I #define echoTOPIC_NAME ( ( const uint8_t % ) "freertos/demos/echo/student@é" )

life.augmented



Set up Amazon Workspaces cllent ——

amazon

% WorkSpaces

To get started enter the registration
code provided to you by your
administrator

You have no saved registrations

Metwork @

Lys
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Windows
Desktop
Client
(W7, W8, W10)

amazon

& WorkSpaces

To get started enter the registration
code provided to you by your
administrator

You have no saved registrations

Network (&)

& Amazon WorkSpaces Web Acces X

< cC O

# https://clients.amazonworkspaces.com/webclient#/registration b e 9 :

amazon

& WorkSpaces

To get started enter the registration code provided to you by your administrator.

|Registratic|n Code |

Use webclient ONLY(!) if you cannot
use Windows/Mac/Chromebook client

MacOS
Desktop
Client

(Mac OS X 10.8.1 and above)

https://clients.amazonworkspaces.com/

Web Client
(Chrome or Firefox v48 or later)

https://clients.amazonworkspaces.com/webclient



https://clients.amazonworkspaces.com/
https://clients.amazonworkspaces.com/webclient

= iy :
- Log In to your Workspace

* Run client, click Options -> Manage Registrations, register with WSpdx+P2D4ZD

 Login with credentials you have in your file

Q 0 @® ® Amazon WorkSpaces
( amazon ( amazon
% WorkSpaces % WorkSpaces
To get started enter the registration Please log in with your

code provided to you by your

administrator WorkSpaces credentials

WSpdx+P2D4ZD | studentop

Reglster ....................
o ==
igninto a ize access

Forgot Password?

Saved Registrations

WSpdx+P2D4ZD - In Use )
US West (Oregon)

® WorkSpaces

G7 -

life.augmented



G
’ Clone the repository

o

* Run GitHub Desktop %3

Desktop

* Press Skip this step, then Continue, then Finish

» Click Clone a repository from Internet ... and provide URL found in
studentXX credentials.txt file .

Home Share View

Clone a repository X P » ThisPC » Documents » GitHub » sttt-workshop
GitHub.com Enterprise URL . . - .github
Click Show in Explorer  Quck e
Repository URL or GitHub username and repository B Desktop * lib
{hubot/cool-repo) ; Downloads o tects
https:ffgithub.coml}f:-na?Sa’sttt—workshopl Documents tools
Local path | Pictures . D .g?tallo-wed
D Jgitattributes
Di\Users\student6\ Documents\GitHubhsttt-workshop Choose... [ This PC D gitignore
B Desktop [ .gitmessage
Documents D CHAMGELOG.md
Cance GitHub 5] directories.bxt
sreEn) [ 7 LICENSE
github [ ] README.md
"’ demos

life.augmented



0
” Import the project to System Workbench

* Run System Workbench for STM32

» Accept default location of your Eclipse workspace

* Click File -> Open Projects from File System ...

£ Eclipse Launcher > & Impaort Projects from File System or Archive O x
Select a directory as workspace Import Projects from File System or Archive :
Eclipse uses the workspace directory to store its preferences and development artifacts. This wizard analyzes the content of your folder or archive file to find projects and impoert them in the IDE. B

I e ==l N D:\ Users\studentfiworkspace > Browse... Import source: | D:\Users\studentf\Documents\GitHub\sttt-workshop'.demos\st\stm321475_discoveny\ach w Directory... Archive...

type filter text Select All

Folder Import as Deselect All
[] Use this as the default and do not ask again ach Eclipse project

Cancel 1 of 1 selected

[ Hide already open projects
Use installed preject configurators to:

r Search for nested projects

Detect and configure project natures

life.augmented



"

Provision Thing, and device credentials

* In System Workbench click File -> Open file... and navigate to
D:\Users\studentXX/Documents\GitHub\sttt-workshop/tools/aws_config_quick_start/configure.json

« Edit it content to match example in studentXX_credentials.txt and save the changes

£ Open File

¥ Quick access
[ Desktop *
* Downloads  #
Decuments
[&] Pictures -

= This PC
[ Desktop
Documents
* Downloads
J’! Music
[&] Pictures

B vemao o

~ v <« tools »

Organize Mew folder

-

W

aws_config_guick_start

D .gitignore

D aws_clientcredential.templ

D aws_clientcredential_keys.templ
[# certs.py

D configurejson

[# misc.py

[# policy.py

D policy_decument.templ

[ ] README.md

[# SetupAWS.py

[# thing.py

File name: | configure.json

Search aws_confi

Lys
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S workspace - C/C++|- D\Users\studentf\ Documents! GitHub\stt-workshop\tools\aws_config_quick_start.configure.json { Eclipse

File Edit Scurce Refactor Mavigate

O~ R

0| B §

[(Projectbxpl.. 32 = 08

B&E|le ¥
W G& aws_demos [sttt-worksho)
% IB'_].I Includes

> g application_code
> g config_files
> 2y lib

|5} aws_demaos Debug.cfg

Search  Project Run  Window Help
CRE S SO it 0 R @O P RE N NG

14

o I I 3 Y O LI (%)

configure.json &3

"afr source dir":"../..",

"thing name":"student0&",

"wifi ==id":"staws20187,

"wifi password":"staws2019",

"wifi security":"eWiFiSecurityWPA2"

|

5 STM32L475VG.cfg
[¥) st321475vg.xml
|3 STM32L475VGETx_FLAS

B E:g }}2 = E

O-—

LJ

An outline is not
available.



Run Windows Command Prompt and configure AWS CLI by issuing
aws configure command (make sure the region Is us-west-2 and

format is json)

AWS Access and Secret keys are in the studentXX credentials.txt file

BN Command Prompt

Microsoft Windows [Version 16.6.14393]
(c) 2816 Microsoft Corporation. All rights reserved.

D:\Usershstudent6>aws configure

AWS Access Key ID [None]:

AWS Secret Access Key [None]:

Default region name [None]: us-west-2
Default output format [None]: json

D:\Usersh\studente>»

Lys
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Change directory to
D:\Users\studentXX\Documents\GitHub\sttt-workshop\tools\aws_config_quick_start

Run Provisioning script: python SetupAWS.py setup

sttt-workshoph\tools\aws config quick start

augmented



0
"> . . . .
Provision Thing, and device credentials

- Start Firefox browser Q
* In the AWS Console click Services and type iot core
- Select loT Core service

- Make sure your region is set to Oregon.

aWS., Services - Resource Groups v * ~  Oregon -~ Support ~

Histo
Y ‘ iot corel j Group A-Z
Console Home
IoT Core

Directory Service . Connect Devices to the Cloud
IAM EC2
loT Core Lightsail &

ECR

Q2

Lys
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Provision Thing, and device credentials

- Examine Thing, Certificate and Policy created in the AWS IoT Core

» Click Manage ->Things and type studentXX to search for your thing

Things > student06

hd esource Groups v 3
student06
NO TYPE
student06 B 1

Monitor

Onboard B i T Details Certificates
Manage e I 3
Securi
. student06 ty . .
TTTTTT NO TYPE Create certificate View other options
Types Thing Groups
Thing Groups Billing Groups
ling e
be shadow 04a084001c0f59f0ba...
engra Interac
eeeeee Activity

life.augmented



Provision Thing, and device credentials

* Drill down

Things > student06 > 04a084001c0f59f0bal2... > student06 amazon_freertos policy

Things > student06 > cc8dd123c¢727de578d7d...

student06_amazon_freertos_policy

Actions ~

cc8dd123c727de578d7d5275fa21fb03 k= Policy ARN

Certificates

A policy ARN uniquely identifies this policy. Learn more

ACTIVE

Versions

Groups arn:aws:iot:us-west-2:714604 :policy/student®6_amazon_freertos_policy

Non-compliance

Policy document

Details Policies
The policy document defines the privileges of the request. Learn more
I Policies
Version 1 updated Mar 2, 2019 1:22:34 PM -0500 Edit policy document
see
Thi tudent06 f {
INgs studaen _amazon_ r... "version": "2012-18-17",
"Statement”: [
{
. "Effect”: "Allow",
Non_comp“ance "Action™: "iot:Connect”,
"Resource”: "arn:aws:iot:us-west-2:714604847878:*"
s

Lys
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0
"> . . . .
Provision Thing, and device credentials

* Run python SetupAWS.py cleanup in Windows Command Prompt
- In AWS Console verify that your Thing, Certificate and Policy are gone

* Run python SetupAWS.py setup in Windows Command Prompt to
provision your device again



(s
®  Edit the MOTT topic you will be publishing s

« Return to System Workbench

 In the aws_demos project, navigate to application_code/common_demos/source/aws_hello_world.c
file

* On line 90 change “freertos/demos/echo” to "freertos/demos/echo/studentXX”

+ Save the file

~ [ source T S message_buffer.h
> gy aws_demo_runner.c 77 21 aws_mgqtt_agent.h
> & aws_dev_mode_ke_y_pro 78 51 aws_clientcredential.
> @] aws_greengrass_discove 79 = aws_demo_config.h
> g aws_hello_world.c g0E =1 aws_hello_world.h
> [g) aws_logging_task_dynai 81 # echoCLIENT_ID
> [ aws_ota_update_demo. 82 # echoTOPIC ;\IAME
> @] aws_shadow_lightbulb_ B3 ' broker. # echoACK S?I'RING
> |§ aws_subscribe_publish_ 84 ## echoACK_STRING_LI
> | aws_tcp_echo_client_se| 85 { ( const uwintd t * } "MQTTEcho" ) # echoMAX_ DATA I__EI"
» @] aws_tcp_echo_client_sir e # ecthON'_l' BLO_CK
> st_code ETE o3 o
> EL—'"E main.c 25 MOTT ~lient bPobh =spbscribes aod pgkhlishes 0 "#S prl.rMQ'I'I'Co_nnectAn
.@I _ .h s ++* prvCreateClientAnd(
> Lk, main. — 48 i
confia files S0 { ( const uintg t * ) [Phdbadelilo e el =tudent06” ) ++* prvPublishNextMess
> G config. 91 ++% prvMOTTCallback(ve
> [y lib L= -H-S prvSubscribe(veid) :
|;=ﬂ| aws_demos Debug.cfg - e e oA e e o= w1 v & 5 wCebah oD
‘ ’ ’ 5 STM32L475V6.cfg < ’ < ’
¥y stm321473vgxml a0 = = . : =L
2. Probl w=| Tasks | C I Properties [} B8
5) STM32L475VG T FLASH.Id L roblems & Coeme

life.augmented



G
> .
Examine all the changes

» Open GitHub Desktop and see all the changes that were made to the project

‘.) File Edit View Repository Branch Help

o T oo There are 2 files you edited
And 5 files generated/modified by

L4 7 changed files B -1,7 +1,7 @8 . . . .
e rovisioning script

| der \aws_clientcredentialh 2 vafr_source dir®:"../..",

¥ dema... ‘aws_clientcredential_keys.h - “thing_name":"$thing name",

| demosicommo..\aws_hello_world.c

tools\aws_config_...\configurejson

, [ , Inspect them and ask the mentors |f
| you do not understand the purpose of
each change

\aws_...\student06_cert_id_file

¥ tools\aw..\student06_cert_pem_file

| t.\student08_private_key_pem_file

life.augmented



0
N Build the project me

* Return to System Workbench. Highlight aws demos project. Press Ctrl+B

« Switch to SW Console tab and check output files

& workspace - C/C++ - aws_demos/application_code/common_demos: IS Busdding Warkspace L b
File Edit Source Refactor Mavigate Search  Project Run Wi ﬂ Burkdeng ol
O~ EE  OpenProjec TIR T | —
Close Project e I
[ Project Ex B G Lot CtieB [ [ iy en i B kpecusnd
Build Configurations ¥
Coce | | Smat
Build Project
W QD:’ aws_c )
3 |E]]J In Build Working Set ¥
v [ aF Clean...
i i [ = i & - S| - > =
v Gl Build Automatically i 1*! Problems J=| Task{ | & Console 32 | [J] Properties 4L 4p .='|>| '—E aﬁ ,:gl = B~ &
Y COT Build Console [aws}demos]
W Build Targets * arm-none-eabi-objcopy -0 binary "aws_demos.elf" "aws_demos.bin" "
arm-none-eabi-objcopy -0 ihex "aws_demos.elf” "aws_demos.hex"
C/C++ Index * arm-none-eabl-size "aws_demos.elf”
Prepare Changelog Crl+Alt+P TEeXt data bss= dec hex filename
243936 30480 98996 373412 SbZad aws_demns.elf W
Properties

S RN |
5 R3O}

SR ueeE_ g gty
) @ aws_cota_update_demou
’, N I (NN PO ) N

life.augmented



0
"> . .
Transfer firmware binary to your laptop mm

* In the AWS Workspace open the browser and login to AWS Console

* Navigate to S3 service (Services -> type S3 -> Select S3)

Services ~  Resource Groups v *

Histo
Y S3|
Console Home
S3
AppStream 2.0 . Scalable Storage in the Cloud
loT Core S3 Glacier

. . Archive Storage in the Cloud
Directory Service

AWS Transfer for SFTP

IAM
Fully-managed SFTP service for Amazon S3

S3



G
"> . .
Transfer firmware binary to your laptop

* Navigate to sttechnologytour bucket -> studentXX prefix

» Click on Upload button. Upload aws_demos.bin file by dragging it from SW to
S3 upload interface

S workspace - C/C++ - Eclipse

i ource Refactor Mavigate Searc roject  Run Window Help
O HR|®~{-Big-O-d-@-its~0~8-9
rview [ Project Explorer b =
N BE&|le ¥
v J(:lg, @ [sttt-workshop ]
» %, Binaries
Q, Type a prefix and press Enter to search. Press ESC to clear » (el Includes
» iy application_code
» [ config_files
X, Upload 4+ Create folder Actions ~ v [= Debug
> application_code
» b
L
maos.bin
[] Namew

[ [@ studeni6_credentials txt




= Transfer firmware binary to your laptop

 Login to the AWS Console from your laptop
- Navigate to S3 service -> sttechnologytour bucket -> studentXX prefix

 Click on aws_demaos.bin file and download it

Amazon 33 » sttechnologytour > studenté >

[ .
aws_demos.bin atest version

Open Download Download as Make public




= How to Flash the IoT DK

-

| L0
Home  share  View o

Reset BUtton — v « ThisPC » Downloads v © | Search Binary P
USGI’ Button mwsdeployimage (- -

Name Date modified Type Size

Public
saunisys | | aws_demos.bin 3/6/201910:48PM  BIN File 269 KB
Windows

- DIS_L4IOT (D)

== ernesto cantone (\\
= DIS_L4IOT (D3)

¥ Network

4 items

Connect to Drag’n’Drop
B STLINK USB Port aws_demos.bin

- into

p1s_Latot (F: In the example)
This action will flash the board with the
new FW

USB 2.0 A-Male

‘_ to Micro B Cable s
Y,

life.augmented

Press the Reset Button
to restart program




= How to Flash the IoT DK (Opt 2)

[ STM32CubeProgrammer

Memory & File editi

Reset Button Click CONNECT
User Button

Size | oxa0 Datawidth | 32.bit =

BROWSE to

aws_demos.bin

Software reset

No data to display

Firmware upgrade

START PROGRAMMING

Cly

Log Verbosity level ~ (®

[vioior3

Press the Reset Button
to restart program

Connect to
STLINK USB Port

File programming

File path | CASTMicroelectronics\STM32CubeExpansion_ | ~ m

Start Address | 0,08000000

Internal flash erasing | Ex

Erase selected sectors | Full chip erase

X Select Index Address  Size (Bytes)
Programming optiens:
0 0x08000000 %)
Verify programming 0x08000800 K
Skip flash erase before programming 2 008001000 2%
Run after programming 3 0x08001800 2%
4 0x08002000 E
Available external loaders: 9 08002800 &3
6 0x08003000 %)
Select Name Board Start Add
x 7 0x08003800 %)
512W3A_STM3210E-EVAL STM3210E-EVAL  0<7001
8 0x08004000 %
1542532800G_STM227601-EVAL STM327691-EVAL  0xC00
9 0x08004800 %
IS61WV102416BLL STM324QI-EVAL  STM324LEVAL  0x401
- 10 0x08005000 2%
- IS61WV102416BLL STM324xG-EVAL  STM324:G-EVAL  0x5401
1 0x08005800 2%
IS61WV102416BLL STM327691-EVAL  STM32769-EVAL  0x580I
12 0x08006000 E

to Micro B Cable

Log Verbosity level (@
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STLINK
USB Port

to Micro B Cable

Local Machiné mmm

Serial Terminal

~— -bash 5 ~— -bash

1
|2
3

omNo ;e

10
11
12
13
14
15
116
|17
1R

218 521 [Tmr Svc] WiFi module initialized.

532 [Tmr Svc] Write certificate...

553 [Tmr Svc] Write device private key...

4487 [Tmr Sve] WiFi connected to AP staws2019.
4491 [Tmr Svc] IP Address acquired 192.168.8.203

4496
4501
4505
4509
7141

[Tmr Sve] WiFi firmware version is: C3.5.2.5.STM

[Tmr Svel WiFi firmware is up-to-date.

[Tmr Svc] Creating MQTT Echo Task...

[MQTTEchol MQTT echo attempting to connect to akavp55t2efxk-ats.iot.us-west-2.amazonaws.com.
[MQTTEcho]l MQTT echo connected.

7144 [MQTTEcho]l MQTT echo test echoing task created.
8158 [MQTTEcho]l MQTT Echo demo subscribed to freertos/demos/echo/student8é
9178 [MQTTEcho]l Echo successfully published 'Hello World @'

10196
15201
16220
21224
22242
27%4h

USB 2.0 A-M

[Echoing] Message returned with ACK: 'Hello World & ACK'
[MQTTEcho] Echo successfully published 'Hello World 1'
[Echoing] Message returned with ACK: 'Hello World 1 ACK'
[MQTTEche] Echo successfully published 'Hello World 2'
[Echoing] Message returned with ACK: 'Hello World 2 ACK'
TMOTTFErhal Frhn currecefnlly nihlichad 'Hella Warld 2!




-~ Verify that your firmware functions properly

» Open Console and verify your device can connect to WiFi, AWS MQTT

broker, and publish/receive messages on freertos/demos/echo/studentXX
topic

* In AWS Console open IoT Core->Test and subscribe to
freertos/demos/echo/studentXX topic. Observe MQTT messages

[ JoN ) MQTT client ®

! ~— -bash - ~— -bash e
218 521 [Tmr Svec] WiFi module initialized.

1 532 [Tmr Svc] Write certificate... Subscriptions freertos/demas/echo/stidentos

|2 553 [Tmr Svc] Write device private key...

3 4487 [Tmr Svc] WiFi connected to AP staws2819.
4 4491 [Tmr Svc] IP Address acquired 192.168.8.203

Connected as iotc

Subscribe to a topic

5 4496 [Tmr Svc] WiFi firmware version is: C3.5.2.5.5TM Publish to a topic
6 4501 [Tmr Svc] WiFi firmware is up-to-date.
7 4585 [Tmr Svc] Creating MQTT Echo Task... I freertos/demos/echo/stude... ¥

8 45089 [MQTTEcho]l MQTT echo attempting to connect to akavp55t2efxk-ats.iot.us-west-2.amazonaws.com.
9 7141 [MQTTEcho] MQTT echo connected.

10 7144 [MQTTEcho] MQTT echo test echoing task created.

11 8158 [MQTTEcho]l MQTT Echo demo subscribed to freertos/demos/echo/student®é

12 9178 [MQTTEcho] Echo successfully published 'Hello World @'

13 18196 [Echoing] Message returned with ACK: 'Hello World © ACK'

14 15281 [MQTTEcho] Echo successfully published 'Hello World 1'

15 16228 [Echoing] Message returned with ACK: 'Hello World 1 ACK' freertos/demos/echo/student06 Mar 4, 2019 1:12:51 PM -0500
|16 21224 [MQTTEcho] Echo successfully published 'Hello World 2
|17 22242 [Echoing] Message returned with ACK: 'Hello World 2 ACK'
18 27244 TMOTTFrhnl Frhn sieresafullv nithliched '"Helln World 3!

cannot display the message as JSON, and are instead displaying it as UTF-8 String.

Hello World 8 ACK

‘ ” freertos/demos/echo/student06 Mar 4, 2019 1:12:50 PM -0500

. ‘e cannot display the message as JSON, and are instead displaying it as UTF-8 String.
life.augmented
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Change Git branch

* Open GitHub desktop and change branch to “sensors-demo”

* In the System Workbench click on aws_demos project and verify that
branch is changed from master to sensors-demo

€) File Edit View Repository Branch Help & workspace - C/C++ - Di\Users\studentf\ Documents\ GitHub'\sttt-workshop' demos\.commaontit

Current repasitory oo Current branch igi File Edit Source Refactor Mavigate Search Project Run Window Help

[ b ) ] : T .
sttt-workshop sensors-demo fﬁv |@"ﬁ*.m@fhf&}@'ﬁﬁ'.ﬁ'@";?ﬁ?'ﬁ‘gg"'

Changes 7 Histary -
v 7 changed files 6@ -87,7 +87,7 @@ .
g7 87 fe* [+ Project Explorer 33 I %':S | e = = H [£] main.c [£] sensor_data.c il
¥ demos\co.\aws_clientcredentialh £ Bhrief The foni £ othe M lie - - ;
58 58 Gorief The topic that the MQTT client be L L'E’ aws_demos [sttt-workshop sensors-demo] A 2-+-| * Imazon FreeRTOS V1.4
¥ demo..\aws_clientcredential_keys.h a9 83 = 32, Dinaries 5
98 -#define echoTOPIC_MAME { { const Includ 5
#| demos\comma..\aws_hello_world.c oz | mrerae r— w [al Includes
Rk 1 £ SCNOTUFELIC A L L CO -5 =
= " -@ aws_demos #ifndef  AWS CLIENTCEE]
¥| tools\aws_config_...\configure,json a1 EX (= .settings #define _ RWS CLIENTCEEI
92 92 f**
¥ tools\aws_..\student06_cert_id_file ) Debu
- - T . 93 93 * @gbrief The string appended to messages t = g -

1=l aws_demos/application_code
v & aws_demos/application_code/comn
#| t.\studentD6_private_key pem_file @ aws_application_version.h

[ aws_clientcredential_keys.h

[ aws_clientcredential.h
life.augmented

¥ tocls\aw..\studentl6_cert_pem_file #* Include for dewvice o

#include "aws clientcre:

O T

f=

Lo (G L b G b L R R ORY RY RS
Tels:

o Ln I
*
[
Vo
L]
=]
|
[wi}
H
[
e
T
t]
T
i
L
ksl
[}
™
=1
ot

@ aws_defender_demo.h
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Compile and run

» Build the project in System Workbench

(In some cases you might need to clean your previous build first)

» Transfer file using your S3 bucket/folder to the laptop

* Flash firmware to the board



Sensor values In the local console

* Open Console and observe sensor values transmitted

Accel_Z": 1020, "Gyro_X": -1330, "Gyro_Y": -238@, "Gyro_Z": 700, "Magn_X": -602, "Magn_Y": 138, "Magn_Z": —-488}'

171 967300 [SensorPub]l MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel _X": -6, "Accel_Y": -93, "
Accel_Z": 1019, "Gyro_X": -1120, "Gyro_Y": -231@, "Gyro_Z": 700, "Magn_X": -600, "Magn_Y": 131, "Magn_Z": —486}'

172 973333 [SensorPub]l MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel _X": -6, "Accel_Y": -93, "
Accel_Z": 1019, "Gyro_X": -1260, "Gyro_Y": -231@, "Gyro_Z": 700, "Magn_X": -600, "Magn_Y": 133, "Magn_Z": —-497}'

173 979367 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel X": -6, "Accel_Y": -92, "
Accel_Z": 1018, "Gyro_X": -133@, "Gyro_Y": -238@, "Gyro_Z": 709, "Magn_X": -594, "Magn_Y": 137, "Magn_Z": -486}'

174 985401 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel X": -6, "Accel_Y": -91, "
Accel_Z": 1020, "Gyro_X": -126@, "Gyro_Y": -231@, "Gyro_Z": 639, "Magn_X": -601, "Magn_Y": 133, "Magn_Z": -492}'

175 991435 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel X": -6, "Accel_Y": -92, "
Accel_Z": 1020, "Gyro_X": -1260, "Gyro_Y": -231@, "Gyro_Z": 630, "Magn_X": -598, "Magn_Y": 137, "Magn_Z": —-491}'

176 997468 [SensorPub]l MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel _X": -6, "Accel_Y": -90, "
Accel_Z": 1020, "Gyro_X": -1260, "Gyro_Y": -231@, "Gyro_Z": 700, "Magn_X": -594, "Magn_Y": 132, "Magn_Z": —493}'

177 1003502 [SensorPub]l MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -5, "Accel_Y": -23,
"Accel_Z": 1021, "Gyro_X": -1400, "Gyro_Y": -2380, "Gyro_Z": 700, "Magn_X": -584, "Magn_Y": 121, "Magn_Z": -487}'

178 1009536 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -8, "Accel _Y": -21,
"Accel_Z": 1022, "Gyro_X": -133@, "Gyro_Y": -2319, "Gyro_Z": 708, "Magn_X": -586, "Magn_Y": 126, "Magn_Z": -498}'

179 1015569 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -8, "Accel_Y": -21,
"Accel_Z": 1022, "Gyro_X": -133@, "Gyro_Y": -2319, "Gyro_Z": 708, "Magn_X": -590, "Magn_Y": 123, "Magn_Z": -494}'

180 1021603 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -8, "Accel_Y": -21,
"Accel_Z": 1822, "Gyro_X": -1260, "Gyro_Y": -2319, "Gyro_Z": 70@, "Magn_X": -586, "Magn_Y": 119, "Magn_Z": -502}'

181 1027637 [SensorPub]l MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -7, "Accel_Y": -23,
"Accel_Z": 1022, "Gyro_X": -1330, "Gyro_Y": -2450, "Gyro_Z": 630, "Magn_X": -585, "Magn_Y": 128, "Magn_Z": —-494}'

182 1033672 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -6, "Accel_Y": -25,
"Accel_Z": 1021, "Gyro_X": -1330, "Gyro_Y": -238@0, "Gyro_Z": 630, "Magn_X": -583, "Magn_Y": 118, "Magn_Z": -491}'

183 1039705 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -6, "Accel_Y": -25,
"Accel_Z": 1021, "Gyro_X": -133@, "Gyro_Y": -2380, "Gyro_Z": 708, "Magn_X": -586, "Magn_Y": 119, "Magn_Z": -495}'

184 1045739 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -6, "Accel_Y": -24,
"Accel_Z": 1021, "Gyro_X": -126@, "Gyro_Y": -2319, "Gyro_Z": 638, "Magn_X": -589, "Magn_Y": 121, "Magn_Z": -489}'

185 1051773 [SensorPub] MQTT successfully published '{"Board_id":"student55","Temp": 28, "Hum": 23, "Press": 998, "Accel_X": -6, "Accel_Y": -25,
"Accel_Z": 1022, "Gyro_X": -126@, "Gyro_Y": -2380, "Gyro_Z": 638, "Magn_X": -585, "Magn_Y": 118, "Magn_Z": -485}'

Lys
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v Sensor values received by MQTT broker

* Check MQTT messages in AWS Console -> AWS |oT Core
The topic Is freertos/demos/sensors/studentXX

aWS., Services v Resource Groups v
Subscriptions freertos/demos/sensors/student55
Subscriptions Subscribe to a topic .
@ AWS loT Publish

Publish to a topic Specify a topic and a message to publish with a QoS of 0.

Subscribe to a toplc
freertos/demos/sensors/student55

e freertos/demos/sensors/stud... ¥

Monitor Publish to a topic
1
Onboard 2
e freertos/demos/sensors/stud... X 3
Manage
Greengrass
Secure
Defend
freertos/demos/sensors/student55 Mar 7, 2019 2:15:24 AM -050
Act
{
| Test "Board_id": "student55",
"Temp": 28,
"Hum": 23,
"Press": 998,
"Accel _X": -4,
"Accel_Y": -27,
’, "AAaA~Al 7", 1Nn""

life.augmented
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AWS loT Topic Rules mm

* In the AWS Console go to Services -> |oT Core

* Click on Act tab and inspect 2 rules currently provisioned

4P Aws 10T

Monitor

Onboard

Rules

Publish253

ENABLED

Publish2KinesisFirehose
DISABLED




Store every MQTT message as a file

* Publish to S3 bucket rule
(check the SQL syntax operation on JSON)

Publish2S3

ENABLED )
Actions ~

Overview Description Edit

Tags Publish all messages from clients to correspondent S3 suffix in sttechnologytour bucket

Rule query statement Edit

Tho courco of tho moccanoc yviaynant to nrococcaith thic Fulo
S T

SELECT timestamp() as timestamp, * from 'freertos/demos/sensors/+'

Using SQL version 2016-03-23

Actions

Actions are what happens when a rule is triggered. Learn more

Store a message in an Amazon S3 bucket Edit »
’I sttechnologytour

life.augmented




0
*  Store every MQTT Message as a file

* Publish to S3 bucket rule action

(notice the usage of functions to create dynamic S3 key)
https://docs.aws.amazon.com/iot/latest/developerquide/iot-sgl-functions.html

Actions

Actions are what happens when a rule is triggered. Learn more

Store a message in an Amazon S3 bucket Edit ~

sttechnologytour

S3 bucket sttechnologytour

Key | ${topic(4)}/sensorsData/${timestamp()}

IAM Role service-role/loT2S3Publish

Lys
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-functions.html

(s
N Check the files published to S3

* In the AWS Workspace open the browser and login to AWS Console

* Navigate to S3 service (Services -> type S3 -> Select S3)

Services ~ Resource Groups v %

History

‘ S3|
Console Home
S3
AppStream 2.0 : Scalable Storage in the Cloud
loT Core S3 Glacier

) ) Archive Storage in the Cloud
Directory Service

AWS Transfer for SFTP

IAM
Fully-managed SFTP service for Amazon S3

S3



(s
N Check the files published to S3

* Navigate to sttechnologytour bucket -> studentXX/sensorsData prefix

* Inspect the files created and open one of the files

aws

A 2 Services v Resource Groups v *

Amazon S3 > [sttechnologytour > student55 > sensorsData

Overview

Q,  Type a prefix and press Enter to search. Press ESC to clear.

X, Upload =+ Create folder Actions v

[] Name~ Last modified v
I:l D 1551945983176 Mar 7, 2019 3:06:24 AM GMT-0500
I:l D 1551945989207 Mar 7, 2019 3:06:30 AM GMT-0500
I:l D 1551945995239 Mar 7, 2019 3:06:36 AM GMT-0500
I:l D 1551946001272 Mar 7, 2019 3:06:42 AM GMT-0500
"’ (] [ 1551946007327 Mar 7, 2019 3:06:48 AM GMT-0500
lite.augmented [0 1551048013339 Mar 7. 2019 3:08:54 AM GMT-0500




Aggregate messages

* Check Publish2KinesisFirehose rule

* It aggregates messages from all boards, buffer them for 60 seconds In
Kinesis stream and then publish to S3

Lys
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Publish2KinesisFirehose

DISABLED

Overview

Tags

Actions ~

Description Edit

Publish sensor values from all students to S3 aggregated through Kinesis Firehose

Rule query statement Edit

The source of the messages you want to process with this rule.

SELECT timestamp() as timestamp, * from 'freertos/demos/sensors

Using SQL version 2016-03-23

Actions

Actions are what happens when a rule is triggered. Learn more

SensorsDataFromloT

!In Send a message to an Amazon Kinesis Firehose ... Edit »
~



G
N Aggregate messages mm

* Check Publish2KinesisFirehose rule

* It aggregates messages from all boards, buffer them for 60 seconds In
Kinesis stream and then publish to S3

Amazon S3 destination

S3 bucket sttechnologytour (&

Prefix allRecords

Error prefix no error prefix specified €

Buffer conditions |5 MB or 60 seconds

Compression Disabled

Encryption Disabled

Lys
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Appendix: Software and Other Pre-requisites
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System Workbench for STM32 ___

88
(requires registration to openstm32.0rg)

m http://www.openstm32.org/Downloading+the+System+Workbench+for+STM32+installer
[ ] + install_sw4stm32_win_64bits-v2.5.exe

" - install_sw4stm32_macos_64bits-v2.5.run

Warning: To run System Workbench for STM32 on MAC OSX systems, XCode may be required. To download it, please refer to the Apple developer
website (registration as Apple Developer is required)

The downloaded installer is an executable binary file. Your web browser might have removed the execution right of the file. Please set the execution
right to the installer file (chmod 755 install_sw4stm32.run then ./install_sw4stm32.run) OR Launch it with /bin/bash (/bin/bash install_sw4stm32.run)

If an error message saying the installer “is damaged and can’t be opened. You should move it to the Trash.”, please modify the installation access
right in the Gatekeeper. On latest version of MAC OSX, go in the terminal:

#To disable

sudo spctl --master-disable

#To set the Gatekeeper access right back
sudo spctl --master-enable

e On older version of MAC OSX:

* Goin the “System Preferences” > “Security & Privacy”, then select “Allow downloaded app from :” “Anywhere”. When the installation is done, restore
the setting value back at “Mac App Store and identified developers”

®) - install_sw4stm32_linux_64bits-latest.run

The installer in GUI-mode requires gksudo. On Ubuntu, gksudo is in package gksu, that you can install by sudo apt-get install gksu. If gksudo is not
installed, the installer can still be launched in command-line.

The downloaded installer is an executable binary file. Your web browser might have removed the execution right of the file. Please set the execution
r right to the installer file (chmod 755 install_sw4stm32.run then ./install_sw4stm32.run) OR launch it with /bin/bash (/bin/bash install_sw4stm32.run)
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http://www.openstm32.org/Downloading+the+System+Workbench+for+STM32+installer

=. Software and Others Pre-requisites ___
Windows (Win7, WIn8, Win10)

« STM32 ST-Link Utility: STSW-LINKOO4 (requires registration to

my.st.com)
 NOTE: Required for Window 7

« ST-LINK, ST-LINK/V2, ST-LINK/V2-1 USB driver signed for Windows?7,

8, 10: STSW-LINKOOQO9 (requires registration to my.st.com)
 NOTE: Required for Window 7

- Serial line monitor: Tera Term (https://ttssh2.0sdn.jp/ )
 Install from USB .\Windows\teraterm-4.99.exe

Lys
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https://ttssh2.osdn.jp/

Tera Term: Mew connection

OTCPIP

® Serial

History

Telnet 2
SSH SS5H2
other UNSPEC

Port: COM3: Intel(R) Active Management Tec ~

OK

Cancel Help

Ly,
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T COMS3 - Tera Term VT — O >
File Edit |Setupl Control Window Help




_ Tera Term Setup

Tera Term{|Serial port setup b Tera Term Terminal setup W

. " Terminal size New-line
Port: COM3 oK oK
Speed: ‘ 115200 v 80) X |23 Receive: | LF v
. 8 bit Cancel Term size = win size Transmit: | CR+LF ~ Cancel
o Auto window resize
Parity: none v | Help
Stop bits: 1 bit - Help Terminal ID: ' VT100 v ‘ocal echo
Flow control: nhone v Answerback: [ Auto switch (VT<->TEK)

Coding [receive) Coding (transmit)
Transmit delay UTE-8 » UTES »
0 msecichar 0 mseciline
locale: [american CodePage: |b3001

Lys
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@ Software and Others Pre-requisites
Mac OS: PicoCom

Serial line monitor: PicoCom or Screen

» Launch Spotlight by pressing Cmd + Space. Type terminal and select
the Terminal app.

* In the Terminal window, enter the commands
* $ brew install picocom
e $ 1s -1 /dev/tty*usbmodemﬂ
 Example: /dev/tty.usbmodem413 l
* $ picocom --imap lfcrlf -b 115200 -p 1 -d 8 -c <usb device file>

« Example: $ picocom --imap 1lfcrlf -b 115200 -p 1 -d 8 -c
/dev/tty.usbmodem413




¢

Software and Others Pre-requisites
Mac OS: Screen (native app)

Serial line monitor: PicoCom or Screen

« Launch Spotlight by pressing Cmd + Space. Type terminal and select the Terminal app.
* In the Terminal window, enter the command: 1s /dev/cu.usb*

* In the list of devices, look for a device that contains cu.usbserial or cu.usbmodem: in
the example below loT DK is mapped to /dev/cu.usbmodem1413

» Launch the from the terminal the screen utility by entering the command:

cesmosrv@3ihack marco$ 1ls fdev/cu.usbw _
| /dev/cu.usbmodem1413 | > usb device name
cesmosrv@3:hack marco$ screen -l fdeufcu.ushmndem1413“115233|—LI

|—> Serial terminal baudrate

» The screen command will open a serial terminal connected to the device.
Reset the board to see log messages from the device

Lys
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) Software and Others Pre-requisites
Linux (Ubuntu)

Serial line monitor: Putty or Picocom

* Putty

* $ sudo apt-get update (This command updates the Ubuntu package list
with latest one)

* $ sudo apt-get install -y putty

* Picocom
 $ sudo apt-get install picocom
* $ 1s -1 /dev/tty*usbmodem*
e Example: /dev/tty.usbmodem413
* $ picocom --imap lfcrlf -b 115200 -p 1 -d 8 -c <usb device file>
« Example: $ picocom --imap Ifcrlf -b 115200 -p 1 -d 8 —c /dev/tty.usbmodem413

Lys
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command:

mano@Mano-HPE460

Ubuntu

Open and Configure Serial Terminal (Putty)

» Open a Linux terminal and enter

dmesg

p:~

@: [sdb] Attached SCSI removable disk

: USB disconnect, device number 7

_ : fail for partition 1
new full-speed USB device number 8 using ehci-pci

: New USB device found, idVendor=0483, idProduct=374b
: New USB device strings: Mfr=1, Product=2, SerialNumber

2: Product: STM32 STLink
: Manufacturer: STMicroelectronics

SerialNumber: O66FFF484851877267045729
2-1.2:1.1: USB Mass Storage device detected
= I

1

ACMO: USB ACM device

B: DiredteRTress MO medrocontroller 1.0 PD

@: Attached scsi generic sg2 type @

mano@Mano-HP8460p
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[sdb] 2120 512-byte logical blocks: (1.89 MB/1.84 MiB

[sdb] Write Protect is off
[sdb] Mode Sense: 03 00 00 00

[sdb] Attached SCSI removable disk

Note down device
name for Discovery Kit

* Open Putty

(] PuTTY Configuration

Category:

¥ Session
Logging

¥ Terminal

Keyboard

Bell

Appearance

Behaviour

Translation

Selection

Colours

Fonts

¥ Connection
Data
Proxy
Telnet
Rlogin

> SSH

About

Basic options for your PUTTY session
Specify the destination you want to connect to

Serial line

/dev/ttyACMO

Connection type:
) Raw ) Telnet

Speed
115200

Rlogin ) SSH @ serial

Load, save or delete a stored session

Saved Sessions

Default Settings

Close window on exik:
@® Always ) Never

Load
Save

Delete

Only on clean exit

Open Cancel
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