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STM32Trust overview I

*STM32Trust offers a robust multi-level strategy to enhance
security in product designs, using our STM32 microcontrollers
and STSAFE secure elements.

«STM32Trust Is our security framework combining our
ecosystem and security services.

«STM32Trust solution offers a complete toolset for code and
execution protection.

«STM32Trust brings 12 security functions to align with

IS72 customer use cases and security standards. i
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Customer example (1/6)
Focus on secure manufacturing

?

What Bob wants to achieve g

* No firmware stealing at production
« No over-production by manufacturer
 No mean to program other devices

* No firmware stealing in the field

 Detection of attacks in the field

The Security Functions needed by Bob ,@\\

Secure Manufacturing

Software IP Protection
Secure Install / Update
Silicon Device Lifecycle

Abnormal Situations Handling
Audit/Log 69



Customer example (2/6)
Focus on isolation and IP protection

?

What Jon wants to achieve g The Security Functions needed by Jon g@\\

* |solate his firmware from customer one * Isolation _

« Software IP Protection
 Ensure that his firmware can
independently be updated « Secure Install/Update
« Set application macro-state in a way « Application Lifecycle

which cannot be altered
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Customer example (3/6)
Focus on secure boot & secure update

NI

What Mark wants to achieve ? The Security Functions needed by Mark g@\\
» Ensure only his equipment is targeted « |dentification/Authentication/
« Always known product state Attestation
» Ensure the update is handled with
integrity and that authenticity checks are * Secure Install/lUpdate
carried out
« Authenticity of firmware running on « Secure Boot

devices 7



Customer example (4/6)
Focus on secured communication

NI

?

What Oliver wants to achieve g The Security Functions needed by Oliver g@\\

* Ensure transmitted data is not exposed « Crypto Engine

* Ensure secret on data encryption keys e Secure storage

 Ensure data is sent from

authenticated devices . Identification/Authentication/
« Ensure data is sent to authenticated enuncauon/Authentication
Attestation

servers .



Customer example (5/6)
Focus on brand protection and identification

NI

?

What Rose wants to achieve g The Security Functions needed by Rose g@\\

* That every device shows a unigue identity

« Be able to authenticate the device  |dentification/Authentication/

» Be able to attest the device access rights Attestation
e Secure device communication « Crypto Engine
« Ensure that identities and access « Secure Storage and Secure
right secrets cannot be leaked even Manufacturing (Secure Personalization)

at the manufacturing stage 73



Customer example (6/6)
Focus on data protection

NI

?

What Jack wants to achieve g The Security Functions needed by Jack g@\\

e Secure Boot

 Ensure platform integrit
P Iy « Abnormal Situations Handling

* Ensure user data is not exposed « Crypto Engine
while communicating  Identification/Authentication/Attestation

» Ensure user data is stored securely e Secure Storage
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Security functions and ST offer
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The 12 security functions

« STM32Trust brings 12 Security Functions to align with Customer Use Cases and Security Standards
« STM32Trust brings assets (Documentation, Software, Tools...) to cover those 12 Security Functions
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t Non Invasive / Logical Attack Resistant

tProductInvasiveAttack Resistant ST Scalable Securlty Offer

g

Robustness Limited Better Best

IEC 62443-4-2 (sl (sl (sL3>

Level

MCU/MPU

MCU / MPU with
Software +

Enhanced Security

* Pure software countermeasures » Embedded hardware crypto Strong trusted components 4
against remote software attacks services « Crypto functions isolated from MCU
mainly  Countermeasures against remote « Secure nonvolatile data / key store

» Self-evaluated solution software and board level attacks Tamper proof solution (Hardware and Code)

* Integrated One Time Proven against all attacks (Remote software,
Programmable (OTP) memory Board level and Silicon level attacks)

 Secure Boot and firmware update Independently certified : Common criteria,

» ARM TrustZone and code EMVCo, ...
isolation

« Trusted Execution Environment
(TEE) capabilities

* Self-evaluated solution

» Basic crypto accelerators

Secure Manufacturing and Provisioning

* Secure personalization and key provisioning
services

* Secure supply chain

« Site certified Common criteria
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Evaluations and certifications
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IEC 62443-4-2 component identification and
authentication control

Identify and authenticate human users

Component shall enable the management of accounts
Component shall support the management of identifiers
Component shall support authenticator management

Password based authentication with defined password strength
Obscure authentication feedback during authentication process

Enforce unsuccessful login attempt limit, lock account

HoX XK O oX X X oM X

Provide warning message to individuals attempting lo access the system
Uniquely identify and authenticate all human users

Software process and device identification and authentication

When PKI is used, the component shall integrate with PKI infrastructure
When PKI is used, the component shall check validity of certificates
Support for symmetric key based authentication

oM oxX XM oM XM oM oM X X X M X

Unique software process and device identification and authentication
Authenticators shall be protected by hardware mechanisms

Prevent password reuse for configurable number of generations human users
Protection of public key via hardware

Protection of symmetric key data via hardware

m Multifactor authentication for all interfaces

Prevent password reuse for configurable number of generations software process or device

STSAFE

HOoX X X X X X X X X X X X X X X X X
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Certifications summary

Certifications Available Now

ARM PSA ARM PSA Level 1 ARM PSA Level 2
Level 1 (Self Assessment) ° STM32L4 * STM32L5 (TFM)
Level 2 (White box — Time Limited) °© STM32L5 ARM PSA AP| Compliant
Level 3 (Smartcard-like) . STM32L5 (TFM)

SESIP

Lo Leveld Esle'f @Eseisment) SESIP Level 1 SESIP Level 3
Level 2 (Black box . .

Level 3 (White box — Time Limited) SUlE (B2 STM32L4 (SBSFU)
Level 4 (White box)
Level 5 (Smartcard-like EAL4+)
CC EALS+
COMMON CRITERIA . TenFEALL0
. EAL5+ Smartcard « STSAFE-TPM

@ PCI POS Point of Sale application  * STM32L4

"l . Certification documents and links available at www.st.com/stm32trust a1
»  Evaluations material is not public
life.augmented


http://www.st.com/stm32trust

Takeaway
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STM32Trust security ecosystem
the one stop shop solution to Implement security

First solution on the market certified PSA Level 2
First solution on the market certified SESIP Level 3

Isolation Strong certification
Secure Boot
“ Secure Storage ‘ psacertified™
: STM32L5+TFM:
l I Crypto Engine STM32 Level 2
O Identification/Authentication ,,\o /
Secure Manufacturing
d h SESIP3
STM32L4+SBSFU.:
. Level 3
12 core Implementation on eve
Customer : : .
security needs security functions STM32 and STSAFE
to address needs STSAFE EALE+

"l PSA = Platform Security Architecture, by ARM
life.augmented SESIP = Security Evaluation Standard for 0T Platforms, by Global Platform
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Thank you

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.
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