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DfuSe Quick Start Guide

Introduction

DFU = Device Firmware Upgrade o] ZQZE MCU Z=7| or &t MEJOA System or
User Bootloader £ 0|23 A Flash memory 0 Firmware € Writing = A& 2|0|
tL|Ct. O] 2MO0AM= MCU O L& =l System Bootloader £ 0|28l Al MUC 0f
USB £ E3|| F/IW Download & %= Q= ST 0|Al X|&E|= DfuSe Tool AFEH 0| CHsH

Table 1. Applicable products

Part number or Series

Microcontrollers

STM32F0 Series:

= STM3Z2F 0o, STMIZFOT %

STM32F1 Series:

— STM32F105xx, STM32F107xx

STM32F2 Series

STM32F3 Series:

= STM32F301xx, STM32F302xx, STM32F303xB, STM32F303xC,
STM32F303xD, STM32F303xE, STM32F37 3nx

STM32F4 Series:

= STM32F401xx, STM3I2ZF405xx, STM3IZF407Txx, STM32F411:0¢, STM32F412xx,
STM32F415xx, STM3IZF417xx, STM3Z2F42 T, STM32F 4200, STM32F437x0x,
STM3ZF430x, STM32F446xx, STM32F469:x0¢, STM32F 47 %x

STM32F7 Series:

= STM32FT722xx, STM3ZFT23xx, STM32F 73200, STM32FT33xx, STM3ZFT45xx,
STM32FT46xx, STM3IZF756xx, STM32F 765, STMI2ZFTETxx, STMI2FTEDxx,
STMIZFT7Txx, STM3ZF779xx

STM32L0 Series:

= STM32L07xxx, STM32L08x0xx

STM32L1 Series:

= STM32L1xxxC, STM32L1:0xD, STM32L 1:0xE

STM32L4 Series:

= STM32L431xx, STM32L432xx, STM32L 4330, STM32L 442, STM32L 44 3%,
STM3Z2L4T 1, STM32L4 750, STM32L476x0x, STM32L486xx, STM32L496xx,
STM3ZL4AG

Target Device= | List &1 SHA|7| HEEFL|CE
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—dvailable DFU Devicez

Yendor [0 I Wendor ID: I
O Supports Upload O Marifestation tolsrant
O Supportz Download O 2ccelerated Upload [ST] | Procuct 1D: I F'n:ncuctID:I

O Can Detach : .
Werzion: I Wersion: I
Enter DFL mode/HID detach | Leave DEU mode |

N = WO ey

— Actions
Select Targetlsl | Taiget1d | Mame | #wvailable Sectors [Double Click for more] |
— Upload Action — Uparade or Werify Action
File: File:

\endar |0: I T argets in file:
LChoose... Upload Procuct 10: I
— Tranzfemed data size—————— ersion: I

0 KBI0 Bytes] of OKE(D Bytes] [~ “erify after download

[~ Optimize lpgrade duration [Remove some FFs)

r— Operation duration
00:00:00 Choosze. . | | parade | Werify

(M

*DfuSE Tool At #He A 5 71| He

MMM E| F/W bin or hex file & xxx.dfu file @Alo2 H

1.
2. DfuSE Tool € 0|& Download
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ZH|ALe
STM32 microcontroller DfUSE £ 9|3t 3|2 7

e USBE 0|&3%l System Boot mode

System Boot mode ( BOOTO : 1, BOOT1: 0) -> MCU L{&E0| Program E|{X /U=
Boot & O|&d%t= HHE

AF2SIA|= MCU(STM32F411)= M 35 K= reset AZH0|A BOOTn o [t2}f
Of2jet ZO| instruction fetch £ A|ZtgtL|Ct “Main Flash memory’= internal flash
memory F &S 9O|0|5tH, “System memory’= MCU XX Z7HO0|Al user application
CIR2ZEE 9|3t system bootloader 7} 2|X|$t internal ROM ¥ g O|0|&LICH HE
internal flash memory & Y H|0|E o7 {8 250|A BOOTO EHE A O{(to HIGH)S}0]
system bootloader & SEA|Z7|0{, O 2|9 HALZ(BOOTO: LOW)YAM= internal flash
memory 9| user application 2 SZEMA|Z|H| ElL|Ct. X} BOOTO EIO|] GND HZAE|0f
ooz, BOOT1 TZIE GND 4 HNZ|SIA|H reset L= MM 33 A0|A internal

flash memory 9| user application 0] =3 &|H| E L|LCt.

Table 2. Boot modes

Boot mode selection pins
Boot mode Aliasing
BOOT1 BOOTO
0 Main Flash memory | Main Flash memory is selected as the boot space
1 System memory System memory is selected as the boot space
1 Embedded SRAM | Embedded SRAM is selected as the boot space

Note:

4/14

STM32

USB Host oM om | Microcontroller

GND GND

RESZEOENV

1. This addditional circuit permit to connect a Pull-Up resistor to (OP) pin using VBus when needed. Refer to
product section (Table which describe STM32 Configuration in systeme memory boot mode) to know if an
external pull-up resistor must be connected to (DP) pin.

+\ typically 3.3 V. This value depend on the application and the used hardware.
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DfuSE AX|

Download URL:

http://www.st.com/content/st_com/en/products/development-tools/software-development-tools/stm3

2-software-development-tools/stm32-programmers/stsw-stm32080.html

D2 MX|

i ProductCatalog @ English & Login

fe.augmented = Menu
STSW-STM32080 [ [ sovetomysT  [Ashare  ggeerine

DfuSe USB device firmware upgrade STMicroelectronics extension: contains the demo GUI, debugging GUI, all sources files and the
protocol layer (UM0412)

{#) Download Databriet

m DESIG [ p— Eprye—

STSW-STM32080 package contains all binaries and source code for DfuSe USB device firmware upgrade (DFU) software,
including the demonstration, debugging GUIS and protacol layers

It includes the DFU driver compatible with the latest Micrason®os

GET SOFTWARE
Part Number + | software Version Marketing Status Supplier Order from ST
STSW-5TM32080 305 Active ST Get Software

Download Of|A{ Setup file 2 AX| (DfuSe_Demo_V3.0.5_Setup.exe )

DfuSe v3.0.5 - InstallShield Wizard |

Welcome to the InstallShield Wizard for DfuSe
v3.0.5

The Installshield(R) Wizard will install DfuSe v3.0.5 on your
computer. To continue, dick Next.

WARMNING: This program is protected by copyright law and
international treaties,

= Back Mext = Cancel
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DfuSE A}2 Hitd

Target Board A% : System Boot mode (BOOTO: 1, BOOT0:0)

DfuSE tool AlcH
DfuSE USB Driver AX|

EI E Universal Serial Bus contrallers
Generic USE Hub

1JISE 2.0 Hub

ISE 2.0 MTT Hub

ISE 2.0 MTT Hub

LISE 3.0 Hub

LISE 3.0 Hub

USE Composite Device
IUSE Root Hub

B i Universal Serial Bus devices

Intel(R) USE 3.0 eXtensible Host Contraoller
Intel(R) USE 3.0 Root Hub
Standard Enhanced PCI to USE Host Controller
STM Device in DFU Mode

DfuSE Demo Tool Board Q1A 3}

%]

USB driver =5 MX| Zig
Driver 2|X| : C:¥Program Files
(x86)¥STMicroelectronics¥Software¥
DfuSe¥Driver

o
M

- DfuSe Demo (v3.0.5) =] B3]
i~ Available DFU Devices
ISTM Dievice in DFU Mode = Application Mode: DFU Maods: ———
endor 1D: ‘Wendor [D: (0483
Supports Upload O Manifestation tolerant
Supports Download O sceelerated Upload (ST] | Procuct I I Procuct ID: [DF11

Can Detach

Yersion:
Enter DF mede/HID cetach |

Leave DFU mode |

—

Yersion: (2200

 Ations

Select Target(sk: | TargetId | Name

| Awailable Sectors [Double Click for mare] |

oo Internal Flash 24 sectors...
[uj] Option Bytez 2 zectors...
0z OTP Memory 2 zectors...
03 Device Feature 1 sectars

Targets i file:

r~ Upload Action ~ Upagrade ar Yerify Action
File: File:
Wendor 1D
Choose... Uplzad | Procuct ID: —

i~ Transfered data size

0 KB[0 Bytes) of O KE[O Bytes)

Wersion:

[~ Werity after download

Choose |

Upgrade |

[~ Optimize Upgrade duration [Remove some FFs)

Werify

Operation durstion
’7 00:00:00

Aot |

Cuit |
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2.5 DfuSE File 44

. N ) STMicroelectronics
Download dfu file =t | Dfuse
1. Dfu file manager T2 12 Al B Dfu fie manager
g DfuSeDemo
, Docs
, STM32Cube
3.2.2 File generation dialog box
If the first choice was selected, click the OK button to display the “File Generation dialog
box”. This interface allows the user to generate a DFU file from an 519, Hex or Bin file.
Figure 12. “Generation” dialog box
) DFU File Manager - Generation .L]
Dievice Images
Image fos Target ID 00 [IntermalFlazh]
Image foe Target ID 01 [ExternalFlash)
Wendor ID Ox | D453 1 : | @
Froduct ID 0x [DF11 ( : ) | [ Iniection
i T arget ID: |1—(5) S190rHex. (G ) Muli EIN..@
Wession 0w |0114 [:: Target M ame: |E=-te|naF|ash
Deleti
. Delete zelected Image @
Generate,. | () Cancel 6__1:']
Table 2. File generation dialog box description
Control Description
1 Vendor identifier
2 Product identifier
3 Firmware version
4 Available images to be inserted in the DFU file
5 Target identifier number
<] Open S19 or Hex file
7 Open Binary files
8 Target name
a Delete selected image from the images list
10 Generate DFU file
11 Cancel and exit application
Because S19, Hex and Bin files do not contain the target specification, the user must enter
the Device properties (VID, PID and version), the Target ID and the target name before
generating the DFU file.
@), S{X| Target O] T/ Q&= Flash HE
(5 0 : Internal Flash, 1 : External Flash
(6) Hzt2 Qsl= Target S19 or Hex or Binary 1EH
(@) Internal & External Flash £ 3t742| dfufile gAloz Hsl
2. Gerate Button 0| ANE2 xxxx.dfufile MM =& =0l o £ QU&L|LC}
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2.6 Target Programming

1. DfuSe Demo T—Z 124 AlsH

o

2. Internal Flash MEH -> Choose button -> AA &l xxxx.dfu file A EH

o [ |

=101
[ Avadatie DFU Devices - ————— —
|STM Device in OFU Mode =] AepbcatonModer 1 -~ DFU Mode:

1D: Verdo

B Suppcns Uplond D iedetnvia | | o0 I - [o483
B Suppons Domedond [ Acceierated Ugload 15T) mno,| Procuct I0; [DFT1
B CanDetach

rite OFLL imoda/i 0 ctac I Leave DFU mode I D I 7Vm im ]

Select Targets) 1
L) Ietmenl Flach 24 sectots
T RO BT FgioLiia
174 DOTP Memaey 2 sechons.
03 Dence Fastiee 1 sachons
Upload Action | Upgrade cc Vedly Action
Fie. Flex Rend du

VendaID: [D483 _Tatgets i fle |
choose | g || g . [0 ‘
\

- Transfored dats sice Versior: [000
0KB{0 Bytes) of 0 KB Bytes)

™ Verly sttes download
™ Optanioe Upgeade duration (Remove scom FFs)
Opesation duration

000000 @I Choose.. ]I@I upgate || vety | |

|

File correctly loaded,
I Qu |

o DfuSe Demo (v3.0.5) =1 =]
i~ Available DFU Devices
ISTM iz Bl [ads j Application kode: DFU Mode:

Yendor D Vendor D |D483
Supparts Upload [ Maritestation tolerant eneer endar

Supparts Download D Accelersted Upload [ST) | Procuct 10: Procuct 1D: |DF11
Can Detach

“ersion: Wersion |2200
Enter DFEL mode/HI0 detach | Leave DEU mods |

 Ations

Select T arget(s)

Targetld | Name Available Sectors [Double Click for more

Option Bytes 2 zectors,
OTP Memaory 2 zectors...
Device Feature 1 sectors...

rUpload Action—————— | [~ Upgrade or Verify Action
File: File: Result.dfu
endor D¢ [0483 Targets in file:

Choose... | Uplaad | Procuct D |0000
[ Transtered data size ersion: IUUUU

0 KE(0 Bytes] of 1949 KB[1398586 :
Butes] [~ Werily after download

I~ Dptimize Upgrade duiation [Hemove some FFs)

Operation duration
’7 00:00:04 Chaose.. | Upgrade I ety |

_ Target 00: Upgrading - Erase Phase [20%4)... |
Abort Quit |

8/14 Doc ID TNK0002 Rev 1

J




TNKO0002

.
3. Upgrade button A2
«#* DfuSe Demo (v3.0.5) o s
 Available DFU Devices
ISTM Device in OFU Mods j Application Nlmde' DFU Mode: ———
“endor ID: I Yendor ID: | 0483
Supparts Upload O Manifestation talerant SNt Eneer

Can Detach

Supparts Download O Accelerated Upload [ST) | Procuct ID: I Procuct ID: |DF11

“ersion I Wersion: | 2200
Enter DFW mode/HID detact | Leaye DFL made |

 Arfiong
Select Targetls) [ Targetid [ Mame Awailable Sectors (Double Click for more
|

01 Option Bytes 2 zectors
02 OTP Memony 2 sectors...
03 Device Feature 1 sectors...

rUpload Action—————— | [~ Upgrade or Werify Action

File: File: Rezult.dfu
‘endor ID: [0483 Targets it file:
Chooze.. Upload | Pracuct 10 0000

i~ Transferred data size

KE[1995535 Bytes)

155 KB[159726 Bytes) of 1949

“erzion: IDDDU

I~ “erify after download

Operation duration
’7 00:00: 44 Choose... | Uparade | “erify |

™ Optimize Upgrade duration [Remaove some FFs)

Target 00: Upgrading - Download Phase [8%4)... |

|
Ahort

Quit

ST

r~ &vailable DFL Devices

|5TM Device in DFU Mode

Can Detach
Ener DFU mode/HID datach |

Supports Upload O Manifestation tolerant
Supports Download O accelerated Upload [ST) | Frocuct 1D: I Procuct 1D: |DF11

= Application Mode: DFU Mode: ———
Vendor ID |I Vendor ID: [0483

ersion: I “ersion: IZZDU
Leave DFU mode |

I~ Actions
Select Target(sl: [ Target Id ‘ Mame | Available Sectors [Double Click for more:
uli] Internal Flazh 24 zectors..
o1 Option Bytes 2 sectors...
0z OTP Memory 2 sectors...
1K} Device Feature 1 sectore...
 Upload Action—— | [ Upgrade o Yerify Action
File: File: Result.dfu
endor (D¢ |0483 Targets in file:
Chooze... plaad | Procuct ID. (0000

i~ Transferred data size

KB[1996586 Bytes)

1949 KB(1936586 Bytes) of 1343

Wersion: 0000

™ Werify after download
™ Optimize Upgrads duration (Remove some FFs)

Operation duration
’7 00:02:23 Choosze... | Upgrade | Werify |

Aot |

Cluaik |
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4. Leave DFU Mode Button

Aol
1~ fvvailabe DFU D evices
I j Agpphcation Moda: DFU Muoda:

O Upkoad 1 Marastation oierant Nendor ID; Mendor 1D
O Supperts Dovwiosd O sccelarsed Uplosd [5T) | Procuet 10: Procuct 10!

O Can Detach Vesore [T || Vemon [T

Ervter DFLE modefH 1D et
[ Actions
Select Tagelsl [ Tauget i | Mame

T Awaitable Sectors [Dcuble Click for move)

Uplasd Achon Upgrade or Venly Acton
Fle: File: Fegul dfu
Verdor 10 Im.ag Taigats in e
Choose... l Upfond F I IF
~Transfemed data size- 7 ersion Iu:m
1349 KB(1 ¥36586 Bytes] of 1549
FE[1 996588 Bytes] I~ Weriy sites download
™ Dptiveze Upgiade durshion [Femove some FFs)
Dperation durshion 1
I 000001 Chaozs . | pryece | Vel |

Download F/IW Xt =291 (F2| Target Board A%: User F/W mode
BOOTO : 0, BOOTO: X)

EIMMo 2 Tool AMRO| CHSH XEM|BH Atste ZFaxfs 2. DfuSE User Manual &1
StAl7| HEEFLICH
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STM32 microcontroller system memory boot mode

STM32 system bootloader AFEHHO0| CHSF ZA{ I L|LCF.

Download URL :

http://www.st.com/st-web-i/static/active/en/resource/technical/document/application _note/C

D00167594.pdf

Lyj......

Application note

AN2606

STM32 microcontroller system memory boot mode

Introduction

The bootloader is stored in the internal boot ROM memory (system memory) of STM32
devices. It is programmed by ST during production. Its main task is to download the
application program to the internal Flash memory through one of the available serial
peripherals (USART, CAN, USB, I2C, SPI, etc.). A communication protocol is defined for
each serial interface, with a compatible command set and sequences. This document
applies to the products listed in Table 1. They are referred as STM32 throughout the

document.

Table 1. Applicable products

Type

Part number or product series

Microcontrollers

STM32L0 series

STM32L1 series.
c STM3ZL4T6xx, STM3ZL486xx
: STM32F03xxx, STM32F 0400, STMIZF05xxx

STM32L4 series
STM3ZF0 series

STM32F1 series.
STM32F2 series.
STM32F3 series:

STM32F4 series:

STM3ZFT series:

C STM320L031xx, STM32L041xx, STM32L051xx, STM32L052xx,
STM32L053xx, STM32L062xx, STM3I2L063xx, STM32L0Tx0xx,

STM32L08xxx

STM32F098xx

STM32F301xx, STM32F302xx, STM32F303xx
STM32F328xx, STM3I2F334xx, STM32F358xx
STM32F378xx, STM32F398xx

STM32F401xx, STM3I2F405xx, STM32F407xx

STM32F446xx, STM32F460xx, STM32F479xx
STM32FT4xxx, STM3ZFT5xxx

. STM32F0Txxx,

, STM32F318xx,

. STM32F410ux,
STM32F411xx, STM32F412xx, STM32F415xx, STM32F417xx,
STM32F427xx, STM3I2F429xx, STM32F437xx, STM32F 4390,

, STM32F373xx,
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Table 60. STM32F411xx configuration in system memory boot mode

Bootloader Featura/Peripheral State Comment
The system clock frequency iz 60 MHz
using the PLL.
The HSI clock source is used at startup
HSI enabled (interface detection phase) and when

USART or SP or 12C interfaces are
selected (once DFU bootloader is selected,
the clock source will be derived from the
external crystal).

The system clock frequency is 60 MHz.
RCC The HSE clock source is used only when
the DFU (USE FS Device) interfaces are
HSE enabled selected.

The external clock must provide a fre-
quency multiple of 1 MHz and ranging from
4 MHz to 26 MHz.

The Clock Security System (CS5) interrupt
iz enabled for the CAN and DFU bootload-
Common to all ers. Any failure (or removal) of the external
clock generates system reset.

bootloaders
RAM 12 Kbyte starting from address Ox20000000
B are used by the bootlcader firmware
30424 byte starfing from address
System memory - 0x1FFF0000, contain the bootloader firm-

wang

Table 60. STM32F411xx configuration in system memory boot mode (continued)

Bootloader Feature/Peripheral State Comment
USB Enabled USB OTG FS configured in Forced Device
mode
USE_DM pin PA11: USE DM line.
Input/Cutput PA12: USE DP line
USE_DP pin )

DFU bootloader - P Mo external Pull-up resistor is required
This timer is used to determing the value of
the HSE. Once the HSE frequency is

Tin11 Enabled determined, the system clock is configured
to 60 MHz using PLL and HSE.

The system clock is derived from the embedded internal high-speed RC for USARTx, 12Cx
and SPlx bootloaders. This internal clock is also used for CAN and DFU (USE FS Device)
but anly for the selection phase. An external clock multiple of 1 MHz (between 4 and

26 MHz) is required for CAN and DFU bootloader execution after the selection phase.

3.2 DfuSE User Manual

DfUSE Tool Of CHEH AFR o] TH3t 24 Lich.

Download URL : htp:/iwww.st.com/st-web-ui/static/active/en/resource/technical/document/user_manual/CD00155676.pdf
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User manual

Getting started with DfuSe USB device firmware upgrade
STMicroelectronics extension

3.1

Introduction

This document describes the demonstration user interface that was developed to illustrate
use of the STMicroelectronics device firmware upgrade library. A description of this library,
including its application programming interface, is contained in the “DfuSe application
programming interface” document and installed with the DfuSe software.

DfuSe demonstration

Firmware upgrades need to be able to be performed without any special training, even by
novice users. Hence, the user interface was designed to be as robust and simple to use as
possible (see Figure 9). The numbers in Figure 9 refer to the description in Table 1 listing
the available controls in the DfuSe Demonstration interface.

Figure 9. DfuSe demo dialog box
e ——
< DfuSe Demo ==
Avadable DFU and compatible HID Devices
i Dete DR ® Appication Mode(3) - DFU Mode: (2)
z Vendor ID: Vendor ID: | 0483
Supports Upload Manifestation tolerant
Supports Download Accelerated Upload (ST)  Procuct ID: Procuct 1D; | DF11
@ Can Petach . @ Versionc Version. 1000
Actions
Select Targels) | yaigetid | Name Available Sectors (Double Ciick for more) |
oo Internal Flash 128 sectors...
o Option Bytes 1 sectors... @
!
Upload Acticn Upgrade o Verify Action
File: Intemal flash.diu File: Intemnal flash.dfu
VendoriD: | 0483 | Targetsinfie: ()
@ == Uinlos |00 Internal Flash
: Procuct ID: | DF11
Transtesed data size Version: |1000
107 KB(110100 Bytes] of 256 ;
KB(262144 Bytes) [IWVerify after download
e [7] Optimize Upgrade duration (Remove some FFs)
& dusahon
@ mos @ e | @ | @B
@ LELCERURTEing - Download Phase [42%)... l
(6 Ao
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IMPORTANT NOTICE — Please Read Carefully

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements,
modifications, and improvements to ST products and/or to this document at any time without notice. Purchasers
should obtain the latest relevant information on ST products before placing orders. ST products are sold pursuant
to ST's terms and conditions of sale in place at the time of order acknowledgement.

Purchasers are solely responsible for the choice, selection and use of ST products and ST assumes no liability
for application assistance or the design of Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.

Resale of ST products with provisions different from the information set forth herein shall void any warranty
granted by ST for such product.

ST and the ST logo are trademarks of ST. All other products or service names are the property of their respective
owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of
this document.

© 2017 STMicroelectronics — All rights reserved
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