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STM32L0/L4 FIREWALL overview

Introduction

The FIREWALL is an additional protection system offered by microcontrollers of the STM32
LO and L4 series. It is used to protect some parts of code or data inside the Flash or the
SRAM memories from any attack intended to dump the code or to get visibility of the
associated sensitive data. Each illegal access to these protected areas is detected by the
FIREWALL which generates consequently a reset, kicking off any intrusion.

The FIREWALL can protect three distinct configurable areas, commonly called segments:
e Code segment located in the Flash or in the SRAM memories;

¢ Non-Volatile data segment located in the Flash memory;

e \Volatile data segment located in the SRAM memory.

Each of these segments may be accessed by the CPU when the FIREWALL is open
(allowed access types are depending on the segment in which the access is performed).

While the FIREWALL is closed, there is no possible access to these protected segments.
Each access triggers a reset.

A specific sequence called “call gate” needs to be executed to open the FIREWALL. It is the
single entry point to open the FIREWALL and unlock the accesses to the protected code
and data areas (protected code execution as well). Coming back from the call gate function
will close it.

The FIREWALL may be used to protect sensitive code coming from a third party and hit by
an OEM application software.

A high level of protection may be obtained combining FIREWALL properties and other
protection mechanisms like proprietary code readout protection or read protection (PCROP
or RDP).

Different application schemes can be considered depending on the targeted security
constraints, the software architecture and the associated working model during the
development phase.

For more details about the complete solution, please contact your local ST sales
representative.
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IMPORTANT NOTICE — PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and
improvements to ST products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on
ST products before placing orders. ST products are sold pursuant to ST’s terms and conditions of sale in place at the time of order
acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or
the design of Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.

Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. All other product or service names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.
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