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LPWAN cellular connectivity on STEVAL-STWINKT1B for cloud condition
monitoring-based applications

Introduction

Cellular low power wide area network (LPWAN) technologies are highly applicable in Industrial Internet of Things (lloT)
scenarios, especially those involving battery-powered sensor nodes that require wireless, low power and long-range
connectivity. Condition monitoring and predictive maintenance applications can take advantage of LPWAN protocols such as
NB-loT and LTE-M to deliver affordable cloud monitoring solutions for industrial equipment when wired connectivity is not viable.

Narrow band Internet of Things (NB-loT) is a standards-based, LPWAN technology that offers a wide range of services
associated with connected objects. It can significantly reduce power consumption in user devices and still provide the necessary
coverage for application control and data transmission services, including security and privacy support for user identity
confidentiality, entity authentication, confidentiality, data integrity, and mobile equipment identification.

Long-term evolution machine type communication (LTE-M) offers better performance and can therefore complement NB-loT
when high data transmission speeds and terminal mobility are required, while the superior radioelectric coverage, lower costs
and longer battery life offered by NB-loT should be preferred when these services are not necessary.

The STSW-STWINCELL software package lets you test and develop a smart industrial condition monitoring sensor node
connected to a cloud application based on Amazon Web Services (AWS) over innovative LPWAN cellular technologies such
as NB-loT and LTE-M. The firmware runs on the SensorTile Wireless Industrial Node (STEVAL-STWINKT1B) along with

the STMod+ cellular expansion board with BG96 modem from Quectel (included in the P-L496G-CELL02 Discovery pack or
available as STEVAL-STMODLTE).

Note: STEVAL-STMODLTE is available for US and Canada markets only.

Figure 1. ST Predictive Maintenance scenario using cellular networks
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This cellular connectivity allows the STSW-STWINCELL firmware to publish smart, prepocessed data from STEVAL-
STWINKT1B sensor nodes on the ST Predictive Maintenance Dashboard (DSH-PREDMNT) cloud application based on
Amazon Web Services (AWS), from which you can gather, monitor and analyze critical vibration, ultrasound and environmental
data on specific industrial equipment.
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For further information contact your local STMicroelectronics sales office.
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RELATED LINKS

Use Google Chrome to run the Predictive Maintenance Dashboard with your myST login credentials

AN5472 - Rev 2 page 2/49


https://dsh-predmnt.st.com/

‘,_l AN5472

Hardware and software requirements

1 Hardware and software requirements

Figure 2. STEVAL-STWINKT1B with STMod+ cellular add-on board

1.1 Hardware requirements

1. STEVAL-STWINKT1B STWIN SensorTile Wireless Industrial Node development kit
—  Core system board with industrial-grade sensors and ultra-low-power MCU
—  Li-Po battery 480 mAh
—  STLINK-V3MINI debugger with programming cable
—  Plastic box
2. Cellular STMod+ expansion board with Quectel BG96 worldwide cellular modem (LTE Cat M1/Cat NB1/
EGPRS module).

Note: The expansion board is available as STEVAL-STMODLTE or included in the P-L496G-CELL02 STM32
Discovery pack. The Discovery pack includes a Discovery MCU board that you can use to optimize the scanning
and connection times of the BG96 modem on the cellular expansion board.

3. Micro-SIM (3FF) with M2M/NB-IoT profile
4.  Windows PC

—— RELATED LINKS

7 Optimizing modem scanning and connection times on page 38

1.2 Software requirements
1. STSW-STWINCELL cellular to cloud connectivity software package.
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Software requirements

2. X-CUBE-CELLULAR cellular connectivity software expansion for STM32Cube.
Note: This software is optional and can be used to optimize the scanning and connection times of the BG96 modem
on the cellular expansion board.

3.  Quectel LTE&5G Windows USB Driver. This software is optional and offers an alternative way to optimize
the BG96 module scanning and connection times.

4. STM32CubeProg, an all-in-one multi-OS software tool for programming STM32 products, to erase and
program the flash memory of the microcontroller

5. IDE for STM32 to rebuild the projects
- IAR Embedded Workbench V8.32.3
—  Keil MDK-ARM V5.27.1
—  STM32CubelDE V1.2.0
6. Terminal emulator program (e.g. Tera Term)
7. DSH-PREDMNT Predictive Maintenance Dashboard AWS cloud application

RELATED LINKS

Use Google Chrome to run the Predictive Maintenance Dashboard with your myST login credentials

7 Optimizing modem scanning and connection times on page 38
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Firmware

2 Firmware

2.1 Architecture

The STSW-STWINCELL software package is a set of libraries and embedded software blocks available to enable
fast and easy development on the STM32 platform.

Figure 3. STSW-STWINCELL firmware architecture
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Folder structure

2.2 Folder structure

STSW-STWINCELL This software package is developed using the standard STM32Cube framework structure
shown below:

\STSW-STWINCELL
——_ htmresc
Documentation
Drivers
Middlewares
Projects
L—Utilities

_htmresc This folder contains the html resources.

Documentation This folder contains the documentation.

Drivers This folder contains the following main groups:

|—Drivers

| BSP
| ——cMs1s
| L STM32L4xx HAL Driver

BSP The board specific drivers for whole the HW components. The BSP files are grouped
in folders that include all the hardware device low level drivers as well as all specific
board medium level drivers.

—-ssp

Components
Modems
| L sTwIN

Components The Components folder includes a set of platform-independent device drivers and
their common files.

F———Components
| Common

| —hts221
I
I

iis3dwb
-——1ps22hh

Modems The Modems folder includes a set of platform-independent drivers to manage the
related AT commands.

I—Modems

| BG96_ STMOD+
| L_—AT modem bg96
| L—UG96 sTMOD+
| L_AT modem ug96

STWIN The STWIN folder includes a set of medium level drivers for each hardware
subsystem running on this board (e.g., audio, environmental, motion, etc.).
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Folder structure

F———Modems

| BG96 STMOD+
| L—AT modem bg96
| L—UG96 sTMOD+
| L—AT modem ug96

CMSIS Vendor-independent hardware abstraction layer for ARM Cortex-M series, including
DSP Libraries used for all projects.

STM32L4xx_HAL_Driver Microcontroller HAL libraries.
s

Middlewares This folder contains libraries oriented to provide, at high application level, specific APIs:

Middlewares

p—sT

| ——STM32 Cellular

| ——STM32 Connect Library
| STM32 MotionSP_Library
L Third Party

AWS

FreeRTOS

Jjsmn

——mbedTLS

parson

STM32_Cellular Provides a Cellular Framework that is the software stack that allow to drive cellular
modem from STM32 MCU.

STM32_Connect_Library Provides API to access network services on STM32 devices.

STM32_MotionSP_Librar Provides algorithms to analyze vibration in both time domain and frequency domain

y using data coming from accelerometer.

AWS Provides the AWS loT device SDK for embedded C that is a collection of C source
files which can be used in embedded applications to securely connect to the AWS loT
platform.

FreeRTOS Provides a real-time operating system kernel for embedded devices. It is distributed

under the MIT License.

jsmn Provides a minimalistic JSON parser in C.
mbedTLS Provides cryptographic and SSL/TLS capabilities.
parson Provides a lightweight json library written in C.
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Application behavior

Projects This folder contains the user level files of the application software:

Projects

Demonstrations
L—coc

L aws

Binary
——STSW-STWINCELL BG96 Vx.y.z.bin
L STSW-STWINCELL UG96 Vx.y.z.bin

——EWARM
Inc
—MDK-ARM
Src
STM32CubeIDE
——Utilities
CLD utils
Misc_Utils
Time
Binary The Binary folder contains the firmware images, referred to the modem to be used,

ready to download into the MCU flash memory.

Inc and Src Inc and Src folders contain the application files.
EWARM IDE folder for IAR Embedded Workbench development environment
MDK-ARM IDE folder for Keil MDK-ARM development environment
STM32CubelDE IDE folder for STM32CubelDE development environment
Misc_Utils Misc_Utils contains application utilities.
Utilities This folder contains the useful tool for running the demo (e.g. tera term).
2.3 Application behavior

The firmware process management is controlled by an RTOS. The application is managed by tasks, semaphores,
queues and messages.

Before the osKerneStart () OS scheduler is started, the only task created is MainThread (..), which initializes
the platform, followed by the network, security, and the sensors along with their corresponding tasks.

Just before MainThread (..) terminates, it creates the cloud_run (..) application task, which starts the
connection handshake with AWS cloud and initiates all the structures associated with data transmission. Once
the handshake is performed, the cloud connection is managed as an infinite loop. If an error occurs, the loop is
bypassed and the Error Handler () function runs.

Regarding the streaming times set on the dashboard, the environmental, inertial and acoustic data is prepared

by the publish scheduler callback(..) function thatis called every 1000 ms. In the scheduler function,

a queue identifying the current feature is set. This queue is retrieved by the OS for the application task (i.e.,

cloud run), so the data can be published on the cloud dashboard according to the dashboard streaming time.

The different types of data from the SensorTile Wireless Industrial Node are managed by the following functions:

. AUDIO OS Init ():for ultrasound analysis data, managed using threads, semaphores and messages
created in the function. DMA and interrupts are also used.

. ine init (): forinertial analysis data, managed using a thread and a semaphore created inside the
function. External interrupt lines are also used.
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IDE configuration selection

. The environmental data is called on demand by an ad hoc task and not at regular intervals.

The tasks for acoustic and inertial analysis are run sequentially.

The required features can be selected in the aws_iot config.h file. The user can choose any or all of the
following features by toggling the value of the following keywords:

«  USE_ENV_FEAT
«  USE_INE_TDM_FEAT
.« USE_INE_FDM_FEAT
«  USE_ACO_FEAT

RELATED LINKS

5 How to activate the ST Predictive Maintenance Dashboard on page 20

6 Demonstration application on page 25

24 IDE configuration selection

Each project comes with a separate configuration for each modem to be used.

Figure 4. 1AR configuration selection
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IDE configuration selection

Figure 5. Keil configuration selection
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Hardware setup

3 Hardware setup

3.1 Set up and power supply
Step 1. Connect the battery to the STEVAL-STWINKT1B.

Figure 7. STEVAL-STWINKT1B battery connection

Step 2.  Route the external unregulated supply pin of the battery charger to the power supply pin of the
STMod+ connector (short pins 2-3 of J3).

Figure 8. STEVAL-STWINKT1 STMod+ power supply selection
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Step 3. Mount the STEVAL-STWINKT1B with the battery in the plastic box.

Step 4. Insert the SIM card into the appropriate socket on the cellular expansion board.

Figure 9. SIM mounted on BG96 cellular add-on board

Step 5. Plug the cellular expansion board in the STMod+ connector.
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Set up and power supply

Step 6. Power on the kit.

- If powered via battery, press the PWR button on the STEVAL-STWINKT1B for more than 2
seconds.

Figure 10. STEVAL-STWINKT1B start in battery mode

—  If powered through USB, just connect a micro USB cable between the micro USB socket of the
STEVAL-STWINKT1B and a USB port with at least 1 A of current capability.
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Figure 11. STEVAL-STWINKT1B start in USB mode

Step 7.  Connect the STEVAL-STWINKT1B and the STLINK-V3MINI debugger with the 14-pin programming
cable plugged on J2.
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Status LEDs

Step 8. Connect the STLINK-V3MINI debugger to a USB port on your PC via a micro USB cable.

Figure 12. STEVAL-STWINKT1B connected to STLINK-V3MINI

Step 9. Turn off the board.

—  If the board is only powered by the Li-Po battery, hold down the PWR button for more than 3
seconds (SW feature).

—  If the board is only powered via USB, unplug the micro USB cable.

3.2 Status LEDs

The STEVAL-STWINKT1B has the following status LEDs.
. Red LED
—  STBCO02 Battery Charger status information.
. Green LED
—  Flashes slowly (once per second) after MQTT connection is established
—  Flashes quickly (every 200 ms) after an error has occurred.
. Orange LED
—  lights up at power on
—  flashes while data is publishing.
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Note on battery operation

Figure 13. STEVAL-STWINKT1B LEDs

-E.f.li‘ll".'l‘“'

ol « LN

BEELELTTS

I

3.3 Note on battery operation
TheSTEVAL-STMODLTE STMod+ cellular expansion board used in this demo is designed to be supplied by 5
V USB input voltage only. As the Quectel module requires a 3.3 V to 4.3 V working input voltage, the STMod+
cellular expansion board comes with a configurable LDO designed to provide 3.8 V by means of a voltage divider.
This does not create any issues when the same cellular expansion board is plugged into an STEVAL-
STWINKT1B powered via USB, but when the STEVAL-STWINKT1B is only powered by a lithium battery, the
input voltage provided to the STMod+ cellular expansion board is nominally 3.7 V, which is below the voltage the
LDO was designed to output.
In this case, the LDO is not able to correctly regulate the voltage at 3.8 V, but simply replicates the input voltage
to output with a low drop. The system still functions normally because the Quectel module minimum operating
voltage is 3.3 V, but any voltage ripple cannot be filtered.
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Firmware setup

4 Firmware setup

Before you begin, you must ensure the hardware is configured appropriately.

—— RELATED LINKS
3.1 Set up and power supply on page 11

4.1 How to upload the firmware to the microcontroller

Follow the procedure below to load the demonstration firmware onto STEVAL-STWINKT1B and the STMod+
cellular expansion board.

Step 1.  Download and unpack the STSW-STWINCELL firmware.
As long path lengths can cause issues, it is advisable to unpack it on or near your root directory.

Step 2. Run the STM32CubeProgrammer.
Step 3.  Click [Connect]

Figure 14. STM32CubeProgrammer start-up mask
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How to upload the firmware to the microcontroller

Step 4.  Click [Erasing & Programming]

Figure 15. STM32CubeProgrammer connected mask
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Step 5. Choose the appropriate (cellular module name) pre-built binary located in the STSW-
STWINCELL\Projects\Demonstrations\C2C\AWS\Binary\ folder.

Step 6.  Check the [Verify programming], [Run after programming] and [Download file] boxes
Step 7. Click [Start Programming.]

Figure 16. STM32CubeProgrammer Erasing & Programming mask
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Step 8.  Close all pop-up message windows
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How to upload the firmware to the microcontroller

Step 9.  Click [Disconnect]

Figure 17. STM32CubeProgrammer Erasing & Programming completed
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How to activate the ST Predictive Maintenance Dashboard

5 How to activate the ST Predictive Maintenance Dashboard

The STSW-STWINCELL software package publishes data from the STEVAL-STWINKT1B with cellular
connectivity on ST Predictive Maintenance Dashboard based on AWS loT (Amazon Web Services internet of
things) platform.

You can configure the firmware to publish any or all of the following data:
1. Vibration signal preprocessing in the time domain

2. Vibration signal preprocessing in the frequency domain

3.  Environmental values as humidity, pressure and temperature

4.  Sound preprocessing in the frequency domain.

Note: By default, all the features are enabled to be published.
Step 1. Open the following location with Google Chrome: https://dsh-predmnt.st.com/

Figure 18. myST login page

@ e x4 = b=
€ 5 G () @ mystoomcasyiogintiensce=nitpiimy st comjeas-MplogethHas me a0 /SR rosuenaSAMLE o S0 ping R Ecpant £y S Damamazan 2og i speeu-oeat-1 LAWDTpY o e
BE fops By Googe Indutione b mec

e axranted

ConiactUs  Engish v
, o searcn,

Wilooma back! Now user?

Enter your e-mall airess and password 1o logi your meST user. MFET trings you @ 521 of persanalzed feaunes

F ol sckdsns arlilpate to

Pasaumed

B Remember me an thes competer

Croale Account

Newsletter Sign Up Latest from 5T

E3 Siay up-do-date
ess
Failow uz
" ]
| { |in[o o] £

AN5472 - Rev 2 page 20/49


https://www.st.com/en/product/stsw-stwincell
https://www.st.com/en/product/steval-stwinkt1b
https://dsh-predmnt.st.com/

Step 2.

AN5472
How to activate the ST Predictive Maintenance Dashboard

created.

o -
G @y & donpumecom

B oeope Dy tooge imauttoee

Lys

s

mee

HOME  UASHHOSHD

Log in to the ST Predictive Maintenance Dashboard with your myST credentials

Once you log in, you can create new devices and manage any previous devices you have already

Figure 19. DSH-PREDMNT home page
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Click [Register a new device].

Figure 20. DSH-PREDMNT register page
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Step 4.  Click on [Add Device] and fill in the information on the pop-up window.

Figure 21. DSH-PREDMNT add device
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Step 5. Then click [Register]

A new pop-up window confirms the device creation and provides a link to download the files for
connecting the device with the cloud and the loT Endpoint.

Figure 22. DSH-PREDMNT configuration file download for new device
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Step 6.  Download the zip file and note of the IoT Endpoint.

Note: The file can no longer be downloaded.
Step 7.  click [CLOSE].

Step 8. Click on the gear icon for the corresponding device.
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Step 9.  Change the streaming time as shown in the figure below.
It also possible to set the thresholds to be monitored.

Figure 23. DSH-PREDMNT set streaming time
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Step 10. Add the new device to the dashboard by selecting the corresponding tab.

Figure 24. DSH-PREDMNT add device to the dashboard
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Step 11. The dashboard is now standing by for connection with the STEVAL-STWINKT1B sensor node.

Figure 25. DSH-PREDMNT dashboard waiting for first connection
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RELATED LINKS
The DSH-PREDMNT web folder has several resources, including a user manual and a quick Getting Started guide.
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6 Demonstration application

Before you use the demonstration application, you must set up the hardware and load the configured firmware
onto the microcontroller.

—— RELATED LINKS
3.1 Set up and power supply on page 11

4 Firmware setup on page 17

6.1 How to set up and use the demo application
Step 1. Start Tera Term (or other similar terminal emulator software)
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Step 2. Select the appropriate COM port and set the parameters as shown:

Figure 26. Tera Term Terminal setup
- [New line]
° [Receive]: AUTO
° [Transmit]: LF

Tera Term: Terminal setup

Terminal size Mew-line

x Receive: AUTO -
] Term size = win size Transmit: Cancel

Auto window resize

Terminal ID: | VT100 ~ [ Local echo
Answerback: l:l [J Auto switch [VT<->TEK)

Coding [receive] Coding [transmit)

0K

Py

Figure 27. Tera Term Serial setup

—  [Baud rate]: 115200

—  [Datal: 8 bit

- [Parity]: none

—  [Stop]: 1 bit

- [Flow control]: none

- [Transmit delay]: 10 ms each

*

Tera Term: Serial port setup and connection

Port: COMS ~ | K |
New setting

Speed: 115200 w

Data: ‘ Cancel ‘

Stop bits: 1 bit ~ ‘ Help ‘

Flow control:

Transmit delay

msecfchar msecfline

Device Friendly Name: STMicroelectronics STLink Virtual COM
Device Instance ID: USBWID_04832PID_374E&MI_D2\683679
Device Manufacturer: STMicroelectronics

Provider Name: STMicroelectronics

Driver Date: 6-8-2017

Driver Yersion: 2.1.0.0
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Step 3.

Step 4.

Step 5.

Step 6.

AN5472 - Rev 2

Press the reset button on the STEVAL-STWINKT1B.
The terminal console should show the following output:

LRSS S SR SRR R TR R R EEEEEEEEEEEEEEEEEEE SRR SRR SRS SRS RS

b STWIN - SensorTile Wireless Industrial Node
ESEr Ly STM32L4R9Z MCU
b Predictive Maintenance AWS Cloud Demonstration
* % % Dashboard URL is https://dsh-predmnt.st.com
BT STSW-STWINCELL V1.0.0 - 13-February-2020
o CMSIS Core (M) V5.1
*kk HAL Vv1.10.0 RCO
WS Compiled Feb 13 2020 18:39:08 (IAR)
khkhkhkhkhkkhkhkhhkhkhrkhkhkhkhkrhhhkhkhkhhhkhkhhhhhkhkhhhhkhkrhhkhkhkrhrhkhkrhkrkhkhkrkhkrhkrkhx
*** Board personalization ***
A cellular expansion board, MB1329B, provided with the BG96 module
have to be plugged into the STMOD+ connector.
MCU Unique device ID is 0x2033334B334E5013002B0012
- Network Interface initialized:
Your Cellular parameters need to be entered to proceed.
Select the SIM slot (0 - External, 1 - Internal):

Choose the SIM slot you are going to use
In this example, the external SIM slot is used

Insert the APN for the cellular network operator you are going to use, as well as the optional
credentials.

The cellular module will initialize and register the network

- Network Interface initialized:
Your Cellular parameters need to be entered to proceed.
Select the SIM slot (0 - External, 1 - Internal): O
You have selected the external SIM.
Enter Sim Operator Access Point Code (e.g. EM or ESEYEl etc): nbiot.tids.tim.it
You have entered <nbiot.tids.tim.it> as the Sim Operator Access Point Code.
Enter the username (it can be NULL) (max 16 char):
You have entered <> as the username.
Enter the password (it can be NULL) (max 16 char):
You have entered <> as the password.
- Network Interface starting:
*** C2C connection ***
Initializing the cellular module
- Network Interface connecting:
Trying to connect with the external SIM
Waiting for BG96 modem running
Signal not known or not detectable yet (be patient)
Signal Level: -77 dBm
C2C module registered
Registration done in 60025 msseconds
Retrieving the cellular operator: "I TIM"
Module initialized successfully: Quectel
ProductID: BGY96
FW version: BG96MARO2A09IM1IG
SIM Id (IccID): 89390100002229786797
- Network Interface started:
- Device Name : Quectel.
- Device ID : BGY96.
- Device Version : BG96MARO2A09MI1G.
- Network Interface connected:
- IP address : 10.18.44.41.
Enter server address: (example: xxx.iot.region.amazonaws.com)

Enter the loT Endpoint information.
This information is shown during device creation phase on ST Predictive Maintenance Dashboard.
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Step 7.  Enter the name of the device.

Enter server address: (example: xxx.iot.region.amazonaws.com)
a3lpjrdé6xd4vidba-ats.iot.eu-west-1.amazonaws.com

read: --->

a3lpjrdé6xdvidba-ats.iot.eu-west-1.amazonaws.com

P

Enter device name: (example: mythingl)

STWIN BG96

read: --->

STWIN BG96

P

Updating TLS security credentials.

Enter the x509 certificates or keys as per the following format:

YMPGn8u67GB9t+aEMr5P+1gmIgNblLTV+/Xj1i5wwOQuviwu7udJBVcAOLnOkcmnL
R7EUQIN9Z/SG9jGr8XmksrUuEVMEF/Bibyc+E11ixVAOhmnM30TDPb5Lc9un8rNsu

Enter your root CA:
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Step 8.  In Tera Term, select [File]>[Send file...] to load the certificates for the AWS IoT device.

This information is available in the zip file you download during the device creation phase on ST
Predictive Maintenance Dashboard.

Figure 28. Tera Term File menu

COMS - Tera Term VT
File Edit Setup Contrel Window

Mew connection... Alt+N
Duplicate session Alt+D
Cygwin connection Alt+G
Log...

Pause Logging

Comment to Log...

View Log

Show Log dialog...

Stop Logging ()

Send file...

Transfer H
S5H 5CP...

Change directory...

Replay Log...

TTY Record
TTY Replay

Print... Alt+P

Disconnect A+
Exit Alt+0
Bt Al

AN5472 - Rev 2 page 29/49



AN5472

How to set up and use the demo application

AN5472 - Rev 2

Step 9.

Load the root CA.

Enter your root CA:

MKKDQTCCAimgAwKBAgGKTBmyfz5m/jA054vB4ikPmljZbyjANBgkphkiGOwOBAQSFE
ADA5SMQswCQYDVQQOGEWWVUzEPMAOGALUEChMGOW1hem9uMRkwEFwYDVQQDExXxBBbWE 6
b24gUm9vbCBDQSAxXxMB4XDTEIMDUyYNJAWMDAWME 0XDTMAMDExNzAWMDAWMFOowOTEL
MAkKGA1UEBhMCVVMxDzANBgNVBAOTBkFtYXpvbjEZMBCcGALUEAXMQOQWlhemQuKFWv
b30gQOEgMTCCASKWDQYWKoZKhveNAQEBBQADggEPADCCAQOCGgEBALWAgHHKeNX
ca9HgFBOfW7Y14h29W1o91ghYP10hAEVrAKthtOgQ3pOspTONroBvo3bSMgHFEzZM
906KK8c+6zf1tRn4SWiw3te5bjgbYZ6k/oK2peVKVuRF4fn9tBb6bNpcmzUS5L/pw
KFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMiWbulHheb4mjUcAwhmahRWa 6
VOujw5H5SNz/0egwLX0tbHAL14gk957EWW67c4cX8JWGKLhD+rcbpsp08p8kDilL
93FcXmn/6pUCyziKrlA4b9v7LWKbxcceVOF34GEKD5yHKIY/QCB/KKDEgEwW+0yQm
JgSubWrKpg0CAWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAf8EBAMC
AYYwHQYDVROOBBYEFKQYzKUQ7LwM1WQuUCFmcx7KQTgoKMAOGCSpGSKb3DQEBCWUA
A4KBAQCY8jbaQZChGsV2USggNiMOruYou6r4 1K5KpDB/G/wkjUulyKGX9rbxenDK
US5PMCCJjmCXPK6T531iHTfKUWrU6abTrCC2pWeHZERxh1bK1Bjjt/msvOtabQlwUs
N+gDS63pYaACbvXy8MWy7Vu33PpUXHeeE6V/Up2V8viTO96LXFVKW1WbYK8U90vv
o/ufQWVtMVT8QtPHRh8jrbkPSHCa2XV4cbFyQzR1blbZwgWcWmApz yMZFo 6KQ6XU
S5MsK+yMRQ+hDKXWioalbXgjUkK642M4UwtBV80ob2xWNDb2ZhwLnoQbeXeGADbkpy
rpXRfboQnoZsG4p5WTP468SQvvG5h

MKKDQTCCAimgAwKBAgGKTBmyfz5m/jA054vB4ikPmljZbyjANBgkphkiGOwOBAQSFE
ADA5SMQswCQYDVQOGEWWVUzEPMAOGALUEChMGOW1hemSuMRkwEFwYDVQQODExXxBBbWE 6
024gUm9vbCBDQSAxXxMB4XDTE1IMDUyYNjAWMDAWME 0XDTMAMDExNzAWMDAWMFOowOTEL
MAkKGA1UEBhMCVVMxDzANBgNVBAOTBkFtYXpvbjEZMBCcGALUEAXMQOQWlhemQuKFWv
b30gQOEgMTCCASKWDQYWKoZKhveNAQEBBQADggEPADCCAQOCggEBALWAgHHKeNX
ca9HgFBOfW7Y14h29W1o91ghYP10hAEVrAKthtOgQ3pOspTONroBvo3bSMgHFEzZM
906KK8c+6zf1tRn4SWiw3te5bjgbYZ6k/oK2peVKVuRF4fn9tBb6bNpcmzUS5L/pw
KFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMiWbulHheb4mjUcAwhmahRWa 6
VOujw5H5SNz/0egwLX0tbHAL14gk957EWW67c4cX8JWGKLhD+rcbpsp08p8kDilL
93FcXmn/6pUCyziKrlA4b9v7LWKbxcceVOF34GEKD5yHKIY/QCB/KKDEgEwW+0yQm
JgSubWrKpg0CAWEAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAf8EBAMC
AYYwHQYDVROOBBYEFKQYzKUQ7LwM1WQuUCFmcx7KQTgoKMAOGCSpGSKb3DQEBCWUA
A4KBAQCY8jbaQZChGsV2USggNiMOruYoub6r4 1K5KpDB/G/wkjUulyKGX9rbxenDK
US5PMCCJjmCXPK6T531iHTfKUWrU6abTrCC2pWeHZERxh1bK1Bjjt/msvOtabQlwUs
N+gDS63pYaACbvXy8MWy7Vu33PpUXHeeE6V/Up2V8viTO96LXFVKW1IWbYK8U90vv
o/ufQWVtMVT8QtPHRh8jrbkPSHCa2XV4cbFyQzR1blbZwgWcWmApz yMZFo6KQ6XU
S5MsK+yMRQ+hDKXWioalbXgjUkK642M4UwtBV80ob2xWNDb2ZhwLnoQbeXeGADbkpy
rpXRfboQnoZsG4p5WTP468SQvvG5h

P
Enter your device certificate:
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Step 10. Load the device certificate

Enter your device certificate:

MKKDW CCAKKgAWKBAGKVAKPWpBtX6wz10Y4z0pX19T7aU50wMAOGCSpGSKb3DQEB
CwUAME 0xSzBWBgNVBASMOKFt YXpvbiBXZWKgU2Vybml j ZXMgTz1BbWE6b24uY29t
KE1luYy4gTDITZWFObGx1KENUPVbhc2hpbmb0b24gQz1VUzAeFw0yMDAxMDgxNTUS
NDZaFw00OTEyMzEyMzU5NT1aMB4xHDAaBgNVBAMME O FXUyBWb10gQ2VybGlmaWNh
bGUwggEiMAOGCSPpGSKb3DQEBAQUAAAKBDWAWGGEKAOKBAQCIMIMNC651mpVES8v0
NL4E1Bj3U/uyEbPPNoOWxKNpbilBwGWODPUAUxObCEGosngjSEbIHUNNWY rmmb8C
n+WDOXbfbITWpL1lmYEvwKwmvKuwU044LLtf/SDep6r9RAabRHFfcB2p/HpM1YXYSM
263pm31Ykwlg6bM+vMAOLN8OP4EWWL2mVOWSr/vVmorVYUSiR8cmCwy8316+KSrp
1D5Tm2 PWmACQXWvt+SFolPMG39KfQUmMo4 /mHZK8wulyDPS6Qj504FKyOROvPSOR
LO+pSuekXZ2Yo8vEF/TbfhiGxtsyVEA6GGnpyT5Y0jvubAcTh+EbmnSREc/cOfZW
6nTRAGMBAAG] YDBeMB8GA1UbKWQYMBaAFKGrT790Mr50PFEctviicGkaTTsSMBOG
A1UbDgQWBBSKe3XFT7KUT1z8ScmsgVRIKftz2YTAMBgNVHRMBAf8EAJAAMA4GA1UDb
DwEB/wQEAWKHgDANBgkphkiGI9wOBAQSFAAOCAQEAS/JWLhZrMpCyHG+1QWnrf7gK
1TRG6G+1DFfxzK6xCj+RFoNb9z617ncR7mFkpofKEY4XjVLpVDppEUmip/cBE7Cb
5crHSApEocO9vmpL/Sse/zRzkj5ui7C6Ycr609QLRAZRpb6/4MacefzTLwlXCgLYz
Z0K4zL2rrp6FUv6oWrX8h8b8+Zulm+V5KBGnN1P18gR1Z228f69htKoXne/mSr5NXY
XHIFOkPA/AUMDAmGZaUcsDRot0FOn5HMLTo2vE7tyciwTZxnYYPSiBi 6AF5rCAeB
jPagM+lmhmNKeFcoenlm/HUS51LkKwK6/WME24HPkK5avDpMo036U6NpY43YwCQ==

MKKDW CCAKKgAWKBAGKVAKPWpBtX6wz10Y4z0pX19T7aU50wMAOGCSpGSKb3DQEB
CwUAME 0xSzBWBgNVBASMOKFt YXpvbiBXZWKgU2Vybml j ZXMgTz1BbWE6b24uY29t
KE1luYy4gTDITZWFObGx1KENUPVbhc2hpbmb0b24gQz1VUzAeFw0yMDAxMDgxNTUS
NDZaFw00OTEyMzEyMzU5NT1aMB4xHDAaBgNVBAMME O FXUyBWb10gQ2VybGlmaWNh
bGUwggEiMAOGCSPpGSKb3DQEBAQUAAAKBDWAWGGEKAOKBAQCIMIMNC651mpVES8v0
NL4E1Bj3U/uyEbPPNoOWxKNpbilBwGWODPUAUxObCEGosngjSEbIHUNNWY rmmb8C
n+WDOXbfbITWpL1lmYEvwKwmvKuwU044LLtf/SDep6r9AabRHFfcB2p/HpM1YXYSM
263pm31Ykwlg6bM+vMAOLN8OP4EWWL2mVOWSr/vVmorVYUSiR8cmCwy8316+KSrp
1D5Tm2 PWmACQXWvt+SFolPMG39KfQUmMo4 /mHZK8wulyDPS6Qj504FKyOROvPSOR
LO+pSuekXZ2Yo8vEF/TbfhiGxtsyVEAG6GGnpyT5Y0jvubAcTh+EbmnSREc/cOfZW
6nTRAGMBAAG] YDBeMB8GA1UbKWQYMBaAFKGrT790Mr50PFEctviicGkaTTsSMBOG
A1UbDgQWBBSKe3XFT7KUT1z8ScmsgVRIKftz2YTAMBgNVHRMBAf8EAJAAMA4GA1UDb
DwEB/wQEAWKHgDANBgkphkiGI9wOBAQSFAAOCAQEAS/JWLhZrMpCyHG+1QWnrf7gK
1TRG6G+1DFfxzK6xCj+RFoNb9z617ncR7mFkpofKEY4XjVLpVDppEUmip/cBE7Cb
S5crHSApEocO9vmpL/Sse/zRzkj5ui7C6Ycr609QLRAZRpb6/4MacefzTLwlXCgLYz
Z0K4zL2rrp6FUv6oWrX8h8b8+Zulm+V5KBGnN1P18gR1Z228f69htKoXne/mSr5NXY
XHIFOkKPA/AUMDAmGZaUcsDRot0FOn5HMLTo2vE7tyciwTZxnYYPSiBi6AF5rCAeB
jPagM+lmhmNKeFcoenlm/HUS51LkKwK6/WME24HPkK5avDpMo036U6NpY43YwCQ==

P
Enter your device key:
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Step 11.

Load the device key.

Enter your device key:

MKKEowKBAAKCAQEAPTNTDQuUUbZPpVROfLIDS+BNQY91P7shGzzzaDicSDaW4pQcBl
jgz1ALsaGwhBpLWAKOhHfRIDZyWKS5pnfAp/1g9F233£fUyaS5ZmBL8CMWryLsFNOO
Cy7X/0g3pup/QGnURxX3Abpvx 6 TWHF2EJNUt 6%t SWWMWYONnTPrzADi z fDpuBCVi9
plbFkp/71ZpK1WFEokfHWgsMvN4uvikp6ZQ+UStjyZgHEFyb7fkhaNTzBt/SnOFW
JKOP5h2SvMLtcgz0ukK+bOBSstEfb6kvUS9PpkrnpF2bmKPL3xf0234YhsbbM1RA
Ohhp6sk+WNK77ugHE4fhHZpO0kRHP3Dn2Sep00QKDAQABAOKBAHOMWrpNQSnhRic8
OtxFR+P4tr3KcHTNDQgTCU6Dtac4 9oKXKHGLEpNUS5482DA3WPEKzXglz8+F4vKW
Do0O3c8KP8SWIM4ivPz7sfDErUMp/koG+t8vep/pXeRiDueWEK8bVBkC1xb301UaW
ov0jazHLKWGjxxuScb+gWnXDzQFkt HKVKyrXAP1VWE5¢c8VQrLQ6bS/rL3rcjHnfW
QbpplBGToPt7C7VIMhAchcONCwnemDWacQ94G5BFW4eyN9bONSSSpjPnLzWEVDLZ9
9kpiyQSWNxGXTy800£97Dr5Hhu71r8FK2p54nLUyoAESeNhRBBs2WBNHbOkozhAj
S5H+bWKECgYEA2QFjmiKslvosNwcCbKNmsbkWb97atzAjNObmKt /wpWcYt£1i15LN9
/ze0tyjGX5n602KcB8sVU7hpfgmR5Q0y6MEWeAnwwe0T354LDHCWQeLjitrnrXVa
Mémbg0Gh1BPpHsSKDTz/raXmH2yMyD/ygOrK3pt/Z3Y6012b+Fb+rew8CgYEAwWULS
ZHoOvM0b66£GjXobcuvN431i8kTi6K/SG2zQE1iMI3KSPFuwk5Ez1bElad 7bcuFuC
3017HmBz1lyx1NNNLFmmFKWTbiGQOVSeKghafExXM8 fyUOOaHEt+KgkDKKZ+inaoye
TMgH1tZ/Xs89YP2SyVz3SThN8oFDHYKpiHiKkh8CgYEAp+kRPrRuuCu/hpyf48yD
P92EKYB/L/vWYie/tTEUMKYbcsKAGpOQPKipf OLHrDWBWkGs2kKiYtWSUWWZ1t9
WugxEWTwe72MAR1 zAx8Ytahv1KNpfKgvMYZudW8p/UA1w7BS1kGpUCW/X2pul/xv
prs707YuB+bYwD50K3K0%zUCgYB/yC+BWBKvspD6/BARFZ5HINs zpieh5WsQFjYS
WmWPNNnkATYbWort8ol/YWOWsFSoQMBmTmbafQltcuYL5L64HE0GGMx0+0KG5)DC
0gUQHgXtrAOyaipNE4ScZ7X0w9Ip532ewGnv3Z/8t0B6DpOAFDe LKbWOXTTAPemvk
onuRpwKBgC906TGbgFpaB0Q0eZ ZVFmLbAMVW3Ws 7plDb/SbHrBzYp/teB5E3)3KH
xx5yL7NBuibHKvpmLKg2cZ1hAt8ZssOpXVGlb3gz3ZCHLWzjX18HOEPovuTvToLE
OWc/KF7s90y070zEuno51/cyoDZuXE8H2LtWpYjxVohSKnXNxviW

MKKEowKBAAKCAQEAPTNTDQuUUbZPpVROfLIDS+BNQY91P7shGzzzaDicSDaW4pQcBl
jgz1ALsaGwhBpLWAKOhHfRIDZYyWK5pnfAp/1g9F233£fUyaS5ZmBL8CMWryLsFNOO
Cy7X/0g3pup/QGnURxX3Abpvx 6 TWWNF2EjNUt 6%t OWWMWYONnTPrzAD1i z fDpuBCVi9
plbFkp/71ZpK1WFEokfHWgsMvN4uvikp6ZQ+UStjyZgHEFyb7fkhaNTzBt/SnOFW
JKOP5h2SvMLtcgz0ukK+bOBSstEfb6kvUS9PpkrnpF2bmKPL3xf0234YhsbbM1RA
Ohhp6sk+WNK77ugHE4fhHZpO0kRHP3Dn2Sep00QKDAQABAOKBAHOMWrpNQSnhRic8
OtxFR+P4tr3KcHTNDQgTCU6Dtac4 9oKXKHGLEpNUS5482DA3WPEKzXglz8+F4vKW
Do0O3c8KP8SWIM4ivPz7sfDErUMp/koG+t8vep/pXeRiDueWEK8bVBkC1xb301UaW
ov0jazHLKWGjxxuScb+gWnXDzQFkt HKVKyrXAP1VWE5¢c8VQrLQ6bS/rL3rcjHnfwW
QbpplBGToPt7C7VIMhAchcONCwnemDWacQ94G5BFW4eyN9bONSSSpjPnLzWEVDLZ9
9kpiyQSWNxGXTy800£97Dr5Hhu71r8FK2p54nLUyoAESeNhRBBs2WBNHbOkozhAj
SH+bWKECgYEA2QFjmiKslvosNwcCbKNmsbkWb97atzAjNObmKt /wpWcYt£115LN9
/ze0tyjGX5n602KcB8sVU7hpfgmR5Q0y6MEWeAnwwe0T354LDHCWQeLjitrnrXVa
Mémbg0Gh1BPpHsSKDTz/raXmH2yMyD/ygOrK3pt/Z3Y6012b+Fb+rew8CgYEAwWULS
ZHoOvM0b66£GjXobcuvN431i8kTi6K/SG2zQE1iMI3KSPFuwk5Ez1bElad 7bcuFuC
301i7HmBz1lyx1NNNLFmmFKWTbiGQOVSeKghafExXM8 fyUOOaHEt+KgkDKKZ+inaoye
TMgH1tZ/Xs89YP2SyVz3SThN8oFDHYKpiHiKkh8CgYEAp+kRPrRuuCu/hpyf48yD
P92EKyYB/L/vWYie/tTEUMKYbcsKAGPOQPKipf OLHrDWBWkGs2kKiYtWSUWWZ1t 9
WugxEWTwe72MAR1 zAx8Ytahv1KNpfKgvMYZudW8p/UA1w7BS1kGpUCW/X2pul/xv
prs707YuB+bYwD50K3K0%zUCgYB/yC+BWBKvspD6/BARFZ5HINs zpieh5WsQFjYS
WmWPNNnkATYbWort8ol/YWOWsFSoQMBmTmbafQltcuYL5L64HE0GGMx0+0KG5)DC
0gUQHgXtrAOyaipNE4ScZ7X0w9p532ewGnv3Z/8t0B6DpOAFDe LKbWOXTTAPemvk
onuRpwKBgC906TGbgFpaB0Q0eZ ZVFmLbAMVW3Ws 7plDb/SbHrBzYp/teB5E3)3KH
xx5yL7NBuibHKvpmLKg2cZ1hAt8ZssOpXVGlb3gz3ZCHLWzjX18HOEPovuTvToLE
OWc/KF7s90y070zEuno51/cyoDZuXE8H2LtWpYjxVohSKnXNxviW

<___
Setting the RTC from the network time.
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Step 12. As the AWS IoT section should already be configured, the sensors are automatically enabled and the
MQTT connection runs.

Setting the RTC from the network time.

Connecting to www.gandi.net at ipaddress: 151.101.193.103
20001410 => X:\STSW-

STWINCELL\Middlewares\Third Party\mbedTLS\library\ssl tls.c:4643:
x509 verify cert() returned -9984 (-0x2700)

Signal Level: -71 dBm

Configuring the RTC from Date: Tue, 18 Feb 2020 08:46:46 GMT
Initializing the Environmental Sensors

- Humidity sensor is ready.

- Pressure sensor is ready.

- Temperature sensor is ready.

Initializing the Inertial Sensor

- Accelero sensor is ready.

Initializing the Audio Sensor

- Audio sensor is ready.

Shadow Init

Shadow Connect

MQTT connection in progress: Attempt 1/3

Signal Level: -77 dBm

Signal Level: -71 dBm

Connected to a3lpjrdéx4vidba-ats.iot.eu-west-1.amazonaws.com:8883

Step 13. The shadow is automatically updated.

Update Shadow: {"state":{"reported":{"Device Type":"STWIN", "Features":
["Environmental","Inertial TDM", "Inertial FDM","Acoustic"],
"Firmware":"V1.0","Env_Time":50,"Ine Time TDM":50,"Ine Time FDM":50,"Aco Time":50}},
"clientToken":"STWIN BG96-0"}

Delta - EnvStreamingTime changed to 60

Delta - IneTdmStreamingTime changed to 10

Delta - IneFdmStreamingTime changed to 30

Delta - AcoStreamingTime changed to 10

Update Accepted!

Update Shadow: {"state":{"reported":{"Device Type":"STWIN", "Features":
["Environmental", "Inertial TDM", "Inertial FDM","Acoustic"],
"Firmware":"V1.0","Env_Time":60,"Ine Time TDM":10,"Ine Time FDM":30,"Aco Time":10}},

"clientToken":"STWIN BG96-5"}

Update Accepted!

AN5472 - Rev 2 page 33/49




AN5472

How to set up and use the demo application

AN5472 - Rev 2

Step 14. The data is now ready to begin uploading to the ST Predictive Maintenance Dashboard:
Sound analysis in the frequency domain

Published to topic pm/STWIN BG96/sense/acoustic:
{"Aco FFT":[-72.86,-72.4,-74.61,-75.94,-73.730000000000009,-72.53,-73.92,-76.33, -
79.17,-78.39,-76.7,-77.540000000000009,-81.15,-83.790000000000009,-83.069999999999991
,—-81.340000000000009,-80.680000000000009,-81.61,-83.659999999999991,-84.65, -
519999999999991,-79.94,-80.86,-84.02,-86.13,-84.57,-82.090000000000009,-81.87, -
81,-85.91,-85.98,-83.569999999999991,-83.180000000000009,-84.05,-86.38,-87.84, -
61,5 8451045 2= 8808161051, =818 85181 1= 816 1NN = 8 A8 A IS8 IARS 107 = 816110 = 8IBEI0I01A= 8IB IO A= BI/AN0IS A=

82.
83.
85.
86.
89.
92 -
89.
87.
89.
92 -
93
94.
97 o
92 -
98.
100.
102.
101.
101.
104.
102.

13,-86.
17,=91,
67,-90.
46,-87.
1i, =87 .
47,-92.
77 ;=91
18,=91,
58,=95.
41,-99.

75,=90,33,=91.59,=688.65, =86, 17, =67 .42,=0689
9 SOIRA 027 = 8IOIA A= 8 BIAY A= BIONHI/ S0 28 M8 IS0 28
6, =818 8I8 =802 25 A= 0 ORIS 4520281 0/9 =9 TR N6 =818 1
9Ny 8N OIBIAS9 0NN =G 28025320 010181, 3= 89651, A= 8F/8
98, =91,=91,685,=689.61,=688.11,=87.,93,=90.01,
618,35 0l0 816/ =8I8R 1081 A= 8I6 RGN 81619 4% 1= 8I9A5/L =0T

51,=91,94,=689.95,=87.98,=87.79,=
43,=09,87,=-688.81,=89.01,=90,93, =
©5,=087.76,=089,24,=91 . 44,=92 .27 ,=
1875 =8I88 622 91856 253 O ORI0AN A= 8/ 48—
=92:.55,=90,41,=87.91,=687.63,=

04, =87.6,=65,73,=0686.61,=89.85,=

4.8,=1819818167, = 81913 I=0 01010, = O 4R NA'8) A= ORI 3181 A= OlRa5 161, =1910F89197= 9 2084125 i = O 48125 A= 06 6 8=

©7,=92.064,=94,93,=96.25,=94.85,=93,58, =93
SISO A0 98I0 A= 0l6110 8= 08 5S04 N6 iSO/

©7,=95,46,=97.43,=97.06,=95.83,=
22,=99.18,=97.98,=96.46,=95.9, =

48, =98.4,=96,13,=95.75,=97.11,=98.62,=96.64,=92,09,=0.13,=89.05, =68 49, =
45 = SRS 681SBIORSIBT =8I 8IN6 5, = RN 083 Ol R 681 A=00RS I8 S8 AN = 816148 A= 0 ORI0N/A= 01O BIASOARBIS =
1851210161 4127 = 9 61T 4% A= 9B 4= 010710145 iR 0018916}, 351010 4100 19 28 =R 0,0 045 A= 0105 =R 0R R 2i8) A=

©1,=99,65,=100.08,=100.85,=101.66,=101 .35, =100, &1, =100.83, =101, 99, =
43000000000002,-102.41,-101.76,-101.36,-102.13,-103.5,-102.94,-101.59,-101, -
48,-103.48,-103.6,-102.09,-100.72,-101.05,-103.35,-105.01000000000002,-103.25, -
2,-101.22,-102.42,-105.01000000000002,-104.19,-101.6,-100.91,-101.66,-103.89, -
33,-102.36,-100.76,-100.72,-102.81999999999998,-104.12,-102.78,-101.54,-101.82, -
76000000000002,-103.64,-103.04,-101.3,-101.1,-102.17,-103.52,-103.68000000000002,

= OIS 6RN =R L0047 A= 0I0R I 8HY SHN0 2805, iR 08I 81 A= l012 4181 AR 0,0/ 43S0 SI30 50 RIS 5L H0I3T 95T =

103.
104.
105.
108.
106.
104.
107.
105.
108.
105.
109.
108.
108.
109.
110.
109.
110.
110.
110.
110.
109.
112,
111.
111.
110.
111.
110.
112.
111.
110.
111.

31,-104.
819, =104

13,-108.
36,-107.

"Aco FS":192000, "Aco SZE":1024}

Vibration analysis in the time domain

Published to topic pm/STWIN BG96/sense/inertial tdm:
{"RMS_Speed": [0.42,0.41,0.11], "Peak Acceleration":

©2,=101L,71,=101.22,=102 .47, =104, 63, =104 .89, =102 .8, =101 .8, =102, 3, =
43000000000002,-106.04,-104.31999999999998,-101.2,-100.65,-103.36,-106.12, -

69, = 1104510125 1 =T103811051, 211080161, =1101611819 =al0A 0 4% S=T 0B 4N TS0 48015 =i 04 44T A= L0l =
0699919991999 99I8IA=N0I6IMNAY, =048 2 28 =i N0 4852575 A= k06 S 0S8N0 /A5 5181 A= L 0R/A 8101 =i Ol6 RN, A= 0I5 A6 =
268} L0/ A4S 07/ 5 (681 SIS S (02 L0 e)s) 7 ili0)is) 5 B)(6 - =H0)(E 5 €351 Sl 07/ 5 e 2 S0l o (il Sal(0)is) s 4220 =
95,5 110161019, =TR05/835 2= {055 128 =R 01651 018131105 VAT A= 05 R/:319:919 19 91919190010 B A= ORI =
73999999999899¢ , =106 .21 ,=105,06, =105, 35, =107 - 2, =108, 71, =107 . 2399999999998, =
516/9/9191991919919 9981 AIl0S I8 =TN0N/ 6 25 101618 6, =058 A =l0/ 483 3N 05158 6], 5= 10181 SIS =
86,-102.42,-104.73999999999998,-107.81,-109.31,-107.76000000000002, -

S35) 7 SHLOAES S S a0 ENE 7 S0/ 5 a1 2 H0)(E 6 7/, Sal0)is) 5 538 2 = H0)5)
16,-107.1,-107.56,-108.44,-109.38,-108.81,-108,-107.7,-108.21,-108.84, -
7/319,9191991919.919 998l A=IN0I66 51, =i 0I6R 047 =R 101815 2:81 A= 018 RGN0 8 ST =R OB N A=
43000000000002,-108.98999999999998,-109.58,-109.19,-108.51000000000002,-108.38, -
12,-109.97,-109.48999999999998,-108.73,-108.16,-108.93000000000002, -
23999999999998,-110.27,-109.25,-108.23,-108.75,-110.18000000000002, -111.41, -
97,-108.77,-108.86,-109.95,-111.09,-110.77,-108.98,-108.51000000000002,-109.25, -
71,-110.97,-109.81,-108.61,-109.68000000000002,-110.78,-111.01000000000002, -

il =l 0)e) 5 837/ S0 S (66, =L 558 2 =nlal 0) o A8l 7 AL L) S ake) 2 nlio)ela (il 7 Al 00 4555 7 =nlal o) cal el s =l ko) o €355 =
65,-110.17,-109.76000000000002,-109.92,-110.71,-111.04,-110.19,-109.71,-109.9, -
73,-111.15,-110.76000000000002,-109.83,-109.39,-110.54,-111.37,-110.97,-110.05, -
16,=109, 7399999999999, =111 .39, =112.25, =111 .2, =109,.56,=109. 16, =110,56,=112 .56, =
-110.03,-109.25,-110.03,-112.13,-112.66,-110.7,-109.42,-109.76000000000002, -
37,-112.38,-111.23999999999998,-109.9,-109.53,-110.54,-111.51000000000002, -
51000000000002,-110.66,-109.81999999999998,-110.61,-111.05,-111.48,-111.16, -
5,-110.6,-110.76000000000002,-111.47,-111.02,-110.76000000000002,-110.89, -
09,=111,23,=111,35, =110, 88, =110,63, =111 .2, =111, 06, =111 ., 22, =111 .13, =110, 67, =

it =l atil Zenbalal catsieieleleieiciereleciers), Sl il (el  Sataliol (5, Salil ) 5 ilks) = Rlo) S /) - =il 225 436 7 =
38,=110,9,=110,03,=110. 7399999999999, =112 . 6,=112,56,=111 . 28, =110, 21 ,=110,25, =
98999999999998,-112.81,-111.66,-110.67,-110.31,-111.36,-112.37,-112.06,-111.28, -
Tp=111,16,=111,54, =111 ,81999999999998 , =111, 39, =110, 73, =111 . 22, =111 .29, =111 .53, =
6l = 11151506/ = RS SR A= 1R AU 8181 =N 016191991919 91919 8010 8T =N 0/8 1, = NR IR A 5,

36,=106,23, =108, 31999999999996 , =

[2.57,3.30,8.12]}
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Vibration analysis in the frequency domain

Published to topic pm/STWIN BG96/sense/inertial fdm:
{"Ine FFT": [[0.00,0.00,0.00,0.00],([25.96,0.00,0.00,0.01],[51.91,0.01,0.00,0.017,

[77.87,0.01,0.00,0.017,
103.83,0.01,0.01,0.01
181.70,0.01,0.01,0.01
207.66,0.01,0.01,0.01
285121581,/ 0L 015, (080520108
SR8, 0N 0, (08 0452010
389.36,0.01,0.01,0.01
470.5 315,108 045, 011018, 10/ 0/
493 18,101,015, 011015, 10/ - 0
S E) S (0] (UL A0S (A0S 10
597.01,0.01,0.01,0.01
622.97,0.01,0.01,0.01

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[700.84,0.01,0.01,0.01],
[726.80,0.01,0.01,0.01]
[804.67,0.01,0.01,0.01]
[830.63,0.01,0.01,0.01]
[908.50,0.01,0.01,0.01]
19314545/, 011015, 10 105,101 045
[1012.32,0.01,0.01,0.01]
[1038.28,0.01,0.01,0.01]
[1116.15,0.01,0.01,0.01]
[1142.11,0.01,0.01,0.01]
[1219.98,0.01,0.01,0.01]
[1:2:45 947,101,101, 051015,10/. 0]
[1323.81,0.01,0.01,0.01]
[1349.77,0.01,0.01,0.01]
[1427.64,0.01,0.01,0.01]
[1E4535197, 10110157, 05210107,10/. 0]
[1531.46,0.01,0.01,0.01]
[1557.42,0.01,0.01,0.01]
[1635.29,0.01,0.00,0.01]
[1661.25,0.01,0.01,0.01]
[1739.12,0.01,0.01,0.01]
[1765.08,0.01,0.01,0.01]
[1842.95,0.01,0.01,0.01]
[1868.91,0.01,0.01,0.01]
[1946.78,0.01,0.01,0.01]
[1972.73,0.01,0.01,0.01]
[2050.61,0.01,0.01,0.01]
[2076.56,0.01,0.01,0.01]
(215545437, 101, 047 05101510 0L,
[2180.39,0.01,0.01,0.01]
[2258.26,0.01,0.01,0.01]
[2284.22,0.01,0.01,0.01]
[2362.09,0.01,0.01,0.01]
[2388.05,0.01,0.01,0.01]
[2465.92,0.01,0.01,0.01]
[2491.88,0.01,0.01,0.01]
[2569.75,0.01,0.01,0.01]
[2595.70,0.01,0.01,0.01]
[2673.57,0.01,0.01,0.01]
[2699.53,0.01,0.01,0.01]
[2777.40,0.01,0.00,0.01]
[2803.36,0.01,0.00,0.01]
[2881.23,0.01,0.00,0.01]
[2907.19,0.01,0.00,0.01]
[2985.06,0.01,0.01,0.01]
[3011.02,0.01,0.00,0.01]
[3088.89,0.01,0.00,0.01]
[3114.84,0.01,0.00,0.01]
[3192.71,0.01,0.00,0.01]
[3218.67,0.01,0.00,0.01]
[[321961.514% 101,047 0101510/ 0]
[3322.50,0.01,0.01,0.01]

7 L2979, 0,

7 [[23315615, 01

» [337.44,0.

,[441.27,0.

7 [S45151801, 01

7 [6481593),/ 0

o (75275, 0.

2 [185615581,:0

[960.41,0.

224,01

507/7(0)

5 ) (0

272,01

5251, (0

23181108

225,101

204,05

5 (S0

2169/,101

58205

588, (0

S1187,101

007,208

813108

599,05

249,05

23125108

21L4,01

5 )7/ (0)

50 (0

598,05

246,05

(OIE0) (0RO

(OIE0) (0RO

01,0.01,0.01

01,0.01,0.01

01,0.01,0.01

01,0.01,0.01

01,0.01,0.01

01,0.01,0.01

01

1|7 (125805 57/ (05 (0l 7 (0)

IF [SI6S 40/ 0EI0A5A0R

I [41687552:31  0RI0A5A08

IF S 051 0RI0A5A0R

I [67:45.:8:81, 0L10A5 108

01,0.01,0.011,(778.71,0.01,0.

I [882554 0FI0A5A0K

1 [28161. 380/ 01105100, 0K

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

O 08

OIE(0)5

O 08

OISR S 58 747 0RO, A0 0, (0 OS] 5,

01,0.01,0.011,[1090.20,0.01,0.01,0.011],

(OIE0) (0RO

(OIE0) (0RO

(OIE0) (0RO

(OIE0) (0RO

(OIE0) (0RO

(OIE(0)S(0RLA0)5

(OIE(0)S(0RLA0)5

(OIE(0)S(0RLA0)5

(OIE(0)S(0RLA0)5

01,0.00,0.

(OIE(0)S(0RLA0)5

(OIE(0)S(0RLA0)5

01,0.00,0.

(OIE0) (0RO

(OIE(0)S(0RLA0)5

(OIE0) (0RO

(OIE0) (0RO

(OIE0) (0RO

01,0.00,0.

01,0.00,0.

(OIE0) (0RO

(OIE0) (0RO

01]1,[1194.02,0.

@il , (1297 ,85,0,

01],[1401.68,0.

OISR, [E510151 511,10

01]1,[1609.34,0.

011,[1713.16,0.

01],[1816.99,0.

01],[1920.82,0.

01],[2024.65,0.

01]1,([2128.48,0.

01]1,[2232.30,0.

01],[2336.13,0.

O ]F, [24:319.796,/01

O F, [2543 579,08

01],([2647.62,0.

01]1,[2751.45,0.

OI]F, [2:851515 2575, 10K

OI]F, [219519 1107, 0K

01],[3062.93,0.

01],[3166.76,0.

OISR, (3271055197108

O ]F, [3374 415,08

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

O 08

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

OIE(0)5

00,0.

OIE(0)5

OIE(0)5

00,0.

OIE(0)5

OIE(0)5

OIE(0)5

00,0.

OIE(0)5

00,0.

00,0.

OIE(0)5

OIE(0)5
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[3400.37,0.01,0.00,0.01]
[3426.33,0.01,0.00,0.01]
[3504.20,0.01,0.00,0.01]
[3530.16,0.01,0.00,0.01]
[3608.03,0.01,0.01,0.01]
[3633.98,0.01,0.01,0.01]
[3711.86,0.01,0.00,0.01]
[3737.81,0.01,0.00,0.01]
[3815.68,0.01,0.00,0.01]
[3841.64,0.01,0.00,0.01]
[3919.51,0.01,0.00,0.01]
[[31945 457,101,101, 0:21010,10/. 011]
[41012:3 231471011017 01210107,10/. 0]
[4049.30,0.01,0.00,0.01]
[4127.17,0.01,0.00,0.011,
455533101 07 011015, A0 O, S [4957:9 1087101 04,1 051010710 081, S [F4 2015810147 1051 045, 0110.07, 10 O],
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]

’

o [[3452552:9, 1011015 A0 0 (08 048], A 13145811247 0110115, A0 0, (0 0],

’

7 13551615 2010510810107 10 045 A [F31518 28105/, 011011510 0107, 10 05,

’

7 [[3165191594 R0 0 A0F A0 (0 048] 81316 8 51 10[0), 0110115, A0 0, 10 0],

’

o [[SH6310 010 A0R 010710 0455 RIS 819 /31, 0110115, A0 007,10 0],

7

7 [[3181617526/0/,2 0110151071010/ 10 048]/ A [I 18193551,/ 0110115, 10 007,10 0],

’

o (S AECES A0 S (AL A0 S OIE A0 (0 A I Sitel 0 S0l A0S O A0 (0l T |

’

7 (4057510 25],1 0101510710107, 10 025 S FATE0A. 280, 10110115, 101 0107, 101 05T,

4231.00,0.01,0.00,0.01
42561195, 0 1011, (010077010
4334282, 10 10,0500/, 05101
4360.78,0.01,0.01,0.01
4438.65,0.01,0.00,0.01
4464.61,0.01,0.01,0.01
4542048, 0 01,0500/, 0101
45681-44%, 10 101, (08 04150110k
4646.31,0.01,0.01,0.01
4672.27,0.01,0.01,0.01
459750151545, 10 A0, (08 045, 010/
4776.09,0.01,0.01,0.01
4853.96,0.01,0.00,0.01
4879.92,0.01,0.00,0.01
495725791,/ 0 101 (08 0450110

’

7 [[42: 825901, 010151080 (0 048] S [F4 S 018118/, 0110115, A0 0, 10 0],

’

7 143816174, 010151080 (0 048], S [F4 4528 (01, 0110115, 101 0107, 101 05T,

’

7 4490150101015 A08 1010710 045 A [f4 51561 152), 011011510 010/, 10 05,

’

7 [[4594523191011015 10805 (0 048] 8 [f416 2,05 1351, 0110115, A0 015, 10 05,

’

7 [46981.22), 101015, 10710107, 10 025, A [1457 2411181, 0110115, 10 0, 10 0],

’

,[4802.05,0.01,0.00,0.01],([4828.01,0.01,0.01,0.01],

490511881,/ 0 10, (0045 0108 A [0 3188 45101 0/, 101045, 005,

- Environmental humidity, pressure and temperature values

Published to topic pm/STWIN BG96/sense/environmental:
{"Humidity": 34.37, "Pressure": 1028.54, "Temperature": 30.28}

Step 15. Confirm that the data has been uploaded onto the ST Predictive Maintenance Dashboard.
When all the features are enabled, the dashboard should display the following information:
- Environmental parameters

° Pressure: Using LPS22HH, high-performance MEMS nano pressure sensor, into the range
260+1260 hPa.

° Humidity and Temperature: Using HTS221, capacitive digital sensor for relative humidity,
into the range 0+100 % rH, and temperature, into the range -40+120 °C.

—  Vibration preprocessed data

° Peaks on time and frequency domain and FFT: Using IIS3DWB, 6 kHz bandwidth, low-
noise, 3-axis digital vibration sensor with user-selectable full-scale (2, +4. +8 and +16 g)
and 3kB FIFO.

- Ultrasound preprocessed data

° FFT: Using MP23ABS1, 80 kHz bandwidth, high-performance MEMS audio sensor with an
acoustic overload point of 130 dBSPL.
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SIMs used in testing

Figure 29. DSH-PREDMNT data for sensor node subject to 1 kHz vibration and 5.5 kHz acoustic waves

= ‘1’ HOME  DASHBOARD  ASSETS CONDITIONMONITORING  SENSOR MAP & oaNiLo

& prassue rean [ E— ) Enabled by USE_ENV_FEAT
1017.32 . )26-0.18-0.16
s N o ACE Peak (mVs')

19.85 92.15
@  Freguax Amp (Hzinvs?)

Enabled by USE_INE_TDM_FEAT

28.67 7
52.05/0.19 Enabled by USE_INE_FDM_FEAT

989(0.43

y Enabled by USE_ACO_FEAT

— 1 kHz by shaker

™ 5 5kHz by speaker

Remark: During test, shaker and speaker
are not the only vibration sources.

RELATED LINKS

5 How to activate the ST Predictive Maintenance Dashboard on page 20

7 Optimizing modem scanning and connection times on page 38

6.2 SIMs used in testing
The APN information that you load through the terminal window during the application setup relates to the cellular
network operator and the protocol used by the SIM.

The application was successfully tested using the following mobile network operators (MNO)/mobile virtual
network operators (MVNO) and SIMs:

. Protocol: LTE Cat M1:

—  Provider (France): Orange (MNO), Truphone (MVNO)
. Protocol: LTE Cat NB1

—  Provider (ltaly): TIM (MNO)

—  Provider (France): SFR (MNO)

6.3 Parameters stored in flash

The cellular network configuration and AWS loT certificates entered via the terminal console are written into
separate flash memory locations on the STEVAL-STWINKT1B sensor node STM32 microcontroller. This ensures
that the information is not lost when the firmware is updated and the node retains its portability with no further
connection with a PC required, unless you need to update the parameters when, for example, you want to change
the SIM.

Note: During firmware updates, you will be prompted in the terminal window to confirm the stored parameters by
pressing the user button on the sensor node within a certain period.
The position of the certificate data in the flash is defined in the iot flash config.c code with keywords
like ICFEDIT region FIXED LOC start forlARand UNINIT FIXED LOC for Keil and GNU compilers.
These keywords are defined in ILINK configuration files (ifc) for IAR, scatter files (sct) for Keil, or load files (Id) for
GNU compilers.
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7 Optimizing modem scanning and connection times

As the BG96 modem can scan all possible bands available to the modem, it may be useful to restrict modem
scanning to bands that are compatible with the device location and radio environment.

When no M1 or NB1 network is available, the 2G fallback connection can take several minutes. In this case, it is
worth restricting the possible protocols (2G only, or M1 and 2G) as well as the bands the modem should scan by
programming the BG96 flash with the correct sequence of AT commands.

The above can be achieved using X-CUBE-CELLULAR, which consists of a set of libraries and application
examples for STM32L4 Series MCUs acting as hosts for cellular connectivity applications.

An alternative method is to send the AT command directly to the modem through its USB AT port. This method
requires the Quectel LTE&5G Windows USB driver, which can be downloaded from the Quectel website.

71 Program the BG96 modem using X-CUBE-CELLULAR software
Step 1. Download and unzip the X-CUBE-CELLULAR package to a suitable folder on your PC.

This example uses V5.0.0.

Step 2. Plug the BG96 cellular expansion board into the STMod+ connector on the P-L496G-CELL02
Discovery board with microcontroller.

Step 3.  Connect the Discovery board to your PC via micro USB cable.

Figure 30. P-L496G-CELLO02 kit connected to PC
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Program the BG96 modem using X-CUBE-CELLULAR software

Step 4. Run Tera Term, select the appropriate COM port, and set the parameters shown below:
Terminal
- [New line]
° [Receive]: CR
° [Transmit]: CR
— [Local Echo] selected
Serial
—  [Baud rate]: 115200
—  [Datal: 8 bit
- [Parity]: none
- [Stop]: 1 bit
- [Flow control]: none
- [Transmit delay]: 10 ms each

Step 5.  Drag the following pre-built binary file onto the drive representing the P-L496G-CELL02 device:

STM32CubeExpansion_CELLULAR_V5.0.0\Projects\STM32L496G_Discovery\Demonstrations\Cellula
r\Binaries\ 1496_bg96_socket_v500.bin

Figure 31. Load firmware onto P-L496G-CELL02

Home Share View

<« <« 5TM32CubeExpansion_CELLULAR_V5.0.0 » Projects » STM32L496G_Discovery * Demonstrations » Cellular » Binaries

1496_bg%6_lwip_v300.bin 1496_bg96_socket_w500.bin 1496_gm01g_lwip_v300.bin
BIN File BIM File BIM File
306 KB 258 KB 200 KB
1486_gm{1q_socket_v300.bin 1496_ug96_lwip_v300.bin 1496_ug96_socket_v300.bin
BIN File BIM File BIM File
238 KB 287 KB 239KB
ReadMe.tt
Motepad++ Document
276 bytes

DIS_L496ZG (E:)

|

g 1,00 MB free of 1,02 MB

Step 6.  Observe the terminal console while the X-CUBE-CELLULAR firmware running.

BG96 UART config: BaudRate=115200 / HW flow ctrl=1l

X-CUBE-CELLULAR
Version: V5.0.0

Select the application to run:

1: Setup configuration Menu

2: Modem power on (without application)

3: FAQ display

Or type any key to start

2-——== > State : CST MODEM INIT STATE <-----

KRk xkkxkkxk CST power on only modem mngt ***xxxkxx
SysCtrl BGY96:Waiting 5500 millisec for modem running...
SysCtrl BG96:...done

Step 7. Select choice [2] from the menu to be send the commands to setup the modem.
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Program BG96 sending AT commands

Step 8.  Observe the cellular technology (LTE Cat M, NB-loT, GSM) and the bands used from the trace at boot
time, illustrated in the example below:

The scan ranking below begins with the B13 band in M1, followed by all the GSM bands, and ends with
B4 band in NB1.

BG96:>>>>> BG96 mode and bands configuration <<<<<
BG96:LTE Cat.Ml band active (scan rank = 1)
BG96:Cat.M1 BANDS config = 0x01000

BG96:CatMl_B13

BG96:GSM band active (scan rank = 2)

BG96:GSM BANDS config = 0xf

BG96:GSM 900

BG96:GSM 1800

BG96:GSM 850

BG96:GSM 1900

BG96:LTE Cat.NBl band active (scan rank = 3)
BG96:Cat.NB1 BANDS config = 0x08

BG96:CatNBl_ B4

BEY68>Z3>® 60000000000000000000000000000000 <<

Step 9. Hit [Enter] on your keyboard and type the following commands after the prompt:

modem config iotopmode NB1
modem config nwscanmode AUTO
modem config gsmband any

modem config mlband any

modem config nblband any

modem config scanseq NB1 M1 GSM
modem config send

Step 10. Disconnect the P-L496G-CELLO2 Discovery board and detach the cellular expansion board with BG96
modem.

Step 11. Connect the cellular expansion board onto the STEVAL-STWINKT1B sensor node and run the STSW-
STWINCELL demo software.

RELATED LINKS
The X-CUBE-CELLULAR web folder has several resources, including a user manual.

visit the Quectel website for more information on the BG96 module

7.2 Program BG96 sending AT commands

Before you begin, you must request the Quectel LTE and 5G USB driver for Windows in the customer service and
support area at the Quectel website.

Step 1. Downloaded and install the driver on a suitable Windows PC

Step 2.  Connect the BG96 cellular expansion board to the STEVAL-STWINKT1B node powered via USB or
battery

Step 3. Establish a programming connection between your PC and the sensor node via the STLINK-V3MINI
debugger
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Step 4.  Connect another USB cable from your PC to the micro USB socket on the BG96 cellular expansion
board

Figure 32. STEVAL-STWINKT1B with BG96 cellular expansion board connected to PC
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Run the demonstration application until you are prompted for the loT Endpoint

Prepare Quectel BG96 to expose USB AT Port

View Help
B0 &

ent (Local A [Actions

& Computer Man
v Device Manager -
More Actians »

Start a new instance of Tera Term, select the appropriate COM port and set the parameters shown
below:

Terminal
- [New line]
° [Receive]: AUTO
° [Transmit]: CR
- [Local Echo] selected

Serial

- [Port]: Quectel USB AT Port assigned by OS (see Figure 33)
- [Baud rate]: 115200

- [Data]: 8 bit

- [Parity]: none

- [Stop]: 1 bit

- [Flow control]: none

- [Transmit delay]: 10 ms each



‘7 AN5472

Program BG96 sending AT commands

Step 7. Use the following Network Searching AT commands to configure the modem to scan for NB-IoT only.

You can modify the code to limit scanning to other networks and bands according the document "BG96
Network Searching Scheme Introduction”.

at

OK
AT+QCFG="nwscanseq",030201,1

OK
AT+QCFG="nwscanmode", 3, 1

OK
AT+QCFG="iotopmode", 1,1

OK
AT+QCFG="band", 0000000F, 400A0E189F, AOE189F, 1

OK AT+QCFG="nwscanseq" +QCFG: "nwscanseq", 030201

OK
AT+QCFG="nwscanmode" +QCFG: "nwscanmode", 3

OK
AT+QCFG="iotopmode" +QCFG: "iotopmode",1

OK
AT+QCFG="band" +QCFG: "band",0xf,0x400a0el189f,0xal0el89f

OK
AT+QNWINEFO

+QONWINFO: "CAT-NB1","22201","LTE BAND 20", 6253

OK

RELATED LINKS

visit the Quectel website to request the document: "BG96 Network Searching Scheme Introduction”
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8 Acronyms and abbreviations

Table 1. List of acronyms

API
APN
AWS
BSP
CA
CMSIS
DSH-PREDMNT
EDGE
EGPRS
eMTC
HAL
HSPA
IDE

loT
JSON
LPWAN
LTE
LTE-M
LTE Cat M1
LTE Cat NB1
MNO
MVNO
MQTT
NB-loT
PEM
PRB
RAT
RSA
RTOS
SDK
SIM
TLS
UMTS
3FF
3GPP
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Application Programming Interface

Access Point Name

Amazon Web Services

Board Support Package

Certificate Authority

Cortex Microcontroller Software Interface Standard
ST Predictive Maintenance Dashboard

Enhanced Data rates for GSM Evolution also known as EGPRS
Enhanced General Packet Radio Service
Enhanced Machine Type Communication
Hardware abstraction layer

High Speed Packet Access

Integrated Development Environment

Internet of Things

JavaScript Object Notation

Low Power Wide Area Network

Long-Term Evolution

Or LTE-MTC (LTE-Machine Type Communication), which includes eMTC
eMTC category M1

NB-loT category NB1

Mobile Network Operator

Mobile Virtual Network Operator

MQ Telemetry Transport or Message Queue Telemetry Transport
Narrowband Internet of Things

Privacy Enhanced Mail

Physcial Resource Blocks

Radio access technology

Rivest-Shamir—Adleman

Real-time operating system

Software Development Kit

Subscriber Identity Module

Transport Layer Security

Universal Mobile Telecommunications System

3rd Form Factor

3rd Generation Partnership Project
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Table 2. Document revision history

I

23-Mar-2020 1 Initial release.
16-Mar-2021 2 Added STEVAL-STMODLTE compatibility information.
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IMPORTANT NOTICE - PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, please refer to www.st.com/trademarks. All other product or service
names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2021 STMicroelectronics — All rights reserved
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