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Application note

Extending the user memory of ST25TN512 and ST25TNO1K devices

Introduction

ST25TN512 and ST25TNO1K (hereinafter referred to as ST25TN) devices are NFC Forum Type 2 tag IC with TruST25 digital
signature, augmented NDEF, and privacy features.

ST25TNO01K embeds 160 bytes (1280 bits) of EEPROM dedicated to user content. It is configured at manufacturing to present
160 bytes available for NDEF message to NFC Forum compatible devices.

Some parts of the EEPROM memory, usually used for feature configuration, may be used as user memory if the corresponding
feature is not used. Accordingly, with an adequate initialization of the memory, ST25TN0O1K may expose up to 198 bytes
available for NDEF message to NFC Forum compatible devices.

This document explains how to extend the memory of ST25TN available for NFC Forum NDEF message.
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For further information contact your local STMicroelectronics sales office.
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T2T memory layout

1 T2T memory layout

1.1 Memory layout definition
NFC Forum T2T specification describes various memory elements to define a versatile memory layout scheme.
Those of interest for this application note are summarized below:
. T2T_AREA always starts at block 4.
. Byte 2 (CC_2) of the Capability Container (CC) defines the size of T2T_AREA.

. If DynLock_Area is not positioned just after T2T_AREA, there must be a “Lock Control TLV” at the beginning
of T2T_AREA to define the position of DynLock_Area.

. A range of memory within T2T_AREA can be excluded from the memory available for TLVs (including NDEF
TLVs). The position and size of this reserved area (Rsvd_Area) is defined by a “Memory Control TLV” at the
beginning of TLVs_Area.

. TLVs_Area is the memory within T2T_AREA with the exclusion of DynLock_Area and Rsvd_Area.
TLVs_Area may be split in several chunks, but should be considered as one area, with possibly a TLV
starting in one chunk and ending in another one.

. NDEF message is written in a “NDEF message TLV” which takes place inside TLVs_Area

Thanks to these elements, the next sections show three possible ST25TN memory layouts:
1. The default layout (See Section 2 )

2. The extended-1 layout (See Section 3 )

3. The extended-2 layout (See Section 4 )

1.2 Changing memory layout

To change the memory layout of ST25TN, the CC_2, the Lock control TLV and the Memory Control TLV must be
written. Lock control TLV and Memory Control TLV are written in the user memory.

To prevent a change of the memory layout, CC_2 and user memory blocks may be locked in read-only as
described in DS13433.

Warning:
According to T2T specification, CC bits are one-time-programmable (OTP). Consequently, the
value of CC_2 defining the size of T2T_AREA can only be increased by a power of two, and never
decreased.
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Default layout

2 Default layout

The default layout showed in Figure 1 is the factory memory layout.

Figure 1. Default memory layout

Block

CC
03 defines
04

TLVs_ Area T2T_AREA

43
44 DynLock_Area

45

Out of scope for
NFC Forum

63

In details:

. CC_2=20=0x14

. TLVs_Area is equal to T2T_AREA. There is no “Memory Control TLV”.

. DynLock_Area is right after T2T_AREA, the “Lock Control TLV” is not required.

As a result, 160 bytes are available for a NDEF message TLV.
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Extended-1 layout

3 Extended-1 layout

The layout shown in Figure 2 spreads over TruST25 signature configuration fields while preserving Augmented
NDEF configuration fields.

In this configuration, the TLVs_Area size is 192 bytes, in which there must be a “Lock Control TLV” to define
the position of DynLock_Area, and a “Memory Control TLV” to define a Reserved Area. This leaves 182 bytes
available to store a NDEF message TLV.

Figure 2. Extended-1 memory layout
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Extended-1 layout

Table 1. Configuration elements for Extended-1 layout

Bit-field | Byte
Bit-fields
12 CC_0 - - Magic Number - OxE1
13 CC_1 - Version - 0x10
cct
14 CC_2 - - Size: T2T_Area_Size = Size x 8 - 0x1C
15 CC_3 - - Access Conditions - 0x00
16 Type - - Indicates the Lock Control TLV - 0x01
17 Length - - Length of the Lock Control TLV - 0x03
NbrMajorOffsets[4] DLA_FirstByteAddr = 11
18 Position (NbrMajorOffsets x 2MOS_DLA) + 0xBO
NbrMinorOffsets[4] = NbrMinorOffsets 0
Lock Control DLA_ Number of bits inside the
19 NbrLockBi DynLock_A - | 0x16
Value rLockBits ynLock_Area
BytesLockedPerlLockBit =
BLPLB_Index[4] oBLPLB_Index 3
20 Control 0x34
MOS_DLA is related to the Major
MOS_DLA[4] Offset Size for the DynLock_Area 4
21 Type - - Indicates the Memory Control TLV - 0x02
22 Length - - Length of the Memory Control TLV - 0x03
NbrMajorOffsets[4] i = i 1"
23 Position RAmlggsgyteAddr . (NbrMajorOffsets 0xB4
NbrMinorOffsets[4] * 2"~ -— ) + NbrMinorOffsets 4
Memory
Control
24 RSVd—. Area_ - Number of bytes of the Rsvd_Area 0x1C
Value Size
RFU - 0
25 Control ; ; 0x04
MOS_RA[4] MOS_RA is related to the Major Offset 4

Size for the Rsvd_Area

1. According to T2T specification, CC bits are one-time-programmable (OTP). Consequently, the value of CC_2 defining the
size of T2T_AREA can only be increased by a power of two, and never decreased.
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Extended-2 layout

4 Extended-2 layout

The layout shown in Figure 3 spreads over TruST25 signature configuration fields and Augmented NDEF
configuration fields.

In this configuration, the TLVs_Area size is 208 bytes, in which there must be a “Lock Control TLV” to define
the position of DynLock_Area, and a “Memory Control TLV” to define a Reserved Area. This leaves 198 bytes
available to store a NDEF message TLV.

Figure 3. Extended-2 memory layout

Block
03 cC
04 |[ Lock Control TLV [ )
M trol TLV
emory Contro defines
TLVs_ Area
43
44 DynLock_Area
45 \] > T2T_AREA
Rsvd_Area
51
52
TLVs_Area
63

AN5677 - Rev 2 page 6/12



‘,_l AN5677

Extended-2 layout

Table 2. Configuration elements for Extended-2 layout

Bit-field | Byte
Sub-field Bit-fields

12 CC_0 - Magic Number - OxE1
13 CC_1 - - Version - 0x10
cc
14 CC_2 - - Size: T2T_Area_Size = Sizex8 - Ox1E
15 CC_3 - - Access Conditions - 0x00
16 Type - - Indicates the Lock Control TLV - 0x01
17 Length - - Length of the Lock Control TLV - 0x03
NbrMajorOffsets[4] DLA_FirstByteAddr = 11
18 Position (NbrMajorOffsets x 2MOS_DLA) + 0xBO
NbrMinorOffsets[4] = NbrMinorOffsets 0
19 Lock Control DLA_ Number of bits inside the ) 0x18
Value NbrLockBits DynLock_Area
BytesLockedPerlLockBit =
BLPLB_Index[4] BLPLB_Index 3
20 Control 0x34
MOS_DLA is related to the Major
MOS_DLA[] Offset Size for the DynLock_Area 4
21 Type Indicates the Memory Control TLV - 0x02
22 Length Length of the Memory Control TLV - 0x03
NbrMajorOffsets[4] ; - ; 11
23 Position RAKAI(-;lgstREﬁ/teAddr . (NbrMajorOffsets 0xB4
NbrMinorOffsets[4] * 2"~ -— ) + NbrMinorOffsets 4
Memory
Control
24 RSVd—. Area_ - Number of bytes of the Rsvd_Area - 0x1C
Value Size
RFU - 0
25 Control ; ; 0x04
MOS_RA[4] MOS_RA is related to the Major 4

Offset Size for the Rsvd_Area

1. According to T2T specification, CC bits are one-time-programmable (OTP). Consequently, the value of CC_2 defining the
size of T2T_AREA can only be increased, and never decreased.
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Table 3. Document revision history

I S

31-May-2021 1 Initial release.
10-Sep-2021 2 Changed the document scope from ST Restricted to public.
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IMPORTANT NOTICE - PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, please refer to www.st.com/trademarks. All other product or service
names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2021 STMicroelectronics — All rights reserved
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