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Integrating the STSAFE-TPM trusted platform modules with Linux®

Application note

Introduction

The objective of this application note is to describe how to use the STSAFE-TPM trusted platform module (TPM) devices on a
Raspberry Pi® board. For that purpose, it explains how to enable TPM support in the Linux® kernel, describes some tools used
to communicate with the TPM device, and it presents some practical use cases.
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The table below lists all the public resources needed to take full advantage of this application note.

Table 1. List of open-source software resources

Reference Open-source software resource

[RPiOS]
[WIN32Disklmager]
[Etcher]
[RPilmager]

[LinuxKernel]

[TCG-TPM-I12C-DRV]

[TSS]
[RM]

[TPM2-TSS]
[TPM2-SW]
[OpenSSL-engine]
[PKCS#11]
[TPM2.0 tools]

[TCG-TPM-I12C-DRV-5.10]

[TCG-TPM-I12C-DRV-5.4]

[X-LINUX-TPM]

[META-ST-X-LINUX-TPM]

[STM32MP135F]
[STM32MP157F]

The latest version of the Raspberry Pi OS, available from https://www.raspberrypi.org
WIN32 Disk Imager tool available from https://sourceforge.net

Etcher software available from https://www.balena.io

Raspberry Pi Imager available from https://www.raspberrypi.org

Linux kernel adapted for a Raspberry Pi device available from https://github.com/raspberrypi/
linux(

STMicroelectronics patch to add support for the STSAFE-TPM I[2C products, available from https://
github.com/STMicroelectronics/TCG-TPM-12C-DRV

The TSS available from https:/github.com/tpm2-software/tpm2-tss(")

Resource manager (RM) available from https://github.com/tpm2-software/tpm2-abrmd ")
GitHub repository containing projects for specific use cases: https:/github.com/tpm2-software(")
Github repository containing the TPM software stacks: https:/tpm2-software.github.io(")
OpenSSL® engine project accessible from https:/github.com/tpm2-software/tpm2-tss-engine(!
PKCS#11 project available from https:/github.com/tpm2-software/tpm2-pkes11(")

Set of executable files to run TPM commands: https:/github.com/tpm2-software/tpm2-tools(!)

STMicroelectronics patch to add support for the STSAFE-TPM I2C products with version 5.10,
available from https://github.com/STMicroelectronics/TCG-TPM-I2C-DRV/tree/5.10.y (V)

STMicroelectronics patch to add support for the STSAFE-TPM I2C products with version 5.4,
available from https://github.com/STMicroelectronics/TCG-TPM-12C-DRV/tree/5.4.y ()

X-Linux package is available from https://wiki.st.com/stm32mpu/wiki/X-LINUX-
TPM_expansion_package!")

Available from https://github.com/STMicroelectronics/meta-st-x-linux-tpm ()
STM32MP135F is available from https://www.st.com/en/evaluation-tools/stm32mp135f-dk.html
STM32MP157F is available from https://www.st.com/en/evaluation-tools/stm32mp157f-dk2.html

1. This URL belongs to a third party. It is active at document publication, however, STMicroelectronics shall not be liable for
any change, move or inactivation of the URL or the referenced material.

Table 2. Compliant open-source references

Reference Version

[LinuxKernel]
[TPM2-TSS]
[TPM2.0 tools]

54 5.10 6.1
3.0.3 3.1.0 4.01
5.0 52 5.6

This is a non-exhaustive list of open source package versions compliant with this application note.

page 2/40



https://www.raspberrypi.org
https://sourceforge.net/projects/win32diskimager/
https://www.balena.io/etcher/
https://www.raspberrypi.org/software/
https://github.com/raspberrypi/linux
https://github.com/raspberrypi/linux
https://github.com/STMicroelectronics/TCG-TPM-I2C-DRV
https://github.com/STMicroelectronics/TCG-TPM-I2C-DRV
https://github.com/tpm2-software/tpm2-tss
https://github.com/tpm2-software/tpm2-abrmd
https://github.com/tpm2-software
https://tpm2-software.github.io
https://github.com/tpm2-software/tpm2-tss-engine
https://github.com/tpm2-software/tpm2-pkcs11
https://github.com/tpm2-software/tpm2-tools
https://github.com/tpm2-software/tpm2-tools
https://github.com/tpm2-software/tpm2-tools
https://wiki.st.com/stm32mpu/wiki/X-LINUX-TPM_expansion_package
https://wiki.st.com/stm32mpu/wiki/X-LINUX-TPM_expansion_package
https://github.com/STMicroelectronics/meta-st-x-linux-tpm
https://www.st.com/en/evaluation-tools/stm32mp135f-dk.html
https://www.st.com/en/evaluation-tools/stm32mp157f-dk2.html

AN5714
STM32MP1xx

2 STM32MP1xx

2.1 STM32MP135F-DK
The STM32MP135F-DK Discovery kit leverages the capabilities of the 1 GHz STM32MP135 microprocessors to
allow users to develop easily applications using STM32 MPU OpenSTLinux Distribution software.

Figure 1. STM32MP135F-DK

It includes an ST-LINK embedded debug tool, LEDs, push-buttons, two 10/100 Mbit/s Ethernet (RMIl) connectors,
one USB Type-C® connector, four USB Host Type-A connectors, and one microSD™ connector.
To expand the functionality of the STM32MP135F-DK Discovery kit, one GPIO expansion connector is also
available for third-party shields.
Additionally, the STM32MP135 Discovery kit features an LCD display with a touch panel, Wi-Fi® and Bluetooth®
Low Energy capability, and a 2-megapixel CMOS camera module.
It also provides secure boot and cryptography features.

2.2 STM32MP157F-DK2

AN5714 - Rev 3

The STM32MP157D-DK1 and STM32MP157F-DK2 Discovery kits leverage the capabilities of the increased-
frequency 800 MHz microprocessors in the STM32MP 157 product line to allow users to develop applications
easily using STM32 MPU OpenSTLinux Distribution software for the main processor and STM32CubeMP1
software for the coprocessor.
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Figure 2. STM32MP157F-DK2

They include an ST-LINK embedded debug tool, LEDs, push-buttons, one Ethernet 1-Gbit/s connector, one USB
Type-C® OTG connector, four USB Host Type-A connectors, one HDMI® transceiver, one stereo headset jack
with analog microphone, and one microSD™ connector.

To expand the functionality of the STM32MP157F-DK2, two GPIO expansion connectors are also available for
ARDUINO® and Raspberry Pi® shields.

Additionally, the STM32MP157F-DK2 Discovery kit features an LCD display with a touch panel, and Wi-Fi® and
Bluetooth® Low Energy capability.
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A Raspberry Pi is a miniature computer that can be used to learn programming. The Raspberry Pi is fitted with:

. an HDMI® port to connect an appropriate display

. four USB ports to connect a mouse, a keyboard, and any other device.

In February 2016, the third generation Raspberry Pi (the Raspberry Pi 3 Model B, illustrated below) replaced the
Raspberry Pi 2 Model B. In addition to the functionality implemented in the Raspberry Pi 2 (such as the 4 USB

ports, 1 Gbyte of RAM and the ethernet port), the Raspberry Pi 3 Model B implements Bluetooth® 4.1. It has the
same form factor as the previous Pi 2 (and Pi 1 Model B+), and has complete backward compatibility with
Raspberry Pi 1 and 2.

Figure 3. Raspberry Pi 3 model B
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The Raspberry Pi 4 Model B (depicted below) was released in 2019. Its main improvements over the Raspberry
Pi 3 Model B are:

. Increased RAM capacity support: 2, 4, or 8 Gbytes.
. Two USB-3 ports and two USB-2 ports, instead of four USB-2 ports.
. Dual display support, using two micro-HDMI ports.

Figure 4. Raspberry Pi 4 model B
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The Raspberry Pi 5 was released in 2023. Its main improvements over Raspberry Pi 4 are the following :

. Power button.
. Real time clock.
. Three times faster than the previous version.

Figure 5. Raspberry Pi 5

Each Raspberry Pi has a 40-pin connector. The pin description is the same across Raspberry Pi models.
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4 STPM4RasPl and STPM4RasPIv21 connector board

The STPM4RasP| and STPM4RasPIv21 boards are daughterboard used to connect a TPM device to a Raspberry
Pi®

A TPM is a widely used, standardized solution that acts as the corner stone of personal computer and server
security. STSAFE-TPM devices are a perfect fit for ecosystems built on Windows® and Linux® operating systems.
Certified by the CC and compliant with FIPS 140-2 or FIPS 140-3, all STSAFE-TPM products meet security and
regulatory requirements. The ST product portfolio is qualified for consumer, industrial and automotive
applications.

The TPM can be used to store cryptographic keys, platform measurements and other sensitive data. Moreover, it
can serve as a hardware random number generator or a cryptographic accelerator. Hereafter, only hardware TPM
devices are discussed.

The TPM communicates with the host system via an SPI or an I12C bus. It acts as a slave on the bus, meaning it
can only report to the platform, and cannot request an action to be taken.

The host system sends commands to the TPM via byte streams on the SPI or I2C bus. These commands
sometimes require authorizations to ensure that only authorized users access sensitive resources.

The STPM4RasP| board includes a soldered legacy STSAFE-TPM product.
The STPM4RasPIv21 board includes a soldered new STSAFE-TPM product.
For more information, refer to the respective data briefs available from the st.com website.

Refer to the STPM4RasP| data brief available from the st.com website for the pin description of the STPM4RasPI
board.

Refer to the STPM4RasPlv21 data brief available from the st.com website for the pin description of the
STPM4RasPIv21 board.
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5 Raspberry Pi setup
5.1 Raspberry Pi OS
The Raspberry Pi operating system (OS), formerly called Raspbian, is based on a Linux® Debian® OS. Download
the latest version of the Raspberry Pi OS from the Raspberry Pi website (see [RPiOS]). For this tutorial, the
recommended image is “Raspberry Pi OS with desktop”.
Use a disk imaging tool, such as Etcher or WIN32 Disk Imager, to flash the image onto an SD card. The image is
slightly smaller than 4 Gbytes, it is recommended to use an 8 Gbytes or above SD card, to allow for more
application memory space.
See [WIN32Disklmager] for the link to download the WIN32 Disk Imager tool.
See [Etcher] for the link to download Etcher.
Raspberry Pi also provides a disk imaging tool named the Raspberry Pi Imager, see [RPilmager].
With any of the above tools, simply select the OS image to be copied and the storage location to write to, and
press the button to launch the disk imaging process. For instance, with the Raspberry Pi disk imager:
Figure 6. Flashing an SD card with the Raspberry Pi disk imager
& Raspberry Pi Imager v1.6.1 = O pd
Dpavating System
20271-03-04-RASPIOS-BUSTER-ARMHE IMG GENERIC STORAG
The WIN32 disk imager has the additional functionality, to read from a disk.This means that the disk data is saved
as an image file. It is useful to back up the current Raspberry Pi image.
Note: Debian is a registered trademark owned by Software in the Public Interest, Inc.
5.2 Hardware setup
After flashing the SD card, insert it into the SD card slot of the Raspberry Pi device.
Then connect the computer screen to the Raspberry Pi device via HDMI, and a keyboard and mouse via the USB
ports.
Finally, connect the Raspberry Pi power source.
Note: Use the power supply provided with the Raspberry Pi.
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After the first boot, the home screen appears as shown below:

Figure 7. Home screen
§ @ M §recomeroraspoer R 5 % 14w

2 Raspberry Pi Deskiop

Before you ng it, there are a few things to set up

Press "Next' to get started

Follow the configuration steps to finalize the configuration of your Raspberry Pi device.
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6 Enabling TPM support in the Linux kernel from the version 6.1

6.1 Enabling TPM support on a Raspberry Pi®

From the version 6.1, the TPM support can be enabled with a short method, which is available in the [TCG-TPM-
I12C-DRYV] github in Section 1: Open-source software resources.

The TPM driver is present in the /dev directory. It is named /dev/tpm0. This driver has the same name whether
the TPM device uses an SPI or I?C interface, the communication interface is transparent to applications using the
driver, and the device driver handles the specificities of the TPM communication interface.

There is a second TPM driver named /dev/tpmrm0 that integrates the in-kernel resource manager. Use the
following command to check whether the driver is loaded:

# 1ls /dev/tpm*

It is also possible to check the boot logs for TPM activity with the following command:

# dmesg | grep -i tpm

The figure below shows an image of the expected output.

Figure 8. Expected output once the TPM driver is loaded

If both an SPI TPM and an I)C TPM are active on the same system, then the /dev/tpml and /dev/tpmrml
drivers are also present.

6.2 Enabling TPM support on a STM32MPx
The [META-ST-X-LINUX-TPM] Yocto layer, also named as X-LINUX-TPM, aims to bring the support of
STPM4RasP| and STPM4RasPIV21 expansion board easily into the OpenSTLinux® distribution.
This layer is given as example, but can be applied directly on following products :
. STM32MP157F-DK2 board
. STM32MP135F-DK board.

The software stack associated with this package is TPM 2.0 and brings libraries such as [TPM2-TSS] or tools
such as the [TPM2.0 tools] suite.
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7 Enabling TPM support in the Linux kernel before the version 6.1

To allow the Raspberry Pi host system to communicate with the TPM device, TPM support must be activated in
the Linux kernel. The safest way to do this is to download, compile and install a new Linux kernel.

71 SPI/I2C activation

Navigate to [Menu]>[Preferences]>[Raspberry Pi Configuration] and activate I?°C and/or SPI in the Interfaces
item. This corresponds to the communication buses that are used to communicate with the TPM devices.

7.2 Downloading the Linux kernel

The Linux kernel, adapted for a Raspberry Pi device, is available on the GitHub website (see [LinuxKernel]). The
stable Linux kernel version 5.4 is used in this tutorial.

The Linux kernel supports an SPI TPM device driver since version 4.8. To use an STMicroelectronics SPI TPM
device, the kernel version must therefore be greater than 4.8, or the SPI TPM driver must be ported.

To use the STMicroelectronics I?C TPM, the 5.4 Linux kernel must be used, in order to use the STM patch
specifically designed to create an adapted I12C TPM driver.

To download the 5.4 Linux kernel, use the following Linux terminal commands:

# sudo apt install bc
# cd /home/pi/Downloads
# git clone -b rpi-5.4.y --depth=1 https://github.com/raspberrypi/linux

In this case, the selected working directory is /home/pi/Downloads, use any convenient directory.

7.3 Enabling TPM support

7.31 Drivers
In the downloaded Linux files, the source codes of the TPM drivers are located in the 1inux/drivers/char/tp
m directory.

This directory contains the source file of a generic driver for SPI TPM devices, called tpm tis spi.c.

There is also a driver source code for the STMicroelectronics legacy TPM 1.2 products, available in the st33zp2
4 directory.

STMicroelectronics provides a patch to add support for the STSAFE-TPM I2C products, and to optimize the SPI
driver. See Table 1. List of open-source software resources for the link to download this patch.

To apply the patch, copy and paste it into the /home /pi/Downloads/linux/drivers/char directory. Then
run the following commands from a terminal:
# cd /home/pi/Downloads/linux/drivers/char

# patch -b -p0 < patchTPMv 5 4 2.patch

This generates the tpm_tis i2c.c file, which is the STMicroelectronics I°C TPM driver source code.

7.3.2 Device tree

The hardware present in the Raspberry Pi device uses the Raspberry Pi device tree, which allows the description
of onboard features and also external hardware.

As the TPM is an external hardware element, it must be added to the device tree for the system to correctly take it
into account.

The 1inux/arch/arm/boot/dts directory contains the device tree description files, which are compiled into
DTB (device tree blob) files that are used at each boot of the Raspberry Pi device.

First of all, find the correct dis file for the board. For an Raspberry Pi board, the file has the following format: bcm2
Txx-{name-of-board} .dts. Some examples:

. Raspberry Pi 3B: bcm2710-rpi-3-b.dts

. Raspberry Pi 3B+: bcm2710-rpi-3-b-plus.dts
. Raspberry Pi 4B: bcm2711-rpi-4-b.dts

. Raspberry Pi 5: bcm2712-rpi-5-b.dts
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After locating the correct dts file for the board, edit it as indicated in the following tables.

Table 3. Editing the dts file for an SPI TPM device

st33htpm0: st33htpm@O{

spidevl10: spidev@10{ compatible = "st,st33htpm-spi";
compatible = "spidev"; reg = <0>;

reg=<0>; /* CE0 */ #address-cells = <1>;
#address-cells = <1>; #size-cells = <0>;

#size-cells = <0>; spi-max-frequency = <33000000>;
spi-max-frequency = <500000>; status = "okay";

}i
}i

Table 4. Editing the dts file for an I?°C TPM device

&i2cl |

pinctrl-names = "default";
gizel | pinctrl-0 = <&i2cl pins>;
elaetEl-nauss = Uheraulils clock-frequency = <400000>;

st33htpi: st33htpi@0{
compatible = “st,st33htpm-i2c";
reg = <0x2E>;
status = "okay";

pinctrl-0 = <&i2cl pins>;
clock-frequency = <100000>;
bi

1%
1%

7.3.3 Linux kernel configuration

The last file that needs modifying is the Linux kernel configuration file, which contains the list of kernel options that
the user can activate or deactivate. In this file, the TPM options must be activated.

The linux/arch/arm64/configs directory contains the configuration files for the different Raspberry Pi
devices. The file to edit depends on the version of the Raspberry Pi board as indicated in the table below.

Table 5. Configuration file to edit according to Raspberry Pi board

Raspberry Pi board Configuration file to edit

Raspberry Pi version 1 bcmrpi defconfig

Raspberry Pi version 2 or 3 bcm2709 defconfig
Raspberry Pi version 4 bcm2711 defconfig
Raspberry Pi version 5 bcm2712 defconfig

Modify the configuration file as described in the following tables.

Table 6. Editing the configuration file for an SPI TPM device

CONFIG TCG TPM=y
CONFIG TCG TIS CORE=y
CONFIG TCG TIS SPI=y

CONFIG TCG TPM=m
CONFIG TCG TIS SPI=m
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Table 7. Editing the configuration file for an I?°C TPM device

CONFIG TCG TPM=y
CONFIG TCG TPM=m CONFIG CRC CCITT=y
CONFIG TCG TIS SPI=m CONFIG TCG TIS CORE=y

CONFIG TCG TIS I2C=y

It is also possible to set the CONFIG TCG_TIS SPI and CONFIG_TCG TIS_ I2C options tom instead of y. Doing
so causes these options to be compiled as loadable modules. This is useful when the user is not sure whether a
feature is to be used or not. In this way, the feature can be activated when needed, but is not automatically loaded
during platform boot.

734 Compiling and installing the kernel

After making the appropriate modifications, compile the Linux kernel. The instructions differ slightly according to
the Raspberry Pi board version.

First take the configuration into account as shown below.

Table 8. Configuring the Linux kernel compilation

Raspberry Pi version 1 Raspberry Pi version 2 or 3 Raspberry Pi version 4 Raspberry Pi version 5

cd /home/pi/Downloads/ cd /home/pi/Downloads/
cd linux cd linux
KERNEL=kernel7 KERNEL=kernel2712

make bcm2709 defconfig make bcm2712 defconfig

cd /home/pi/Downloads/
cd linux
KERNEL=kernel71l

make bcm2711 defconfig

cd /home/pi/Downloads/
cd linux

KERNEL=kernel

make bcmrpi defconfig

# # #
# # #
# # #
# # #

H= H FH I

Then compile and install the Linux kernel with the following instructions:
. For the 32-bit kernel:

sudo apt install libssl-dev flex bison

make -j4 zImage modules dtbs

sudo make modules install

sudo cp arch/arm/boot/dts/*.dtb /boot/

sudo cp arch/arm/boot/dts/overlays/*.dtb* /boot/overlays/
sudo cp arch/arm/boot/dts/overlays/README /boot/overlays/
sudo cp arch/arm/boot/zImage /boot/$KERNEL.img

. For the 64-bit kernel:

H= o e e e

make -j4 Image.gz modules dtbs

sudo make modules_install

sudo cp arch/armé64/boot/dts/broadcom/*.dtb /boot/firmware/

sudo cp arch/arm64/boot/dts/overlays/*.dtb* /boot/firmware/overlays/
sudo cp arch/arm64/boot/dts/overlays/README /boot/firmware/overlays/
sudo cp arch/arm64/boot/Image.gz /boot/firmware/$SKERNEL.img

H= FH FH e H H

Warning:  The process may take some time to complete

After completion of all the instructions, reboot the Raspberry Pi.

After reboot, the TPM device driver must be present if it was configured as y. If it was configured as a module,
use the modprobe command to load the module as shown below:

. For an SPI TPM:

# sudo modprobe tpm tis spi
. For an I)C TPM:

# sudo modprobe tpm tis_i2c

The TPM driver is present in the /dev directory. It is named /dev/tpm0. This driver has the same name whether
the TPM device uses an SPI or I2C interface, the communication interface is transparent to applications using the
driver, and the device driver handles the specificities of the TPM communication interface.
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There is a second TPM driver named /dev/tpmrm0 that integrates the in-kernel resource manager. Use the
following command to check whether the driver is loaded:

# 1ls /dev/tpm*

It is also possible to check the boot logs for TPM activity with the following command:

# dmesg | grep -i tpm

The figure below shows an image of the expected output.

Figure 9. Expected output once the TPM driver is loaded

Ppi@raspbermypi: ~
File Edit Tabs Help

If both an SPI TPM and an I1)C TPM are active on the same system, then the /dev/tpml and /dev/tpmrml
drivers are also present.
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8 Low-level communication

The /dev/tpm0 driver ensures the lowest level of communication with the TPM device. Scripts can be used to
write byte sequences to the /dev/tpm0 driver, which then correctly formats and sends the data to the TPM via
the SPI or IC bus.

Note: Other methods exist other than scripts. In this section, only the scripting method is discussed, other methods are
presented in the following sections.

8.1 Linux terminal I2°C commands

A TPM communication is a series of bytes written and read from the TPM registers. These registers can be
written and read on an 12C TPM using the i2cset and i2cget commands. The i2cset command is for writing
to the I?C bus whereas the i2cget command is for reading from the bus.

The TPM device address on the I12C bus is Ox2E.

The i2cset command is particularly useful in the case where two I1°C TPM devices are connected to the
Raspberry Pi. In that case, modify the . dts file to integrate the following lines:

&12c0 { pinctrl-names = "default";
pinctrl-0 = <&i2cl pins>;
clock-frequency = <400000>;
st33htpi: st33htpi@0{
compatible = "tcg,tpm-tis-i2c";
reg = <0x2F>;
bi

&i2cl { pinctrl-names = "default";
pinctrl-0 = <&i2cl pins>;
clock-frequency = <400000>;
st33htpi: st33htpi@0{
compatible = "tcg,tpm-tis-i2c";
reg = <0x2E>;
bi

On first boot, connect only one TPM device, and change its address to 0x2F, so as to have different addresses for
the two TPM devices.

Use the following command to change the TPM device address on the bus:
i2cset -y -f 1 O0x2E 0x38 0x802F w

Where:

. 1 is the I12)C bus number

. 0x2E is the TPM device current address

. 0x38 is the register in which the TPM device new address needs to be written

. 0x802F is the value that is to be written to the register in order to change the TPM device address.

Then switch off the Raspberry Pi board and connect the second TPM. When connected, the second TPM device
is automatically associated with address Ox2E.

Turn the board back on. On reboot, two TPM devices are present: /dev/tpm0 and /dev/tpml.

8.2 Python scripts

Python scripts can be used to send simple commands to the TPM device. For instance, hereafter is a simple
script for sending a TPM2_GetRandom command and requesting 16 random bytes.
import binascii
with open('/dev/tpm0', 'r+b',buffering=0) as tpm :
tpm.write (binascii.unhexlify(b'80010000000c0000017b0010"))
print (tpm.read())

After writing the desired code to a file (for instance named TPM2 GetRandom.py), execute it with the following
command:

# sudo python3 TPM2 GetRandom.py
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C language scripts

In the same way as Python scripts, C language scripts can be used to send commands to the TPM device. The
previous example for sending a TPM2_GetRandom command and requesting 16 random bytes is also achieved
with the following code:

#include <stdio.h>
int main ()
{
FILE *tpm;
char str[] = "\x80\x01\x00\x00\x00\x0c\x00\x00\x01\x7b\x00\x10";
char buffer[100];
int i, n;
tpm = fopen ("/dev/tpm0", "rb+");
if (tpm == NULL) {
printf ("ERROR: Could not open driver file.\n");
return -1;
}
n=fwrite(str, 1, sizeof(str), tpm);
if (n != sizeof (str)) {
printf ("ERROR: Could not write bytes to TPM.\n");
fclose (tpm) ;
return -1;
}
n = fread(buffer, 1, sizeof (buffer), tpm);
printf ("TPM Response: ");
for (i=0; i<n; i++){
printf ("$x ", buffer[i]);

printf ("\n");
fclose (tpm) ;
return 0;

}

Save these instructions to a TPM2_GetRandom. c file. C language scripts are different from Python scripts
because they have to be compiled before they are executed by the terminal. To compile the script, use the
following command:

# gcc TPM2_ GetRandom.c -o TPM2_ GetRandom

Then, to execute the script:

# sudo ./TPM2_GetRandom
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9 TPM software stack (TSS)

The Python and C language scripts are very useful for rapidly sending short commands. But some commands
require complex authorizations and can be hundreds of bytes long. This makes defining the byte sequences
manually very difficult.

The TPM software stack exists for such purposes. It is an API that allows commands to be sent to the TPM
device via C language programs.

A high-level view of the TPM software stack that is used in this application note is presented in the graph
illustrated below and sourced from [TPM2-SW]. Additional tools relying on the TSS, such as the TPM2.0 tools, are
also covered in the next sections of this application note.

Figure 10. TPM software stack illustration

PKCS#11 interface:

’ tpm2-pkecs11
Device to human attestation: TSS Python binding:
tpm2-totp tpm2-pytss
OpenSSL engine: ?
tpm2-tss-engine Command line tool: : :
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Userspace resource
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— Kernel resource manager:/
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9.1 Installing the TSS
The TSS is available from the GitHub web site (see [TSS]), with the following instructions:

# sudo apt install autoconf libtool autoconf-archive libjson-c-dev libcurld-gnutls-dev libcur
l4-openssl-dev libssl-dev
doxygen
# cd /home/pi/Downloads
# git clone -b 4.0.1 https://github.com/tpm2-software/tpm2-tss

Note: This URL belongs to a third party. It is active at document publication, however, STMicroelectronics shall not be
liable for any change, move or inactivation of the URL or the referenced material.

There are three ways of using the TSS: using the in-kernel built-in resource manager, with the TAB/RM (TPM
access broker and resource manager), or without a resource manager. The in-kernel RM is included in the Linux
kernels 4.12 and greater, but the separate RM project is maintained for compatibility purposes

From a performance point of view, it is more interesting to bypass the resource manager. The RM adds latency to
the end application by swapping resources in and out of TPM memory.

If any STMicroelectronics vendor commands are used, the RM must not be used, as the current implementation
blocks all vendor commands.

If a resource manager is not used, volatile resources need to be swapped in and out of TPM memory manually.

9.1.1 Adding SHA3 support to the TSS
To add SHAS3 support to the TSS, modify the following files as described hereafter:
. include/tss2/tss2 tpm2 types.h
. src/tss2-esys/esys_crypto.c
. src/tss2-esys/esys_crypto _ossl.c
. src/tss2-fapi/fapi crypto.c
. src/tss2-fapi/tpm json deserialize.c
. src/tss2-fapi/tpm json serialize.c
. src/tss2-mu/tpmu-types.c

Table 9. include/tss2/tss2_tpm2_types.h file

Y R S

#define TPM2 SHA3 256 DIGEST SIZE 32

fi TPM2 SHAS512 DIGEST SIZE 4
fdefine IR 2SR 6 #define TPM2 SHA3 384 DIGEST SIZE 48

BYTE sha3 256([TPM2 SHA3 256 DIGEST SIZE];

e L e BYTE sha3 384 [TPM2 SHA3 384 DIGEST SIZE];

Table 10. src/tss2-esys/esys_crypto.c file

Y S R

case TPM2 ALG SHA3 256:
*size = TPM2 SHA3 256 DIGEST SIZE;
break;

case TPM2 ALG SHA3 384:
*size = TPM2 SHA3 384 DIGEST SIZE;
break;

case TPM2 ALG SHA512:
*size = TPM2 SHAS512 DIGEST SIZE;
break;
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Table 11. src/tss2-esyslesys_crypto_ossl.c file

Y R

case TPM2 ALG SHA3 256:

case TPM2 ALG SHA512:
return EVP _shab512();
break;

return EVP_sha3 256();
break;

case TPM2 ALG SHA3 384:

return EVP sha3 384();
break;

Table 12. srcl/tss2-fapil/fapi_crypto.c file

I Y R

case TPM2 ALG SHA512:
return EVP sha512();

case TPM2 ALG SHA512:
return TPM2 SHA512 DIGEST SIZE;
break;

case TPM2 ALG SHAS512:
return EVP_sha512();
break;

case TPM2 ALG SHA3 256:
return EVP sha3 256();

case TPM2 ALG SHA3 384:
return EVP sha3 384();

case TPM2 ALG SHA3 256:
return TPM2 SHA3 256 DIGEST SIZE;
break;

case TPM2 ALG SHA3 384:
return TPM2 SHA3 384 DIGEST SIZE;
break;

case TPM2 ALG SHA3 256:
return EVP_sha3 256 () ;
break;

case TPM2 ALG_SHA3 384:
return EVP_sha3 384();
break;

Table 13. src/tss2-fapi/tpm_json_deserialize.c file

{ TPM2 ALG CAMELLIA, "CAMELLIA"™ 1},

SUBTYPE FILTER(TPMI ALG HASH,
TPM2 ALG ID, TPM2 ALG SHAI,
TPM2 ALG SHA256, TPM2 ALG SHA384,

case TPM2_ ALG SHAS512:
hash size = TPM2 SHA512 DIGEST SIZE;
buffer = &out->shab512[0];
break;

{ TPM2 ALG SHA3 256,
{ TPM2 ALG SHA3 384,

"SHA3 256" },
"SHA3 384" },

TPM2 ALG SHA3 256, TPM2 ALG SHA3 384,

case TPM2 ALG SHA3 256:
hash size = TPM2 SHA3 256 DIGEST SIZE;
buffer = &out->sha3 256[0];
break;

case TPM2 ALG SHA3 384:
hash size = TPM2 SHA3 384 DIGEST SIZE;
buffer = sout->sha3_384[0];
break;
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Table 14. srcltss2-fapiltpm_json_serialize.c file

e T
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{ TPM2 ALG CAMELLIA, "CAMELLIA" },

CHECK IN LIST(TPMI ALG HASH, in,
TPM2 ALG SHAl, TPM2 ALG SHA256,
TPM2 ALG SHA384, TPM2 ALG SHA512,

case TPM2_ ALG SHAS512:

size = TPM2 SHA512 DIGEST SIZE;
buffer = &in->sha512([0];
break;

{ TPM2 ALG SHA3 256,  "SHA3 256" },
{ TPM2 ALG SHA3 384, "SHA3 384" },

TPM2 ALG SHA3 256, TPM2 ALG SHA3 384,

case TPM2 ALG SHA3 256:

size = TPM2 SHA3 256 DIGEST SIZE;
buffer = &in->sha3 256([0];
break;

case TPM2 ALG_SHA3 384:

size = TPM2 SHA3 384 DIGEST SIZE;
buffer = &in->sha3 384[0];
break;

Table 15. src/tss2-mu/tpmu-types.c file

static TSS2 RC marshal hash sha384 (BYTE
const *src, uint8 t buffer[],
size t buffer size, size t *offset)
{

return marshal tab(src, buffer, buff
er_size, offset, TPM2 SHA384 DIGEST SIZE
)
}

static TSS2_ RC unmarshal hash sha384 (uin

t8 t const buffer([],

size t buffer size,
*dest)

{

size t *offset, BYTE

return unmarshal tab (buffer, buffer
size, offset, dest, TPM2 SHA384 DIGEST S
IZE);
}

TPMU MARSHAL2 (TPMU_HA, TPM2 ALG SHAl, AD
DR, shal[O0],

marshal hash sha, TPM2 ALG SHA256, ADDR
, sha256[0], marshal hash sha256,
TPM2 ALG SHA384, ADDR, sha384[0],
1 hash sha384, TPM2 ALG SHA512,
ADDR, sha512[0], marshal hash sha512,

marsha

static TSS2 RC marshal hash sha3 256 (BYTE const
shach

uint8 t buffer([],
fset)

{

size t buffer size, size t *of

return marshal tab(src, buffer, buffer size,
offset,
TPM2_SHA3_ 256 DIGEST_SIZE);
}

static TSS2 RC marshal hash sha3 384 (BYTE const
*src, uint8_t buffer([], size t buffer size, size
_t *offset)
{
return marshal tab(src, buffer, buffer size,
offset, TPM2 SHA3 384 DIGEST SIZE);
}

static TSS2 RC unmarshal hash sha3 256 (uint8 t c
onst buffer([],
size t buffer size,

{

size t *offset, BYTE *dest)

return unmarshal tab (buffer, buffer size, of
fset, dest, TPM2 SHA3 256 DIGEST SIZE);
}

static TSS2_RC unmarshal hash sha3 384 (uint8_t c
onst buffer[], size t buffer size, size t *offse
t, BYTE *dest)
{

return unmarshal tab (buffer, buffer size, of
fset, dest, TPM2 SHA3 384 DIGEST SIZE);
}

TPM2_ALG_SHA3 256, ADDR,
1 hash sha3 256,

TPM2_ALG_SHA3 384, ADDR,
1 hash sha3 384,

sha3 256[0], marsha

sha3 384[0], marsha
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TPMU UNMARSHAL2 (TPMU HA, TPM2 ALG SHAI,

shal[0],

unmarshal hash sha, TPM2 ALG_SHA256, sha TPM2 ALG_SHA3_ 256, sha3 256[0], unmarshal hash_ s
256[0], unmarshal hash sha256, ha3 256,

TPM2 ALG SHA384, sha384[0], unmarshal ha TPM2 ALG SHA3 384, sha3 384[0], unmarshal hash s
sh sha384, ha3 384,

TPM2 ALG_SHA512, sha512[0], unmarshal ha

sh sha512,

Compiling without any RM

For this option, the TPM driver needs to be writable without root privileges. To change the configuration, edit
the /etc/rc.local file by using the following command:

# sudo nano /etc/rc.local

Add the following lines before “exit 0”:

./bin/chmod 766 /dev/tpm0

Reboot the Raspberry Pi device, then compile and install the TSS:

# cd /home/pi/Downloads/tpm2-tss

# ./bootstrap

# ./configure --with-device=/dev/tpm0
# make

# sudo make install

Compiling with the kernel RM

For this option, the TPM driver with the in-kernel RM needs to be writable without root privileges. To change the
configuration, edit the /etc/rc.local file by using the following command:

# sudo nano /etc/rc.local

Add the following lines before “exit 0”:

./bin/chmod 766 /dev/tpmrm0

Reboot the Raspberry Pi device, then compile and install the TSS:

# cd /home/pi/Downloads/tpm2-tss

# ./bootstrap

# ./configure --with-device=/dev/tpmrm0
# make

# sudo make install

Compiling with the separate TAB/RM
Execute the following code:

# cd /home/pi/Downloads/tpm2-tss
# ./bootstrap

# ./configure

# make

# sudo make install

Download the resource manager (RM) and compile it:

# sudo apt install libglib2.0-dev
# cd /home/pi/Downloads
# git clone -b 2.3.3 https://github.com/tpm2-software/tpm2-abrmd
# cd tpm2-abrmd
# ./bootstrap
# ./configure —--with-dbuspolicydir=/etc/dbus-1/system.d
# make

# sudo make install

# sudo ldconfig
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Before using the TSS or any other associated tools, write the following command in a terminal to start the
resource manager:

# sudo tpm2-abrmd --allow-root --dbus-name=com.intel.tss2.Tabrmd

Warning:  This command is mandatory only with the separate TAB/RM. It must NOT be sent if the in-
kernel RM is used.

The TSS compilation generates libraries that can be used in C language programs. These libraries are located in
the /usr/local/1ib folder, and are used by the tools presented in the next sections.
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10 TPM2.0 tools

The TSS is useful for sending complex commands to the TPM device, however, using it still requires a certain
level of knowledge of the TPM device. The [TPM2.0 tools] are designed to allow very simple and intuitive use of
the TPM device with little TPM knowledge.

The [TPM2.0 tools] are a set of executable files. Each executable file corresponds to a TPM command. Sending
the command to the TPM device is simply a case of executing the file, possibly with some command line
parameters.
To download the necessary packages and the [TPM2.0 tools], execute the following:
# sudo apt install pandoc uuid-dev

cd /home/pi/Downloads

#
# git clone -b 5.6 https://github.com/tpm2-software/tpm2-tools
# cd tpm2-tools

Note: This URL belongs to a third party. It is active at document publication, however, STMicroelectronics shall not be
liable for any change, move or inactivation of the URL or the referenced material.

10.1 Adding SHA3 support to the TPM2 tools
To add SHAS3 support to the TPM2 tools, modify the following files before compilation as described hereafter:
. lib/tpm2 alg util.c
. lib/tpm2 eventlog.c
. lib/tpm2 eventlog.h
. lib/tpm2_ eventlog yaml.c
. lib/tpm2 openssl.c
. scripts/utils/man to bashcompletion.sh
. tools/misc/tpm2 checkquote.c
. tools/tpm2 pcrevent.c

Table 16. lib/tpm2_alg_util.c file

case TPM2 ALG SHA3 256:
case TPM2_ ALG_SHAS512: return TPM2 SHA3 256_DIGEST_ SIZE;
return TPM2 SHA512 DIGEST SIZE; case TPM2 ALG SHA3 384:
return TPM2 SHA3 384 DIGEST SIZE;

Table 17. lib/tpm2_eventlog.c file

} else if (alg == TPM2_ ALG SHA3 256) {

} else if (alg == TPM2 ALG SHA512) { pcr = ctx—>sha372567pcrs[pcriindgx];
e — Gl ehEER Ecrsfpcr index]; cth>sha372567used |= (1 << pcr_index);
ctx->sha512 used |= (1 << gcr index) ; b else if {alg = TEM?_ALG_SHAS_384) f

- - pcr = ctx->sha3 384 pcrs[pcr index];
ctx->sha3 384 used |= (1 << pcr index);
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Table 18. lib/tpm2_eventlog.h file

) uint32 t sha3 256 used;
BEESE E SRARL ussel uint32 t sha3 384 used;

uint8 t sha3 256 pcrs[TPM2 MAX PCRS] [TPM2 SHA3 256 DIGEST S
IZE];

uint8 t sha3 384 pcrs[TPM2 MAX PCRS] [TPM2 SHA3 384 DIGEST S
IZE];

uint8 t sha512 pcrs[TPM2 MAX
PCRS] [TPM2_SHA512 DIGEST_SIZE
17

Table 19. lib/tpm2_eventlog_yaml.c file

if (ctx->sha3 256 used != 0) {
tpm2 tool output (" sha3 256:\n");
for (unsigned i = 0 ; 1 < TPM2 MAX PCRS ; i++) {
if ((ctx->sha3 256 used & (1 << i)) == 0)
continue;
bytes to str(ctx->sha3 256 pcrs[i], sizeof (ctx->sh
a3 256 pcrs[i]),
hexstr, sizeof (hexstr)):;
tpm2_ tool output (" %$-2d : 0x%s\n", i, hexstr);

if (ctx->sha512 used = 0) {
tpm2 tool output (" shab512:
\n") ;
for (unsigned i = 0 ; 1 < T
PM2 MAX PCRS ; i++) {
if ((ctx->shab512 used
& (1 << 1)) == 0)
continue;
bytes to str(ctx->shab
12 pcrs[i], sizeof (ctx->sha512
_pcrs(i]), hexstr,
sizeof (hexstr));
tpm2_ tool output (" %-2
d : O0x%s\n", 1, hexstr);

}

}

if (ctx->sha3 384 used != 0) {
tpm2 tool output (" sha3 384:\n");
for (unsigned i = 0 ; 1 < TPM2 MAX PCRS ; i++) {
if ((ctx->sha3 384 used & (1 << i)) == 0)
continue;
bytes to str(ctx->sha3 384 pcrs[i], sizeof (ctx->sh
a3 384 pcrs[i]),
hexstr, sizeof (hexstr)):;
tpm2_ tool output (" %$-2d : 0x%s\n", i, hexstr);

Table 20. lib/tpm2_openssi.c file

I R R

case TPM2 ALG SHA3 256:

case TPM2 ALG SHA512: return NID sha3 256;
return NID sha512; case TPM2 ALG SHA3 384:
return NID sha3 384;

case TPM2 ALG SHA3 256:
case TPM2 ALG SHAS512: return EVP_sha3 256();
return EVP _sha512(); case TPM2 ALG SHA3 384:
return EVP_sha3 384 ();

case TPM2_ ALG SHA3 256:
case TPM2 ALG SHA512: return SHA256; // workaround
return SHA512; case TPM2 ALG SHA3 384:
return SHA384; // workaround

Table 21. scripts/utils/man_to_bashcompletion.sh file

local hash methods=(shal sha256 sha384 sha512 sha3 256 sha3 384
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Table 22. tools/misc/tpm2_checkquote.c file

} else if (sel->hash == TPM2 ALG SHA3 256 &&

} else if (sel->hash == TPM2 ALG SHA512 pcr->size == TPM2 SHA3 256 DIGEST SIZE) {

&& pcr->size == TPM2 SHA512 DIGEST SIZE) ({ pcr_e = eventlog_ctx.sha3_256_pcrs[pcr_id];
pcr e = eventlog ctx.sha512 pcrs[pcr i } else if (sel->hash == TPM2 ALG SHA3 384 &&

d]; pcr->size == TPM2 SHA3 384 DIGEST SIZE) {

pcr e = eventlog ctx.sha3 384 pcrs(pcr id];

Table 23. tools/tpm2_pcrevent.c file

case TPM2 ALG SHA3 256:
bytes = d->digest.sha3 256;

case TPM2 ALG SHA512: size = sizeof (d->digest.sha3 256);
bytes = d->digest.shab512; break;
size = sizeof (d->digest.shab512); case TPM2 ALG SHA3 384:
break; bytes = d->digest.sha3 384;
size = sizeof (d->digest.sha3 384);
break;

Changing the default PCR allocation

If the default banks of the TPM device being used are SHA256 and SHA284 PCR, modify the tools/misc/tpm
2 _pcrevent.c file as described in the table below.

Table 24. tools/misc/tpm2_pcrevent.c file modification

.pcrSelections = { { .pcrSelections = { {
.hash = TPM2 ALG SHAL, .hash = TPM2 ALG SHA256,
.sizeofSelect = 3, .sizeofSelect = 3,

boo o b o
.hash = TPM2 ALG SHA256, .hash = TPM2 ALG SHA384,
.sizeofSelect = 3, .sizeofSelect = 3,

Installing the TPM2.0 tools
To compile and install the tools:

#export TPM2TOOLS TCTI="device:/dev/tpm0"
# ./bootstrap

# ./configure

# make

# sudo make install

# sudo ldconfig

Once the [TPM2.0 tools] have been installed, they can be used immediately. To display the list of the tools with
the Linux autocompletion function, type tpm2 in a Linux terminal, then press the TAB key twice.

If the TSS was compiled with the separate resource manager (RM), then the RM has to be running when the
tools are executed. Start the RM with the following command:

# sudo tpm2-abrmd --allow-root --dbus-name=com.intel.tss2.Tabrmd

There are almost 100 tools. A simple example to test if the setup has been correctly done is to send a
TPM2_ GetRandom command, used to generate random bytes:

# tpm2 getrandom --hex 20

The command returns 20 random bytes to the Linux terminal.
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10.4 Example use cases

This section presents a few practical use cases for the [TPM2.0 tools]. The commands in the following sections
must all be run from the same directory, for instance /home/pi or /home/pi/Documents. Any input or output files for
these examples must also be stored in the directory. Use the cd. command in a terminal to navigate to the
chosen directory.

10.4.1 RSA encryption and decryption

The goal of this use case is to create an RSA key pair that is stored to the TPM device. The RSA key pair is then
used to encrypt and decrypt a data file. The keys use the owner hierarchy.

First of all, create a primary key, to serve as a parent to the RSA key. With the primary key created, use the print
command to show information about the created key, as shown below.

# tpm2 createprimary -G rsa -C o —-c primarykey

# tpm2 print -t TPMS_ CONTEXT primarykey

Then, create the child RSA key pair. Its parent is primarykey. The child key is automatically loaded into the TPM
device and the resulting context is stored in loadedkey. The public and private keys are exported: the public part
(key.pub) is in clear, but the private part (key.priv) is encrypted with the parent key so that it remains protected.

# tpm2 create -G rsa -C primarykey —-u key.pub -r key.priv -c loadedkey
# tpm2 print -t TPMS CONTEXT loadedkey
# tpm2 print -t TPM2B PUBLIC key.pub

Create a data file named mydata.txt in the current directory such as /home/pi for example. This file can contain
any text. In a real-world use case, this could be a file containing user passwords. For instance:

(mydata.txt)
Hello world!

Then, encrypt this file with the RSA key. The encrypted data is stored in a file named encrypted data.txt.

# tpm2 rsaencrypt -c loadedkey -o encrypted data.txt mydata.txt

Reading encrypted data.txt produces a series of cryptic symbols. This is the encrypted message.
Use the RSA key to decrypt the encrypted data:

# tpm2 rsadecrypt -c loadedkey -o decrypted data.txt encrypted data.txt

This creates the decrypted data. txt file that contains the original data.

At the end of the use case, flush the keys from the TPM memory.

# tpm2 flushcontext -t

By default, the keys are deleted at each reboot. The TPM2 EvictControl command allows a key to be made
persistent:

# tpm2 evictcontrol -C o -c loadedkey

And conversely, it allows a persistent object to be made no longer persistent. The persistent handle of the object
must be passed to the evictcontrol utility, as illustrated by {persistent-object-handle} here.

# tpm2 evictcontrol -C o -c {persistent-object-handle}

10.4.2 NV indexes

An NV index can be used to persistently store data in TPM memory. It can be configured to restrict read and write
access to authorized entities. In this use case, the goal is to create a symmetric AES key, and store it to an NV
index protected by a password.

First, create the AES key using OpenSSL®:
# openssl enc -nosalt -aes-256-cbc -pbkdf2 -k mykeypass -P > aes key.txt

Read the created aes_key. txt file. It contains two values: the AES key further referred to as {aes_key} and
the 1V, hereafter referred to as {iv}.
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Then, encrypt a file with the symmetric key:

# openssl enc -nosalt -aes-256-cbc -in mydata.txt -out aes encrypted data.txt -K {aes key} -1
v {iv}

The resulting aes_encrypted data. txt file contains the encrypted bytes.

However, the AES key is not stored in a secure place yet. Prior to storing it to a TPM NV index, first define the NV
index attributes:

. NV index handle is 0x1500015.
. NV index attributes bit field is 0x40004.

This means that the NV index can only be written and read if the correct auth value is provided (in this example,
the myNVpassword password).

# tpm2 nvdefine -C o -p myNVpassword -a 0x40004 0x1500015

After defining the NV index attributes, write the AES key data to the NV index:
# tpm2 nvwrite -i aes key.txt —P myNVpassword 0x1500015
The key is now stored in the NV index. The aes_key. txt file is no longer needed and can be deleted. To

release the AES key context, provide the correct authorization for the NV index. If a wrong password is provided,
the key is not released:

# tpm2 nvread -o aes unlocked -P wrongpassword 0x1500015

However, with the correct password, the key context is released:

# tpm2 nvread -o aes unlocked -P mypassword 0x1500015

Now use the AES key to decrypt the encrypted data:
# openssl enc -nosalt -aes-256-cbc -d -in aes encrypted data.txt -out aes decrypted data.txt
-K {aes_key} -iv {iv}
The aes_decrypted data.txt file is the same as the original mydata. txt file.
To clean up after this use case, delete the NV index:
# tpm2 nvundefine -C o 0x1500015
This was a simple illustration, but in a real-world scenario, the NV index can have a more complex authorization

value: it can for instance be bound to the TPM platform configuration registers (PCRs), so that the AES key is
only released if the TPM device is in the expected state.

Note: OpenSSL is a registered trademark owned by the OpenSSL Software Foundation.

10.4.3 Extending a PCR

The TPM platform configuration registers (PCRs) are 2 banks of hash values (by default SHA-256 and SHA-1, or
SHA-256 and SHA-384, depending on the firmware version of the TPM device). They cannot be directly written,
but they can be extended with another hash value. The PCRs can be used to provide a “measure” of a file or a
system.

The objective of this use case is to extend the fifth SHA-256 PCR with the mydata.txt file, which was created in
the RSA encryption and decryption use case.

Start by reading the TPM PCRs with the following command:

# tpm2 pcrread

Now, hash the data:

# tpm2 hash --hex -g sha256 mydata.txt

The TPM2 Hash command returns the digest that must be used to extend the PCR.

# tpm2 pcrextend 5:sha256=[returned hash in hex form]

Note: To avoid copying and pasting the returned hash, use both tools in a single Linux terminal command:

# tpm2 pcrextend 5:sha256=tpm2 hash --hex -g sha256 mydata.txt'
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When the TPM PCRs are read once again, the value of the fifth SHA-256 PCR must have changed.
# tpm2 pcrread

The TPM2 PCR_Event command is the equivalent of a combined TPM2 Hash and TPM2_ PCR_Extend

operation, which means that the data file can be used directly with this command. By executing the command line
below, the sixth PCRs of both banks are extend with the mydata. txt file:

# tpm2 pcrevent mydata.txt 6

Check the PCR values once more with the TPM2 PCR_Read command:

# tpm2 pcrread

Note: The fifth and sixth PCRs of the SHA-256 bank have the same values. This is logical, because even though the
process was slightly different, they are extended with the same data.
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11 Higher-level applications
In the [TPM2-TSS] repository, some extra projects exist for specific use cases. This section presents two of these
projects.

1.1 OpenSSL engine

The OpenSSL® engine project is accessible from the GitHub website (see [OpenSSL-engine]). OpenSSL is often
used for cryptographic operations: for instance, to generate cryptographic keys. However, generating keys
requires generating strong random numbers, and OpenSSL is purely software. Software implementations
sometimes have weaker random number generation algorithms than {hardware + software} implementations.
Therefore, a functionality exists in OpenSSL to allow the use of a hardware device as a cryptographic engine. If
an engine is specified, then the cryptographic operations are computed by the hardware device instead of the
OpenSSL software.

The TPM2 OpenSSL engine project offers the possibility of using the TPM device as a cryptographic engine.

111 Installing the TPM2 OpenSSL engine project
Use the following commands to install the TPM2 OpenSSL engine project:

sudo apt install expect

cd /home/pi/Downloads

git clone -b 1.2.0 https://github.com/tpm2-software/tpm2-tss-engine
cd tpm2-tss-engine

export TPM2TSSENGINE TCTI="device:/dev/tpm0"

./bootstrap

./configure

make

sudo make install

#
#
#
#
#
#
#
#
#
# sudo ldconfig

Note: This URL belongs to a third party. It is active at document publication, however, STMicroelectronics shall not be
liable for any change, move or inactivation of the URL or the referenced material.

11.1.2 RSA encryption and decryption with the TPM2 OpenSSL engine project
The objective of this use case is to encrypt and decrypt a data file with an RSA key pair.
Step 1. Create the RSA key pair using the TPM device.

# cd /home/pi/
# tpm2tss-genkey -a rsa -s 2048 rsa key

The rsa_key file contains the private key.

Step 2.  Retrieve the public portion of the key:

# openssl rsa -engine tpm2tss —inform engine -in rsa key -pubout -outform pem -out r
sa_key.pub

The rsa_key.pub file contains the public portion of the key.

Step 3.  Encrypt a data file using the public key. The data file can be mydata. txt, created earlier on.

# openssl pkeyutl -pubin -inkey rsa key.pub -in mydata.txt -encrypt -out openssl enc
rypted data.txt

Step 4. Decrypt the encrypted data using the private portion of the RSA key:

# openssl pkeyutl -engine tpm2tss -keyform engine -inkey rsa key -decrypt —-in openss
1 encrypted data.txt -out openssl decrypted data.txt

1.1.3 Generating a self-signed x509 certificate

The objective of this short use case is to generate a self-signed certificate for an RSA key. This means that the
certificate is not signed by a certificate authority (CA) but directly by the issuer of the RSA key.
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Step 1. Create an RSA key:
# tpm2tss-genkey -a rsa -s 2048 rsa key2

Step 2. Use OpenSSL to create a self-signed certificate.
# openssl req -new -x509 -engine tpm2tss -key rsa key2 -keyform engine -out self sig

ned certificate.txt

Step 3.  Provide the information required to create the certificate.
The certificate can be read in the se1f signed certificate.txt file.

Signing data with a private key stored inside the TPM and verifying the signature with
OpenSSL

The objective of this use case is to generate an elliptic cryptographic curve (ECC) key with OpenSSL, and to load
it into the TPM device with the TPM2 LoadExternal command; then, to hash a data file and to sign the resulting
digest using the ECC key; and finally, to use OpenSSL to verify the signed data.

Step 1.  Generate the ECC key, and retrieve its public portion from the ecc. pub file:

# openssl ecparam -name prime256v1l -genkey -noout -out ecc.priv
# openssl ec -in ecc.priv -pubout -out ecc.pub

Step 2. Load this key into the TPM device.

# tpm2 loadexternal -G ecc -r ecc.priv -c loaded ecc_key

Step 3.  Hash the data before signature.
# tpm2 hash -g sha256 -o my hashed data.txt mydata.txt

Step 4.  Sign the hashed data using the ECC key.
Signing a hash means encrypting the hash with a private key.

# tpm2 sign -c loaded ecc key -g sha256 -d my hashed data.txt -f plain -o signed dat
a.txt

Step 5. Use OpenSSL to verify the signature.
This means that, on one side, the mydata. txt file is hashed while, on the other, the signature is
decrypted using the public key. If these two digests match, the signature is valid.
# openssl dgst -verify ecc.pub -keyform pem -sha256 -signature signed data.txt mydat

a.txt
Verified OK

If a different data file is verified (for instance, a mydata?2 . txt file, different from mydata. txt), then
the verification fails.
# openssl dgst -verify ecc.pub -keyform pem -sha256 -signature signed data.txt mydat

a2.txt
Verification failure

PKCS#11

The PKCS#11 (Public-Key Cryptography Standard) is a standard used in communicating with hardware security
devices (HSMs) and smartcards. These secure devices are used as cryptographic tokens: they can store
biometric data, passwords or keys (used in signatures) that are used in authentication.

In the [PKCS#11] project, the TPM device is used as the cryptographic token.
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11.2.1 Installing PKCS#11
To install the TPM PKCS#11 project, execute the following commands:

# sudo apt install libsglite3-dev libyaml-dev
# sudo pip3 install pyyaml

# sudo pip3 install pyasnl-modules

# cd /home/pi/Downloads

# git clone -b 1.9.0 https://github.com/tpm2-software/tpm2-pkcsll
# cd tpm2-pkcsll

# python3 -m pip install tpm2-pytss

# ./bootstrap

# sudo mkdir /etc/tpm2-pkcsll

# sudo chmod 777 /etc/tpm2-pkcsll

# ./configure --with-storedir=’/etc/tpm2-pkcsll’

# make

# sudo make install

# sudo ldconfig

Note: This URL belongs to a third party. It is active at document publication, however, STMicroelectronics shall not be
liable for any change, move or inactivation of the URL or the referenced material.

Then, setthe TPM2 PKCS11 STORE environment variable; the application uses it to find the location of the key
store.

# export TPM2 PKCS1l STORE=/etc/tpm2-pkcsll
Integrate this last command into the .bashrc file, so that it is executed each time a new terminal is opened.
Write it at the end of the file that it is opened by the following command:

# nano /home/pi/.bashrc

11.2.2 Generating a key accessible by the PKCS#11 standard
The objective of this example is three-fold:
1. To create a key using the tpm2-pkcs11 tool.
2. Toillustrate how to access the key via the PKCS#11 standard.
3. To show how to generate a certificate signing request (CSR) for the key.
If the resource manager is used, it must be started before the commands are sent.
Use the following sequence:
Step 1. Initialize the key store:
# cd /home/pi/Downloads/tpm2-pkcsll/tools
# ./tpm2 ptool init

The above command returns the ID of the store. In the following commands, the pid argument is 1. If
the returned ID is different, that value must be used.

Step 2. Add a token to the store.

# ./tpm2 ptool addtoken --pid=1l --sopin=mysopin --userpin=myuserpin --label=mylabel

Step 3.  Add an RSA key:
# ./tpm2 ptool addkey --algorithm=rsa2048 --label=mylabel --userpin=myuserpin

Step 4. In the PKCS#11 standard, a key is accessed via its URL. First, use the P11Tool program to obtain the
URL of the token:

# sudo apt install gnutls-bin
# plltool --list-token-urls

The command requires the user pin: enter myuserpin.
The command returns a list of token URLs. The URL corresponding to the previously created token
has the 1abel=mylabel attribute. The URL must look like this:

pkcsll:model=;manufacturer=STMicro;serial=0000000000000000; token=mylabel
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Step 5. Use the token URL to obtain the key URL with the following command:
plltool --list-all ”pkcsll:model=;manufacturer=STMicro;serial=0000000000000000; token

=mylabel”

The key URL printed in the terminal must look like this:

pkcsll:model=%01%01%04;manufacturer=STMicro; serial=0000000000000000; token=
mylabel; 1d=%xX¥XXIXRXIXXK=FXKXIXXIXXIXX=IXXIXXIXXTXKX=FXKXIXKXIKXXFXX; type=public

Step 6.  Use the key URL to generate a CSR (certificate signing request) using OpenSSL.

# sudo apt install libengine-pkcsll-openssl

# openssl req -new —-engine pkcsll -keyform engine -key "pkcsll:model=%$01%01%04;manuf
acturer=STMicro; serial=0000000000000000;

token=mylabel; id=%xXIXXIXKIXKIXKIXKIXKIXKTXKEXKEXKTXKEXKEXKEXKXSXX; Lype=public" -out

mycsr.csr
The user pin must be entered once again, as well as some information used in the CSR.

Step 7. Sign the resulting CSR, mycsr.csr, with a CA key.
The resulting certificate can be used to authenticate the TPM device, via the cryptographic token, for
wireless connections.
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Appendix A Glossary

Table 25. List of acronyms

T

AES

B

CA

CcC
CSR
ECC
HDMI
HSM
12C

NV
OpenSSL®
oS
PCR
PKCS
RM
RSA
SD card
SHA
SPI
TAB/RM
TPM
TSS
URL
uUSB

Advanced encryption standard

Byte

Certificate authority

Common criteria

Certificate signing request

Elliptic cryptographic curve

High-definition multimedia interface
Hardware security device

Inter-integrated circuit

Nonvolatile

Full-featured toolkit for the transport layer security (TLS) and secure sockets layer (SSL) protocols.
Operating system

Platform configuration register

Public-key cryptography standard
Resource manager

Public-key signature algorithm (Ron Rivest, Adi Shamir and Leonard Adleman)
Secure digital card

Secure hash algorithm

Serial peripheral interface

TPM access broker and resource manager
Trusted platform module

TPM software stack

Secure hash algorithm

Universal serial bus

page 33/40




ﬁ AN5714

Revision history

Table 26. Document revision history

16-Sep-2021 1 Initial release.
Added:
. Table 2. Compliant open-source references
. Figure 10. TPM software stack illustration
. Section 9.1.3: Compiling with the kernel RM
Updated:
. Section Introduction
. Table 1. List of open-source software resources

. Section 3: Raspberry Pi®
. Section 4: STPM4RasPl and STPM4RasPIv21 connector board
. Section 5.1: Raspberry Pi OS

. Section 5.2: Hardware setup

. Section 5.2: Hardware setup

. Section 7.1: SPI/I2C activation

. Section 7.2: Downloading the Linux kernel

. Section 7.3.1: Drivers

. Section 7.3.2: Device tree

. Section 7.3.3: Linux kernel configuration
06-Apr-2022 2 . Section 7.3.4: Compiling and installing the kernel

. Section 8: Low-level communication

. Section 8.1: Linux terminal I°C commands

. Section 8.2: Python scripts

. Section 8.3: C language scripts

. Section 9: TPM software stack (TSS)

. Section 9.1: Installing the TSS

. Section 9.1: Installing the TSS

. Section 9.1.4: Compiling with the separate TAB/RM

. Section 10: TPM2.0 tools

. Section 10.3: Installing the TPM2.0 tools

. Section 10.4: Example use cases

. Section 10.4.1: RSA encryption and decryption

. Section 10.4.2: NV indexes

. Section 10.4.3: Extending a PCR

. Section 11.1.4: Signing data with a private key stored inside the TPM
and verifying the signature with OpenSSL

. Section 11.2.1: Installing PKCS#11

. Section 11.2.2: Generating a key accessible by the PKCS#11 standard

Updated the following to add the Raspberry Pi®5:

. Section 7.3.2: Device tree
. Section 7.3.3: Linux kernel configuration
. Section 7.3.4: Compiling and installing the kernel

. Section 9.1: Installing the TSS

. Section 9.1.1: Adding SHAS support to the TSS

. Section 3: Raspberry Pi®

Updated Section 1: Open-source software resources to add ST33TPHF2x12C
19-Jan-2024 3 support, open-source software resources in Table 1. List of open-source

software resources, and compliant open-source refences in
Table 2. Compliant open-source references.

Updated Section 4: STPM4RasPl and STPM4RasPlv21 connector board to
add STPM4RasPIv21. Minor updates were applied.

Updated Section 7: Enabling TPM support in the Linux kernel before the
version 6.1 and Section 7.1: SPI/I2C activation for minor updates.

Updated Section 10: TPM2.0 tools and Section 11.1.1: Installing the TPM2
OpenSSL engine project to update the version in the code provided.

AN5714 - Rev 3 page 34/40



AN5714
1S7]

Updated Section 11.2.1: Installing PKCS#11 to update the code provided.

Updated Section 10.1: Adding SHA3 support to the TPM2 tools to update the
title in table 13.

Updated Section 7.3.4: Compiling and installing the kernel to add 32-bit and
64-bit data.

Updated Figure 10. TPM software stack illustration.

Updated Section 9.1.4: Compiling with the separate TAB/RM for minor
updates.

Removed the section Patching Fapi_Provision.

Added Section 2: STM32MP1xx, Section 6: Enabling TPM support in the
Linux kernel from the version 6.1, and Section 6.1: Enabling TPM support on

a Raspberry Pi®,

AN5714 - Rev 3 page 35/40



‘_ AN5714
,’ Contents

Contents
Open-source SOftWare reSOUICES . ......uuiiiinrrrrrinnnaananssrennnnnnnannnnsennns 2
2 RS0 1 721 | = G 3
2.1 STM32MP I35 DK . . . o 3
2.2 STMB2MP I GTF-DK . . 3
3 RASPBEITY Pi® L 5
STPM4RasPIl and STPM4RasPIv21 connectorboard..................c.oiiiiatt, 7
5 Raspberry Pisetup ........coiiiii i i st iasa i s 8
5.1 Raspberry Pi OS . ... 8
5.2 Hardware setup . ... ... 8
6 Enabling TPM support in the Linux kernel from the version6.1.................... 10
6.1 Enabling TPM supportona Raspberry Pi® .. ... ... ... .. .. ... .. . . . 10
6.2 Enabling TPM support on a STM32MPX . . ... ... e 10
7 Enabling TPM support in the Linux kernel before the version 6.1 .................. 1"
74 SPUIRZC activation . ... ... 11
7.2 Downloading the Linux kernel . . .. ... . 11
7.3 Enabling TPM support . .. ..o e 11
7.31 DIIVEIS oo 11
7.3.2 Device tree . . . . 1"
7.3.3 Linux kernel configuration . . .. ... ... . . e 12
7.34 Compiling and installingthe kernel . .. ... .. ... .. . . . 13
8 Low-level communication. .......... ...t it 15
8.1 Linux terminal IPC commands .. ... ... e 15
8.2 Python SCripts . . ... 15
8.3 Clanguage SCriPLS . ..o e 16
9  TPMsoftware stack (TSS).......ouiiiiiiiii ittt 17
9.1 Installing the TSS .. ... 18
9.1.1 Adding SHA3 supporttothe TSS ... ... . . . 18
9.1.2 Compiling without any RM. . . . ... . 21
9.1.3 Compilingwiththe kernel RM . . . ... .. 21
914 Compiling with the separate TAB/RM . . . ... ... . e 21
S I o 1 2 0 I o Y o = 23
10.1  Adding SHA3 supporttothe TPM21tools .. ........ .. i 23
10.2 Changing the default PCR allocation .. ... ... .. . e 25
10.3  Installing the TPM2.0t00IS. . . ... ..o e 25

AN5714 - Rev 3 page 36/40




‘_ AN5714
,’ Contents

10.4  EXampPle USE CaSES. . . ..ottt ittt e e e e e e 26
10.4.1  RSA encryption and decryption. . . . ... . e 26
10.4.2  NVINAEXES . . .ttt 26
10.4.3  Extending a PCR .. ... 27
11 Higher-level applications ... ittt ea i anaa s 29
1.1 OPeNSSL ENGINE. . oot 29
11.1.1  Installing the TPM2 OpenSSL engine project . .. ......... .. .. .. ... 29
11.1.2  RSA encryption and decryption with the TPM2 OpenSSL engine project .. ........... 29
11.1.3  Generating a self-signed x509 certificate . ........ ... .. ... ... . . . . . ... 29

11.1.4  Signing data with a private key stored inside the TPM and verifying the signature
With OpPenSSL. . . . . 30
112 PRSI 30
11.21  Installing PKCSH#IT . . ..o 31
11.2.2  Generating a key accessible by the PKCS#11 standard . . . ....................... 31
ApPpPendiX A GlOSSaNY .. ...ttt tiaie e ttaaes s aaaseenaassanaaassnanassennnnrenns 33
ReVISION NiStOry . ... e iei i s i i 34

AN5714 - Rev 3 page 37/40



‘_ AN5714
,’ List of tables

List of tables

Table 1. List of open-source software resources. . . . . ... ... . 2
Table 2. Compliant 0pen-souUrce referenCes. . . . . . . . . . 2
Table 3.  Editing the dis file foran SPITPM device . . . . . ... . e 12
Table 4.  Editing the dfsfile foran I2C TPM device. . . . . . ... 12
Table 5. Configuration file to edit according to Raspberry Piboard . . .. ... ... .. ... .. ... .. . . . . . . .. 12
Table 6. Editing the configuration file foran SPITPM device . . . ... ... .. . . . 12
Table 7. Editing the configuration file for an I2C TPM device. . . . . . . .. . 13
Table 8.  Configuring the Linux kernel compilation. . . . . ... .. 13
Table 9. include/tss2/tss2_tpm2_types.hfile . . . . . .. 18
Table 10.  src/tss2-esys/esys_crypto.Cfile . . . . .. . 18
Table 11. src/tss2-esys/esys_crypto_ossl.cfile . ... ... . . 19
Table 12. src/tss2-fapilffapi_crypto.cfile. . . . . .. .. 19
Table 13. src/tss2-fapi/tpm_json_deserialize.cfile . . ... ... . . . .. 19
Table 14. src/tss2-fapi/tpm_json_serialize.cfile . . . . . ... .. 20
Table 15.  src/tss2-mu/tpmu-types.Cfile. . . . . .. . 20
Table 16. lib/tpm2_alg_util.cfile. . . . . .. 23
Table 17. lib/tpm2_eventlog.Cfile . . . . . . 23
Table 18. lib/tpm2_eventlog.h file. . . . . . .. 24
Table 19. lib/tpm2_eventlog_yaml.cfile. . . . . . . . 24
Table 20. lib/tpm2_openssl.cfile . . . . ... 24
Table 21. scripts/utils/man_to_bashcompletion.shfile. . .. .. ... ... . . . . . . . 24
Table 22. tools/misc/tpm2_checkquote.cfile . . . .. .. . . . . . . 25
Table 23. tools/tpm2_pcrevent.cfile . . . . . . ... 25
Table 24. tools/misc/tpm2_pcrevent.c file modification . . ... ... ... . . . .. 25
Table 25.  List Of @CrOnymMS . . . . .. 33
Table 26.  Document revision history . . . . . . . .. 34

AN5714 - Rev 3 page 38/40



‘,_l AN5714

List of figures

List of figures

Figure 1. STMB2MP 135 -DK. . . o 3
Figure 2. STMB2MP 157 -DK . . . 4
Figure 3. Raspberry Pi 3 model B. . . .. .. 5
Figure 4. Raspberry Pid model B. . . .. .. 5
Figure 5. Raspberry PiD . . 6
Figure 6. Flashing an SD card with the Raspberry Pidiskimager . . . . . ... ... .. . . . 8
Figure 7. HOMeE SCreen . . . 9
Figure 8. Expected output once the TPM driveris loaded . ... .. ... . .. . ... . . . 10
Figure 9. Expected output once the TPM driveris loaded . ... ... ... .. . .. .. . . 14
Figure 10.  TPM software stack illustration . . . . . .. ... 17

AN5714 - Rev 3 page 39/40



‘,_l AN5714

IMPORTANT NOTICE — READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgment.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, refer to www.st.com/trademarks. All other product or service names
are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2024 STMicroelectronics — All rights reserved

AN5714 - Rev 3 page 40/40



http://www.st.com/trademarks

	AN5714
	Introduction
	1 Open-source software resources
	2 STM32MP1xx
	2.1 STM32MP135F-DK
	2.2 STM32MP157F-DK2

	3 Raspberry Pi®
	4 STPM4RasPI and STPM4RasPIv21 connector board
	5 Raspberry Pi setup
	5.1 Raspberry Pi OS
	5.2 Hardware setup

	6 Enabling TPM support in the Linux kernel from the version 6.1
	6.1 Enabling TPM support on a Raspberry Pi®
	6.2 Enabling TPM support on a STM32MPx

	7 Enabling TPM support in the Linux kernel before the version 6.1
	7.1 SPI/I2C activation
	7.2 Downloading the Linux kernel
	7.3 Enabling TPM support
	7.3.1 Drivers
	7.3.2 Device tree
	7.3.3 Linux kernel configuration
	7.3.4 Compiling and installing the kernel


	8 Low-level communication
	8.1 Linux terminal I²C commands
	8.2 Python scripts
	8.3 C language scripts

	9 TPM software stack (TSS)
	9.1 Installing the TSS
	9.1.1 Adding SHA3 support to the TSS
	9.1.2 Compiling without any RM
	9.1.3 Compiling with the kernel RM
	9.1.4 Compiling with the separate TAB/RM


	10 TPM2.0 tools
	10.1 Adding SHA3 support to the TPM2 tools
	10.2 Changing the default PCR allocation
	10.3 Installing the TPM2.0 tools
	10.4 Example use cases
	10.4.1 RSA encryption and decryption
	10.4.2 NV indexes
	10.4.3 Extending a PCR


	11 Higher-level applications
	11.1 OpenSSL engine
	11.1.1 Installing the TPM2 OpenSSL engine project
	11.1.2 RSA encryption and decryption with the TPM2 OpenSSL engine project
	11.1.3 Generating a self-signed x509 certificate
	11.1.4 Signing data with a private key stored inside the TPM and verifying the signature with OpenSSL

	11.2 PKCS#11
	11.2.1 Installing PKCS#11
	11.2.2 Generating a key accessible by the PKCS#11 standard


	Appendix A Glossary
	Revision history

