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Data brief

Secure secret provisioning (SSP) solution for STM32 microprocessors
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Product status link

STM32MPUSSP-UTIL

Features

. Support for various services and API functions to integrate in the user's secure programming tool:

- STM32HSM-V2 personalization data files

- OEM secrets and keys programming into the OTP memory of STM32 MPUs

- OEM RMA password programming into the OTP memory of STM32 MPUs
. Compatibility with STM32CubeProgrammer and STM32 Trusted Package Creator (STM32CubeProg) v2.18.0 and above
. Secure secret provisioning
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For further information contact your local STMicroelectronics sales office.


https://www.st.com/en/product/stm32mpussp-util?ecmp=tt9470_gl_link_feb2019&rt=db&id=DB5423
https://www.st.com/en/product/stm32hsm-v2?ecmp=tt9470_gl_link_feb2019&rt=db&id=DB5423
https://www.st.com/en/product/stm32cubeprog?ecmp=tt9470_gl_link_feb2019&rt=db&id=DB5423

G STM32MPUSSP-UTIL
> /4

Description

STM32MPUSSP-UTIL is a solution for secure secret provisioning, protecting the transport of the original equipment
manufacturer (OEM) keys from their generation to their storage in the STM32 microprocessor's internal memory during device
manufacturing.

In the case of a device failure (return material authorization), STM32 MPUs feature a mechanism to reopen the device while
maintaining protection on other secrets and keys. This mechanism is secured by a password that the OEM can program using
STM32MPUSSP-UTIL.

Regulations, standards, or applications mandate the storage of keys in devices. These keys are sensitive assets that require
protection during their generation, injection into the devices, and storage and use within the devices. The transport of these keys
from their generation (such as in an HSM) to their injection into the MPUs (on the manufacturing line) represents a sensitive
operation.

Outsourcing product manufacturing allows original equipment manufacturers to reduce direct costs and focus on high-value
activities. However, contract manufacturing puts the OEM secrets at risk. Since the contract manufacturer (CM) handles the
OEM's intellectual property (IP), it might be disclosed to other customers or appropriated.

To meet these security requirements and protect OEMs against any leakage of their IP, STMicroelectronics introduces a new
security concept: Secure secret provisioning (SSP), represented by STM32MPUSSP-UTIL for STM32 MPUs. STM32MPUSSP-
UTIL enables the secure programming of OEM secrets into the STM32 MPUs' OTP area, ensuring confidentiality,
authentication, and integrity.

The STM32 MPUs support protection mechanisms that safeguard critical operations (such as cryptographic algorithms) and
critical data (such as secret keys) against unauthorized access. SSP is a secure mechanism implemented in STM32 MPUs that
enables the secure and controlled installation of OEM secrets in untrusted production environments.

SSP prevents:

. Access to OEM secrets by the contract manufacturer
. Extraction or disclosure of OEM secrets
. Over-manufacturing of OEM devices

SSP initiates device security processes, including the secure boot chain and authentication.
Information about SSP is available from various sources:

. The AN5510 application note about secure secret provisioning (SSP) on STM32 microprocessors
. The Secure Secret Provisioning (SSP) overview wiki page on wiki.st.com/stm32mpu

. The How to deploy SSP using a step-by-step approach wiki page on wiki.st.com/stm32mpu

. The STM32MPUSSP-UTIL product page on the www.st.com website

Table 1. Applicable products

. STM32MP1 series
. STM32MP2 series

Software development tool STM32CubeProgrammer and STM32 Trusted Package Creator (STM32CubeProg)

Microprocessors

Hardware tool STM32HSM-V2 secure application module
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https://wiki.st.com/stm32mpu/wiki/Secure_Secret_Provisioning_(SSP)_overview
https://wiki.st.com/stm32mpu/wiki/How_to_deploy_SSP_using_a_step-by-step_approach
https://www.st.com/en/product/stm32mpussp-util?ecmp=tt9470_gl_link_feb2019&rt=db&id=DB5423
https://www.st.com
https://www.st.com/en/microcontrollers-microprocessors/stm32mp1-series.html
https://www.st.com/en/microcontrollers-microprocessors/stm32mp2-series.html
https://www.st.com/en/product/stm32cubeprog?ecmp=tt9470_gl_link_feb2019&rt=db&id=DB5423
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‘_ STM32MPUSSP-UTIL
,’ General information

1 General information

STM32MPUSSP-UTIL is an SSP solution that applies to STM32 microprocessors based on the Arm® Cortex®

processor.
Note: Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
arm
1.1 Ordering information

STM32MPUSSP-UTIL is available for free download from the www.st.com website.

1.2 Secure secret provisioning with STM32 Trusted Package Creator
Figure 1 illustrates the SSP setup using the STM32 Trusted Package Creator.

Figure 1. SSP with STM32 TPC
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2 License

STM32MPUSSP-UTIL is delivered under the ULTIMATE LIBERTY software license agreement (SLA0044).
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Revision history

Table 2. Document revision history

04-Dec-2024 1 Initial release.
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IMPORTANT NOTICE — READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgment.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, refer to www.st.com/trademarks. All other product or service names
are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2024 STMicroelectronics — All rights reserved
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