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Errata sheet

SR5 E1 line—Devices errata JTAG_ID = 0x0012_2041 and 0x1012_2041

Introduction

This errata sheet describes functional and electrical problems of the SR5E1x devices.
The reference documentation is reported in Section 1: Reference documents.
Device identification for cut 1.0:

. JTAG_ID = 0x0012_2041
. MIDR1 register:
- MAJOR_MASK]3:0]: 4’b0000
- MINOR_MASK([3:0]: 4’b0000
Device identification for cut 1.1:
. JTAG_ID = 0x1012_2041
. MIDR1 register:
- MAJOR_MASK]3:0]: 4’b0000
- MINOR_MASK([3:0]: 4’0001
The list of errata is contained in a Microsoft® Excel workbook file attached to this document.

Locate the paper clip symbol on the left side of the PDF window, and click it. Double-click on the Excel file to open it.
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1 Reference documents

Table 1. Reference documents

RM0483 SR5E1x 32-bit Arm® Cortex®-M7 architecture microcontroller for electrical vehicle applications

SR5 E1 line of Stellar electrification MCUs — 32-bit Arm® Cortex®-M7 automotive MCU 2x cores, 300

DS13808 MHz, 2 MB flash, rich analog, 104 ps 24-ch high-resolution timer, HSM, and ASIL D
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Revision history

Table 2. Document revision history

29-Mar-2023 1 Initial release.

All references to Security Errata have been removed from this file, refer to the
Security Errata Sheet.

New Errata:

DAN-0058114 DAN-0058219 DAN-0058223 DAN-0061454 DAN-0062235
11-Jan-2024 2 DAN-0062237 DAN-0062258 DAN-0062401

Moved in Security Errata:
DAN-0044555 DAN-0057876
Removed watermark "ST Restricted".

05-Nov-2024 3 Updated Introduction.
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IMPORTANT NOTICE — READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgment.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, refer to www.st.com/trademarks. All other product or service names
are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.
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SR5E1 Errata Sheet

		ID 		Module		Functional Safety		Title		Description		Workaround		CUT 1.1		CUT 1.0		Revision History

		DAN-0043085		FCCU		FALSE		FCCU: Unwanted indication of a fault state for a single safe clock period		When the software switches the FCCU state machine from CONFIG to NORMAL state, the user can observe a glitch to a logic 0b in the error out pin. In this case, the user wrongly interprets this glitch as a fault indication. 
The duration of the glitch is equal to a single clock period of the IRC oscillator.
This event occurs only if the software changes the error out protocol from a toggling to a not-toggling one, and programs the FCCU_CFG.FCCU_SET_AFTER_RESET bit to 1b. As a result, there is a 50% of probability to observe the glitch.		Split the configuration of the FCCU in 2 phases.

During the first phase, the software:
1) moves the FCCU to the CONFIG state
2) configures the FCCU including the error out protocol, but without setting the FCCU_CFG.FCCU_SET_AFTER_RESET flag to 1b
3) exits to the NORMAL state

During the second phase, the software:
4) moves again the FCCU to the CONFIG state
5) sets the FCCU_CFG.FCCU_SET_AFTER_RESET flag to 1b
6) exits to the NORMAL state

Note:  The default (after reset) error out protocol is the Dual Rail. Since this is a toggling protocol, the software must execute the above steps each time the user wants to switch to a not-toggling error out protocol.		X		X		 

		DAN-0052753		MCAN		FALSE		MCAN: Debug message handling state machine not reset to Idle state when CCCR.INIT is set.		(MCAN#21) 

When the debug support is active, if the bit CCCR.INIT is set by the Host by writing to register CCCR or when the M_CAN enters BusOff state, the debug message handling state machine stays in its current state instead of being reset to Idle state. Setting CCCR.CCE does not change RXF1S.DMS. The debug message handling state machine is stopped and remains in the current state signalled by RXF1S.DMS. In case RXF1S.DMS = '11', output m_can_dma_req remains active.  The erratum is limited to the case when the Debug on CAN Support feature is active. Regular operation is not affected, in regular operation the debug message handling state machine always remains in Idle state.		In case the debug message handling state machine has stopped while RXF1S.DMS="01" or RXF1S.DMS="10" it can be reset to Idle state by hardware reset or by reception of debug messages after CCCR.INIT is reset to zero. In case the debug message handling state machine has stopped while RXF1S.DMS="11" with m_can_dma_req active, it can be reset to Idle state by hardware reset or by activating input m_can_dma_ack.		X		X		 

		DAN-0053923		Cortex-M7		FALSE		Cortex-M7: ECC errors reported after BAF code execution		The Cortex-M7 processor by design performs speculative accesses to increase CPU performance.
That means it forwards an AXI transaction address to a slave before it verifies that the AXI transaction is permitted to read address or write address respectively. 
In rare cases, the speculative accesses could be on not-initialized yet memory addresses, causing ECC errors recorded by the MEMU2 table and reported to FCCU module.

The speculative accesses can occur in several scenarios and cannot be disabled on the Cortex-M7 processor. For more details refer to the Cortex-M7 technical reference manual .		Workaround 1: Clean the ECC errors reported by the MEMU2 table and the CEM instances 10 and 11. 
Workaround 2: Initialize the whole memories via the offline MBIST functionality. 

All memories are expected initialized by user software.		X		X		 

		DAN-0054468		FCCU		FALSE		FCCU: software can't clear the EIN_ERR flag if EOUT_ERR is set		In the Fault Collection and Control Unit (FCCU), the Error Output (EOUTx) and Error Input (EINx) signals may share the same pad.  
Depending on the FCCU configuration, when the FCCU drives the EOUTx to FAULTY state (i.e. 0b), the EOUTx asserts the EINx. The FCCU reacts to the EINx by pushing again the EOUTx to FAULTY states. 
Under those circumstances, there is a loop that prevents the software to clear the error. 
 
An external device can signal to the FCCU the detection of an error by asserting EINx signal. This assertion triggers the fault channel 45 (x=0) or 38 (x=1) that drives the FCCU into FAULT state and initiates the EOUT reaction.  
 
As a consequence, the FCCU drives the EOUT to FAULTY state.  
Because the EOUT shares the same pad with the EIN, this results in a loop where: 
1) FCCU is in FAULT state and drives EOUT, 
2) the EOUT asserts EIN and 
3) the EIN assertion drives the FCCU to FAULT state. 
 
Because there is a delay between the fault clearing and EOUT de-assertion, even if software clears the fault channel 38 or 45, it is re-asserted by the loop EOUT/EIN.		The SR5E1 device provides a second set on pins where FCCU error input only function can be configured.
As a first workaround, configure the EINx function on this secondary set of pins (without EOUTx function) to avoid the loop.

Otherwise, user shall follow these steps as workaround: 
1) Use EIN (channel #45 or 38) in hardware mode. In this mode, the fault status is asserted till the fault line is asserted. Software configures this behavior by register FCCU_RF_CFGn.RFCz=0. 
2) Identify the primary fault that caused the FCCU to move to FAULT state by reading the N2FF_STATUS and A2FF_STATUS registers. Primary fault source could be either the EIN or any other fault. 
3) Wait for the EOUT Timer to expire (>Tmin) by polling the FCCU_XTMR register. Any new fault asserted during this time re-triggers the EOUT timer if the software has enabled the reaction to this fault.  
4) Break the loop between EOUT and EIN. User can choose one the following approaches: 
      i) changing the GPIO mode of the pin associated to the FCCU[0] EIN/EOUT by the GPIO port registers. 
      ii) using the NMI as the reaction to the EIN. The NMI service routine asserts the EOUT by software. After checking that EOUT timer in  FCCU_XTMR has expired beyond Tmin, it would then de-assert EOUT. As the consequence, this action de-asserts EIN, while external device would have already de-asserted the Error assertion on EIN. 
For EIN, EOUT reaction is triggered by SW 
5) Check for any new fault asserted during this period and clear of fault(s). In case the external device still drives the EIN, EIN fault status in FCCU indicates accordingly. 
6) Check that FCCU is not asserting faulty state on Error pin. Register FCCU_STAT.ESTAT 
7) Resolve error conditions and wait till EIN error status inside FCCU is de-asserted. This will occur after a period of glitch filter duration after step 5 has elapsed. 
8) De-assert loop-break 
 
Risks: 
- In the event of a fault other than EIN causing FCCU to assert EOUT reaction, any assertion from an external agent will be masked.  
This is anyway a risk of using open drain configuration if external agent asserts a pulse on EIN while another fault is forcing FCCU to drive 
EOUT from inside MCU. 
-In case external agent asserts EIN till it is acknowledged by the MCU, then there should be application level mechanism to acknowledge to the external agent that the Error has been recognized by the MCU.		X		X		 



		DAN-0055129		FCCU		FALSE		FCCU: the EOUT pin low counter (EOUTMR) is reloaded on occurrence of fault event with EOUT signaling disabled.		On occurrence of a fault event which has the EOUT signaling enabled, the EOUT pin low counter (EOUTMR) loads a value corresponding to T_min (equal to 250 s + value programmed in FCCU_DELTA_T register) and then starts down-counting. 
The EOUTMR counter reloads on occurrence of another fault event which has EOUT signaling enabled.
Disabling of fault event (y) signaling via EOUT pin(s) can only be done for the Bi-stable protocol by clearing the corresponding EOUTEN (y) bit in FCCU EOUT Signaling Enable registers n, FCCU_EOUT_SIG_En(n).EOUTEN(y) = 0.
However, the EOUT pin low counter (EOUTMR) is reloaded on occurrence of fault event also with the EOUT signaling disabled.
The FCCU output behavior is correct: no indication of fault state.		No workaround.		X		X		 

		DAN-0055207		DMA		FALSE		DMA: DMA subsystem is always in lockstep		The Global System Configuration DCF record provides a bit (LS_DMA) to enable or disable the lockstep configuration of the DMA subsystem (DMA1, DMA2 and DMAMUX). 
The LS_DMA bit configuration has no effect and the DMA subsystem is always in lockstep mode.
Disabling of the lockstep mode aims to optimize the device consumption for use cases with reduced safety requirements on the DMA subsystem. 
There is no other effect on the device.		No workaround.
The only effect on disabling lockstep mode is to optimize the device consumption in use cases with reduced safety requirements on the DMA subsystem.		X		X		 

		DAN-0055272		RCC		FALSE		RCC: Incorrect prescaler value when UART clocked by LSICLK		The UART modules clock is configured via the Reset and Clock Control module (RCC) registers:
-  CCIPR1.UART_SEL, for the clock source selection, and
-  CCIPR2.UART_PRE for the prescaling factor. 
When the UART modules select the Low Speed Internal RC oscillator (RCC.CCIPR1.UART_SEL = 0x7) as clock source, the programmed prescaling factor is not  taken into account if written twice. 
In this case, the read of the CCIPR2 returns the programmed value but the UART Clock Prescaler value is not effective.		Write RCC.CCIPR2 register only once when Low Speed Internal RC oscillator is selected as UART Clock Source.		X		X		 

		DAN-0055576		FCCU		FALSE		FCCU: Spurious OTA change state alarm after a long functional reset		If OTA X1 feature has been enabled and an odd number of OTA re-programming has been done, a spurious OTA state change alarm could be reported to the Fault Collection and Control Unit (FCCU)  after a long functional reset.		Since this is not a persistent error, the correspondent FCCU fault 48 can be cleared (in case of a real issue the FCCU fault is persistent).  
The  SCCM_NACLA register of System status and configuration module can be read to confirm that the Non Active Context Logical Address is the expected one.		X		X		 

		DAN-0055661		FCCU		FALSE		FCCU: Spurious Debug Activation fault can not be enabled		The Fault Collection and Control Unit (FCCU) channel 41 collects three failure sources that can be individually enabled via the instance 13 of the Collective Error Manager (CEM). The Spurious Debug Activation failure, FCCU fault 41 via CEM 13 group 0, can not be enabled.		No workaround.		X		X		 

		DAN-0055705		TCM		FALSE		TCM: ITCM upper half is not accessible in indirect addressing range in lockstep configuration		The device implements two 32 kB Instruction Tightly Coupled Memory (ITCM) arrays to serve each of the core instance.
The main purpose of the ITCM is to contain code to be executed with the best performance. This code is copied at startup from the non volatile memory. This initialization must be done from the core itself using the direct addressing mode of the ITCM.
When the device is configured in lockstep mode, both ITCM arrays are allocated to Core1 in a contiguous memory space of 64 kB. Therefore, the ITCM (64 kB) region is accessible by Core1:
-  in direct mode, via the core internal instruction bus as ITCM providing the fastest execution, in the range 0x0000_0000 - 0x0000_FFFF. 
-  in indirect mode, via the interconnect matrix, in the range 0x5A00_0000 - 0x5A00_FFFF.
The range 0x5A00_8000 - 0x5A00_FFFF, that is the upper 32 kB of the ITCM in lockstep configuration, is not accessible by the bus masters: the Cortex -M7 Core1, the DMA1 & DMA2, the HSM and the debug logic.		When the device is configured in lockstep mode, the whole ITCM (64 kB) region is accessible by Core1 only by the direct addressing mode, i.e. range 0x0000_0000 - 0x0000_FFFF.		X		X		 

		DAN-0055935		MCAN		FALSE		MCAN: Incomplete description in Section "Dedicated Tx Buffers" and "Tx Queue" of the MCAN Chapter related to transmission from multiple buffers conﬁgured with the same Message ID.		(MCAN #23) 

Section- Dedicated Tx Buffers 
---------------------------------
Wording Users Manual 
In case that multiple dedicated Tx Buffers are congured with the same Message ID, the Tx Buffer with the lowest buffer number is transmitted rst. 
 
Enhancement 
These Tx buffers shall be requested in ascending order with lowest buffer number rst. 
Alternatively all Tx buffers congured with the same Message ID can be requested simultaneously by a single write access to TXBAR. 
 
Section- Tx Queue 
---------------------
Wording Users Manual 
In case that multiple Queue Buffers are congured with the same Message ID, the Queue Buffer with the lowest buffer number is transmitted rst. 
 
Replacement 
In case that multiple Tx Queue buffers are congured with the same Message ID, the transmission order depends on numbers of the buffers where the messages were stored 
for transmission. As these buffer numbers depend on the then current states of the PUT index, a prediction of the transmission order is not possible. 
 
Wording Users Manual 
An Add Request cyclically increments the Put Index to the next free Tx Buffer. 
 
Replacement 
The Put Index always points to that free buffer of the Tx Queue with the lowest buffer number. 

-------------------------------------------------------------------------------------------------------------
 
Scope: 
Use of multiple dedicated Tx Buffers or Tx Queue buffers congured with same Message ID. 
 
Effects: 
In case the dedicated Tx buffers with the same Message ID are not requested in ascending order or at the same time or in case of multiple Tx Queue buffers with the same Message ID, it cannot be guaranteed, that these messages are transmitted in ascending order with lowest buffer number rst.		In case a deﬁned order of transmission is required the Tx FIFO shall be used for transmission of messages with the same Message ID. Alternatively, dedicated Tx buffers with same Message ID shall be requested in ascending order with lowest buffer number ﬁrst or by a single write access to TXBAR. Alternatively a single Tx Buffer can be used to transmit those messages one after the other.		X		X		 



		DAN-0056317		DMU		FALSE		DMU: Interrupt flags DMUIR.RX0EIO and DMUIR.RX1EIO can become false active.		Status flags in the Interrupt Register DMUIR provide detailed information when one of the access rules for enqueuing or dequeuing are violated.
For dequeuing e.g. an illegal overwrite of the CAN payload by a timestamp could be detected, indicated by theses flags:
- RX0EIO: RX 0 Element Illegal Overwrite by timestamp
- RX1EIO: RX 1 Element Illegal Overwrite by timestamp
In some cases these flags become false active, i.e. can become active although no overwrite occurred.		The software should use the DLC instead of the interrupt flags DMUIR.RX0EIO and DMUIR.RX1EIO to check the data completeness, which is required in any case, see note at the end of chapter “Rx Buffer / FIFO Element Size Configuration (RXESC)” in [1].		X		X		 

		DAN-0056318		DMU		FALSE		DMU: TX message enqueuing in combination with the M_CAN TX-Queue mode may lead to CAN messages with wrong message data		DMU allows to define Virtual Buffers for CAN message transfer. CAN messages are interchanged via dedicated DMU Virtual Buffers. The DMU redirects accesses to these Virtual Buffers dynamically to the MRAM. Redirections are controlled by the FIFO pointers of the M_CAN. The M_CAN FIFO/Queue address sections are bound to the head elements of TX FIFO / TX Queue, which are pointed by M_CAN PUT_INDEX respective GET_INDEX. DMU supports for the TX direction the both queue types TX -Queue and TX-FIFO. In TX-Queue-Mode the M_CAN PUT_INDEX always points to that free buffer of the Tx-Queue with the lowest buffer number. The M_CAN PUT_INDEX can change its value if there are changes in the TXBRP register. This can be triggered e.g. by an Add-/Cancel-Request by CPU-Host or by completed transmissions of the CAN Bus.
In case that TX-Queue Mode (TXBC.TFQM= 1) is configured, it can occur that the currently used M_CAN PUT_INDEX change during an enqueuing of a CAN TX message. This leads to a wrong calculated address of MRAM of one part of the TX-message. This part of TX-message will be written to an incorrect MRAM address.		1.) Use the Tx FIFO instead of TX Queue in M_CAN for the enqueuing of TX Messages with the DMU.
2.) Use TX Queue mode without the DMU.		X		X		 

		DAN-0056426		IMA		FALSE		IMA: IMA activation and Read Data Registers		The user activates the IMA by selecting a RAM block by the IMA_SLCT register. During the activation of the IMA, the hardware loads the IMA Read Data Registers with unexpected values. 
The Read Data Registers contain the proper value once the application issues a read access with the IMA activated and unlocked.		The user must not trust the values stored in the IMA Read Data Registers after the IMA activation and before any unlocked reading accesses.		X		X		 

		DAN-0056965		RCC		FALSE		RCC: FDCANs Message RAM clock is enabled only if all FDCAN instances are enabled		The SR5E1x has one CAN subsystem (CAN Subsystem 0) consisting of 4 M_CAN modules compliant to CAN FD spec.
All M_CAN modules (also called FDCAN) share a Message RAM (also named MRAM or FDCAN_MRAM).
A clock enable control bit for each M_CAN module and a status bit of the MRAM clock are available in the Reset and Clock Control module (RCC).
Rispectivelly:
-  RCC. APB2HENR.FDCANx, x=1,..,4. and
-  RCC. APB2HENR.FDCAN_MRAM.
The MRAM clock should be enabled by hardware as soon as one M_CAN instance is clocked, i.e. RCC. APB2HENR.FDCANx bit is set to 1.
However, when one FDCANx bit is set, the FDCAN_MRAM bit is set to 1 but the Message RAM is not clocked and therefore, it is not be accessible		All FDCANx bits must be set to 1 (RCC. APB2HENR.FDCANx = 0x1, x=1,..,4)  in order to clock the FDCAN_MRAM so to be accessible.
Once the MRAM clock is active, it remains active as long as at least one FDCANx bit remains set. 
Based on number of CAN instances to be used: 
1. first enable the clock to all FDCAN instances by setting all RCC.APB2HENR.FDCANx = bits, x=1..4,
2. then disable the clock of the unused FDCAN instances.		X		X		 

		DAN-0057233		TCM		FALSE		TCM: Core stuck when accessing ITCM location with uncorrectable ECC error		When a Core performs a read access to a location in the Instruction Tightly-Coupled Memory (ITCM) containing an uncorrectable ECC error (double bit error), by default the instruction that performed the ITCM access (retry mechanism) is re-exectuted. 
As the ECC error is uncorrectable, the retry is performed in an infinite loop resulting in the core getting stalled. 
Note: the retry mechanism is configurable with the bit RETEN (retry phase enable) of the core ITCM Control Register (CM7_ITCMCR). 
By default, after reset, the RETEN bit is set to 1,  enabling the retry mechanism.		The ITCM uncorrectable ECC error is connected to the Fault Collection and Control Unit (FCCU) channel 21 (SYS_RAM_TRIG_0). Therefore, configure the FCCU module to generate a reset an such fault event.
An alternative workaround is: 
- Disable the retry mechanism (CM7_ITCMCR.RETEN = 0) 
- Configure the FCCU to have trigger an interrupt on the event
Applying this configuration to the Core at start-up will prevent it from being stalled in case of uncorrectable ECC error in ITCM as the corrupted data is returned (no retry). As the fault event will generate an interrupt, the handler can put the system in a safe state before generating a reset or trying to initialize the ITCM.
Special care must be taken at the power up of the device: the ITCM is in an undefined state and therefore must be initialized before use to prevent ECC errors. Perform this initialization using the ITCM direct addressing (at address 0x0000_0000) using 64-bit write instructions..		X		X		 

		DAN-0057325		SPI		FALSE		SPI:  previous CRC value transferred in receive-only mode via DMA		When CRC is enabled, in receive-only mode, the DMA reception channel counter should contain only the amount of data transferred, excluding the CRC calculation. 
Then based on the complete transfer from DMA, all the CRC values stored in RXFIFO should be read back by software in the SPIx_DR register.
In this configuration mode, due to the received CRC transfer in RXFIFO, the DMA RX request is still pending even if the CRC data is read by SPI Data (SPIx_DR) register. 
Therefore, when a new DMA transfer is started, this transfer begins before the reception of any data and the CRC value, received in previous transfer, is the first transferred data.		Configure the DMA counter (DMA_RX) equal to the number of data frames to receive (DMA_RX = Numb_of_data). At the end of DMA RX transfer of data frames,  execute a second DMA RX transfer equal to received CRC byte number.		X		X		 

		DAN-0057356		SPI		FALSE		SPI:  CRC value is not loaded in SPI Rx CRC register when SPI is in full-duplex mode with DMA		To check the reliability of transmitted and received data, the SPI module implements two separate CRC calculators.
When CRC calculation is enabled, the CRC value is calculated continuously frame by frame in the SPIx_TXCRCR and SPIx_RXCRCR registers. 
The CRC calculated value is processed after the entire data package has completed, either automatically by DMA or by SW:
-the CRC value calculated in SPIx_TXCRCR is sent out by transmitter;
-the SPIx_RXCRCR register content is compared with the received CRC information loaded into RxFIFO.

When SPI module is configured as SLAVE in full-duplex mode with DMA support and received data without transmitting back anything, the CRC value is not calculated. Thus, the CRC value is not loaded in the SPIx_RXCRCR register.		No workaround.		X		X		 

		DAN-0057614		SRAM		FALSE		SRAM: No ECC error injection for the system SRAM area		The two blocks of system RAM, SRAM1 and SRAM2, are not connected to the Indirect Memory Access Module (IMA). 
As a consequence, there is no mechanism to inject ECC errors in the system SRAM area.		No workaround.
User can set error flags in the Memory Error Management Unit (MEMU) to trigger a reaction in the Fault Collection and Control Unit (FCCU) and therefore perform a partial check of the safety mechanism		X		X		 

		DAN-0057619		RCC		FALSE		RCC: BAF code can not be bypassed		During production, the Core1 Alternate Configuration DCF is programmed to 0x1FF0_0100 in order to enable the BAF code execution after reset. As Core1 Alternate Configuration DCF is "write once", user can't enter another configuration and in particular can not select to bypass the BAF code execution. The first available location in the UTEST DCF records in the UTEST block memory map is therefore 0x1FF80390 (instead of 0x1FF80388).		No workaround.		X		X		 

		DAN-0057828		RCC		FALSE		RCC: Write to CCIPR2 freezes the system when XOSC is stuck		The Peripheral Independent Clock Configuration (selection) register 1 (CCIPR1) and  Peripheral Independent Clock Configuration register 2 (CCIPR2) of the Reset and Clock Control (RCC) module allow respectively to select the clock source and to configure the prescaler (IP clock divider) of a set of peripherals.
In the following condition: 
- External crystal oscillator (XOSC) is selected as the clock source for the PLL0 via RCC.PLLCFGR register and
- XOSC is selected as clock source for a peripheral via PLLCFGR RCC.CCIPR1 register

If the XOSC fails, the PLL0 loses the lock and, if the switch of SYSCLK to IRCOSC(that is, RCC.CRRCR.PLL0_LOL_SAFE_EN = 0x1) is enabled, the device will correctly switch to the safe mode. 
In case of XOSC failure:
- RCC.CCPIR1 register becomes read only, so no way to change the clock source of the peripherals. As consequence, the write in RCC.CCIPR2 freezes the device.		Do not reconfigure the clocks in case of XOSC fail. 
Trigger a long functional reset to recover upon the reception of the safemode transition event.		X		X		 

		DAN-0057941		RCC		FALSE		RCC: CCIPR1 not fully reset after a device reset		The Peripheral Independent Clock Configuration (selection) register 1 (CCIPR1) and  Peripheral Independent Clock Configuration register 2 (CCIPR2) of the Reset and Clock Control (RCC) module allow respectivelly to select the clock source and to configure the prescaler (IP clock divider) of a set of peripherals.
After a reset (destructive or functional) event, the CCIPR1 value is restored to the default value 0x0000_0000 but the clock selection, configured before of the reset event, is still active.
If this clock source is not power on,  a write operation in RCC.CCIPR2 register will freeze the device. 
Only a Power On Reset (POR) effectively  restores the default RCC.CCIPR1 configuration.		After a reset (destructive or functional) event,  re-enable the necessary clock sources and re-configure the RCC.CCIPR1 register.		X		X		 

		DAN-0057999		WWDG		FALSE		WWDG: Window watchdog active during Csleep mode		The SR5E1x supports the Core Sleep mode (Csleep) that stops the CPU clock.
There are on the device two instances of system window watchdog module (WWDG1 and WWDG2), each one supporting a configurable time-window that can be programmed to detect abnormally late or early application behavior.
If the clock of WWDGx is enabled by RCC.APB1LRSTR register, it remains active during C-sleep mode. 
As a consequence the WWDGx counter is incrementing during CSleep mode and the timeout may be reached. 
This could trigger a reset event of the device if configured in the Fault Collection and Control Unit (FCCU).		Ensure that the WWDGx timeout value is longer than the periodicity of the interrupt or event that will wake the core from Csleep Mode.		X		X		 

		DAN-0058093		IWDG		FALSE		IWDG: IWDG can not be stopped in Csleep mode		The SR5E1x supports the Core Sleep mode (Csleep) that stops the CPU clock.
There are on the device two instances of the Independent Watchdog module (IWDG1 / IWDG2)-
If the clock of IWDGx is enabled  by RCC.APB1LRSTR register, it remains active during C-sleep mode. 
 As a consequence, depending on the user configuration of the corresponding FCCU events, a reset event may be generated.		Workaround1: Configure FCCU reaction to be an interrupt instead of reset. 
Workaround2: Before entering Csleep mode, set the IWDG timeout to a value bigger than the sleep time.		X		X		 

		DAN-0058114		MCAN		FALSE		M_CAN: Mismatch between DMA transfer size and CAN DMU frames		M_CAN module supports the external timestamping by a Time Stamping Unit (TSU),  enabled setting to 1 CCCR.[UTSU] bit, and a DMA interface Unit (DMU) that provides message transfers from the CRAM (micro-controller RAM) to the TX FIFO/Queue and from the RX FIFOs / TX Event FIFO to the CRAM.
The DMU defines Virtual Buffers for CAN message transfer.

Each DMU Virtual Buffer is dimensioned to the maximal size of 64 bytes (16 beats of 4 bytes) while the maximal M_CAN element size (CAN FD frame) is 72 byte, both for Tx and Rx FIFO. Therefore, when the TSU is enabled, 64 bytes data frame cannot be transferred through DMU.		No workaround.		X		X		 

		DAN-0058215		MEMU		FALSE		MEMU: TCM permanent errors reported only one time		Permanent errors of the Instruction or Data Tightly Coupled Memories (ITCM, DTCM) are reported only once to the Memory Error Management Unit (MEMU). The device implements a Look-up table (LUT) between the TCMs ECC Checker and the MEMU. This LUT is working like a filter in allowing new ECC incoming error to move up to the MEMU and gating other ones generating from the same address. This LUT stores the Error Address as long as the Cell corresponding to the Error is not corrected (and a read access is not performed to this address). In case of permanent error, the LUT entry will gate further accesses to report again the error to the MEMU.		No workaround.		X		X		 

		DAN-0058219		SDADC		FALSE		SDADC: Degraded common mode rejection ratio (Vcmrr) and Conversion offset (Voffset) values.		The actual values for the following parameters in SDADC electrical specification are different from those reported in the Datasheet:  
  
1) Common mode rejection ratio (Vcmrr) values for SDADC instances are less than the datasheet specification of 40dB minimum. 
    The minimum limit of the Vcmrr should be considered as 30dB. 
  
2) The max value of the conversion offset (Voffset) before of the calibration is higher than the value reported in the Datasheet .

Instead of Voffset  (GAIN =1, 2, 4, 8, 16) = 40 mV, the revised limit on conversion offset should be considered as Voffset (GAIN=1, 2, 4, 8, 16) = 60*(1+1/GAIN) mV.		The application shall consider the new limits mentioned in the description.		 		X		Reworded in CUT1.0
Fixed in CUT 1.1

		DAN-0058223		SDADC		FALSE		SDADC: Degraded Signal to noise ratio ( SNR) value.		The actual values for the following parameters in SDADC electrical specification are different from those reported in the Datasheet.
In single ended mode: 
Instead of SNRSE150 (GAIN, 1) = 74, the right value to be considered is SNRSE150 (GAIN=1) = 69
Instead of SNRSE150 (GAIN, 2) = 71, the right value to be considered is SNRSE150 (GAIN=2) = 47
Instead of SNRSE150 (GAIN, 4) = 68, the right value to be considered is SNRSE150 (GAIN=4) = 40
Instead of SNRSE150 (GAIN, 8) = 65, the right value to be considered is SNRSE150 (GAIN=8) = 30
Instead of SNRSE150 (GAIN, 16) = 62, the right value to be considered is SNRSE150 (GAIN=16) = 27.

Instead of SNRSE333 (GAIN, 1) = 65, the right value to be considered is SNRSE333 (GAIN=1) = 60
Instead of SNRSE333 (GAIN, 2) = 62, the right value to be considered is SNRSE333 (GAIN=2) =49
Instead of SNRSE333 (GAIN, 4) = 59, the right value to be considered is SNRSE333 (GAIN=4) = 47
Instead of SNRSE333 (GAIN, 8) = 56, the right value to be considered is SNRSE333 (GAIN=8) = 45
Instead of SNRSE333 (GAIN, 16) = 54, the right value to be considered is SNRSE333 (GAIN=16) = 42.

In differential mode: 
Instead of SNRDIFF150 (GAIN, 1) = 80, the right value to be considered is SNRDE150 (GAIN=1) = 74
Instead of SNRDIFF150 (GAIN, 2) = 77, the right value to be considered is SNRDE150 (GAIN=2) = 44
Instead of SNRDIFF150 (GAIN, 4) = 74, the right value to be considered is SNRDE150 (GAIN=4) = 40
Instead of SNRDIFF150 (GAIN, 8) = 71, the right value to be considered is SNRDE150 (GAIN=8) = 36
Instead of SNRDIFF150 (GAIN, 16) = 68, the right value to be considered is SNRDE150 (GAIN=16) = 33.

Instead of SNRDIFF333 (GAIN, 1) = 71, the right value to be considered is SNRDE333 (GAIN=1) = 67
Instead of SNRDIFF333 (GAIN, 2) = 68, the right value to be considered is SNRDE333 (GAIN=2) =57
Instead of SNRDIFF333 (GAIN, 4) = 65, the right value to be considered is SNRDE333 (GAIN=4) = 54
Instead of SNRDIFF333 (GAIN, 8) = 62, the right value to be considered is SNRDE333 (GAIN=8) = 50
Instead of SNRDIFF333 (GAIN, 16) = 60, the right value to be considered is SNRDE333 (GAIN=16) =47.		The application shall consider the new limits mentioned in the description.		 		X		Reworded in CUT1.0
Fixed in CUT 1.1

		DAN-0058271		MCAN		FALSE		MCAN: Frame transmitted despite confirmed transmit cancellation		(MCAN#24)
In case the transmission of Tx Buffer nn was not successful and is restarted immediately afterwards by automatic retransmission, and the software requests a Tx cancellation for this Tx Buffer by setting the cancellation request bit TXBCR.CRnn during transmission of the first 4 identifier bits, a successful cancellation is wrongly signalled by setting TXBCF.CFnn = '1' and by clearing TXBRP.TRPnn. In addition the respective transmission occurred bit remains zero (TXBTO.TOnn = '0'), wrongly indicating that the frame was not transmitted on the bus. Other than signalled by TXBCF.CFnn and TXBTO.TOnn, the transmission continues until the complete frame has been sent on the CAN bus. If the transmission is successful, TXBTO.TOnn will be set. If in this case new data is written to Tx Buffer nn while the transmission is still ongoing, a frame with inconsistent data may appear on the bus.		Do not use transmit cancellation for CAN FD messages with more than 8 data bytes.
Alternatively wait for the duration of the expected transmission time of the cancelled Tx Buffer before writing new data to that Tx Buffer.		X		X		 

		DAN-0058984		Flash		FALSE		Flash: Access to ECC error injection location triggers false flag		For the purpose of injecting safety relevant error and to test the reaction path related to the ECC of the Flash memory, dedicated locations are provided in the UTEST flash block. These locations are pre-programmed to trigger an ECC error on a read access. 
As consequence, their corresponding error flag in the Flash Module Configuration Register (MCR) is set to 1 as well as the associated fault, if enabled, in the Fault Collection and Control Unit (FCCU) is triggered.
Read at location 0x1FF80280 ( Customer Single Bit Correction area ) is reported in FLASH.MCR.SBC1 (Single Bit Correction 1, MCR bit 20)
Read at location 0x1FF802C0 ( Customer Uncorrectable Bit Detection area)  is reported in FLASH.MCR.EER (ECC uncorrectable Event error, MCR bit 15) .

A read access to these locations correctly triggers the associated event but also erroneously triggers the FLASH.MCR.EEE ( EDC after ECC Error, MCR bit 28).		When testing the fault reaction path for Single Bit Correction or Uncorrectable Error, the associated fault handlers must also check and clear the EDC after ECC event.		X		X		 

		DAN-0059388		STCU3		TRUE		STCU3: CRC may differ from the expected one		The STCU calculates the CRC of some internal signals. The calculated CRC may change among self-test executions and trigger fake faults to the FCCU. Consequently, the user can't utilize such a safety mechanism. Not using the CRC impacts the ISO26262 Latent Failure Metrics (LFM) for the STCU module. However, implementing the recommended workarounds provides an acceptable LFM for the STCU module		Since users can't apply the STCU CRC safety mechanism, they must utilize the following strategy.

The software can check the coherence of the following registers:

1) STCU_MBx_STATUS vs STCU_MBx_ENDFLAG, and

2) STCU_CB_STATUS vs STCU_CB_ENDFLAG.

If an MBIST partition runs, both the MBx_STATUS_y and MBx_ENDFLAG_y flags must report 1b.

If an MBIST partition doesn't run, both the MBx_STATUS_y and MBx_ENDFLAG_y flags must report 0b.

If the MBx_STATUS_y flag differs from the MBx_ENDFLAG_y one, the MCU detects an error.

The same approach applies to CBIST, considering STCU_CB_STATUS and STCU_CB_ENDFLAG.		X		X		 

		DAN-0061454		REG PROT		FALSE		REG PROT: BAF execution stalls in case AHB bridges protection is enabled.		The Register Protection feature is a protection mechanism applied at the level of the AHB and APB bridges. It works like a firewall for the write operations, avoiding the unwanted modifications.
The AHB peripherals protected are:
1.RCC on AHB1
2.GPIO on AHB2
while the APB peripherals protected are:
1.CMU1..5/MEMU/PMU_DIG/PLL_DIG/IMA on APB1
2.SYSCFG/CMU0 on APB2
The register protection mechanism is not enabled by default.
The feature is activated by programming a dedicated Device Configuration Format Record (REG_HWLOCK_DCF) in the UTEST DCF Records area. An enable bit is available for each AHB and APB bridge, giving the possibility to lock APB1, APB2, AHB1 and AHB2 independently. 
This DCF is write-once thus the enabling of register protection mechanism is permanent.
Boot Assist Firmware v1.0 and v2.0 does not handle the unlock procedure of protected registers (two-step write operation), therefore if the AHB peripherals are protected then the execution of BAF code gets an error and the execution will not reach the user application.		No workaround. 
Never enable the register protection mechanism of RCC and GPIO modules (the AHB peripherals).		X		X		 

		DAN-0062235		SARADC		FALSE		SARADC: Degraded total unadjusted error ( TUE) value		The actual value of the total unadjusted error in 12-bit configuration (TUE12) parameter in SARADC electrical specification is different from that reported in the Datasheet. The datasheet specification requires TUE12 = -7 LSB (Min) / +7 LSB (Max), while the actual range to be considered is: TUE12 = -35 LSB (Min) / +25 LSB (Max).		The application shall consider the new limits of TUE mentioned in the description.		 		X		Reworded in CUT1.0
Fixed in CUT 1.1

		DAN-0062237		SARADC		FALSE		SARADC: Degraded differential nonlinearity ( DNL) value.		The actual value for the differential non-linearity (DNL) parameter in SARADC electrical specification is different from that reported in the Datasheet.  
  
The datasheet specification requires DNL = -1 LSB (Min) / +2 LSB (Max), while the actual range to be considered is: DNL = -1.5 LSB (Min) / +7 LSB(Max).		The application shall consider the new limits of DNL mentioned in the description.		 		X		Fixed in CUT 1.1

		DAN-0062258		BDAC		FALSE		BDAC: Degraded differential nonlinearity (DNL), gain error (Gain_Err) and total unadjusted error ( TUE) values		The actual values for the following parameters in Buffered-DAC electrical specification are different from those reported in the Datasheet:  
  
1)    The datasheet specification requires DNL = -2 (Min) / +2.5 (Max), while the actual range to be considered is: DNL = -2.5 (Min) / +2.5 (Max).
2)    The datasheet specification requires Gain_Err = ± 1 %(Max), while the actual value to be considered is: GAIN Error = ± 3 (Max).
3)    The datasheet specification requires TUE = -20 (Min) / +20 (Max), while the actual range to be considered is: TUE = -50 (Min) / +50 (Max).		The application shall consider the new limits mentioned in the description.		 		X		Reworded in CUT1.0
Fixed in CUT 1.1

		DAN-0062401		SDADC		FALSE		SDADC: the detection of pulse triggering event from TIMx (x=1,8) module fails.		The timer TIMx (x=1,8) can generate till 16 ADC triggering events, selected by means of the MMS2 and MMS fields in the TIMx_CR2 register, with various internal signals, such as reset, enable, or compare events.
On SDADC1 module and SDADC2 module, only the following MMS[3:0] values are valid: 0001, 0100, 0101, 0110, 0111,
On SDADC1 module and SDADC2 module, only the following MMS2[3:0] values are valid: 0001, 0100, 0101, 0110, 0111, 1000, 1001.

On SDADC1 module and SDADC2 module, any other MMS[3:0]/ MMS2[3:0] code is not allowed.		The application shall select one of the valid trigger events as stated in the description.		X		X		 

		ERR007356		SDADC		FALSE		SDADC: The SDADC FIFO does not function correctly when FIFO overwrite option is used		In the Sigma-Delta Analog-to-Digital Converter (SDADC), when the FIFO Over Write Enable bit (FOWEN) of the FIFO Control Register (FCR) is set (FCR[FOWEN]=1), the following flags of the Status Flag Register (SFR) may not reflect the correct status:
* Data FIFO Full Flag (DFFF)
* Data FIFO Empty Flag (DFEF)

When the number of entries received by the FIFO reaches 2x the FIFO size (field FSIZE of FIFO Control Register (FCR)):
* SFR[DFFF] is cleared, incorrectly indicating the FIFO is not full
* SFR[DFEF] is set, incorrectly indicating the FIFO is empty

The expected behavior is that:
* SFR[DFFF] remains set until data is read out of the FIFO
* SFR[DFEF] remains clear until all data is read out of the FIFO		Do not use the FIFO Overwrite option to overwrite FIFO contents.  Software shall clear the FIFO overrun condition (if necessary) and flush the FIFO contents before expecting valid data in the FIFO.		X		X		 

		ERR007869		FCCU		FALSE		FCCU: FOSU monitoring of a fault is blocked for second or later occurrence of the same fault		The Fault Collection and Control Unit (FCCU) Output Supervision Unit (FOSU) does not monitor the FCCU for a second or later occurrence of a given fault if the following conditions occur concurrently:  
1. the user sets the EOUT_SIG_EN[x]=0b for the specific fault,  
2. only reset programmed as a reaction (either short or long), and
3. the assertion of the fault coincides with the long/short functional reset reaction to a fault previously asserted.		There are two possible workarounds. Either one can be used with same effectiveness.
1. In addition to the reset reaction, enable either the interrupt (IRQ) or Non-maskable Interrupt (NMI) or error out signaling reaction for the faults that have a reset reaction enabled. Restrictions of combining reset reaction with additional reactions may be written in the chip specific sub-section of the FCCU chapter.

2. Apply the following procedure during the FCCU configuration after a reset and in the fault service routine while clearing the fault status inside the FCCU.
i. Check for FCCU pending faults and clear them.
ii. Configure the FCCU as desired.
iii. Enable a fault as software recoverable by setting its corresponding bit in the RF Configuration Register (FCCU_RF_CFGn)
iv. Inject a fake fault to the fault set up in step iii by writing the corresponding code into the RF Fake Register (FCCU_RFF)
v. Check that there are no pending faults else clear the pending faults and repeat steps iv and v
vi. Reconfigure the fault that was configured for software recovery mode.		X		X		 

		ERR008039		SDADC		FALSE		SDADC: digital filter and FIFO not disabled when MCR[EN] is cleared		When the Enable bit (EN) of the Sigma-Delta Analog to Digital Converter (SDADC) Module Configuration Register (MCR) is cleared (MCR[EN]=0), the digital part of the SDADC continues operating and does not go to low power mode if the module is disabled while a valid conversion is already in process and the application software continues to initiate conversions. As a consequence, the digital block of the SDADC still produces new conversion results in the Channel Data Register (CDR) and dummy data are transferred to the result First-In, First-Out (FIFO) buffers. In addition, interrupt and/or Direct Memory Access (DMA) events are still generated. 
Note: the analog part does enter the power-down mode, reducing the consumption on the ADC high voltage supply domain (VDD_HV_SAR).		Do not initiate a conversion prior to enabling the SDADC (MCR[EN]=1). In addition, once the SDADC has been enabled (MCR[EN]=1), if the SDADC needs to be disabled (MCR[EN]=0), prior to clearing the EN bit, either turn off the clock to the SDADC module in the Reset and Clock Control module (RCC) or Select the External Modulator Mode (EMSEL) by setting the MCR[EMSEL] bit along with the clearing the MCR[EN].		X		X		 

		ERR008225		SDADC		FALSE		SDADC: FIFO Flush Reset command requires clearing the Data FIFO Full Flag		When the Sigma-Delta Analog-to-Digital Converter (SDADC) FIFO is flushed by writing '1' to the FIFO Control Register FIFO Flush Reset bit (SDADC_FCR[FRST]), the FIFO is correctly flushed, but the Status Flag Register Data FIFO Full Flag (SDADC_SFR[DFFF]) may be incorrectly asserted, indicating the FIFO is full when it is empty..		Clear SDADC_SFR[DFFF] by writing a '1' to this field after performing a FIFO Flush Reset command or after the FIFO is disabled.		X		X		 
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