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Galois Message Authentication Code mode (GMAC)
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Processing time (in clock cycle)

Mode of operation Input phase Con;ﬁ;t:::etion 2:22? Total
Mode 1: Encryption 8 202 4 214
Mode 2: Key derivation 80 80
Mode 3: Decryption 8 202 214
Mode 4: Key derivation + decryption 8 276 288
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Processing time (in clock cycle) for ECB, CBC and CTR

Key size Mode of operation Algorithm Input | Computation | Output Total
phase phase phase
Mode 1: Encryption ECB, CBC, CTR 8 202 L 214
128.bit Mode 2: Key derivation - - 80 - 80

-bi

Mode 3: Decryption ECB, CBC, CTR 8 202 4 214

Mode 4: Key derivation + decryption |ECB, CBC 8 276 4 288

Mode 1: Encryption ECB, CBC, CTR 8 286 4 298

_ | Mode 2: Key derivation - - 109 - 109
256-bit

Mode 3: Decryption ECB, CBC, CTR 8 286 B 298

Mode 4: Key derivation + decryption |ECB, CBC 8 380 4 392
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Processing time (in clock cycle) for GCM and CMAC

i i ; Init Header | Payload | Tag
Key size Mode of operation Algorithm Phase ohase ohase ohae
Mode 1: Encryption/
Mode 3: Decryption GCM 215 67 202 202
128-bit [~ GVAC T = -
- CMAC - 206 202
Mode 1: Encryption/
| Mode 3: Decryption GCM 299 67 286 286
256-bit - e pos - —
- CMAC - 290 286
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Conventional Encryption

Uses a shared key
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Problem of communicating a large message in secret

Secure channel

reduced to communicating a small key in secret
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- AN4230: STM32F2xx, STM32F4xx Random Number Generation Validation using NIST
Statistical Test Suite.

» AN4023 & AN4024. STM32 Secure Firmware Update(SFU)
UMO0586: STM32 Cryptographic Library
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