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Sub-1 GHz RF expansion boards based on SPIRIT1
Hardware overview

Hardware description

* The X-NUCLEO-IDS01A4, X-NUCLEO-
IDSO1A5 are evaluation boards based on the
SPIRIT1 RF modules SPSGRF-868 and
SPSGRF-915

[ Arduino UNO R3 connector \

v

* The SPIRIT1 module communicates with the
STM32 Nucleo developer board host
microcontroller though an SPI link available on
the Arduino UNO R3 connector. -3 X-NUCLEO-1DS01A4

5[=_a] X-NUCLEO-IDS01AS5
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Key products on board

SPIRIT1 (Low data-rate, low-power sub-1GHz
transceiver) module

'6 ?._@_C‘— @ POO®dOOOOO®® @ ®

64-Kbit serial SPI bus EEPROM

|| sSPSGRF-868 or [] EEPROM

SPSGRF-915 (*
N PSGRF-915 (¥) p

(*) Identification of the operating frequency of the X-NUCLEO-
IDS01AXx (x=4 or 5) is performed through two resistors (R14 and R15).

Latest info available at www.st.com

X-NUCLEO-IDS01A4
1S7

X-NUCLEO-IDS01A5
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Sub-1 GHz 868 MHz RF expansion board based on S2-LP
Hardware overview gy

Hardware description 4 Arduino UNO R3 connector )

* The X-NUCLEO-S2868A1 evaluation board is based on the
S2-LP sub-1 GHz ultra-low power low data-rate transceiver.

« The S2-LP IC communicates with the STM32 Nucleo
developer board host microcontroller though an SPI link
available on the Arduino UNO R3 connector.

Key features

* Programmable RF output power up to +16 dBm

* Modulation schemes: 2-FSK, 2-GFSK, 4-FSK, 4-GFSK, OOK
and ASK

« Air data rate from 0.1 to 500 kbps

+ Ultra-low power consumption: 7 mA RX and 10 mA TX at +10
dBm

* |EEE 802.15.4g hardware packet support with whitening, FEC,
CRC and dual SYNC word detection

+ RXand TX 128 byte FIFO buffers

[ x-NuCLED-52868A1]

Key products on board

Ultra-low power, high performance, sub-1GHz transceiver

64-Kbit serial SPI bus EEPROM

Latest info available at www.st.com

‘Yl X-NUCLEO-S2868A1
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Contiki OS/6LoWPAN and sub-1GHz RF communication

Contiki6LP Software Description

Contiki6LP is a library implemented as a STM32Cube
middleware ready to be integrated in projects based on
STM32Cube and X-CUBE-SUBG1 expansion software. The
expansion software is built on STM32Cube software
technology for portability across different STM32
microcontrollers. The software includes examples for sending
messages via UDP over 6LOWPAN, using the SPIRIT1/S2-LP
sub-1GHz radio transceiver.

Key features

* Middleware library with Contiki OS and Contiki
6LOoWPAN protocol stack 3.x

» Support for mesh networking technology by the means
of the standard RPL protocol

* Built-in support for STM32 L1 and F4 platforms

+ Example applications including UPD sender and
receiver, and border router

+ Examples available for NUCLEO-F401RE and

NUCLEO-L152RE

+ Easy portability across different MCU families, thanks to
STM32Cube

* Free, user-friendly license terms

Lys

|12 cugrmenhed

Software Overview

Overall Software Architecture

Application Applications

Hardware .
Abstraction STM32Cube Hardware Abstraction Layer (HAL)

STM32 Nucleo expansion boards

Hardware

STM32 Nucleo development board

Latest info available at www.st.com
X-CUBE-SUBG1

/
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Setup & Demo Examples
HW prerequisites mma

STM32 Nucleo development board
NUCLEO-L152RE or NUCLEO-F401RE

Sub-1GHz RF expansion board for STM32 Nucleo based on the Spirit 1 (X-NUCLEO-
IDS01A4) or S2LP-868 module (X-NUCLEO-S2868A1)

Windows/Linux PC

mini USB cable

A D

mini USB cable

X-NUCLEO-IDS01A4

12/18/2018 NUCLEO-L152RE



Setup & Demo Examples
SW prerequisites mm

+ X-CUBE-SUBGL1 package
» Download and extract the X-CUBE-SUBGL1 package, version 3.0.0 or higher

* A toolchain to build the firmware

* The Contiki6LP library has been developed and tested with

* IAR Embedded Workbench for ARM® (EWARM) toolchain + ST-Link
» RealView Microcontroller Development Kit (MDK-ARM) toolchain + ST-LINK
« System Workbench for STM32 (SW4STM32) + ST-LINK (*)

- Serial line monitor e.g. Termite (Windows), or Minicom (Linux)

(*) For Linux users: System Workbench for STM32 (SW4STM32) is the only supported IDE

Lyy

ougmenhed
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Demo Execution Using SPSGRF
(SPIRIT1)
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Contiki6LP
Start coding In just a few minutes with Contiki6LP

0 Go to www.st.com/x-nucleo

‘ , I 9 Select X-NUCLEO-IDS01AX
=] packagexml

Download and unpack | £]Release Notes.htmi
X-CUBE-SUBG1

X-CUBE-SUBGL1 package

| _htmresc

. Documentation

stack

. Middlewares

A

A

. Drivers
1ife.ougmen‘red J
1

€
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. Projects

n

Download & install STM32

Nucleo ST-LINK/V2-1 USB driver
e Select the SPIRIT1 radio configuration And

then build and flash the application code.

= =

i
(@00 0omooonnsnsss

File Edit View Project ST-lLink Tools Window Help

iNAE@B = BN IDC™ < Q>%E2<0 DZKEIL @IAR

Worksgace v x Tools by ARM SYSTEMS

FIR ] 401RE_Muclen
SPIRITT STM32FA0TAE Nuclea
F_STH AUTHE _MNucleo

B @ Project - SPIRITT_STM32F401RE_N... v
|21 & Drrivers

e desP

| = i Components
| S2LP
| M SPIRIT
I B STMI2F e Nuclen
|

B AN UCLECHDS0T Aux
*NUCLEQ-52868A1

 CMSIS
B STh32Fbo_HAL Driver

Open project example
e.g. Udp-sender

A

2 i Middlewares
M Cantiki

B Contiki_STH32_Library
‘ ’ ’ B Output

f. ougrmarnted
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Demo Overview — UDP Sender and Receliver

6LoWPAN Udp-sender node
NUCLEO-L152RE or NUCLEO-F401RE
X-NUCLEO-IDS01A4 or X-NUCLEO-IDS01A5
SRR | o] e

Host PC
with a terminal
JOR Utility
N
\ Messages o—
USB2 —
=

6LOWPAN Udp -receiver node
NUCLEO-L152RE or NUCLEO-F401RE
X-NUCLEO-IDS01A4 or X-NUCLEO-IDS01A5

ougmanted 12/18/2018



UDP Sender and Recelver examples in a few steps (1/2)

Download and extract X-CUBE-SUBG1 Q R 9

Compile the firmware for the UDP Receiver node:
Select the “Udp-receiver” application and build the
Project using a supported IDE. Alternatively you can
use a pre-built binary that is provided for running this
application with the selected STM32 Nucleo board

A

Compile the firmware for the UDP sender node:
Select the “Udp-sender” application and build the
Project using a supported IDE. Alternatively you can
use a pre-built binary that is provided for running a 9
this application with the selected STM32 Nucleo
board Connect the STM32 Nucleo based kit
acting as a “UDP Receiver’ to a
PC USB slot and program the device
Connect the STM32 Nucleo based kit

acting as a “UDP Sender”’ to a
PC USB slot and program the device © e'

Copy the binary file
il (e.g. drag & drop) to the USB mass storage
copy the file corresponding to the STM32 Nucleo board

"I (e.g. drag & drop) to the USB mass storage "

=ouwmented corresponding to the STM32 Nucleo board

12/18/2018



UDP Sender and Recelver
examples in a few steps (2/2)

Launch the terminal application
and set the UART port to The terminal should be printing something like
115200 bps, 8 bit, No Parity, 1

. > ontiki d spiri orrectl onfi ed TS i 11 ocesse

stop bit > Trve addressen: asaa: 01i3335 72301753 oL
feB0::951:3333:7234:7334
S i i not found

Select the device corresponding service 199 not Tound

to the UDP sender node (e.g. service 199 not found

on a Linux host, it will be a

ttyACMx device type)

Repeat step 6-8 for the
project Udp-receiver
(remember to open a new
terminal window):

The received UDP

messages are shown Contiki and Spirit correctly configured... Starting all processes
IPv6 addresses: aaaa::951:3333:7234:7334
feB80::951:3333:7234:7334
ice 190 not found

e 198 not found

e 190 not found

e 198 not found

e 198 not found

e 198 not found

If everything has been done correctly,
the output in the terminal should now be
something similar to this:

A

Contiki and Spirit correctly configured... Starting all processes
6 addresses: aaaa::e51:3333:7334:6334
::e51:3333:7334:6334
received from aaaa::951:3333:7234:7334 port 1234 from port length : 'Message
received from aaaa::951:3333:7234:7334 port 1234 freom port length : 'Message
received from aaaa::951:3333:7234:7334 port 1234 from port length : '"Message
ved from aaaa::951:3333:7234:7334 port 1234 from port length : 'Message
from aaaa::951:3333:7234:7334 port 1234 from port length : 'Message
received from aaaa::951:3333:7234:7334 port 1234 freom port length : 'Message 5

unicast to aaaa:
unicast to aaa
unicast to aaaa:
unicast to aaa
unicast to aaa
unicast to aaaa::

12/18/2018




Demo Overview — Border Router Example

IPv6/6LoWPAN

Network IPv6e Host PC

Wireless Node\—/GLOWPAN Border Router

STM32 Nucleo board with the STM32 Nucleo board with the
X-NUCLEO-IDS01A4/5 X-NUCLEO-IDS01A4/5

680060

Ping request

A

Ping reply

v

ek 12/18/2018



Border Router Example in a few steps (1/3)

Download and extract X-CUBE-SUBG1 Q > 9

Compile the firmware for a wireless node:

Select the “Udp-sender” application and build the
Project using a supported IDE. Alternatively you can use
a pre-built binary that is provided for running this
application with the selected STM32 Nucleo board

A

Compile the firmware for the border router node:
Select the “Border-router” application and build
the Project using a supported IDE. Alternatively
you can use a pre-built binary that is provided a e
for running this application with the selected
STM32 Nucleo board Connect the board to a
PC USB slot and program the device

Connect the board to USB and
program the device

Copy the binary file
(e.g. drag & drop) to the USB mass storage
corresponding to the STM32 Nucleo board

copy the file
"I (e.g. drag & drop) to the USB mass storage "

=egme=a corresponding to the STM32 Nucleo board L2igizo18



Setup the IPv6 Host PC
for IP traffic bridging between
host and 6LowPAN border Router

From: [ROOT]/Middlewares/Third_Party/Contiki

Windows PC setup (Win 7/8)
using “wpcapslip6” utility

: . OR
1. wpcapslip6 needs a working network adapter:

The Microsoft loopback adapter can be installed via “Add legacy
hardware” in the Windows Device Manager (reboot is needed after
installation of the loopback adapter)

2. Copy “cygwin1.dll” from “tools/cygwin” to wcapslip6 folder

3. Install WinPcaP

4. run Cygwin as administrator

wpcapslip6 utility can then be used with the rpl-border-router example

cd ./tools/stm32w/wpcapslip6
./wpcapslip6 -s /dev/ttySz -b aaaa:: -a aaaa::1/128 [addr]
Where [addr] is the MAC address of the local net adapter

4C-4F-4F-50 o

= -fworkspace/contiki-stm32nucleo-sp 1/t00|s/5tm32w/wp(ap_‘l=l@&
—

d neighbor "Local Area Connection 5"

1

-

Linux PC setup (Ubuntu)
using “tunslip6” utility

cd ./tools

make tunslip6

sudo ./tunslip6 -s /dev/ttyACMx aaaa::1/64
7

ttySz / ttyACMx depends on the device enumeration, you
can use tab auto completion under both Linux and Cygwin

*kkkkkk*SL TP started on "' /dev/ttyACME''

opened tun device " /dev/tun@''’

ifconfig tun® inet “hostname™ up

ifconfig tun® add aaaa::1/64

ifconfig tun® inet 172.16.0.1 pointopoint 172.16.08.2
ifconfig tun® add feB0::0:0:0:1/64

ifconfig tune

tun@ Link encap:UNSPEC HWaddr 09-00-80-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:172.16.0.1 P-t-P:172.16.0.2 Mask:255.255.255.255

inet6 addr: fe80::1/64 Scope:Link

inet6 addr: aaaa::1/64 Scope:Global

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1560 Metric:1

RX packets:® errors:0 dropped:0 overruns:0 frame:@
TX packets:@ errors:0 dropped:0 overruns:@ carrier:@
collisions:@ txqueuelen:580

RX bytes:® (0.8 B) TX bytes:e (0.8 B)
*** Address:aaaa::1 => 3a3a:0000:0000:0000
Got configuration message of type P
Setting prefix gaaa::
IPv6 addresses:
::800:f5ff:eb3a:14c5
0000 f5Ff ehla 14eb
::800:F5ff:eb3a:14c5

Tunslip6 terminal window output

Contiki server address (used in the next step)
12/18/2018



Open a Web browser (Firefox) to access the Border Router Exam P le
Contiki server .
e providing the RPL neighbors and routes N a feW Ste pS (3/3)

information.

Contiki server address (see previous step)
between brackets, e.g. [aaaa::800:f5ff.eb3a:14c5]

ContikiRPL - Mozilla Firefox

€ (0 [23aa::800:F5FF:eb3a:14c5]
Neighbors
fe80::a00: f7ff:b9bc:4643

R
< 3aaa::a00: f7ff:b9bc: 4643028 (via feBO::add:f7ff:bobc:4643) 16711412s

[Linux:] ping6 aaaa::a00:f7ff:b9bc:4643
e Ping the wireless [Windows:] ping -6 aaaa::a00:f7{f:b9bc:4643

Node to test the
6LOWPAN connectivity

PING aaaa::a@@8:f7ff:bobc:4643(aaaa::a00:f7ff:bobc:4643) 56 data bytes
64 bytes from aaaa::aB0:f7ff:b9bc:4643: icmp_se

1 ttl=63 ms

64 bytes from aaaa::a@0:f7ff:b9bc:4643: icmp_seq=2 ttl=63 time .7 ms
64 bytes from aaaa::a@0:f7ff:b9bc:4643: icmp_seq=3 ttl=63 time .8 ms
64 bytes from aaaa::a@0:f7ff:bobc:4643: 1 4 ttl=63 ti .8 ms
64 bytes from aaaa::a00:f7ff:b9bc:4643: 1 _ 5 ttl=63 ti .8 ms
64 bytes from aaaa::a@0:f7ff:b9bc:4643: icmp_seq=6 ttl=63 time .8 ms
64 bytes from aaaa::a@0:f7ff:b9bc:4643: icmp_se ttl=63
64 bytes from aaaa::a@0:f7ff:b9bc:4643: 1 ttl=63
64 bytes from aaaa::a00:f7ff:b9bc:4643: 1 _Se ttl=63
64 bytes from aaaa::a@0:f7ff:bobc:4643:
64 bytes from aaaa::a00:f7ff:b9bc:4643: 1
64 bytes from aaaa::a@0:f7ff:b9bc:4643: 1
64 bytes from aaaa::aB0:f7ff:b9bc:4643:

bytes from aaaa::a@@:f7ff:b9bc:4643:

bytes from aaaa::a@0:f7ff:b9bc:4643: 1 _

bytes from aaaa::a@@:f7ff:b9bc:4643: 1 _seq=16 ttl=63

--- 33aa::ab0:f7ff:bo9bc:4643 ping statistics ---
16 packets transmitted, 16 received, 0% packet loss, time 15017ms
rtt min/avg/max/mdev = 64.936/70.685/76.827/3.620 ms

"’ fabien@marco-1linux-HP:~$ I

ougmenhed




Demo Overview — Serial Sniffer Example

PC running
Wireshark

-
—_—

Serial Sniffer
STM32 Nucleo board with the
X-NUCLEO-IDS01A4/5

Wireless Nodes
STM32 Nucleo boards with the IPv6/6LoWPAN
X-NUCLEO-IDS01A4/5 Network ((.

et

et 12/18/2018



Serial Sniffer Example in a few steps (1/3)

Download and extract X-CUBE-SUBG1 Q . 9

Compile the firmware for the Serial Sniffer:
Select the “Serial-sniffer” application and build the
Project using a supported IDE. Alternatively you can use

A pre-requisite to use the Serial Sniffer is a a pre-built binary that is provided for running this

running 6LOWPAN network, you can refer to the application with the selected STM32 Nucleo board
example UDP Sender and Receiver described
in previous slides, i.e. select “Udp-sender” and l

“Udp-receiver” applications and build the

A

Projects using a supported IDE. Alternatively
you can use the pre-built binaries that are
provided for running these applications with the

selected STM32 Nucleo board Connect the board to a
PC USB slot and program the device

Connect the board to USB and
program the device (repeat this for both firmwares)

Copy the binary file
(e.g. drag & drop) to the USB mass storage
corresponding to the STM32 Nucleo board

copy the file
"I (e.g. drag & drop) to the USB mass storage "

=egme=a corresponding to the STM32 Nucleo board 12/18/2018



Setup the PC

@ rnning wireshark Serial Sniffer Example
application .
From: [ROOT]/Utilities/serial-sniffer N A feW ste pS (2/3)

Windows PC setup (Win 7/8) u Linux PC setup (Ubuntu)

using “serialdump-windows.exe” utility using “serialdump-linux” utility

v - \
. . OR
1. run Cygwin as administrator 1. serialdump-linux utility has to be compiled:
2. serialdup-windows.exe utility is provided pre-compiled, but in «  cd serialdump-src
case you need to recompile it: «  make
* cd serialdump-src «  (or gcc —o serialdump-linux serialdump.c)
*  make _ _ _ * mv serialdump-linux ..
*  (orgcc —o serialdump-windows.exe serialdump.c) 2. Run the following command chain (it is ONE line of three

* mv serialdump-windows.exe .. commands in pipe “|” one with the next one)

3. Run the following command chain (it is ONE line of three
commands in pipe “|” one with the next one)

> serialdump-windows.exe -b115200 /dev/ttySz | > sudo serialdump-linux -b115200 /dev/ttyACMXx |
./convert-to-binary | wireshark.exe -k i - .Jconvert-to-binary | wireshark -k -i -
NOTES:

= Mind the trailing dash (-), it is mandatory, not a typo!
= The ttySz / ttyACMx numbers depends on the device enumeration of the Nucleo board running the Serial-sniffer firmware, you can
use tab auto completion under both Linux and Cygwin
= |tis mandatory to invoke the above commands from the “serial-sniffer” folder (actually, the “header.pcap” file is supposed to be in
the same folder of the “convert-to-binary” script)
= Perlis needed in order for the “convert-to-binary” script to work
* You can install it either via Cygwin setup or your Linux Package Manager
= Wireshark application is required, a recent version it is recommended in order to have state of the art protocols dissectors
* In the above commands, Wireshark is supposed to be in System’s Shell PATH, if it is not the case you must provide the full
command path or create a proper link
+ Under Windows, if you need to use the full path for wireshark.exe and this contains spaces, use " as escape char before
spaces and parenthesis
ﬁ Serial-sniffer firmware must be compiled with the same radio (channel, modulation, ...) settings as the network under investigation
Under Windows you may need to hardcode the baudrate (115200) in the serialdump.c code and recompile

s L=
mEnTEa i 12/18/2018



| o | Serial Sniffer Example
@ :cor o e can e analyzed and smvet in a few steps (3/3) gy

d Capturing from Standard input E@
File Edit View Go Capture Analyze Statistics Telephony Wireless |Iools| Help

AR ge L BREB Qe sEE QR

[i |Applya display filter ... <Ctrl-f= =3 -] Expression..  +
Mo, Time Source Destination Frotocol Length Info
1 @.eaea0e fesda::7e@:faff:7651:89ae ffe2::1a ICMPVE 25 RPL Control (DODAG Information Solicitation)
2 59.962000 feB@::7@B:faff:7651:89ae ffO2::1a ICMPvE 25 RPL Control (DODAG Information Solicitation)
3 119.949680 feB@::7eB:faff:7651:8%ae ffO2::1a ICMPvE 25 RPL Control (DODAG Information Solicitation)
< 1 | 3
[ Frame 1: 25 bytes on wire (28@ bits), 25 bytes captured (288 bits) on interface @
[ TEEE 882.15.4 Data, Dst: Broadcast, Src: 85:80:fa:ff:76:51:89:ae
> B6LoWPAN
> Imternet Protocol Version 6, Src: Te88::7@8:faff:7651:89ae, Dst: ff@2::la
F]

Internet Control Message Protocol wé
Type: RPL Control (155)
Code: @ (DODAG Information Solicitation)
Checksum: 8x6521 [correct]
[Checksum Status: Good]
Flags: @
Reserved: @@

@ee2 41 d8 f1 cd ab ff ff ae 89 51 76 ff fa 88 85 7a [ ...z

ae1e  3b 3a 1a 9b 8@ 65 21 @B B8 P -1 P

Frame {25 bytes) | Decompressed GLoWPAN IPHC (46 bytes) |

> Ready to load or capture ” Packets: 3 - Displayed: 3 (100.0%%) || Profile: Default

Ly,

ek 12/18/2018



Demo Execution Using S2-LP
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Contiki6LP
Start coding In just a few minutes with Contiki6LP

G Go to www.st.com/x-nucleo X-CUBE-SUBG1 package

. _htmresc
‘ | g Select X-NUCLEO-S2868AL | | pow o Documentaion
Drivers and BSP

= . Drivers <
! . Middlewares
9 . Projects

> =] packagexml

Download and unpack | £]Release Notes.htmi
X-CUBE-SUBG1

stack

life.augmented

Download & install STM32
Nucleo ST-LINK/V2-1 USB driver

Select the S2-LP radio configuration And then
build and flash the application code.

© Udp-sender - IAR Embedded Workbench IDE - ARM 8113 v

File Edit View Projec ST-Link Tools Window Help . @IAR
DNE@ & X3 2C[  [<Q>% DY!O(MSEWIA% SYSTEMS

‘Warkspace v 0 X

li S2LP_STM3Z2F4MRE_Mucleo - !l

5 MRE_MNuclea
E@P - S2LP_STM32FA01RE_Nucleo +
|21 B Drivers
Lo mEBsP
&1 6 Companents

| FaEsP
| SPIRITI
B STMI2Fdee-MNuclan

$NUCLEOHDS01 Ax -
L 8 X NUCLED-52868A1 Open project example
CHSIS ? |
i STM32F 4o _HAL, Driver e.g. Udp-sender iveeesosseitiseoseiilil
= iExampIe ECLXITTTITT LR
B EVWARM

W User
,’ 2 i Middlewares
B Contiki 12/18/2018
cugmantsd H Contiki_STM32_Library
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Demo Overview — UDP Sender and Recelver

6LoWPAN Udp-sender node
NUCLEO-L152RE or NUCLEO-F401RE
X-NUCLEO-S2868A1 or X-NUCLEO-S2915A1

Host PC
with a terminal
Utility
s'."a
Messages =
USB2 —
Ll

6LoWPAN Udp-receiver node
NUCLEO-L152RE or NUCLEO-F401RE
X-NUCLEO-S2868A1 or X-NUCLEO-S2915A1

12/18/2018
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UDP Sender and Receiver — S2LP examples in a few steps (1/2)

Download and extract X-CUBE-SUBG1 G — 9

Compile the firmware for the UDP Receiver node:
Select the “Udp-receiver” application and build the
Project using a supported IDE. Alternatively you can
use a pre-built binary that is provided for running this

Comp”e the firmware for the UDP sender node: application with the selected STM32 Nucleo board
Select the “Udp-sender” application and build the
Project using a supported IDE. Alternatively you can
use a pre-built binary that is provided for running

A

this application with the selected STM32 Nucleo
board a

Connect the STM32 Nucleo based kit
acting as a “UDP Receiver’ to a

PC USB slot and program the device
Connect the STM32 Nucleo based kit

acting as a “UDP Sender”’ to a
PC USB slot and program the device

Copy the binary file
(e.g. drag & drop) to the USB mass storage
copy the file corresponding to the STM32 Nucleo board
‘,’ (e.g. drag & drop) to the USB mass storage "
~ougment=d corresponding to the STM32 Nucleo board

12/18/2018



Launch the terminal application
and set the UART port to
115200 bps, 8 bit, No Parity, 1
stop bit

Select the device corresponding
to the UDP sender node (e.g.
on a Linux host, it will be a
ttyACMx device type)

Repeat step 6-8 for the
project Udp-receiver
(remember to open a new
terminal window):

The received UDP
messages are shown

5 addresses: aaaa::b00:feff:dca:f235
30: :b00:feff:dca:f235
received from aaaa::700:faff:7651:8%ae

Message 0'

received from aaaa::700:faff:7651:8%ae

Message 1°

received from aaaa::700:faff:7651:8%ae
aaaa::700:faff:7651:8%ae

received from aaaa::700:faff:7651:8%ae

Message 4"

received from aaaa::700:faff:7651:8%ae

L4
]

received from aaaa::700:faff:7651:8%ae

Message 6"

[ - Udp-receiver window
Y.

port 1
port
port
port
port 1
port 1

port 1234

4 with

with

with

4 with
4 with
4 with

4 with

length 14:
length 14

length 14:
length 14:
length 14:
length 14:

length

The terminal should be printing something like

COMPENSATE_TICKS: 48
RADIO_LOW_FOWER: 1
RADIO_USES_CONTIKIMAC: O

RADIO_USES_SNIFF_MODE: 1
RADIO_USES_LONG_PREAMELE: 1

6 addresses: aaaa::700:faff:7651:80%ae
30 :700:faff:7651:8%ae

190 not found

190 not found

190 not found

190 not found

180 not found

Udp-sender window

If everything has been done correctly,
the output in the terminal should now be
something similar to this:

IPv6 addresses: aaaa::700:faff:
fe80::700:faff:7651:8%ae
Service 190 not found

Service 190 not found

Sending message 0 to aaaa::b00:
sending message 1 to aaaa::b00:
Sending to aaaa::b00:
Sending to aaaa::b00:
Sending to aaaa::b00:
Sending to aaaa: :b00:
Sending to aaaa: :b00:
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Udp-sender window



Normal Mode

. Low Power mode
No Duty Cycle

l“ﬂ"fﬂ __________________________

Radio ”
™ TX X

= v AN AL i
g Low Power mode MCEEL“L_ iy H_ _'"_JI_
& Simple Duty Cycle __ ..

: TX

; Probe=0

' meu [V ____ AV

5 _ Low Power mode
Probing Duty Cycle g, 40 |

Duty cycle 15 now PROBING.

Sending message 637 to aaaa::b00:feff:dca:f235
PROBING Duty Cycle, going in stop mode.
Entering 5TOP mode for about 10 seconds.

No data to send,
PROBING Duty Cycle, going in stop mode.
Entering 5TOP mode for about 10 seconds.
Found some data to send.

Sending message 638 to aaaa::b00:feff:dca:f2

PROBING Duty Cycle, going in stop mode.
Entering 5TOP mode for about 10 seconds.

i

will keep probing with radio off.

Probe=0

Probe=1

||".I'\‘“.‘ﬁ fl J‘ A

'[N] Message &17°'
Data received from
'[5] Message G618°
Data received from
'[5] Message 619°

Receiver listening
Data received from
'[5] Message &20°
Receiver listening
Data received from
'[P] Message 621°

aaaa::700:fa
aaaa::700:fa

for messages.

aaaa: :700:faff:

for messages.

aaaa: :700:faff:

Udp-receiver window

When using NUCLEO-L152RE and X-
NUCLEO-S2868A1 Low Power features are
available for both MCU and Radio.

The following settings are enabled by default

on Udp-sender and Udp-receiver applications:

* MCU System Clock is set to 4 MHz

*+ MCU is sent to SLEEP mode (with reduced
clock to 65 KHz) when in idle loop

* Radio uses SNIFF mode

Compared to Normal Mode, these settings

ensure the same functionalities but with almost

1/20 of the current consumption in idle.

By pressing the User Button, it is possible to
cycle through two Application Level Duty Cycle
that are implemented as a demo in the Udp-
sender firmware. The idea is to demonstrate
that it is also possible to switch “off” (actually,
set to a very low consumption state) both MCU
and Radio for a given period. The node is then
waken up by a timer, sends the next message
and goes back to STOP mode.

In the “Probing” Duty Cycle, the Radio is turned
on only if there is something to send (in the
demo, this happens every two periods).

The Duty Cycle phase is reported with a
character in the message sent by the Udp-
sender, and can be checked on the Udp-
receiver console.



Demo Overview — Border Router Example

IPv6/6LoWPAN

Network IPv6e Host PC

SesssssesRsssseRIl
...................

FesesseesnesssesEIE
...................

Wireless Node\_/&oWPAN Border Router
STM32 Nucleo board with the STM32 Nucleo board with the
X-NUCLEO-S2868A1 X-NUCLEO-S2868A1

Ping request

A

Ping reply

v

ougmanted 12/18/2018



Border Router For S2-LP Example in a few steps (1/3)

Download and extract X-CUBE-SUBG1 G . 9

Compile the firmware for a wireless node:
Select the “Udp-sender” application and build the
Project using a supported IDE. Alternatively you can use
a pre-built binary that is provided for running this

application with the selected STM32 Nucleo board
Compile the firmware for the border router node:
Select the “Border-router” application and build l
the Project using a supported IDE. Alternatively

Connect the board to a

you can use a pre-built binary that is provided a
PC USB slot and program the device

A

for running this application with the selected
STM32 Nucleo board

Connect the board to USB and
program the device

Copy the binary file
(e.g. drag & drop) to the USB mass storage
corresponding to the STM32 Nucleo board

copy the file
"I (e.g. drag & drop) to the USB mass storage ¥

=-ougmented corresponding to the STM32 Nucleo board 1211812018



Setup the IPv6 Host PC
for IP traffic bridging between
host and 6LowPAN border Router

From: [ROOT]/Middlewares/Third_Party/Contiki

Windows PC setup (Win 7/8)
using “wpcapslip6” utility

: . OR
1. wpcapslip6 needs a working network adapter:

The Microsoft loopback adapter can be installed via “Add legacy
hardware” in the Windows Device Manager (reboot is needed after
installation of the loopback adapter)

2. Copy “cygwin1.dll” from “tools/cygwin” to wcapslip6 folder

3. Install WinPcaP

4. run Cygwin as administrator

wpcapslip6 utility can then be used with the rpl-border-router example

cd ./tools/stm32w/wpcapslip6
./wpcapslip6 -s /dev/ttySz -b aaaa:: -a aaaa::1/128 [addr]
Where [addr] is the MAC address of the local net adapter

4C-4F-4F-50 o

= -fworkspace/contiki-stm32nucleo-sp 1/t00|s/5tm32w/wp(ap_‘l=l@&
—

d neighbor "Local Area Connection 5"

1

-

Linux PC setup (Ubuntu)
using “tunslip6” utility

cd ./tools

make tunslip6

sudo ./tunslip6 -s /dev/ttyACMx aaaa::1/64
7

ttySz / ttyACMx depends on the device enumeration, you
can use tab auto completion under both Linux and Cygwin

*kkkkkk*SL TP started on "' /dev/ttyACME''

opened tun device " /dev/tun@''’

ifconfig tun® inet “hostname™ up

ifconfig tun® add aaaa::1/64

ifconfig tun® inet 172.16.0.1 pointopoint 172.16.08.2
ifconfig tun® add feB0::0:0:0:1/64

ifconfig tune

tun@ Link encap:UNSPEC HWaddr 09-00-80-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:172.16.0.1 P-t-P:172.16.0.2 Mask:255.255.255.255

inet6 addr: fe80::1/64 Scope:Link

inet6 addr: aaaa::1/64 Scope:Global

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1560 Metric:1

RX packets:® errors:0 dropped:0 overruns:0 frame:@
TX packets:@ errors:0 dropped:0 overruns:@ carrier:@
collisions:@ txqueuelen:580

RX bytes:® (0.8 B) TX bytes:e (0.8 B)
*** Address:aaaa::1 => 3a3a:0000:0000:0000
Got configuration message of type P
Setting prefix gaaa::
IPv6 addresses:
::800:f5ff:eb3a:14c5
0000 f5Ff ehla 14eb
::800:F5ff:eb3a:14c5

Tunslip6 terminal window output

Contiki server address (used in the next step)
12/18/2018



Open a Web browser (Firefox) to access the Border Router Exam P le
Contiki server .
e providing the RPL neighbors and routes N a feW Ste pS (3/3) -

information.

Contiki server address (see previous step)
between brackets, e.g. [aaaa::800:f5ff.eb3a:14c5]

ContikiRPL - Mozilla Firefox

€ (0 [23aa::800:F5FF:eb3a:14c5]
Neighbors
fe80::a00: f7ff:b9bc:4643

R
< 3aaa::a00: f7ff:b9bc: 4643028 (via feBO::add:f7ff:bobc:4643) 16711412s

[Linux:] ping6 aaaa::a00:f7ff:b9bc:4643
[Windows:] ping -6 aaaa::a00:f7ff:b9bc:4643

Ping the wireless
e Node to test the
6LOWPAN connectivity

PING aaaa::a@@8:f7ff:bobc:4643(aaaa::a00:f7ff:bobc:4643) 56 data bytes
64 bytes from aaaa::aB0:f7ff:b9bc:4643: icmp_se

1 ttl=63 ms

64 bytes from aaaa::a@0:f7ff:b9bc:4643: icmp_seq=2 ttl=63 time .7 ms
64 bytes from aaaa::a@0:f7ff:b9bc:4643: icmp_seq=3 ttl=63 time .8 ms
64 bytes from aaaa::a@0:f7ff:bobc:4643: 1 4 ttl=63 ti .8 ms
64 bytes from aaaa::a00:f7ff:b9bc:4643: 1 _ 5 ttl=63 ti .8 ms
64 bytes from aaaa::a@0:f7ff:b9bc:4643: icmp_seq=6 ttl=63 time .8 ms
64 bytes from aaaa::a@0:f7ff:b9bc:4643: icmp_se ttl=63
64 bytes from aaaa::a@0:f7ff:b9bc:4643: 1 ttl=63
64 bytes from aaaa::a00:f7ff:b9bc:4643: 1 _Se ttl=63
64 bytes from aaaa::a@0:f7ff:bobc:4643:
64 bytes from aaaa::a00:f7ff:b9bc:4643: 1
64 bytes from aaaa::a@0:f7ff:b9bc:4643: 1
64 bytes from aaaa::aB0:f7ff:b9bc:4643:

bytes from aaaa::a@@:f7ff:b9bc:4643:

bytes from aaaa::a@0:f7ff:b9bc:4643: 1 _

bytes from aaaa::a@@:f7ff:b9bc:4643: 1 _seq=16 ttl=63

--- 33aa::ab0:f7ff:bo9bc:4643 ping statistics ---
16 packets transmitted, 16 received, 0% packet loss, time 15017ms
rtt min/avg/max/mdev = 64.936/70.685/76.827/3.620 ms

"’ fabien@marco-1linux-HP:~$ I

ougmenhed




Demo Overview — Serial Sniffer Example

PC running
Wireless Nodes Wireshark
STM32 Nucleo boards with the IPv6/6LoWPAN
X-NUCLEO-S2868A1 Network n
. <
——

Serial Sniffer
STM32 Nucleo board with the
X-NUCLEO-S2868A1

e cugmanted 12/18/2018



Serial Sniffer Example in a few steps (1/3)

Download and extract X-CUBE-SUBG1 G . 9

Compile the firmware for the Serial Sniffer:
Select the “Serial-sniffer” application and build the
Project using a supported IDE. Alternatively you can use

A pre-requisite to use the Serial Sniffer is a a pre-built binary that is provided for running this

running 6LOWPAN network, you can refer to the application with the selected STM32 Nucleo board
example UDP Sender and Receiver described
in previous slides, i.e. select “Udp-sender” and l

“Udp-receiver” applications and build the

A

Projects using a supported IDE. Alternatively
you can use the pre-built binaries that are
provided for running these applications with the

selected STM32 Nucleo board Connect the board to a
PC USB slot and program the device

Connect the board to USB and
program the device (repeat this for both firmwares)

Copy the binary file
(e.g. drag & drop) to the USB mass storage
corresponding to the STM32 Nucleo board

copy the file
"I (e.g. drag & drop) to the USB mass storage "

~ewment=d corresponding to the STM32 Nucleo board 12/1g/2018



Setup the PC

@ rnning wireshark Serial Sniffer Example
application .
From: [ROOT]/Utilities/serial-sniffer N A feW ste pS (2/3)

Windows PC setup (Win 7/8) u Linux PC setup (Ubuntu)

using “serialdump-windows.exe” utility using “serialdump-linux” utility

v - \
. . OR
1. run Cygwin as administrator 1. serialdump-linux utility has to be compiled:
2. serialdup-windows.exe utility is provided pre-compiled, but in «  cd serialdump-src
case you need to recompile it: «  make
* cd serialdump-src «  (or gcc —o serialdump-linux serialdump.c)
*  make _ _ _ * mv serialdump-linux ..
*  (orgcc —o serialdump-windows.exe serialdump.c) 2. Run the following command chain (it is ONE line of three

* mv serialdump-windows.exe .. commands in pipe “|” one with the next one)

3. Run the following command chain (it is ONE line of three
commands in pipe “|” one with the next one)

> serialdump-windows.exe -b115200 /dev/ttySz | > sudo serialdump-linux -b115200 /dev/ttyACMXx |
./convert-to-binary | wireshark.exe -k i - .Jconvert-to-binary | wireshark -k -i -
NOTES:

= Mind the trailing dash (-), it is mandatory, not a typo!
= The ttySz / ttyACMx numbers depends on the device enumeration of the Nucleo board running the Serial-sniffer firmware, you can
use tab auto completion under both Linux and Cygwin
= |tis mandatory to invoke the above commands from the “serial-sniffer” folder (actually, the “header.pcap” file is supposed to be in
the same folder of the “convert-to-binary” script)
= Perlis needed in order for the “convert-to-binary” script to work
* You can install it either via Cygwin setup or your Linux Package Manager
= Wireshark application is required, a recent version it is recommended in order to have state of the art protocols dissectors
* In the above commands, Wireshark is supposed to be in System’s Shell PATH, if it is not the case you must provide the full
command path or create a proper link
+ Under Windows, if you need to use the full path for wireshark.exe and this contains spaces, use " as escape char before
spaces and parenthesis
ﬁ Serial-sniffer firmware must be compiled with the same radio (channel, modulation, ...) settings as the network under investigation
Under Windows you may need to hardcode the baudrate (115200) in the serialdump.c code and recompile

s L=
mEnTEa i 12/18/2018



| o | Serial Sniffer Example
@ :cor o e can e analyzed and smvet in a few steps (3/3) g

d Capturing from Standard input E@
File Edit View Go Capture Analyze Statistics Telephony Wireless |Iools| Help

AR ge L BREB Qe sEE QR

[i |Applya display filter ... <Ctrl-f= =3 -] Expression..  +
Mo, Time Source Destination Frotocol Length Info
1 @.eaea0e fesda::7e@:faff:7651:89ae ffe2::1a ICMPVE 25 RPL Control (DODAG Information Solicitation)
2 59.962000 feB@::7@B:faff:7651:89ae ffO2::1a ICMPvE 25 RPL Control (DODAG Information Solicitation)
3 119.949680 feB@::7eB:faff:7651:8%ae ffO2::1a ICMPvE 25 RPL Control (DODAG Information Solicitation)
< 1 | 3
[ Frame 1: 25 bytes on wire (28@ bits), 25 bytes captured (288 bits) on interface @
[ TEEE 882.15.4 Data, Dst: Broadcast, Src: 85:80:fa:ff:76:51:89:ae
> B6LoWPAN
> Imternet Protocol Version 6, Src: Te88::7@8:faff:7651:89ae, Dst: ff@2::la
F]

Internet Control Message Protocol wé
Type: RPL Control (155)
Code: @ (DODAG Information Solicitation)
Checksum: 8x6521 [correct]
[Checksum Status: Good]
Flags: @
Reserved: @@

@ee2 41 d8 f1 cd ab ff ff ae 89 51 76 ff fa 88 85 7a [ ...z

ae1e  3b 3a 1a 9b 8@ 65 21 @B B8 P -1 P

Frame {25 bytes) | Decompressed GLoWPAN IPHC (46 bytes) |

> Ready to load or capture ” Packets: 3 - Displayed: 3 (100.0%%) || Profile: Default

Ly,

ek 12/18/2018



Documents & Related Resources

All documents are available in the DESIGN tab of the related products webpage

X-CUBE-SUBG1:

+ DB2556: Sub-1 GHz RF communication software expansion for STM32Cube - data brief

+ UM1904: Getting started with the software package for Point-to-Point communications using SPIRIT1 sub-1GHz modules in X-CUBE-
SUBG1, Expansion for STM32Cube — user manual

* UM2040: Getting started with Contiki6LP, Contiki OS and 6LoWPAN sub-1GHz RF communications software expansion for STM32Cube
—user manual

X-NUCLEO-IDS01A4:

+ Gerber files, BOM, Schematic
+ DB2552: Sub-1 GHz RF expansion board based on the SPSGRF-868 module for STM32 Nucleo — data brief

+ UM1872: Getting started with the Sub-1 GHz expansion board based on SPSGRF-868 and SPSGRF-915 modules for STM32 Nucleo —
user manual

X-NUCLEO-IDS01AS5:

+ Gerber files, BOM, Schematic
» DB2553: Sub-1 GHz RF expansion board based on SPSGRF-915 module for STM32 Nucleo — data brief

+ UM1872: Getting started with the Sub-1 GHz expansion board based on SPSGRF-868 and SPSGRF-915 modules for STM32 Nucleo —
user manual

X-NUCLEO-S2868A1 :
+ Gerber files, BOM, Schematic
» DB3602: Sub-1 GHz RF expansion board based on S2-LP radio for STM32 Nucleo — data brief

* UM2405: Getting started with the X-NUCLEO-S2868A1 Sub-1 GHz 868 MHz RF expansion board based on S2-LP radio for STM32
Nucleo

” 12/¢8/201

o-cvgmartea Consult www.st.com for the complete list



Quick Start Guide Contents

Contiki6LP:; Contiki OS/6LoWPAN and sub-1GHz RF communication
Hardware and Software overview

Setup & Demo Examples
Documents & Related Resources

STM32 Open Development Environment: Overview

N
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STM32 Open Development Environment
Fast, affordable Prototyping and Development

* The STM32 Open Development Environment (ODE) consists of a set of stackable boards
and a modular open SW environment designed around the STM32 microcontroller family.

STM32 Nucleo
expansion boards
(X-NUCLEO)

STM32Cube
development software

@V¥®» sSTM32 Open
' " Development
. Environment
STM32 Nucleo
development boards

STM32Cube
expansion software
(X-CUBE)

Function Packs
(FP)

www.st.com/stm32ode

Lyy

ougmenhed
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STM32 Nucleo
Development Boards (NUCLEOQO)

« A comprehensive range of affordable development boards for all the STM32
microcontroller series, with unlimited unified expansion capabilities and integrated
debugger/programmer functionality.

Power supply
through USB or
external source

STM32 microcontroller

YHHLY

Integrated debugging
and programming
ST-LINK probe

Complete product range

from ultra-low power to high-performance

ST morpho extension header

Arduino™ UNO R3 extension headers

Lyy

. 12/18/2018
gmanio www.st.com/stm32nucleo



STM32 Nucleo
Expansion Boards (X-NUCLEO)

- Boards with additional functionality that can be plugged directly on top of the STM32
Nucleo development board directly or stacked on another expansion board.

Move/Actuate

~

loEEERERRRREERE
: @

Environmental sensors

Example of STM32 expansion board (X-NUCLEO-IKS01A1)

DIL24 support for
\ new devices
’I 12/18/2018
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STM32 Open Development Environment

« STM32Cube software (CUBE) - A set
of free tools and embedded software bricks
to enable fast and easy development on
the STM32, including a Hardware
Abstraction Layer and middleware bricks.

« STM32Cube expansion software

(X-CUBE) - Expansion software provided
free for use with the STM32 Nucleo
expansion board and fully compatible with
the STM32Cube software framework. It
provides abstracted access to expansion
board functionality through high-level APIs
and sample applications.

Software components

Tools & IDEs

IAR BEWARM, Keil MDK-ARM, GCC+ased IDEs
(e.g. Ac6 System Workbench for STM3?2)

o Application examples
Sample applications €g.! | on ST OpenSofwareX)

Upper level middleware

(e.g. ST OpenSoftwareX)

STM32Cube expansion middleware
STM32Cube Hardware Abstraction Layer (HAL)

STM32Cube

middleware

STM32 Nucleo expansion boards (X-NUCLEOQ)

STM32 Nucleo developer boards

« Compatibility with multiple Development Environments - The STM32 Open Development
Environment is compatible with a number of IDEs including IAR EWARM, Keil MDK, and GCC-based
environments. Users can choose from three IDEs from leading vendors, which are free of charge and
deployed in close cooperation with ST. These include Eclipse-based IDEs such as Ac6 System

Workbench for STM32 and the MDK-ARM environment.

"I OPEN LICENSE MODELS: STM32Cube software and sample applications are covered by a www.st.com/stm32cube

mix of fully open source BSD license and ST licenses with very permissive terms.

le.ougmantesd

www.st.com/x-cube



STM32 Open Development Environment

Building block approach

Accelerometer, gyroscope
Inertial modules, magnetometer
Pressure, temperature, humidity

Proximity, microphone

Bluetooth LE, Sub-GHz radio
NFC, Wi-Fi, GNSS

Audio amplifier
Touch controller

Operation Amplifier

Stepper motor driver
DC & BLDC motor driver

Industrial input / output

Energy management & battery

General-purpose microcontrollers

Secure microcontrollers

Lyy

. ongmanhes

Sense

Translate

Move /

Actuate

Process

Software

COLLECT
'. STM32 Open

‘ Development
TRANSMIT Environment
ACCESS
CREATE -
POWER
PROCESS

www.st.com/stm32ode
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