nt.net

N DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS

Ly

life.augmented

PREDICTIVE MAINTENANCE PLATFORM

Dashboard and Device Management

e a davice I& ﬁ\./é\crisio)r/]?t%rrdevices for
S i Getting Started
DSH-PREDMNT and

PREDMNT Solutions

your assets and
m

.S' 4. Look at overall status

2020-04-




1 Architecture

2 &ggRun the application

3 ~condition Monitoring with Wired Connectivity:
MGet started with SL-PREDMNT-E2C

4 scondition Monitoring with Wireless Connectivity:
“*Get started with SL-PREDMNT-S2C

yAnomaly Detection with NanoEdge Al Studio Libraries:
Get started with STWIN and FP-AI-PREDMNT?2

11111111111111



Predictive Maintenance Dashboard
why, how, what?

STMicroelectronics wants to enable customers to fast implement Proof Of
Concept on condition monitoring and predictive maintenance from an end to
end perspective.

STMicroelectronics, on top of providing evaluation tools and software
libraries, allows to connect its devices on a cloud application.

Predictive Maintenance Dashboard is a Cloud application based on AWS
services that allows to collect, visualize and analyze data streamed by
Sensor Units tailored for Vibration, Environmental and Ultrasound condition
monitoring.

Kyy 3
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Condition monitoring & Anomaly Detection
edge processing enabling end-to-end

Ultrasound, vibration, environmental condition monitoring and anomaly detection

Q ’Sm art Sensor Nodes

) powered by o
Edge Processing aWS Cloud Application

=0 1
sevaLproosv2 [N e e e : AWS 10T Core  AWS Shield
oo = B
" " K r_-nm(-_-nﬂ:na:nm : /v\
g | STEVAL-BFA001V2B Serial Connectivity ™ ” To—— AWS Lambda AWS WAF

@D

= e e Amazon Amazon
e == DynamoDB Cognito
NANOEDGE

Al STUDIO [I</>D

STEVAL-STWINKT1B Wi-Fi Connectivity / LTE St?rzgéosnerSi'Tgl(es ) An(wsaaztgcv aAyPI
Vi
v/ 4

life.augmented
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Simplified Architecture

___________________________________________________________________________________________________________

Data Ingestion . Data Processing, Storage i Dashboard

' | and Services l ;
i i i i i Kinesis . i
| e | N -
| GreenGrass ] —
. sl B B — - .
(- C _ 1 | 1 | : | 0 1
: E®: - &A : : : i | ' Dashboard : Users
| Sensor Edge node : : : i DynamoDB CloudFront

&>

‘([&[ i i i i AWS Lambda API Gateway

_____________________________________________________________________________________________________________




Predictive Maintenance Dashboard
AWS services by class

Management and Governance Application core modules: User identify and security

loT, Compute, Database and Storage

Amazon CloudWatch AWS CloudFormation AWS loT Core AWS loT Greengrass Amazon Cognito AWS Shield
i~
- - — H\ (0}
Networking and Content Delivery <~
Kinesis AWS Lambda AWS ldentity and Access  AWS WAF

Management (IAM)

Amazon CloudFront ~ Amazon API Gateway E

Amazon DynamoDB  Amazon Simple Storage powered by

Service (S3) aWS
. >
1S7] |
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Predictive Maintenance Dashboard

https://www.st.com/content/st_com/en/products/embedded-software/evaluation-tool-software/dsh-

predmnt.html

‘nt/st_com/en/products/embedded-software/evaluation-tool-software/dsh-predmnt.html

s _

DSH-PREDMNT M SevetoMyST BN Share via Emai

Cloud based web appiication for condition moniloring and predictive mainienance ( Preview )

[E) Download databri

Overview Tools & Software Resources

The Predictive Maintenance Dashboard is a cloud application based on AWS services. It provides a highly
functional and intuitive interface that is tailored for the collection, visualization and analysis of condition
meonitoring data from motion and acoustic vibration sensing elements. as well as temperature and other
environmental data. You can use the dashboard to plot and graph real-time and historical data, monitor
critical operating conditions SUCh as running temperature, and set thresholds for automatic warmnings when
key parameters exceed acceptable limits.

The cloud package can receive and process data
streamed directly from compatiole ST sensor nodes
with real-ime data pre-processing capabiliies such as
Fast Fourier Transforms (FFT), and also provides SDKs
for the AWS Greengrass sefvice to interface with edge
gateways managing compatible ST devices capable of
< | bulk data pre-processing and storage.
> & Y As the dashboard runs on a third party cloud storage
senvice provider, the number of ST loT sensor nodes

you can connect on a free trial basis is limited to five, for a maximum duration of 6 months. You may also receive
warnings if your data throughput approaches certain levels, but these may be negotiated if you contact our sales office to
discuss your specific requirements.

KEY FEATURES

Device and edge regisiration and configuration:
+ provisioning

- association with assets

- _streaming time

ST.com/DSH-Predmnt

Supplier Download

5T

*regulated with terms of usage for free limited access

life.augmented

How can | access?

e dsh-predmnt.st.com

& Uz

PREDICTIVE MAINTENANCE PLATFORM

Dashboard and Device Management

1. Register a now davice 3,00 your devioss or

iive monitor
cRRATED
osvicss

crsaTeD
pags

3. Moo your sssets and Q
@ PR

2019-09-12
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Run the application




Predictive Maintenance Dashboard
Run the Application in limited free usage

e dsh-predmnt.st.com

= KYI e DASHEOARD

Terms of usage:
PREDICTIVE MAINTENANCE PLATFORM = MaX 5 deVICeS
- Max 6 months from license

P DATALAE | EVENTS 2 useRNAVE

ST.com/DSH-Predmnt

agreement acceptance

Supplier Download

5T

5T Get Software

D — °

Serverless deployment in
customer’s account

When user runs out of conditions:
 user can download data

;o7 « decide whether or not open its own AWS account
> /4 « ask for additional free usage upon business case °

life.augmented



= .augmented

® Applications

Welcome back!
Enter your e-mail address and password to login your myST user.

E-mail address

Password

Remember me on this computer.

o I

ContactUs  English ~

pport & Community & Login

New user?

myST brings you a set of personalized features:

o Participate to ST Events g
o Stay informed with ST eNewsletters Figrt
o Get help with ST Online Support

© Discuss on the ST Community

o Benefit from our Online Design Tools

o Download Software

o Order free samples

© Manage your weekly product updates

© Buy ST Products & Tools

Create Account

login and accept
Terms of Usage

/4

life.augmented

Terms of Usage

The Licensed Software as defined below may contain various software that are subject to different license agreements. The terms
and conditions of those license agreements are available below, as well as in the header files and documentation file accompanying
this delivery

(i) SUBJECT TO THE PROVISIONS HERE BELOW FOR THE LICENSED SOFTWARE PROVIDED IN SOURCE AND IN OBJECT
CODE : THE TERMS OF ST SOFTWARE LICENSE AGREEMENT (REPRODUCED BELOW) SHALL APPLY;

(i) FOR THE LICENSED SOFTWARE OR ANY PART THEREOF WHICH CONTAINS OPEN SOURCE SOFTWARE: THE
APPLICABLE OPEN SOURCE TERMS SHALL APPLY. OPEN SOURCE TERMS MEANS ANY OPEN SOURCE LICENSE THAT
COMPLIES WITH THE OPEN SOURCE DEFINITION SPECIFIED AT WWW OPENSOURCE ORG AND ANY OTHER
COMPARABLE OPEN SOURCE LICENSE SUCH AS FOR EXAMPLE GNU GENERAL PUBLIC LICENSE (GPL). ECLIPSE PUBLIC
LICENSE (EPL), APACHE SOFTWARE LICENSE, BSD LICENSE AND MIT LICENSE. SUCH OPEN SOURCE SOFTWARE IS NOT
SUBJECT TO THE TERMS OF THIS AGREEMENT TO THE EXTENT THE TERMS OF THIS AGREEMENT ARE IN CONFLICT
WITH SUCH APPLICABLE OPEN SOURCE TERMS. EXCEPT FOR OPEN SOURCE SOFTWARE, YOU HAVE NO RIGHTS
UNDER THIS AGREEMENT TO, AND MAY NOT UNDER ANY CIRCUMSTANCES USE THE SOFTWARE OR ANY PARTS
THEREOF TO MAKE THEM SUBJECT TO ANY OPEN SOURCE TERMS. THESE ACTIONS INCLUDE BUT ARE NOT LIMITED TO
COMBINING THE SOFTWARE BY MEANS OF INCORPORATION CR LINKING OR OTHERWISE

(iil) THE LICENSED SOFTWARE OR ANY PARTS THEREOF MAY (I) REQUIRE LICENSES FROM THIRD PARTIES CLAIMING
INTELLECTUAL PROPERTY RIGHTS COVERING USE OR IMPLEMENTATION OF THE LICENSED SOFTWARE OR (Il) BE
BASED ON INDUSTRY RECOGNIZED STANDARDS OR SOFTWARE PROGRAMS PUBLISHED BY INDUSTRY RECOGNIZED
STANDARDS BODIES AND CERTAIN THIRD PARTIES MAY CLAIM TO OWN INTELLECTUAL PROPERTY RIGHTS THAT COVER
IMPLEMENTATION OR USE OF THOSE STANDARDS. YOU AGREE THAT YOU ARE RESPONSIBLE FOR OBTAINING ANY
SUCH LICENSE WHICH MAY BE NEEDED, AND NO SUCH LICENSE IS PROVIDED BY ST OR ITS AFFILIATES TO YOU SUCH
THIRD PARTY INTELLECTUAL PROPERTY RIGHTS ARE NOT SUBJECT TO THE TERMS OF THIS AGREEMENT TO THE

Sign the Terms of Usage and go

Login

= ‘yl HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS & USERNAME

augmented

PREDICTIVE MAINTENANCE PLATFORM

Dashboard and Device Management

2. Add your devices for

1. Configure a device {ive menitor

CREATED
DEVICES

CREATED
EDGES

3. Monitor your assets and
control them

4. Look at overall status

Account Expiration

2020-04-21

Redirect to the
dashboard

10



Predictive Maintenance Dashboard
e Device and AWS Greengrass Edge DS H = P R E D M NT Featu reS

registration and configuration:

e Provisioning * Live datavisualization o e User login and data segregation
e Association to assets e Add a device to live monitoring /

° Streamlng time ) ME  CONFIGURATION ~ DASHBOARD  ASSETS CONDITION WONITORING =~ SENSORMAP  DATALAKE ~ EVENTS & USERN

e NanoEdge™ Al library

PREDICTIVE MAINTENANCE PLATFORM Monitor live events or
Dashboard an1 Device Management check events history

~ 1. Configure a device I“ ﬁ;,:‘ﬂ?oﬁ?t%rrde"ices for ' Download t6|emetry data

ot and e e gl s o seaces | sent filtering by device

CREATED
EDGES

Info Panel for the

3. Monitor your assets and o
@ control them .Hl 4. Look at overall status

e English and Chinese user about its terms

\ 2020-04-21

e Asset Health Monitoring
e Collect data

e Analyse Historical trends
Kys

e Apply failure thresholds for alerts and warning

e Assets Map

11
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Predictive Maintenance Dashboard
P Register, add, remove and manage a device

TS CONDITION MONITORING SENSOR MAP & USERNAME

[ Compile form J

Add Device

Configuraton Files For:
STWin_4356932

Name Format

Free

Device ID P8
STWin_4356932 Download the Zip file with the files necessary to

connect the device with the cloud
. Asset Name e
Add new device Engine. Control_Roorn

@ STWIN_4356932.ZIP
Fab Name h _
Example

| confirm that | have downloaded the Zip file
(after closing the file can no longer be
downloaded)

12.43651 Q 22.3124

J
: ! loT Endpoint:
LatItUdeS and IongItUdeS CANCEL a36fch9jjgxjps-ats.iot.eu-west-1.amazonaws.com
coordinates

Download the current Greengrassrore software.

CLOSE 12

Download device certificate
Lyy [

and take note of |oT endpoint |

life.augmented




Predictive Maintenance Dashboard
Configure measures and condition monitoring thresholds

Thresholds
P Actiol Select measure - . .
Functional - configuration
available from June
2020 General Device 9
Add Device Information \ myBoard b4
Edge — Temperature (C)
— 1 Set device side events AT
Pressure (mbar) Humidity (%rH) M
Telemetry
ts per page Configure Streaming Time Humidity (%rH) I
nverted gauge scale
_ Cloud > — Rms (X) (mm/s)
Set dashboard side events min VvV ma
Rms (Y) (mm/s) 20 46
Anomaly detection
Configure/Activate Al at edge Rms (Z) (mm/s)
_ - 78
Select cloud
- ;
dashboard side event
‘_ Measures domains

life.augmented



Edit Attributes: STWin_4356932 X

4 DEVICE

& ULTRASOUND

No filters

Device ID : STWin_4356932

Predictive Maintenance Dashboard

Set Ultrasound FFT filter

Frequency MAX (KHz)

85

—

From To (KHz
SRR
F To (KHz t
58 — 62 I -20
CANCEL SAVE

life.augmented

Applying filters

.
H
:
Ultrasound Emission Analysis - FFT (J——s =25
— .
-40
60
m
i
80
100
“h A dn Nl S e b B e o Wy b b b L o A i ©
N VP & V¥ A7 @GN @ 9 VAT Y e 9
0T e NET VT T W @ e T g g
kHz
w Device ID : STWin_4356932 E
J Ultrasound Emission Analysis - FFT ()—s=—:2s
m—p b

-40

&
o
=




Predictive Maintenance Dashboard
Register and manage an AWS Greengrass Group

& Add New Edge

Edge Name
ST_Edge 01
| the Zip file with the files necessary to
A CANCEL nnect the device with the cloud ‘= Devices
; per page 5 - .
Create new group... [T~ £ Reset Deploy

| confirm that | have downloaded the Zip file
[ (after closing the file can no longer be

downloaded) 9

loT Endpoint:

a36fch9jjgxjps-ats.iot.eu-west-1.amazonaws.com

Download the current Greengrass Core software.

‘ New Deployment

m
<

K’[ 15
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Predictive Maintenance Dashboard
Hand Shaking Device - Cloud

CONDITION MONITORING SENSOR MAF

STWIN_CESM

&% Slan

A

4 N

The device, once connected for the first time,
generates a Hand Shaking Message used to
expose the measures (environmental, vibration,
ultrasound) and Firmware Release

IS7] - <

life.augmented




[Environmental domain }

[Vibration (FFT) domain }

The Dashboard recognizes the device,
update the device shadow (that will be
used for other purposes also) and adapt
the visualization

e gugrreriieyd

Predictive Maintenance Dashboard
Hand Shaking Device — Flexible visualization

Device ID : STWin_4356932

(D —s — 55 |l Vibration Analysis — Time and Frequency Domain resuits H-s—5s
é") Pressure (mbar) A RMS speed (mm/s)
1208 .20.22.44
¢ Humidity (%rH) ~7 Acc Peak (m/s?)
18 20.6-25.48
& Temperature (°C) @) FreqMax Amp (Hzjm/s?)
41
78.258|20
55.433|20

Vibration Analysis - FFT Domain

. 1;: WWW H!'pw'wr IH mw wu W

\ w i
SR R eV G F W D & o o
o ,C. ’t‘} B Qr__ﬁ @}- ‘-_? K3 & q\"\\' 4 r|?\') \-?3 &, 110 A =

B A D -

TP e i

\\\\\\\\\\\\\\\\\\\\\\

Vibration
Analysis: TD &
FD results

[Acoustic (FFT) }

domain

17



Predictive Maintenance Dashboard
Add a device to live monitoring

= ‘ HOME | CONFIGURATION =~ DASHBOARD  ASSETS CONDITIONMONITORING ~ SENSORMAP ~ DATALAKE  EVENTS & USERNAME
Device ID : STWin_4356932 E
PREDICTIVE MAINTENANCE PLATFORM Vibration Analysis — Time and Frequency Domain resuils @ _s— 55

Dashboard and Device Management & pressure (mbarn) X RMS speed (mm/s)
1208 -20-22.44
i idity (9 7 Acc Peak (m/s?)
1. Configure a device “ ﬁi’é\ﬂ:ioﬁ?tlgrrdevmesfor ‘ Humidity {%rH) (
|8a I 18 -20.6-25.48
dastoard and see el e e o DEVICES 3 Temperature (C) @) FregMax Amp (Hzjm/s?)
41
78.258|20
55.433|20
CREATED
" EDGES
@ gbm?aliﬁ;%?urassets and 'gl 4. Look at overall status Vibration Analysis - FFT Domain H—s— 30s
20 g A DR W 1 s s
A K TR LR L R R TR LA ST
“ ] | |
£ 0! | d
5 I
0 L - - I S BN N A Al A il BN LS . | R d 1
S pd D FF S FF AN ST PG P H G P PR PR F G N D
B e F P ot A o N G @ @ e o A g AY D
P S L L PR PNV I LIS FITFP I FFTFSHFS °
Hz
=
Ulirasound emission analysis — FFT Domain F-s— 25
e o
-40
. -50
Select your device
@ 70
. . . -80
for live monitorin
-100
o R T T R R O N R T S 4
N AN A S COE LN AT N WA AL W AN WA ) COEG T PN AT A
SRR S S S O AN A S R R S PP
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Predictive Maintenance Dashboard
Assets Monitoring

\ myBoard X
T 06
Humidity (%rH) -
— ‘y’ HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS & USERNAME
augmented

@B Set Thresholds
min ma
PRED'CTIVE MAINTENANCE PLATFORM (3 Set Streaming Time 20 4
Dashboard and Device Management . . vin o
I~ Set Sound FFT filter T 78
1. Configure a device ﬁ\',:‘gfomt%’rde"ices for i o 78 %0
CREATED
DEVICES 5w

Assets Condition Monitoring ( GO BACK
CREATED

3. Monitor your assets and EDGES
control them \ Device ID: STWIN_Avnet01 Device ID: VigneshDevice
Status: Disconnected Status: Disconnected
60.00
2
«“““Qu %5,
Account Expiration £ &
& 2
2020-04-21 m =
e —— H
kHz

Pressure: 0 mbar

Device ID: stwin Device ID: myBoard
Status: Disconnected Status: Disconnected

60.00

o
- o
&/ % 3
s 1 =
e —— H
kHz

Humidity: 20 %rH

life.augmented



Predictive Maintenance Dashboard

augmoted

PREDICTIVE MAINTENANCE PLATFORM

Dashboard and Device Management

1. Configure a device I“ ﬁ‘.’:ﬁ:ioﬁxi)'%rrdevices for

CREATED

s ata e frof DEVICES

CREATED
EDGES

3. Monitor your assets and
control them I 4. Look at overall status

Account Expiration

2020-04-21 Assets and Status

= K” HOME DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP & TRADESHOWS

57,
o% =D

f= Tracked Assets and Sensors

Canada

A

A0EBE0E
5
e

Geo-localization

Niger

B @rasi fry Leafiet | & OpenStreetMzp cont

, 5 -
l Fah AR 1T

life.augmented



Lys

life.augmented

Predictive Maintenance Dashboard

Data Download

= "I HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP DATA LAKE EVENTS & USERNAME
ougmented
A
Devices and Time Periods I
S i 1 ir riot -
Select, from your collection, the devices and the historical time period 1
for the download. 1

Telemetry Domains

Select, for each device, the domain of measures related to be included
into the download.

Start download

Click on the download button to execute the operation.

Entry point

RESET

-

User can downloads the raw telemetry data for his devices
» Choose device(s) and time period

* Choose device’s domain(s)
« Download .zip package with all data in.




Predictive Maintenance Dashboard

Devices

Data Download

= "l HOME CONFIGURATION DASHBOARD S e | e Ctl O n DATALAKE EVENTS & USERNAME
i augmented 1
1
Devices and Time Periods Select devices * Select time period T- I d
demo1  demo2 M Last month <— i Ime perlo
Select, from your collection, the devices and the historical time period .
for the download. SeIeCtlon
demo1 demo2
Telemetry Domains O Environmental o [/ Environmental &%
Select, for each device, the domain of measures related to be included a oM Iﬂ a TOM Ii
into the download. O oM ™ % _— ™
E Acoustic l.sl E Acoustic @
Start download A
Click on the download button to execute the operation.
| A
I
Domains selection !
for each device Download
button

life.augmented
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Predictive Maintenance Dashboard
Data Download

Folder structure
downloaded

. { } "Device_Id": "<device-name>”

user-id "timestamp”: 1583C
Json "TTL": 1599485221,
"Humidity™”: 34.97,
"Pressure™: 1818.92,
"Temperature”: 24.66,

"UserId": “sitdii s
r

device—-name
domains

year rs 1
"Device_Id": "<devi
"timestamp”: 15830
"TTL": 1599495226,

month
weeknum. json

"Pressure”: 1818.95,
"Temperature™: 24.66,

Aggregated (by WGEk) j sSon - "UserId™: "HHHHHHHHERHHHHEHHE

I
[

file containing all data for the “wDevice Id": "<de
1 i “"timestamp”: 1583¢
relative domain Bl et
"Humidity": 34.989299999509000,
"Pressure”: 1818.91,
"Temperature”: 24.6,
"UserId": “#i#HEdEEERRE R

KYI 23
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Predictive Maintenance Dashboard
Data Download

"TTL": 1500495226, time

[ Telemetry data J ) 999999999999
-==r Pressure™: 1818.05,

Device Id": “"<device-name>»",
"timestamp”: 1583943226727, Transmission }

(environmental)

"Temperature™: 24.66,
"UserId"”: iiHEHHERHEEEARHERHHREEEE

KYI 24
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Predictive Maintenance Dashboard
Events

= "’ HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITORING SENSOR MAPR EVENTS ; USERNAME
fe.ougmented A
1
1
Events
Device ~ Eventtype - m From m To Entry pOI nt :T:ng
al
[ info [ warmning [ alarm [ critical Last day Last week Last month Last 3 months
23 REFRESH
TIMESTAMP SEVERITY DEVICE INFORMATION
2020 Feb 21 INFO STWIN_CES20B1
2020 Feb 21 INFO STWIN_CES20B1
2020 Feb 21 ALARM STWIN_CES20B1
2020 Feb 21
© WARNING STWIN_CES20B1 e )
2020 Feb 21 - STWIN.CES2081 User can retrieves historical events and :

» Filter by device name, date and severity using advanced

=] panel

« Watch dynamic circular chart for global statistics

e, - Open event detal
J

Lys

life.augmented



Predictive Maintenance Dashboard
Events

Filters for advanced

SearChlng CONFIGURATION ~ DASHBOARD  ASSETS CONDITION MONITORING ~ SENSORMAP  EVENTS & USERNAME
:
1
! Events
1 . 70% info
g Device ~ Event type - [3) From B 1© ?g::::}::g;ng
B 0% critical
[ info  [J waming [J alarm [ critical Last day Last week Last month Last 2 months N
1
1
!
Global
TIMESTAMP SEVERITY DEVICE INFORMATION Stati Sti CS
- 2020Feb21_ g STWIN_CES20B1
1
| 2020 Feb 21 INFO STWIN_CES2081
1
1
1 2020 Feb 21 ALARM STWIN_CES20B1
FaSt event WARNING STWIN_CESZ20B1
identification INFO STWIN_CES2081 C N
v
<Kz > <t Paginations J
@ EN

"[ 26

se.cugmentea 1 IS fE@ture will be functional available from June 2020



Predictive Maintenance Dashboard
Send a command to NanoEdge ™ Al library

GCDNFIGUMTION DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP EVENTS i

« DSH-PREDMNT allow you to configure
and setup your custom NanoEdge ™ Al
library

EDGE GATEWAYS

lated 1.0 [ 2

1. Click on the Configuration tab

Select the () symbol of the desired
STWIN board

oy
(=1
-
(=
| m

= =

a -1

- -

(=] =]
=4
3
o
=]

Click on Anomaly detection

Edge
Telemetry
Cloud

Anomaly detection

life.augmented



Predictive Maintenance Dashboard
Send a command to NanoEdge ™ Al library

STWIN_AGRO01 STWIN_AGRO01

<1 COMMANDS & SETTINGS -4 COMMANDS & SETTINGS <4 COMMANDS & SETTINGS

NanoEdgeAl lib sensitivity Similarity threshold command to send command fo send
_ train_t
1 a0 train_t

detect_t COMMAND'S PARAMS

Training phase duration[ms]
WP Sclect a command to send to show the parameters 1DDDCI| .

LAST COMMAND SENT LAST COMMAND SENT

no command sent no command sent

* The settings tab allow to setup the sensitivity and the threshold parameters

« The commands tab allow to chose either train or detect command. The result of the train command is the
training of the neai library for the time interval set in the “phase duration” form. The detect command will
Ku;i.q,ger the anomaly detection phase in the application in according with the generated library

/4
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Predictive Maintenance Dashboard
Send a command to NanoEdge ™ Al library

configuration parameters

<4 COMMANDS £ SETTINGS

command to send
frain_t

L3 SETTINGS

COMMAND'S PARAMS

Training phase duration[ms]
201 NanoEdgeAl lib sensitivity Similarity threshold

1 90

LAST COMMAMND SENT

train_t 30/09/2021, 10:35:42

N\

AN Save
\
A il > parameters on

R the device
[ See the information about } L
‘Yl the last command sent cancet )




Detection phase of NanoEdge ™ Al library

= IY’ HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITOR
ugTenied

<4 COMMANDS & SETTINGS
Events 9
detect_t -

Orange led is blinking

e ~ Eventtyp - : 1 : To
Detection phase duration[ms] .
10000| - Start detectlon ] info D warning D alarm |_] crifica Lastday Lastweek Lastmonth Last3 months
LAST SEN
mand sent
CANCEL 2021 Sep 15 :
_ ' e stin_prod

Alarm sent

« If the detect command is set, in according with the custom NanoEdge™ Al library, an anomaly event is sent
to the dashboard and an event will be shown in the EVENTS panel of the dashboard.

* For further details on how NanoEdge™ Al libraries work, read the detailed documentation of NanoEdge™ Al
Studio.

Lys
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https://cartesiam-neai-docs.readthedocs-hosted.com/

Ly
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CONDITION MONITORING
Get started with SL-PREDMNT-E2C



Predictive Maintenance Dashboard
how to start

» Google Chrome

« ST Evaluation Tools and SW Packages on your hand, you can combine both approach as you may

need
Quick start

End to end architecture based on wired Smart _
Sensor Nodes and Gateway

STM32MP157C-DK2 rev. CO1
X-LINUX-PREDMNT

STEVAL-IDP004V1/V2 STEVAL-BFA001V1B
STSW-IDPAPREDMNT STSW-BFAOO1V1B
Kyy 2
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Vibration and Environmental Monitoring
Quick Start with STM32MP157-DK?2

In this scenario, two motors are monitored by using two STEVAL-BFA001V1B provisioned as BoothDemol and
BoothDemo 2 connected via a Master STEVAL-IDP004V1 and a Gateway STM32MP157C-DK2 rev. CO1 connected
over WIFI. One of the motor is unbalanced (corresponding to BoothDemo2).

1.

2.
3.
4

life.augmented

Get STEVAL-BFA0O01V1, STEVAL-IDP004V1, STM32MP157C-DK2 and Download the Software
Deploy the X-LINUX-PREMDNT on the STM32MP157C-DK2
Register the Edge and the devices

Start the application

oo St -
STEVAL-IDP004V1

RS- 485 RS- 485

i -
sy

A




Vibration and Environmental Monitoring
Get the Hardware's, Download the SW

Go to www.st.com/SL-PREDMNT-E2C

Buy the Hardware Download all the SW

SW Layer Mission Software Code Distribution
Predictive maintenance Collect. Preprocess and . .
Smart Sensor Node STEVAL-BFAOO1V2B | kit with sensors and 10- communicatepto the Master | STSW-BFAZPREDMNT.zip Binary
Link capability
STEVAL-IDP004V1 ink It Handle the communication
Master 10-Link master multi-port with the Smart Sensor Node | STSW-IDP4PREMNT.zip Binary
STEVAL-IDP004V?2 evaluation board and with the gateway
_ o Handle the communication OpenSTLinux Expansion
Gateway STM32MP157F-DK2 Discovery kit with with the master, enable Edge X-LINUX-PREDMNT Pack in Source Code and
STM32MP157C MPU processing and data injection - -
in the Cloud with SD Card image
Visualize data DSH-PREDMNT
life.augmented
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— Vibration Monitoring
R SRR L., deploy X-LINUX-PREDMNT

(2)
: CONFIGURE THE INSTALL INSTALL :
P GATEWAY GREENGRASS | | ST SDKS : G‘;-IEE":JVF?Y

| ! Goto

% e H H*‘Sm} TR https://vaw.st.com/cqntent/st cqm/en/products/
= evaluation-tools/solution-evaluation-
tools/process-control-and-automation-solution-
eval-boards/sl-predmnt-e2c.html

; PROVISIONING !

— )

(3.2)
INSTALL CREDENTIALS
TO THE GATEWAY ; , INSTALL !
! 1 CREDENTIALS
1

L START __{ SR }_‘ : (3.3)

dNL13s NOILYOI1ddY (€)

GREENGRASS ' DEPLOYMENT |

| | 4
L ACTIVATE START - START THE ! ( ]

VIBRATION SETUP GREENGRASS APPLICATION 5 APPLICATION
—l ! START

! é (5)

|—> VISUALIZE DATA ' CONDITION
: —l MONITORING
L STOP THE STOP DEACTIVATE (6)
: —> - -

AFPPLICATION GREENGRASS VIBRATION SETUP —l H APPLICATION

STOP
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https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/process-control-and-automation-solution-eval-boards/sl-predmnt-e2c.html

Vibration and Environmental Monitoring
Start the application

You can start the application after the configuration and deployment phases.
Follow the procedure below to activate vibration and start the application on your setup with or without motors.

1' ConneCt the Setup to the gateway Vla USB Cable' l . (D—s — 5s W Vibration Analysis - TIME Domain @-s—vss I l (D—s — 5s { Vibration Analysis - TIME Domain é_s—vs

. L pressure (mbar) X RMS speed (mm/s) & L pressure (mbar) 7% RMS speed (mm/s) \ :/‘
2. If you connect rotating motors, power on the setup. _dpdis i W e 18752877

Humidity (%rH) ~7  Acc Peak (m/s?) Humidity (%rH) ~7 Acc Peak (m/s?)
. 41.02 -7.446-9.815 42.972 -4.351-3.668
3- Set the Speed Of the Setup to the deS|red Value- & Temperature (°C) @  FreqMax Amp (Hzjmis?) & Temperature (°C) @) FregiMax Amp (Hzjm/s?)
33.873 32.032

4. Click “RUN APPLICATION” on the gateway GUI, or 64.658/4.774 63.346/1.438

64.658(5.946 63.346(|1.896

run “/home/root/start_pmp.sh” from a terminal:

Vibration Analysis - FFT Domain

> o I |y 44 IS 2 9 x Yy 2 .ﬁ'
20
i 15
10
2 05 ||
o ) s T BRI DD SIE O (23 U e o e o o o I ¢._4_M1.A---W_
\ o G u ° v o | 1 @ e 8 H A A DS A N v Gl - \ o \J
w"’c F.o & ¥ o> u;;b o o o A ¥ 2® 7 N © o & P ”:‘h e A b
R P Q: v \"} N-) \,)K) %"2 "_,‘o K <? ﬂ//\“) l‘\‘: o’ %J & o ‘83; N o h‘o %’L 3\"()
& o e o

vay S APPLICATION Bl APPLICA

R
N

Open the dashboard and log in: https://dsh-predmnt.st.com/
Click on [DASHBOARD]>[Add Device], and select the desired devices.

Kyy 3
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https://dsh-predmnt.st.com/

Ly
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CONDITION MONITORING
Get started with SL-PREDMNT-S2C



Predictive Maintenance Dashboard

how to start

« ST Evaluation Tools and SW Packages on your hand, you can combine both approach as you may need

« Google Chrome, view directly in your browser the data coming thanks to DSH-PREDMNT application

Quick start

Lys
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End to end architecture based on Wireless Smart Sensor Nodes (WIFI —
LPWAN) — SL-PREDMNT-S2C

@¥® STM32 Open
"‘ Development
. Environment

-

NB-lol'

STEVAL-STWINKT1B

& LTE-I%

" STMOD+ cellular add-
on board coming from
P-L496G-CELLO2 or
STEVAL-STMODLTE*

STSW-STWINCELL

*Distributed only in USA
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https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html
https://www.st.com/content/st_com/en/products/embedded-software/mcu-mpu-embedded-software/stm32-embedded-software/stm32-ode-function-pack-sw/fp-ind-predmnt1.html
https://www.st.com/content/st_com/en/products/embedded-software/evaluation-tool-software/stsw-stwincell.html
https://www.st.com/content/st_com/en/products/evaluation-tools/product-evaluation-tools/mcu-mpu-eval-tools/stm32-mcu-mpu-eval-tools/stm32-discovery-kits/p-l496g-cell02.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/communication-and-connectivity-solution-eval-boards/steval-stmodlte.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinwfv1.html

Vibration and Ultrasound Monitoring
Quick Start with WIFI expansion STEVAL-STWINWF1

In this scenario a motor is monitored by using an STEVAL-STWINKT1B as smart sensor node connected by using the WIFI
expansion module (STEVAL-STWINWFV1) and the smart sensor node is provisioned.

Get STEVAL-STWINKT1B and STEVAL-STWINFV1

Download the EP-IND-PREMNT1 and Flash it
Register your node at DSH-PREDMNT '
Run the application .\

kN E

Monitor data on DSH-PREDMNT



https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinwfv1.html
https://www.st.com/content/st_com/en/products/embedded-software/mcu-mpu-embedded-software/stm32-embedded-software/stm32-ode-function-pack-sw/fp-ind-predmnt1.html
https://www.st.com/en/embedded-software/dsh-predmnt.html
https://www.st.com/en/embedded-software/dsh-predmnt.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinwfv1.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html

Vibration and Ultrasound Monitoring through WIFI

Get the Hardware, Download the Software

Get the Software

Buy the Hardware
SW Layer Mission Software Code Online Distribution

SensorTile Wireless Predictive maintenance kit Collect, Preprocess and Source code available for
- . FP-IND-PREDMNT
Industrial Node (STWIN) STEVAL-STWINKTLB with sensors communicate to the Cloud STM32
Expansion board STEVAL-STWINWF1 WIFI Expansion Visualize data DSH-PREDMNT Web based application

Lys
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https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html
https://www.st.com/en/evaluation-tools/steval-stwinwfv1.html
https://www.st.com/en/embedded-software/fp-ind-predmnt1.html
https://www.st.com/en/embedded-software/dsh-predmnt.html

Power ON/OFF the STWIN

« Battery only (no USB cable):
« Power ON
« Long-press the PWR button until the red led turns off (~1 sec)
* Power OFF
* Press the PWR button

* Plugged mode (USB cable)

« Power ON

 When USB is plugged-in, the STWIN is always on. It
doesn’'t matter if the battery is present or not

* Power OFF PWR

* Unplug the cable and, if the battery is connected, press the
PWR button.

Lys
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Download FP-IND-PREDMNT1 and Flash
Predictive Maintenance Cloud Application (1/5)

,’ www.st.com/stm32ode-fp FP-IND-PREDMNT1 package structure
@ | ’

, Mame
life.augmented

. _htmresc
. Docs
e . Documentation <
R . BSP, HAL and drivers
> . Dirivers <
Download & unpack . ifi i
9 , p - Middlewares « AWS, mbedTLS, Wifi, MotionSP
Select ' | Projects « Application example
FP-IND-PREDMNT1 . Utilities

__| package.xml
Configure and Monitoring the application € Release_Motes.html

« TeraTerm (v. 4.97 or higher) . &

ST DSH-PREDMNT

e Compile/Flash and Run the project
- \ € SIKEIL ©IAR
— Tools by ARM  SYSTEMS

\Projects\STM32L4R9ZI-STWIN\Demonstrations\Predictive_Maintenance_ WIFNAWS\

OR
. = e (5]
P ere P RENERENARPAY Load the pre-compiled binary using STM32 ST-LINK Utility
b A \Projects\STM32L4R9ZI-
"l o STWIN\Demonstrations\Predictive_Maintenance_WIFI/AWS\Binary\STM32L4R9ZI-

Jife.augmented F—— STWIN_PredictiveMaintenance_WIFI_v2.0.0.bin



Set up your network configuration
Predictive Maintenance Cloud Application (2/5)

Connect STWIN to the PC using a micro- « Setup->Terminal

USB cable Set parameters as below

Open TeraTerm (v. 4.97 or higher) Tera Term Terminad S0y 2

Terminal size New-line

. . OK
File-> NewConnection 80 x 24 Receive: [AUTO +. ,
i /| Term size = win size Transmit: | ¢ = Cancel
« Select the right COM port S R ~ A
| Help
Terminal ID:  VT100 ~ /' Local echo
Answerback: Auto switch [VT<->TEK)
Coding [receive) Coding [transmit)
era Term: Mew connection UTF-8 =) UTF-8 =

= TCPAIP myhost.example.com
History

* Press RESET button of STWIN.

Telnet iz

@ S5H S5H?

Other
UNSPEC

@ Serial Port: [COM2B: STMicroelectronics Yirtual CC ~

COM3: Intel[R] Active Management Technology -
COM26: STMicroelectronics Virtual COM Port [COM26

Reset Button
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Set up your network configuration
Predictive Maintenance Cloud Application (3/5)

To change Wi-Fi network follow the instructions on the console:

—
* Press the STWIN USR button within 5 seconds —_

0 Push the User button (B3} within the next 5 seconds if you want to update the Wi
il Fi network configuration.

Your WiFi parameters need to be entered to proceed.

Enter $S1D: []

* Provide new Wi-Fi credentials:
« SSID
« Security mode
« Password

Push the User button (B3> within the next 5 seconds if you want to update the Wi
Fi network configuration.

Your WiFi parameters need to be entered to proceed.

Enter SSI1D: ol

You have entered IoT as the ssid.
|

Enter Security Mode <8 - Open. 1 - WEP. 2 — WPA, 3 - WPA2):3
You have entered 3 az the security mode.

Enter password: FififFif[] =

Lys
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Register your node and inject data
Predictive Maintenance Cloud Application (4/5)

G Register and provision QConfigure AWS Credentials and load the certificates
the device by downloading the

certificates

* Press the USR button within 5 seconds

« Enter the AWS loT Core endpoint

» alazohj3ky8ktj-ats.iot.eu-west-1.amazonaws.com (example for
Predictive Maintenance Dashboard)

 Send via terminal the
certificates obtained from the

File Edit Setup Control Window Help i ' Tera Term: Clipboard confirmation ‘ P |

[Enter device name: (example: mythingl)
STUHINAGRATE

1 N P --—BEGIN CERTIFICATE-—— - oK
dashboard when the device e e B e )
[ ——— S W,
. | b24gUmSvdCBDQSAXMBDTE IMDUYNY |
WaS Created . Updating TLS security credentials. MAKGA 1LEBRMCVVMDZANBONVBACTEK | =
Fntor the 4589 cortificates or kevs ac | [UETEEHEREIEN B
. . nter e X certiricates or keys as
« Directly drag and drop the file or copy ke BEGIN CERTIFICATE-—— . et

Il cocTIBc-62f LRndSWin 3teSaigdvZek ol
YMPGn8u6?GBIt +aEMpSP +1gmI gNh1 LTV +/8 1159

. d o IFAGDHrQoLKm+a/sRymPUDGH3KKHOY
and paste the text R'?EUQIN9Z/SG?JGPSHmksn-lluEumEF/Bmyc+E11:|‘ YOUWSHISNz/DegnX0tHAL 14gk95 T2y

__________ 93Fcimn/BplCyzikrlAdby LW hxceeVO
__________ 105ubIriqQOCAWEAASNCMEAWDWYDVRD ~
b

Do you want to update the root GA certificate(s>? [y/nl

v
Enter your root CA:
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Start the application

Predictive Maintenance Cloud Application (5/5)

G Add to the dashboard

Device ID : STWin_4356932
-~ Trend
o ©s—+se
L 7% RMS speed (mm/s) * Remove
=~ Pressure (mbar)
1173 -19.4.19.8 v
& Humidity ert) A7 Acc Peak (m/s?)
74 -19.79-33.8
& temperature (-C) @ FreqiMax Amp (Hzlmis?)
83
6.521]20
35.868|20
x [

m's?

AT wlf"rw[nwu. i |lfﬂP T L T

e o x

i

Logaritmic view (dB)

B
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9 Experiment thresholds

Humidity (Y%rH) -

verted gauge scale

20 46

78

;

Assets Condition Monitoring

Jevice ID: stw ¢ ID: myBoard
status: Discennected Status: Disconnected
am
& )
L L ‘*
iz wumiaity: 20 ek
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Vibration, Ultrasound and Environmental Monitoring
Quick Start with STMOD+ cellular add-on of P-L496G-CELLO2

In this scenario vibration, audio spectrum and environmental parameters such as temperature, humidity and pressure are
monitored by using an STEVAL-STWINKT1B as smart sensor node connected by using a STMOD+ cellular add-on board
based on Quectel BG96 modem, LTE Cat M1/ NB-loT / 2G fallback, coming from P-L496G-CELLO2 or STEVAL-STMODLTE

Get STEVAL-STWINKT1B and STMOD+ cellular add-on board based on Quectel BG96 modem
Setup STEVAL-STWINKTI1B and add-on board

Download the STSW-STWINCELL and download it into STEVAL-STWINKT1B’s MCU

Register your node at DSH-PREDMNT
Set up your network configuration

Run the application

Monitor the data on DSH-PREDMNT

STEVAL-STWINKT1

NoOkWNE

-

§ e

l STMOD+ — 2
S’ STSW-STWINCELL cellular add-on board SN

e.g. Quectel BG96 modem

ﬁ (LTE Cat M1/NB/2G fallback)
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https://www.st.com/content/st_com/en/products/evaluation-tools/product-evaluation-tools/mcu-mpu-eval-tools/stm32-mcu-mpu-eval-tools/stm32-discovery-kits/p-l496g-cell02.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/communication-and-connectivity-solution-eval-boards/steval-stmodlte.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html
https://www.st.com/content/st_com/en/products/embedded-software/evaluation-tool-software/stsw-stwincell.html
https://www.st.com/en/embedded-software/dsh-predmnt.html
https://www.st.com/en/embedded-software/dsh-predmnt.html
https://www.st.com/content/st_com/en/products/embedded-software/evaluation-tool-software/stsw-stwincell.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1.html

Vibration, Ultrasound and Environmental Monitoring
Get the Hardware, Download the Software

Buy the Hardware Get the Software

SW Layer Mission Software Code Online Distribution

SensorTile Wireless Predictive maintenance Collect, Preprocess and

Binary and source code
. STEVAL-STWINKT1B o -
Industrial Node (STWIN) kit with sensors communicate to the Cloud STSW-STWINCELL available for STM32

STMOD+ cellular add-on Adds LTE Cat M1, NB-

board based on Quectel loT with 2G fallback

Expansion board BG96 modem coming - Visualize data DSH-PREDMNT Web based application
connectivity to the

from P-L496G-CELLOQ2 STWIN

Or STEVAL-STMODLTE

Lys
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https://www.st.com/en/evaluation-tools/steval-stwinkt1b.html
https://www.st.com/content/st_com/en/products/evaluation-tools/product-evaluation-tools/mcu-mpu-eval-tools/stm32-mcu-mpu-eval-tools/stm32-discovery-kits/p-l496g-cell02.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/communication-and-connectivity-solution-eval-boards/steval-stmodlte.html
https://www.st.com/content/st_com/en/products/embedded-software/evaluation-tool-software/stsw-stwincell.html
https://www.st.com/en/embedded-software/dsh-predmnt.html

Setup STEVAL-STWINKT1 and P-L496G-CELL2
(or STEVAL-STMODLTE)

Route the right voltage to the power Insert the SIM card into the related socket
supply pin of the STMOD+ connector. of the STMOD+ cellular add-on board.

G Connect the battery.

Assembly the main board with the plastic Power via USB receptacle and connect the
box and connect the cellular add-on board. STEVAL-STWINKT1B to a PC via the STLINK-V3MINI

Nl \

" @ Download STSW-
. STWINCELL binary file
into STEVAL-
STWINKT1B’s MCU

life.augmented



Log In to the dashboard and register the device

Sign Up or Sign In
9 (myST credentials) 9 Add new device and download the zip file containing the

certificates

life.augmented



Run STSW-STWINCELL

Start a terminal emulator software and set the parameters as follow:

+ Terminal
* [New line]
* [Receive]: AUTO After pressing the reset button on the STEVAL-STWINKT1 ...
* [Transmit]: LF ... the console will show it

* [Local Echo] selected

STWIN - SensorTile Wireless Industrial Node
STM32L4R97 MCU

Predictive Maintenance AWS Cloud Demonstration

Dashboard URL is https://dsh-predmnt.st.com

STSW-STWINCELL V1.0.0 - 13-February-2020

CMSIS Core(M) V5.1

HAL V1.10.0 RCO

Compiled Feb 13 2020 18:39:08 (IAR)

+ Serial
* [Port]: as the port assigned to ST-LINK debugger by OS
» [Baud rate]: 115200
+ [Data]: 8 bit
* [Parity]: none
) [StOp]Z 1 bit A cellular expansion board, MB1329B, provided with the BG96 module
° [F|OW Contr0|]: none have to be plugged into the STMOD+ connector.
* [Transmit delay]: 10 ms each MCU Unique device ID is 0x2033334B334E5013002B0012

*** Board personalization ***

- Network Interface initialized:
Your Cellular parameters need to be entered to proceed.
Select the SIM slot (0 - External, 1 - Internal):

Lys
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Configure parameters of STSW-STWINCELL

I

I - Network Interface initialized: :

I Your Cellular parameters need to be entered to proceed. [:
I

| I

Select the SIM slot to be used.
Enter the APN for the cellular network operator you
are going to use and the optional credential as well.

I

I
You have entered <nbiot.tids.tim.it> as the Sim Operator Access Point Code. : ° Walt fOf the C6||U|al’ mOdule Inltla“zatlon and Its
Enter the username (it can be NULL) (max 16 char): 1 network reglstrat|on

Select the SIM slot (0 - External, 1 - Internal): 0
You have selected the external SIM.

Enter Sim Operator Access Point Code (e.g. EM or ESEYEL etc): nbiot.tids.tim.it

You have entered <> as the username.
I
Enter the password (it can be NULL) (max 16 char):
I
I

Enter the AWS loT Endpoint: alazohj3ky8ktj-

You have entered < as the password.

~ Newwork Interface starting: e _ _ _ _ — _ — — — — — — — — ats.iot.eu-west-1.amazonaws.com
Enter server address: (example: xxx.iot.region.amazonaws.com) : ,

#*% C2C connection **% a3lpjrdéx4v4ba-ats.iot.eu-west-1.amazonaws.com i
a31pjrdéxd * Enter the Device’s name

a3lpjrdéxdvdba-ats.iot.eu-west-1.amazonaws.com I

Initializing the cellular module

- Network Interface connecting: Enter device name: (example: mythingl) !

Trying to connect with the external SIM STWIN_BGI96 ! Enter the Certlflcates for the AWS IOT deVICe (you
Waiting for BG96 modem running SR | can find it inside the downloaded zip file):

Signal not known or not detectable yet (be patient)

- Root certificate authority (CA)
- Device certificate

Enter the x509 certificates or keys as per the following format: e i et Bttt i st 1
............. BEGIN CERTIFICATE----- | NAvian nriviata LA
C2C module registered YMPGn8u67GB9t+aEMr5P+1gmIgNbILTV+/X7 11 SwwOQuvwu7ulBVcAOLnOkemnL |
R7EUQIN9Z /SG3jCr8Xmks rUuEvmEF /B1byc+E11xVAOhmnM30TDPb5LcOun8risu
Registration done in 60025 msseconds ...
END CERTIFICATE-----
Retrieving the cellular operator: "I TIM" BEGIN CERTIFICATE-----
YMPGn8u67CBAt+aEMr5P+L1gmIgNbL1LTV+/X] 11 SwwOQuvfwu7ulBVcAOLnOkcmnL

Updating TLS security credentials.

Enter your root CA:

————— BEGIN CERTIFICATE-----

MKKDQTCCAimgAwKBAgKTBmy fz5m/jAo54vB4ikPmljZby jANBgkphkiCOwOBAQsF
ADASMQswCQYDVQQGEWWVUZE PMAOGATUEChMGQW1hem3uMR kwFwYDVQQODExBBbWF6
b24gUm9vbCBDQSAXMB4XDTE IMDUyYN jAWMDAWMFoXDTMAMDE xNzAWMDAWMFowOTE L
MAKGALUEBhMCVVMxDzANBgNVBAOTBkFtYXpvbjEZMBCGALIUEAXMQQW1hem3uKFiWy
b3QgQOEGMTCCASKWDQYWKoZK hveNAQEBBQADgGEPADCCAQoCGgEBALWAGHHKeNX ]

Module initialized successfully: Quectel ..
-————END CERTIFICATE---—-

Enter your device certificate:

————— BEGIN CERTIFICATE-----

MKKDW] CCAKKgAWKBAGKVAKPWpBtX6wz10Y4z0pX19T7aU5owMAOGCSpGSKb3DQEB
CwUAMEOXSZBWBgNVBASMQkFtYXpvbiBXZWKgU2Vybm1iZXMgTz1BbWF6b24uY29t

I
I
I
I
I
I
ProductTD: BG96 :
I
s I
Enter your root CA: \ KETuYy4gTD1TZWFObGX1KFNUPVbhc2hpbmbOb24gQz1VUzAe FwOyMDAXMDGXNTUS
I
I
I
I
I
I
I
I
I
|

FW version: BGY96MAROZAO9MIG

SIM Id (IccID): 89390100002229786797 NDZaFw0OOTEyMzEyMzUSNT1aMB4xHDAaBgNVBAMMEOFXUyBWb1QgQ2VybGImawWNh

bGUwggETMAOGCSpGSKb3DQEBAQUAA4KBDWAWGgEKAOKBAQCTMIMNCES ImpVES8vO

Enter your device key:

77777 BEGIN RSA PRIVATE KEY-----
MKKEowKBAAKCAQEApTNTDQuubZpVROTLIDS+BNQY91P7shGzzzaDicSDawW4pQcB1
Jgz1ALsaCGwhBpLWAKOhHTR1DZyWKSpnfAp/1g9F233fUyaS5ZmBL8CMWryLsFNOO
Cy7X/0g3pup/QGnURXX3Abpvx6 TWWF2E jNUt6Z tOWWMWYONTPrzAD1 zfDpuBCVi9
p1bFkp/71ZpK1WFEokfHWgsMvN4uvikp6ZQ+UStjyZgHEFyb7 fkhaNTzBt/SnOFW
JKOP5h2SvMLtcgz0ukK+bOBSstETb6kvUSIPpkrnpF2bmKPL3xf0234YhsbbM1RA

- Network Interface started:

- Device Name : Quectel.

- Device ID : BG96.

- Device Version : BGI96MARO2AQ9MIGC.
- Network Interface connected:

- IP address : 10.18.44.41

Enter server address: (example: xxx.iot.region.amazonaws.com)

/4
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Execute STSW-STWINCELL

Connecting to www.gandi.net at ipaddress: 151.101.193.103
20001410 => X:\STSW-STWINCELL\Middlewares\Third_Party\mbedTLS\Tibrary\ss1_tls.c:4643:
x509_verify_cert() returned -9984 (-0x2700)

Since the needed parameters have
been successfully entered ... stgnal Level: 71 dem

Configuring the RTC from Date: Tue, 18 Feb 2020 08:46:46 GMT

* The on board components are 9OING 5772 e tovs ammenta? snsors 2.
to be initialized.

- Eumidity sensor js reagy.
- ressure sensor 1s reaady.
« The MQTT connection is going to b
established.

- Temperature sensor is ready.

Initializing the Inertial Sensor ...
- Accelero sensor is ready.

Initializing the Audio Sensor ...
- Audio sensor is ready.

Shadow Init ...

Shadow Connect ...

| Update Shadow: {"state":{"reported":{"Device_Type":"STWIN",6 "Features":["Environmental”,
Signal Level: -77 dBm 1 "Inertial_TDM", "Inertial_FDM",

1 "Acoustic"],"Firmware":"V1.0","Env_Time":50,"Ine_Time_TDM":50,"Ine_Time_FDM":50,"Aco_Time":50}}
“clientToken":"STWIN_BG96-0"}

Signal Level: -71 dBm
Delta - EnvStreamingTime changed to 60

Connected to a3lpjrdéx4v4ba-ats.iot.eu-west-1.amazonaws.com: 8883 Delta - IneTdmStreamingTime changed to 10

The cloud shadow will be updated with the features to be monitore

The streaming time already set on dashboard will be passed to the
application running into the STM32.

Delta - IneFdmStreamingTime changed to 30

Delta - AcoStreamingTime changed to 10

Update Accepted!

Update Shadow: {"state":{"reported":{"Device_Type":"STWIN","Features":["Environmental”,
"Inertial_TDM", "Inertial_FDM",
"Acoustic"],"Firmware”:"V1.0", "Env_Time":60," Ine_Time_TDM":10,"Ine_Time_FDM":30,"Aco_Time":10}}
"clientToken":"STWIN_BG96-5"}

. £

Update Accepted!

According the streaming time the  ;------------------- - - oo oooooooooooo-oooooo-oooo

Published to topic pm/STWIN_BG96/sense/environmental: Published to topic pm/STWIN_BG96/sense/inertial_tdm

1
STEVAL_STW'NKT]_ W|” pUb“Sh V|a: {"Humidity": 34.37, "Pressure": 1028.54, "Temperature": 30.28} {"RMS_Speed”: [0.42,0.41,0.11], "Peak_Acceleration": [2.57,3.30,8.12]}

1
1
1
1 1
- I Published to topic pm/STWIN_BGI6/sense/acoustic: Published to topic pm/STWIN_BG96/sense/inertial_fdm: !
the STMOD+ CeHUIar add on boa’rd I {"Aco_FFT":[-72.86,-72.4,-74.61,-75.94,-73.730000000000009,-72.53,-73.92,-76.33,-79.17,-78.39, - {"Ine_FFT": e [ / / !
| 76.7,-77.540000000000009,-81.15,-83.790000000000009 , -83 .069999999999991 , &1 .340000000000009, - [[0.00,0.00,0.00,0.00],[25.96,0.00,0.00,0.01],[51.91,0.01,0.00,0.01],[77.87,0.01,0.00,0.01], [103.83, !
the data for each feature. I 80.680000000000009,-81.61,-83.659999999999991 , -84 .65 ,-82 .519999999999991,-79_94, -80_86,-34.02, - 0.01,0.01,0.01], [129.79,0.01,0.01,0.01], [155.74,0.01,0.01.,0.01], [181.70,0.01,0.01,0.01] , [207.66,0.01 '
I 86.13,-84.57,-82.090000000000009,-81.87,-83.81,-85.91,-85.98,-83.569999999999991, - ,0.01,0.011,[233.61,0.01,0.01,0.01], [259.57,0.01,0.01,0.01], [285.53,0.01,0.01,0.01], [311.48,0.01,0.0 '
I 83.180000000000009,-84.05,-86.38,-87.84,-85.6,-84.04,-83.94,-86.05,-88.58,-86.1,-84.4,-84.30,- 1,0.01],[337.44,0.01,0.01,0.01],[363.40,0.01,0.01,0.01], [389.36,0.01,0.01,0.01], [415.31,0.01,0.01,0. !
’l | 86.07,-88.99,-88.49,-87.03,-86.13,-86.75,-90.33,-91.59,-88.65,-86.77,-87.42,-89.51,-91.94,-89.95, - 01],[441.27,0.01,0.01,0.017, [467.23,0.01,0.01,0.01],[493.18,0.01,0.01,0.017,[519.14,0.01,0.01,0.01], :
1
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Populated ST Predictive Maintenance Dashboard
while running STSW-STWINCELL

= ‘1’ HOME DASHBOARD ASSETS CONDITION MONITORING SENSOR MAP & DANILO
augmented

STWIN_BG3% & -

Device ID : STWIN_BG96

The features that will be

. Environmental @51)5 Vibration Analysis — Time and Frequency Domain resuits (:J 7
used can .b.e selected during & mersan e S R spees () @ Enabled by USE_ENV_FEAT
FW compiling. 1017.32 -0.18-0.16
& Humidity (%r A7 Acc Peak (m/s?)
The user can choose from R 119.95.92.15 Enabled by USE_INE_TDM_FEAT
one up to all four features & Temperature (C) @ FreqMacAmp (Hzmis?)
i 28.67
?c;fg\],si r?g;l Iigf/ ://v?)hrf:igfsitg: 52.05/0.19 Enabled by USE_INE_FDM_FEAT
. . 989)0.43
the file ‘aws_iot_config.h’:
USE EN\_/ F_EAT Vibration Analysis - FFT Domain O30 @ Enabled by USE_ACO_FEAT

m's

o x vy [z 9
- USE_INE_TDM_FEAT s @
- USE_INE_FDM_FEAT o \&_LAA.M¢¢¥__,ﬂﬁ_ A

- USE_ACO_FEAT

Lys
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Anomaly detection
STWIN and FP-AI-PREDMNT?2



Anomaly Detection with NanoEdge Al Studio

how to start

« ST Evaluation Tools and SW Packages on your hand, you can combine both approach as you may need

« Google Chrome, view directly in your browser the data coming thanks to DSH-PREDMNT application

Quick start

End to end architecture based on Wireless Smart Sensor Nodes (WIFI —
LPWAN) — FP-AI-PREDMNT2

Lys

life.augmented

NANOEDGE
Al STUDIO

FP-AI-PREDMNT2

56



https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinwfv1.html

Anomaly Detection with NanoEdge Al Studio
Quick Start with WIFI expansion STEVAL-STWINWF1

In this scenario a motor is monitored by using an STEVAL-STWINKT1B as smart sensor node connected by using the WIFI
expansion module (STEVAL-STWINWFV1) and the smart sensor node is provisioned.

Get STEVAL-STWINKT1B and STEVAL-STWINFV1

Generate NanoEdge Al Studio library
Download the FP-AI-PREDMNT?2 and Flash it
Register your node at DSH-PREDMNT

Configure Wifi and DSH-PREDMNT credentials through BLE Sensor App
Run the application
Monitoi data on DSH-PREDMNT

-

e

NoOoOkWNE

o rerResH

‘‘‘‘‘‘‘‘‘‘‘‘‘

STWIN_CES20B1

222222222

NANOEDGE |
Al STUDIO

Q
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https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinwfv1.html
https://www.st.com/en/embedded-software/dsh-predmnt.html
https://www.st.com/en/embedded-software/dsh-predmnt.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinwfv1.html
https://www.st.com/content/st_com/en/products/evaluation-tools/solution-evaluation-tools/sensor-solution-eval-boards/steval-stwinkt1b.html

Setup a NanokEdge ™ Al library into FP-AI-PREDMNT?2

Generating contextual data using Build library using Embed and use into
FP-SNS-DATALOG1 NanoEdge™ Al Studio FP-AlI-PREDMNT2
Build Embed Process
NanoEdge Lib NanoEdge Lib new data

Capture data Label data

&

> Normal > Modeling > .NanoEd.ge >
integration
NanmoEdge

> Anomaly > Results > implementatio >

1 2 4 5

Kyy 58
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Real-time
Accelerometer )
learning



https://www.st.com/en/embedded-software/fp-sns-datalog1.html
https://www.st.com/en/embedded-software/nanoedge-ai-8482.html

Capture data and create a labelled dataset

Generating contextual data using EP-SNS-DATALOG1

e Generate data set 9 Label Data

A 4

Data log

Regular signals file.csv

SDCard

Abnormal signals file.csv

4

normalDataFull.csv

abnormalDataFull.csv

Lys
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https://www.st.com/en/embedded-software/fp-sns-datalog1.html

Use NanoEdge Al Studio tool

Build library using NanoEdge ™ Al Studio

e Building and Export Library

file @

NANOEDGE
Al STUDIO
x I\

1. Libneai.a
‘ 2. NanokEdgeAI.h
60
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https://www.st.com/en/embedded-software/nanoedge-ai-8482.html

Setup & Demo Examples

Firmware update

FP-AI-PREDMNT?2 is not the default firmware on the STEVAL- vers S - ~
STWINKT1B, so it needs to be downloaded on the board by the user. Middlewares [ rreonmmzon]

v Projects DAL ebua.bin
The easiest way Is to use the pre-compiled binary provided in the v | STM32L4ROZI-STWIN FPAIPREDMNT2 Debug.d
package in the folder Projects\STM32L4R9ZI- v | Applications
STWIN\Applications\PREDMNT2\Binary. v "f‘;f"”’””
To update the firmware: Bf“’g“
« Connect the STWIN core system board to the STLINK-V3MINI St

programmer. EWARM

» Connect both the boards to a PC using micro USB cables.

* Open STM32CubeProgrammer, select the proper binary file
download the firmware.

For further detalils, see UM2937 STLink-V3MINI

Kyy o1
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https://www.st.com/en/development-tools/stm32cubeprog.html

FP-AI-PREDMNT?2

Setup Overview

"l €@ \www.st.com/stm32ode-fp FP-AI-PREDMNT?2 package structure

Mame
life.augmented 1 N / Docs
9 Documentatiun/ o BSP, HAI_,
e Drivers <= drivers
Middlewares
Projects \ BlueNRG,
Download & unpack Utilties T~ FreeRTOS,
= ] package.xmi Al-Library, ...
. D Release_Motes.htrnl
Select Function Pack: FP-AI-PREDMNT2 Applications

Configure the board through ST BLESensor
app and monitor the application through the
ST DSH-PREDMNT dashboard

- (6) Projects\STM32L4R9ZI-STWIN\Applications\PREDMNT2\
ml . *
STKEIL GIAR stz
. Tools by ARM  SYSTEMS ~ CubelDE

life.augmented



Integration in the FP and Running

Embed and use into FP-AI-PREDMNT?2

o Integrate Lib files into the @ NanoEdge Run the demo: NanoEdgeAl
project Learn execute

¢ STM32_PREDMNT1_TMP.git/FP_AI_NANOEDG1/Middlewares/Third_Party/Cartesiam_NanoEdge_AI_Library/ E"

. ' . '“"’"wﬂ“'"v"!"'r‘ll'w’*ﬂ{nMM*HWZI_&% i =
ﬂNanoEdgeAI h _ | —
‘Libneai.a - — ]

L o~
o

e Re-compile the FP

‘_ NanoEdgeAl_learn() NanoEdgeAl_execute()
Y/

63
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Detection phase of NanoEdge ™ Al library

= IY’ HOME CONFIGURATION DASHBOARD ASSETS CONDITION MONITOR
ugTenied

<4 COMMANDS & SETTINGS
Events 9
detect_t -

Orange led is blinking

e ~ Eventtyp - : 1 : To
Detection phase duration[ms] .
10000| - Start detectlon ] info D warning D alarm |_] crifica Lastday Lastweek Lastmonth Last3 months
LAST SEN
mand sent
CANCEL 2021 Sep 15 :
_ ' e stin_prod

Alarm sent

« If the detect command is set, in according with the custom NanoEdge™ Al library, an anomaly event is sent
to the dashboard and an event will be shown in the EVENTS panel of the dashboard.

* For further details on how NanoEdge™ Al libraries work, read the detailed documentation of NanoEdge™ Al
Studio.

Lys
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https://cartesiam-neai-docs.readthedocs-hosted.com/

Predictive Maintenance Dashboard
Register other devices and get the Full Picture

il HOME DASHBOARD ~ ASSETS CONDITION MONITORING — SENSOR MAP Overa“ deVICeS enrolled and StatUS
0%

+

Staty ﬂ CETL
g ﬂ ¥
Stat ite K ngdom
. berapycu
- ﬂ
Stat e
Ramdnia
Fab 9 ] dtalia
Stat ﬂ
roc MCYOEe
Fan ﬂ - L 2 [N e W
. ol (]
Stat
Litsgr Mali Niger
g ﬂ
Ass Migeria
-
—

Assets and Status Geo localization
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Thank you
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