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Introduction




Industrial communication context

' Industrial automation depends on deterministic,
always-on communication
{1 Wl
Plants run multiple protocols in parallel: fieldbus,
industrial Ethernet, wireless
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o |IT and OT networks are converging, raising bandwidth
and latency demands




The context and how our solutfelsRelEVAR-R{ell=

Industrial gateway
solution

Device
connectivity +
protocol handling

Data routing from
different
PLCs to Cloud




ST ICs and solutions for industrial communication

Implement communication protocols over the factory floor with the
STM32MP2 family and industrial communication transceivers
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A STM32MP2-based solution




STM32MP257F for industrial gateways

Industrial qualification combining both:
* 100% operation time for 10 years
» Junction temperature: - 40°C to 125°C

e Dual or single Arm Cortex®-A35 up to 1.5 GHz
 Arm Cortex®-M33 up to 400 MHz

Advanced security for Industry 4.0
Sl




System
Power supply regulator

Cryztal & Internal
ascillatars

Cyclic Redundan
Check (CRC)

Watchdogs {1 & W)
O6-hit unique 10
Up to 172 GP10s

Security

Resource isolation
AMENT

Octo-SPI1 OTF Decryption
DRAM OTF Encryption/Dec

DES, TDES, AES-256

g
2

with SCA
HA-256/512, SHA-3, HMAC
PKA ECC/RSA
16x Tamper pins

T ¥ F and 32KHz
detection

Secure RTC
Analog true RNG

Audio
SPOIF Bx 4 inputs
dx SAl
MOF & channels [ & filkers

Control

3x 16-hit motor control
PWM synchronized AC timer

10x 16-bit timers
5x 16-hit LF timers
4% 32-bit timers

Dual Arm®&
Cortex®-A35 up to
1.5 GHz

L1 32 Khytes I 32 Kbytes D
NEON SIMD MPE

TrustZone®

812 Kbytes L2 cache

ArmE
Cortex®-M33
@400 MHz

16 Khytes D-Cache
16 Kbytes |-Cache
FPU / MPU f NYIC

TrustZoned

DDR4/LPODR4 32-bit
@ 1.2 GHz
DDR3(L) 32-bit
@ 1066 MHz

Shared RAM 640 Khytes
including 128 Kbytes
Retention RAM

Backup RAM B Kbytes
Boot ROM 128 Khytes
OTP fuse 12 Kbytes

Analog

3x 12-hit ADC 5 MSPS

Temperature sensor

Connectivity

2% 1Ghps ETHTSN
wf switch
2% CAN-FD f TTCAN

3% 50103.0 /50 3
eMMC 5.1

16-hit SLG NAND, 8-bit-ECG
2% Doto SH, Bx SPY
5x UART. 4x LUSART

1Gbips ETH/TSN port

PCle GenZ, 1 lana
USE2.0 Host/Davice HS
or USE3.0 DRO

USB2.0 Host HS + H3 PHY

USE Type-C
connector support

8x IFC, 4x 13C, 3x IS

Multimedia / Al

Al F NN HW Acceleration:
up to 1.35 TOPS

3D GPU: OpenGL ES3.1/
Vulkan 1.3 / OpenCL 3.0

1080p60 H.254, YFE Video
Decoder / Encoder
24b RGE Disp. 1080p
@ @0fps
LYDS Display 8 lanes
w;E Pill-l"l"
DSI Display 4 lanes
with PHY
21

Camera IY'F MIPI CSI-2
anes
ISP {Camera Pipeling)

STM32MP257 block diagram

Processing

Enhanced security

Edge Al and multimedia

Connectivity




One MPU
for real-time control, TSN networking, and HMI graphics

Industrial HMI gateway

STM32MP257 MPU

Video
processing Video Graphics processing

unit unit
el
Arm

(0%6]5(=)' & Composition Display |
A35 || controller
Image
E;rJVeit?:t NS Image proc. signal
processor

TSN |

Graphics

Arm
Cortex Real time
-M33
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https://www.st.com/en/power-management/stpmic1.html
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Find help online

STM32 ‘? o

CubeMX

wiki.st.com/stm32mpu
Community

Hardware configuration

* Pinout
- e LLL * Clock tree +
- - E.E « DRAM tuning tool Partner tools & ecosystem
1nni B T - » System-on-modules 7’

e Software services Partner

Program

"l OpenSTDroid Distribution: available only for STM32MP25x product lines 11


https://www.st.com/en/development-tools/stm32cubeide.html?ecmp=tt30476_gl_link_jan2023
https://www.st.com/en/development-tools/stm32cubeprog.html?ecmp=tt30476_gl_link_jan2023
https://www.st.com/content/st_com/en/stm32-mpu-developer-zone/boards-and-hardware-tools.html?ecmp=tt30476_gl_link_jan2023
https://www.st.com/content/st_com/en/ecosystems/stm32cube-ecosystem.html?ecmp=tt30476_gl_link_jan2023
https://www.st.com/en/development-tools/stm32cubemx.html?ecmp=tt30476_gl_link_jan2023
https://wiki.st.com/stm32mpu/wiki/Main_Page
https://wiki.st.com/stm32mpu/wiki/Main_Page
https://community.st.com/s/topic/0TO0X0000003u2AWAQ/stm32-mpus
https://community.st.com/s/topic/0TO0X0000003u2AWAQ/stm32-mpus
https://www.st.com/content/st_com/en/partner/partner-program.html#2

Discovery kit with STM32MP257F MPU

Our industrial gateway solution is based on this DK

Deve]op app”cations using STM32MP257FAK3 MPU with dual-core Arm
STM32 MPU OpenSTLinux Cortex-A35 at 1.5 GHz and Cortex-M33 at
400 MHz in a VFBGA424 package:

32-Gbit LPDDR4 DRAM

1-Gbit/s Ethernet (RGMII)

Two USB 2.0 high speed

Broad range of connectivity \Lfv?-leig'gozuf1eg2?§ed B {PIRFEIRD)

and HMI capabilities Bluetooth® LE v4.1

Distribution software

"l 12




A look into our design




STM32MP2-based gateway

STM32MP257F-DK

The STM32MP257
Discovery kit exploits all
features of our dual
Arm® core
microprocessor

X-STM32MP-IGTW1

A new expansion board
has been released to
augment the protocol
handling capabilities of
STM32MP257

X-LINUX-IGTW1

Linux-based expansion
software package
designed for industrial
application development
on STM32MP257 and

other microprocessors




Linux industrial gateway on STM32MP257

Routes protocols between heterogeneous nodes (PLC, DCS, field

devices) in the most complex layer of the factory network

ModBus RTU

The most popular serial protocol
for PLCs, deployed over the
ST4E1240 RS-485 transceiver.

TSN support for time-critical traffic,
delivered as a separate application
in the package.

CAN bus

With CANopen profile for
reliable operation in harsh
environments.

48 Python-based OPC UA stack for
Security + authentication = node and data management, OS
and transport-independent.

Device authentication and
secure key storage via
STSAFE-A110.

Cloud
LTE cloud connectivity via Node-RED is integrated in the package — a browser-based visual flow editor for JavaScript
STEVAL-STMODLTE on the functions, with 4000+ connectors covering Modbus, OPC UA, Siemens S7, and more.

STMod+ connector.

"l 15



From PLC to cloud on a single hardware stack

s

STMod+ (LTE

RS-485
e T—
RS232
transceiver Dl
CAN —
transceiver

management

connectivity)

—
—

Industrial nodes

(e.g. PLCs, I/Os)

User I/O

(LEDs, switches,
RTC)

X-STM32MP-IGTW1
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ST inside: the gateway BOM

Wi-Fi /
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X-STM32MP-IGTW1 expansion board
40-pin GPIO connector

40-pin GPIO connector
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24V



X-LINUX-IGTW1
Companion expansion software package

X-LINUX-IGTW1

‘ Linux-based expansion software package designed for industrial application
M) a.mn S BT development on STM32MP and other microprocessor platforms.
«&rguments; ¢

wew Inage; d.1M pf4

WS BT R index0f (") ) sy

' '. ']r’i"'-"‘ut!’it: n=n. substri . ) . T
Y TR e - Python based GUI application to test all peripherals individually

TR BTN VIERE S gsitiy © Node-RED based application, which is a low-code, browser-based editor that
# 4. EieaentByldin); return allows users to drag and drop nodes to create flows. These user-friendly flows can
be deployed with a single click. One sample flow is shared in each release

S docunent. MM Sr-new ,
7 . 3 2 .0
- i sooument. M srl) +}=x; if('x.09%

Includes two sample applications

5

X, 095825

w3 a.length {x=a[i])
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X-LINUX-IGTWH1 drivers, APls, and applications
for the X-STM32MP-IGTW1 board

FDCAN

Modbus_RS485 Node-red-dashboard

Node-red-contrib- node-red-contrib-ui-
socketcan led2 UART

Node-RED

. STSAFE STSAFE
credentials

Node-RED

Lys
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Showcased at SPS and Embedded World

The gateway handles 2 peripherals, one
over ModBus RTU and one over CANBus

On the industrial gateway, the
STM32MP257 acts as a Wi-Fi hotspot

Data exchanged is displayed on a
webpage developed in Node-RED

3

Industrial Gateway expansio
A new solution for protoc:

Our solution and the companion

X TL}:})\ AGTW1 softwire anakios . ‘_‘“\w\\
¢ ol Epr Z
ZIIIW:

* ModBus RTU
o Proficus

Industrial gateway

Temp sensor on
ModBUS RTU

) Micro-PLC on
CANBus

STDEMO-INDGAT25A



Key ICs on X-STM32MP-IGTW1
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Key ICs in our industrial gateway solution

:' 1' ' - :.-_; : ‘:/ L oidd sdddd s \
NobesssdddddseddVrey]
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N2 GPIO Ext B Z o

Find them out in the X-STM32MP-IGTW1 expansion board

STSAFE-A110
Secure element for

ST4E1240

ST3232C

M41T83 M24C32-R

High-speed RS-485
transceiver supporting
data rates up to 20 Mbps,
integrated ESD
protection, and fail-safe
mechanisms

Lys

Dual RS-232 transceiver
supporting data rates up
to 400 kbps, featuring
integrated charge pump

Serial I°C bus real-time
clock (RTC) with battery
switchover, providing

hardware-based
authentication and crypto
services, ensuring data

capacitors for low-nower integrity and accurate time keeping for
P WP confidentiality for loT embedded systems
consumption devices

32-Kbit EEPROM with
I>C interface, providing
nonvolatile memory for
data storage, ideal
reliable data retention
and easy integration

23



@ ST4E1240
Enabling robust and efficient industrial gateway

R _ Many protections for the bus, excellent noise and interference immunity
obustness and protection — critical for reliable gateway operation in industrial environments

Supports high throughput and large network topologies, ideal for
scalable gateway solutions

High data rate and node support

Profibus compatibility Data rate, large V55 and number of nodes

Low power consumption Redyces energy usage, supporting compact and always-on gateway
designs
Built on optimized IP, ensuring long-term availability and compatibility

Solid, future-proof design with future ST RS-485 products.

24




STSAFE-A110
Security anchor for industrial gateway

Trusted, resilient, and standard-compliant security for industrial loT HW CC EAL5+
gateways certified

Strong device Ensures only authorized devices and users access the
authentication gateway, preventing unauthorized control or data theft

Secure connection Protects data in transit between the gateway, cloud, and field
establishment devices from eavesdropping and tampering

Safeguards sensitive credentials, certificates, and cryptographic
keys inside the gateway hardware

Prevents malicious firmware updates and ensures only trusted
code runs on the gateway.

Personalization and Supports custom certificates and keys for unique deployments
flexibility and secure onboarding

Secure data storage

Firmware and software
signature verification




A WSN application of industrial gateway
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X-LINUX-IGWWSN1 expansion software
enabling edge gateway applications

Wirelessly monitoring of the factory floor with a low-cost

implementation based on the STM32MP257F

Wireless sensor network (WSN)

2 or more sensor nodes (our STEVAL-
PROTEUS1) deployed in the field

€ Bluetooth =] , ‘ e End-device
@ zigbee .




X-LINUX-IGWWSN1
Industrial loT edge gateway

Our browser and mobile dashboard enables unified
monitoring of coordinator status, leaf nodes, and process data

can then be pushed onto a deployment platform (such as on-premises servers or servers in the Cloud) to be executed

&
/I Docker is an open-source software technology allowing developers to package applications into containers, which



Industrial gateway demo

Industrial environment monitored by several STEVAL-PROTEUS1
end-nodes

S
e, <R zigh
583 e

STEVAL-PROTEUS1

° @ as@ The nodes communicate with an industrial gateway implemented
=< by the STM32MP257 hosted on the STM32MP257F-DK

i MR evaluation board

A mechanical part is conveyed between two chambers:

* a mechanical process chamber on the left

« controlled temperature chamber on the right

v

The user can activate a vibration anomaly and a
thermal anomaly, which will be detected by the
Proteus board and sent to the loT dashboard,
indicating the alerts.

"_l ZigBee WSN

STDEMO-STINGA24A



Final remarks
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Takeaways

Built for factory automation Easy access to

STM32MP2 features
thanks to Node-RED

All core ICs including STM32MP257 are industrial
grade and guarantee 10-year longevity

Node-RED (low-code, visual
programming tool) is a web

OpenSTLinux expansion package browser-based flow editor to
create JavaScript functions

Supports Modbus, OPC-UA,
Siemens S7, and others with
4000+ connectors for wide
network applications

The X-LINUX-IGTW1 package serves as a
foundational tool for engineers to build
industrial solutions

From OT down to WSN

ST offers a wide span of ICs and companion solutions
31




Factory floor
Primary communications protocols

Reference standard Max Max Max no.
Protocol Logo Features . .
and construction distance speed | of nodes
IS Deterministic, real-time. Collection of IEEE IEEE 802.1, Ethernet From 100 m
TSN Emf%gig\zleNetworking 802.1 standards, time synch, scheduled traffic RJ45, or others to kms 1 Gbps 10,000
— Ultra hi-speed, low jitter, processing on the fly 100
EtherCAT EtherCAT. (no waiting for the full frame to be processed) IEC 61158, RJ45 100m Mbps 65,535
. Topology flexibility, isochronous real-time for MC . 100
Profinet applications. IT integration TCP/IP, 2 pairs or quad 100 m Mbps NA
Vertically integrated from IT down to field,
CC-Link CC-LI'H]( ultrahigh-speed and high-capacity network, TSN IEC 611+52,::o$voenrductors 100 m 10 Mbps 64
support
LEA YY" 2-way communication: digital and 4-20 mA are . -
g ' o' 2 Y VIRV -
HART COMMUNICATION PROTOCOL handled SimU|tan90US|y RS-485, 1 pair Not SpeCIfled 1.2 Kbps 30
SiModbus Half-duplex with robust error detection (16-bit i .
ModBus RTU ol CRO). Sumports RS252. low-s06t mplementation | RS-485: 2 0r 3 pairs 1200m | 9.6 Kbps 31
High reliability and safety, suitable for high i , 1000 m (at 1 Mbps
CAN Open anOp@ﬂ speed and low latency applications RS-485, 1 or 2 pairs 50 kbps) (at 20 m) 127

Lys




300+ members
The ST Partner Program

Partner Company logo webpage Products offered
. EtherCAT Master stack software solution available for Linux, Windows, VxWorks, FreeRTOS, and
Acontis acontis many others:
technologies "hibiogies — acontis EC-Master software supports the Arm Cortex®-A7 chip as used on the

STM32MP135F-DK

ISIT provides a comprehensive portfolio of embedded software and training solutions focused on
ISIT b CAN and CANopen protocols, supporting industrial safety and security need.

IS lt FSoE stack: (FailSafe over EtherCAT) certifiable up to Safety Integrity Level (SIL) 3 is one of the
services released on STM32MP257 on which we have developed a common demo

T-Labs enables seamless integration of multiple industrial communication standards, including
Skl = RT-LABS PROFINET, EtherNet/IP, CC-Link, and Modbus TCP for STM32 MCUs

Within the ST ecosystem, Codewerk integrates its expertise in connectivity and embedded
security for industrial applications, particularly for the STM32H7, STM32MP1, and STM32MP2
Codewerk COdeWEfK series. It offers protocol stack integrations such as PROFINET and OPC UA, alongside
embedded security services covering secure development, testing, and monitoring aligned with
IEC 62443 standards

Lys


https://www.st.com/content/st_com/en/partner/partner-program/partnerpage/acontis-technologies.html
https://www.st.com/content/st_com/en/partner/partner-program/partnerpage/ISIT.html
https://www.st.com/content/st_com/en/partner/partner-program/partnerpage/rt-labs.html
https://www.st.com/content/st_com/en/partner/partner-program/partnerpage/codewerk.html

Our technology
starts with You

Find out more at www.st.com

© STMicroelectronics - All rights reserved.

All other product or service names are the property of their respective owners.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks. ’
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