
Functional safety packages 
for STM32 MCUs and MPUs, 
and STM8 MCUs



ñIf only

I could speed up the design
of safety-certified systems

This is where we come in
Free safety packages for STM32
and STM8 with an ecosystem of
ST Authorized Partners.



With its functional safety packages based on robust built-in 
MCU and MPU safety features, ST provides a full set of 
certified software libraries and documentation for 
manufacturers to significantly reduce the development 
effort, time and cost to achieve functional safety standard 
certifications.

Å SIL functional safety package 
for industrial IEC 61508 (STM32) 

Å Class B functional safety package
for household electrical appliances 
IEC 60335-1/60730-1 (STM32 & STM8)

Achieve functional safety certification 
with ST MCUs and MPUs

3



STM32 built-in safety features
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Å Dual watchdogs: Independent watchdog and system window watchdog

Å Backup clock circuitry with clock security system (CSS)

Å Supply monitoring (POR, BOR, PVD)

Å I/O function locking

Å PWM critical register protections with write-once registers (except on STM32L0/L1)

Å Memory protection unit (MPU) with 8 or 16 regions to ensure data integrity from invalid behavior (except on STM32F0)

Å Built-in safety features in Cortex-M cores (dual stack pointer, fault exceptions, debug module)

(1) Depending on part number

N.A.  Not Applicable

Other features C0 F0 F1 G0 F3 G4
F2

F4
H5 F7 H7 H7RS

L0

L1
U0 L4/L4+ L5 U5 WB WBA WL MP1

Nb of Hardware CRC unit 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 2

Programmable polynomial in CRC unit ǒ (1) ǒ ǒ ǒ ǒ ǒ ǒ (1) ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ

Multiple Flash memory protection levels ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ N.A. ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ N.A.

PWM stop on core lockup ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ

Parity bit for SRAM memory (1bit/byte) ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ ǒ

ECC (SECDED) for SRAM ǒ ǒ ǒ ǒ

ECC (SECDED) for Flash memory ǒ ǒ ǒ ǒ N.A. ǒ ǒ ǒ ǒ ǒ ǒ ǒ N.A.



SIL functional safety package 
for STM32
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Reduce time and cost to build 

STM32-based systems certified 

to IEC 61508 industrial safety 

standard



SIL functional safety package
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SIL functional safety package 
for STM32

without Package with Package

ST provides a complete, 

certified offering to

- Lower project costs

- Reduce design 

complexity

- Ease SIL certification 

assessment
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SIL functional safety for STM32 
safety documentation

Available at STM32 series level for free download on 

www.st.com/x-cube-stl 

Safety manuals: detailed list of safety requirements 

(conditions of use) and examples to guide STM32 users to 

achieve safety integrity level certification in compliance with IEC 

61508.

Available on demand at STM32 series level (*)(**) on 

www.st.com/x-cube-stl

(*) submitted to NDA

(**) FMEDA snapshot is generated for a specific set of part numbers

FMEA: detailed list of MCU/MPU failure modes and related 

mitigation measures adopted

FMEDA: static snapshot reporting IEC 61,508 failure rates, 

computed at both MCU/MPU and basic function detail levels.
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http://www.st.com/x-cube-stl
http://www.st.com/x-cube-stl


Available on demand at STM32 series level² 

www.st.com/x-cube-stl

SIL functional safety package for STM32 
X-CUBE-STL self-test libraries

ÅA software diagnostic suite designed to detect random 

hardware failures in safety-critical STM32 core components 

(CPU + SRAM + flash memory)

ÅDiagnostic coverage verified by state-of-the-art ST proprietary 

fault injection methodology

ÅApplication independent: can be potentially used in any end 
customer application

ÅCompiler independent: delivered as object code

ÅCertified by TÜV Rheinland 1

Å IEC 61508 SC3 compliant

ÅProvided with safety manual and user guide

(1) The original certificate and the updated list of certificated software versions can be downloaded from 

TÜV Rheinland websites: www.fsproducts.com, www.certipedia.com

(2) submitted to NDA
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ST functional safety methodology

Certified STM32 Self-test library

X-CUBE-STL
STM32 safety documentation 

IEC 61508-compliant software 

development

IEC 61508-compliant safety 

analysis

STM32 Design Database

ST builds functional safety solutions for its STM32 Arm® Cortex®-M microcontroller 

family, including detailed and accurate safety analyses supported by verification 

activities based on state-of-the-art fault injection methods.

Proprietary state-of-

the-art fault injection 

methods
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Achieve SIL2/SIL3 with STM32

SIL2

Achievable with 

single STM32

(1oo1 architecture)

SIL3

Achievable with 

two STM32

(1oo2 architecture)

1oo1: 1 out of 1 MCU (no redundancy)

1oo2: 1 out of 2 MCUs (1 redundant system)
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STM32 Safety Concepts
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STM32MP1 MPU dual Cortex®-A7 and Cortex®-

M4  

STM32 MCU single Cortex®-M core

STM32 MCU dual Cortex®-M core

Refer to STM32F0, F1, F2, F3, F4, F7, H7 single core, G0, G4, L0, L1, U0 

L4/L4+, L5, U5 safety manuals for details

TÜV Rheinland single core certificate

Refer to STM32H7 dual-core and STM32WL5x dual-core safety manuals for 

details

TÜV Rheinland dual core certificate

Refer to the STM32MP1 safety manual for details

TÜV Rheinland dual core certificate

https://www.st.com/en/embedded-software/x-cube-stl.html
https://www.st.com/resource/en/certification_document/x-cube-stl_certification_tuv_rheinland.pdf
https://www.st.com/en/embedded-software/x-cube-stl.html
https://www.st.com/resource/en/certification_document/x-cube-stl_certification_tuv_rheinland_dual_core.pdf
https://www.st.com/resource/en/user_manual/um2714-stm32mp1-series-safety-manual-stmicroelectronics.pdf
https://www.st.com/resource/en/certification_document/x-cube-stl_certification_tuv_rheinland_dual_core.pdf


STM32 MCU dual Cortex®-M core Safety Concept
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2 possible schemes for acquisition, execution, and transfer of result

PEc1

CPU1

PEc2

CPU2

PEi1

PEi12

PEi2

PEo1

PEo2

PEc1

CPU1
PEi1 PEo1

PEc2

CPU2

Individual scheme
Each CPU implements a specific 
safety function, no collaboration 

Collaborative scheme
The 2 CPUs collaborate for the 

implementation of the same safety function

SF1(s)

SF2(s)

SF(s)

PEi = input processing element

PEc = computation processing element

PEo = input processing element

SF(s) = on or multiple safety Functions More details in UM2840 STM32H7 dual-core safety manual
and UM2814 STM32WL5x dual-core safety manual

https://www.st.com/resource/en/user_manual/um2840-stm32h7-dualcore-safety-manual-stmicroelectronics.pdf
https://www.st.com/resource/en/user_manual/um2814-stm32wl5x-dualcore-safety-manual-stmicroelectronics.pdf


STM32MP1 MPU dual Cortex®-A7 and Cortex®-M4  
Safety Concept
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Cortex®-
M4

209 MHz

dedicated 

RAM and 
peripherals

Cortex®-A7
up to

800 MHz

Safe PartitionNon-Safe Partition

Safety function implementation confined in Cortex®-M4 real-time side

Hardware and software-based separation

More details in UM2714 STM32MP1 Series safety manual

Execution of self-test library 

(X-CUBE-STL for 
STM32MP1)

The coexistence with non-safety 

related software on Cortex®-A7 

(for example, Linux) is possible

https://www.st.com/resource/en/user_manual/dm00699841-stm32mp1-series-safety-manual-stmicroelectronics.pdf


CLASS B Functional Safety Package

15



ClassB functional safety 
package for STM32 and STM8 MCUs

Reduce time and cost to build 

STM32 & STM8 based systems 

certified to IEC 60335-1 and 

60730-1 household electrical 

appliance safety standards.

Å Certified ST self-test libraries

Å Optimized code

Å Safety manuals (guidelines and 

examples)

Å For STM32: Support of 

IAR  EWARM, Keil® MDK-ARM, and 

STM32CubeIDE

Å Worldwide standards coverage  

(IEC, UL, and CSA)
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ClassB functional safety 
package for STM32 and STM8 MCUs

Package name X-CUBE-CLASSB STM8-SafeClassB

STM32 series covered V2.2.0 - STM32F0, F1, F3, F2, F4, F7, 

STM32L0, L1, L4

V2.3.0 - STM32G0, G4, WB, H7 single core

V2.4.0 - STM32L5

V3.0.0, 3.0.1 - STM32H7 dual core

V4.0.0 ï STM32C0, STM32F7, STM32G0, 

STM32G4, STM32H5, STM32H7 (Cortex®-M7 

core only), STM32L4, STM32L4+, STM32U5, 

STM32WL, STM32MP15

STM8AF

STM8AL

STM8L

STM8S

Supported development 

environments

IAR Embedded Workbench®,  Arm® Keil®, 

STM32CubeIDE 

IAR Embedded Workbench®,

Cosmic®

Certification

UL@2016-2021 UL & VDE@2018

IEC 60335-1 and 60730-1

international standards coverage
IEC, UL and CSA

Safety manual (guidelines) AN4435 AN3181
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http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm32-embedded-software/stm32cube-expansion-packages/x-cube-classb.html
https://www.st.com/en/embedded-software/stm8-safeclassb.html
mailto:UL@2021
https://www.st.com/content/ccc/resource/quality_and_reliability/quality_certificate/certification_document/group3/37/1f/80/b7/13/86/48/f0/ul_certificate_of_compliance/files/ul_certificate_of_compliance.pdf/jcr:content/translations/en.ul_certificate_of_compliance.pdf
http://www.st.com/web/en/resource/technical/document/application_note/DM00105610.pdf
http://www.st.com/st-web-ui/static/active/en/resource/technical/document/application_note/CD00268777.pdf



