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Hands On content

Aln this presentation we provide a modular training on
SPWF04 Wi-Fi module

Alt can also be used to find answers to common questions on the module

AA number of laboratories have been conceived to facilitate
the user to get familiar with SPWF04 module key features
A Some HW and SW is needed to perform the training

AAnN evaluation environment is offered by ST:
AThe Nucleo X-Pansion i.e. X-NUCLEO-IDWO04A1

A For the evaluation of SPWF features plus other ST components of the Nucleo ecosystem



Lab Prerequisites
X-NUCLEO-IDWO04A1

AHardware

AX-NUCLEO-IDWO04A1, Wi-Fi expansion board based on SPWF04 module
for STM32 Nucleo-64

ANUCLEO-F401RE, NUCLEO-F411RE or NUCLEO-L476RG

AUtility software

A STSW-WIFI004 FW package
A www.st.com/stsw-wifi004
A X-CUBE-WIFI1 SW package
A www.st.com/x-cube-wifil
ATera Term: terminal emulator
A http://en.sourceforge.jp/projects/ttssh2/releases
ANotepad++: text editor
A https://notepad-plus-plus.org/download
A Google Chrome: web browser
A https://iwww.google.it/chrome

Lys
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http://www.st.com/stsw-wifi004
http://www.st.com/x-cube-wifi1
http://en.sourceforge.jp/projects/ttssh2/releases
https://notepad-plus-plus.org/download
https://www.google.it/chrome

A Lab 0 : Module presentation

A Lab 1:HW and SW setup

A Lab 1.1 : UART Configuration
A Lab 1.2 : SPI Configuration
A Lab 1.3 : MicroPython Configuration

A Lab 2 : Set the SPWF variables

A Lab 3 : FW Upgrade

A Lab 3.1: Through UART
A Lab 3.2 : Through SWD
A Lab 3.3:FOTA

A Lab3.4:SFOTA

A Lab 4 : Used modes

A Lab4.1: Mini AP
A Lab 4.2 : Station
A Lab4.2.1: Through UART
A Lab4.2.2 : Through WPS
A Lab 4.2.3: Through First Set Page

A Lab 4.3 : Station/Mini AP Switcher
A Lab 4.4 :IBSS mode

A Lab5: mDNS

A Lab 6 : Socket interface

A Lab 6.1 : Socket Client
A Lab 6.2 : Socket Server
A Lab 6,3 : Broadcast

Lys
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Hands on chapters

A Lab 7 : Websocket

A Lab 8:HTTP Web Interface

A Lab 8.1: Web Client Mode
A Lab 8.2 : Web Server Mode
A Lab 8.2.1: Web Server Feature
A Lab8.2.1.1: List, Print a File
A Lab 8.2.1.2 : Create, Append and Delete a File in RAM
A Lab 8.2.1.3: Create a File in Flash
A Lab 8.2.1.3.1 : FS upgrade OTA
A Lab 8.2.1.3.2 : FS upgrade over UART
A Lab 8.2.1.3.3 : FS upgrade through SWD
A Lab 8.2.1.4 : Create Dynamic Page
A Lab 8.2.1.4.1 : Input Demo
A Lab 8.2.1.4.2 : Output Demo
A Lab 8.2.1.4.3 : Remote control of GPIO

A Lab 8.2.2 : Web Server Usage

A Lab9:SMTP

A Lab10:MOTT

A Lab11:TFTP

A Lab 11.1:TFTP Client
A Lab 11.2: TFTP Server

A Lab 12 : ADC

A Lab 13 : Low Power Modes




Lab O : Module presentation

The SPWF04Sisain Cl| ou d C o WisFeModule warking either in
Stand-alone or Serial-to-WiFi mode. These modules integrate free of charge
FW supporting Security (TLS, WPS, WEP, WPA2 and WPA-Enterprise) and

a robust IP Stack with HTTPS, MQTT, SMTP, WebSockets, IPv6 protocols

SerialToWi-Fi Module

’;‘i ;ensorj

(STM32/STM8) 2
Actuators
2.4 GHz
802.11

Actuators

Integrated ST Technology
‘11 C Low-power CW1100 802.11 b/g/n certified SoC
lte.cugmented C Cortex-M4-based STM32 microcontroller




Lab O : Module presentation ggg

A 2.4 GHz IEEE 802.11 b/g/n low power transceiver \
A STM32 ARM Cortex-M4 microcontroller
A 2MB Integrated Flash memory

Integration

A Integrated highly efficient antenna or U.FL connector
A Certified RF (FCC, IC, CE / RED)
A Integrated TCP/IP and Application Layer Functions /

\ SPWFO04SA

A Easy interface to host Microcontroller through UART/SPI
or standalone supported with MicroPython script Integrated antenna
language

Flexibility A TLS for End-to-End security integrated in all modules
and ease A Security: WPS, WEP, WPA2, WPA-Enterprise

of use A HTTPS, MQTT, SMTP, WebSockets, IPv6 protocols and
to easily connect applications to the cloud

A Over The Air firmware update

A System Modes: mini-AP mode, IBSS and Station /

) SPWF04SC
= ef0)l=lf ) A Up to +18.3 dBm output power Integrated U.FL connector

Size and A Small form factor: 26.92 x 15.24 x 2.35 mm
(=plelslEEl b= A Industrial temperature range: -40 °C to +85 °C

Lys
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http://www.st.com/wifimodules
http://www.st.com/web/catalog/sense_power/FM1968/CL1976/SC1930/PF258592
http://www.st.com/web/catalog/sense_power/FM1968/CL1976/SC1930/PF258591

Lab O : Module presentation T Feature set

7

February 2017 - FW1.0.0 November 2017 - FW 1.1.0
SPWFO04 Features Y

UART SPI HPython UART SPI HPython
RS Station X X X Key Reinstallation Attacks
miniAP X X X _Breakityy WPA2 by forcing nonce reuse
e — ) ) R LA
Pairing & WPS X X X X X X
Security
WPA2 Stationonly  Stationonly  Station only X X X
WPA-E X X X X X X
TLS Client X X X X xvoﬂed X
TLS Server X X X X ec(} 9“? X
Services TCP/UDP X X X X X X
IPv4 + IPv6 X X X X X X
WebSocket Client X X X X X
MQTT X X X X X
SMTP X X X X X
TFTP Server X X X X X
TFTP Client X X X X X
HTTP Server X X X X X
HTTP Client X X X X X
Throughput 1Mbps 3Mbps 1Mbps 5Mbps
MicroPython REPL & Seript REPL & S

Script Script



Lab O : Module presentation - HW mm

Front Bottom

7 A
g -
2 2
- Antenna p
\ (SPWF04SA) Ground Pad z
or :
U.Fl connector . 3
(SPWF04SC) Data Matrix =
transceiver, 38MHz XTAL FCC and IC
Board reference
3.3V
UART AT command
{ or SPI protocol Highly efficient antenna }
|
p R CW1100
UART/SPI & » blg/n
_ A | STM32F439 Ts/Rx _
GPIOs/Peripherals < v —| Integrated Switch Filter |°’ | Up to 18.3dBm
. . | 120 MHZ
Ext. Serial Memory & 2 Elash:2MB PA
Boot0 _—| RAM:256kB | e
/\ 38 MHz

\

Low Power SoC with
integrated PA and
power management
subsystem

MPython environment with IPv4/IPv6 stack,
Wi-Fi management, TLS/SSL, Rest API, Web
Server, HTTPS, MQTT, SMTP protocols

FOTA and
FLASH File System

life.augmented




Lab O : Interface ModeS pgn

User Application User Application

Host
EELELT SN STM32/STM8)

Sensor

Host
'STM32/STM8)

=
(o

Final Product Final Product Final Product

CMD- Param.

Payload
0x02 ID Section

User Application:
Length pplicat

AT Commands/Config. ——> . :
MicroPython Script

Async. Indications <

HostToSPWF04S Packet (Master)
Status/Peers R

Data <>

Ind.
Number

0x02 Event Payload

SPWF04SToHost Packet (Slave)

Plug&Play! Performance!

Cost Saving!

Host via UART Host via SPI In-Module applications
with MicroPython scripting

Lys
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Lab O : File System Organization

SPWF04S Memory
. System RAM: leveraged also by the
System:| built-in Web Server to handle complex
240 KB pages
RAM _J
256 KB Volume2 . RAM . Up to 32 files stored in the RAM
User F?' ¥ can be generated and handled at run
16KB (*) time (Tag D).
B 0x08000000 . . .
Reserved 64kB Reserved 64KB organized in 4 files:
OX0B010000 System : & Bootloader, TLS Certificates, Enterprise
Stack 930kB 1MB Certificates. ST reserved.
FLASH
2MB
0x08100000 User FS Built-in Files User Flash 1 MB of Flash is available
App disk 64kB Volume3 . . .
1MB 1€ to store proprietary files organized as:
0x08110000 - App Disk (Tag I) e.g. uP scripts and
| CEkshiEise B mET - Flash Disk (Tag E) for: pdf, webpages,
—— docs

SPI/SDIO Interface

External Memory Volume. (Tag X):
External Memory SDIO / Dedicated GPIOs are available to
SPI Flash extend the storage capabilities with an
Volume0 No Size Limit SPI Flash or an SDIO (a variable is

‘— defined to select the option)
v/

life.augmented (*) FW1.1.0 allows to define the amount of RAM for Volume number 2. Zero to turn it off.




Proceed to the next LAB!



Lab 1 : HW and SW setup

£AObjective
AHardware set-up
ASoftware set-up

APrerequisites
AWork alone

life.augmented



Lab 1 : EVAL of the SPWF04 module

AX-NUCLEO-IDWO04A1

A X-NUCLEO-IDWO04A1 is a Wi-Fi evaluation board based
on SPWF04 module

AX-CUBE-WIFI1
A X-CUBE-WIFI1 SW package Link to X-CUBE-WIFI1




Lab 1.1 : UART Configuration
Set Vcom binary in Nucleo
X-NUCLEO-IDWO04A1 & X-CUBE-WIFI

@ Put the Jumpers in the right position




Lab 1.1 : UART Configuration
Set Vcom binary in Nucleo

X-NUCLEO-IDWO04A1 & X-CUBE-WIFI1

(1)  Flash UART VCOM binary into Nucleo drive

. STM32CubeExpansion_WIFIL_V3.0.2
1 _htmresc
| Documentation
1 Drivers
1 Middlewares
| Projects
20 Mutti
. Applications
1. Client_Socket
1. FW_Upgrade_UART
| HTTP_Request
1. Server_Socket
L WiFi_vVCOM
. Binary
L SPWHIL
L SPWHD4
| 5TM32F103RB-Nucleo
L sTM32Fa0iRE-Nucded binaries
1. STM32L053RE_Mucleo
| S5TM32L476RG-Mucleo
. EWARM

. Inc

)
J
| MDK-ARM
)
]

| SWASTM32

Lys
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Q_, Project.bin

drag and drop
Project.bin
on Nucleo drive

|

PRl Computer
» &L, 0SDisk (C:)

I o MUCLEC (F:)

i | D Epbogect

NUCLEO-F401RE,
F411,
L476RG




@ Setup TeraTerm window in order to send AT command to Wi-Fi module

Open Hyper terminal or TeraTerm

HyperTerminal or similar

(@ comM9-TeraTermVT [ o |[@ | 57]

File Edit Setup Control Window

Select right COM port

Port: [COM159: STMicroelectronics STLink |

COM1: Communications Port [COM1)

Lab 1.1 : Configuring the UART
X-NUCLEO-IDWO04A1 & X-CUBE-WIFI1

Lys
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>

1 |l

Terminal setup

Terminal size

g0} ¥ 24

[¥] Term size = win size

Auto window resize

]

New-line

Receive: ([CR+LF ~
Transmit. |[cR+LF ~ Cancel

Terminal ID: |¥T100 ~

I Answerback:

Coding [receive]
|

locale: american

.| Local echo

I”| Auto switch [(YT<->TEK]

Coding [transmit]

CodePage: 65001

[ 0K COM3
COM139: Standard Serial over Bluetooth link [COM139

N COM159: STMicroelectronics STLink Yirtual COM Port [COM159

Serial port setup

1ms delay not needed
anymore starting from
X-CUBE-WIFI v3.02 ¥

Port: COM159 ~

Baud rate: 115200 -
Data: 8 bit - Cancel

Flow control:

Transmit dela
- I 0 msecfchar I 0 msec]line




Lab 1.1 : Configuring the UART
X-NUCLEO-IDWO04A1l & X-CUBE-WIFI1

AOpen Tera Term

ACommand Mode

AType AT followed by a carriage return
(CR)

Tera Term output

"I AT
life.augmented

AT-S.0K




You are ready to use your WI-Fi
EVAL board!



Lab 1.2 : For SPI Configuration
Set Vcom binary in Nucleo
X-NUCLEO-IDWO04A1 & X-CUBE-WIFI1

@ Put the Jumpers in the right position




Lab 1.2 : Running some project in SPI

@ Some projects are available using SPI in X-CUBE-WIFI1

@ For example socket client project using STM32F401RE
U Inwifi_conf.h select SPI (comment line as per below)

#ifdef USE STM32F4XX NUCLED
//#define CONSOLE UART ENABLED |

Fi#define SEWFO1
#define SPWFO4
#endif

U Compile and run available project



You are ready to use your WI-Fi
EVAL board!



"Lab 1.3 : For MicroPython Conflguratlon

X-NUCLEO-IDWO04A1 & X-CUBE-WIFIL "

Dedicated app note is available on st.com
AN4964 : MicroPython scripting language over SPWF04S

Below is very basic micro python example

from pyb import LED
import utime
| = LED(2)
l.on()
cnt=0
while True:
l.toggle()
cnt=cnt+1
utime.sleep(1)
print(Loop ', str(cnt))
if cnt == 100:

break



http://www.st.com/content/ccc/resource/technical/document/application_note/group0/f5/8a/50/cd/12/b1/44/9a/DM00345374/files/DM00345374.pdf/jcr:content/translations/en.DM00345374.pdf

X-CUBE-WIFI1

3 As stated in AN4964, below parameter must be set in order to enable
micropython through console
AT+S.SCFG=console_enabled,2
AT+S.WCFG
AT+S.RESET

G=console_enabled,?

in 1702 16-fd39ch9-SPWFO4S

4 Here we will simply create & load this script in RAM (see chapter 8.2.1.2)
AT+S.FSC=blink_led.py,173

74
7
! .___I

SC=blink_led.py, ]

5 Confirm file is now created in RAM
AT+S.FSL



http://www.st.com/content/ccc/resource/technical/document/application_note/group0/f5/8a/50/cd/12/b1/44/9a/DM00345374/files/DM00345374.pdf/jcr:content/translations/en.DM00345374.pdf

6 Execute micro python script

AT+5 . PYTHON=b 1 ink_led.py
/ ; script:Z2:blink_led.py

71
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You are ready to use your WI-Fi
EVAL board!



Lab 2 : Set the SPWEF variables

LObijective

ARun a command

AGet the default configuration dump
ASet host name

ASet static IP parameters

AReset the module

APrerequisites
AWork alone

life.augmented



Lab 2 : Run a command

Run a command - Syntax

e
- AT+ S . [CO mman d ] < C R > Attention AT+S PING Send a ping to a specified host
AT+S.HELP Display Help Text AT+S.SCAN Channels Scan
. AT+S.FWUPDATE  Perform a firmware update AT+S.HTTPGET Issue an HTTP GET
AT Com mand Preflx AT+S WIFI Enable/Disable WiFi device
AT+S.FSC Create a file
NO't CaS e AT+S5.FSA Append to an existing file
sensi t ive . AT+S.FSD Delete an existing file
AT+S.FSL List existing filename(s)
AT+S.GCFG Get configuration value AT+S.FSP Print the contents of an existing file
AT+5.8CFG Set configuration value AT+SHTTPDFSU  Update static HTTPD filesystem
AT+S.SSIDTXT  Setatextual SSID PDATE
AT+5.5TS Display all configuration values “
AT+S FCFG Restore factory default settings AT+S.GPIOC Configure General Purpose /O
AT+S.WCFG Save current settings AT+5 GPIOR Query General Purpose Input
AT+S.GPIOW Set General Purpose Output

Response 1 Syntax

- Optional «AT-S.Output» to monitor
command execution, followed by
- «AT-S.0K»

- «AT-S.ERROR:Number:Reason»

Both monitoring and error

"I verbosity level and can be set by
lte.augmented proper configuration variables



Lab 2 : Get the SPWF variables

, COM10 - Tera Term

|Fi|e Edit Setup Control Window Help

AGet the default configuration dump
A Type AT+S_GCFG AT-5.Mar:ny_nanuf=5THicroalactronics Inc.

AT-5.Nav:nv_node 1=5PHF045:
AT-5.Nar:nv_serial=0

AG et a Vari ab I e Val u e AT-5.Mar:nv_uif i_nacaddr=00:80:E1:BC:00:26
AT-5 \ar:ztandby_t ine=10

AT-5 \av:ztandby_enablaed=0

A Type AT+S.GCFG=console_speed FT-6.lrisLop_rab o
AT-3.Nav:etf_node=0

AT-5.Mar:blink_led=1

AT-5 Var:ext_volune=3

AT-5 Mar:aesl?8_koy=00:00:00:00:00:00:00:00:00:00=00=00:00:00:00=00
AT-53.Nar:uzer_desc=anonynous

Config dump frame

AT-5.Nar:python_nens ize=32

i i WHT-5.Yar:conzole enabled=1 .
Varla'ble Varlable AT-5 \ar:conzole_zpeed=115200
Name Value HT-5 Vav:conzola_hufc=0
AT-3.Nar:console_echo=1
i AT-3.Nar:console_errs=2

} AT-5.Nar:conzole_uwinds=2
H h h 1 I I 7 AT-5 \ar:conzole_werbose=1
OW to C an g e t e Varl ab e Va u e - AT-5 \ar:conzole_repeater=0=21
AT-5.Nav:conzole_deliniter=0x20

1 . AT+ S . S C F G — [Var n am e] ,XXXX AT-%.Mav:conzole_nind_off _low=0=00000000

AT-5.Nar:conzole_uind_of f _ned iun=0+00000000

2 AT_|_ S W( : I: G RT-5.Yar:console_uind_off_high=0x00000000
. .

AT-5 Mar:uif i_t=_nsdu_lifat ine=0

AT-5 Maveuif i_ve_nadu_lifat ine=0

AT-3.Nav:uif i_operat ional_node=0:00000011

AT-3.Nav:uif i_beacon_nakeup=1
"I AT-5.Nar:uif i_beacon_interwal=100

life.augmented AT-5 Mar:uifi_lizten_interwal=0




Lab 2 : Set the SPWF variables

AGet the default configuration dump

ASet host name

When you're going to change the radio
settings, we advise to you to turn off the wifi
during the whole configuration and to turn on
again at the end.

A Type AT+S.SCFG=ip_hostname,xxxxxxxx

Up to 31 characters (case
sensitive),is paceibar o
allowed

Tera Term output

"I AT+S.SCFG=ip_hostname ,XxXXXXXXX

life.augmented AT'S OK




Lab 2 : Set the SPWF variables

AGet the default configuration dump
ASet host name

ASet IP address, IP default gateway, IP DNS and IP netmask (for
static usage)
A Type AT+S.SCFG=ip_ipaddr,192.168.0.1
A Type AT+S.SCFG=ip_gw,192.168.0.1
A Type AT+S.SCFG=ip_dns1,192.168.0.1
A Type AT+S.SCFG=ip_netmask,255.255.255.0

Tera Term output

AT+S.SCFG=ip_ipaddr,192.168.0.1
AT-S.0K

AT+S.SCFG=ip_gw,192.168.0.1
AT-S.OK

AT+S.SCFG=ip_dns1,192.168.0.1
AT-S.OK

"I AT+S.SCFG=ip_netmask,255.255.255.0

life.augmented AT-S.OK




Lab 2 : Set the SPWF variables

AGet the default configuration dump
ASet host name

ASet IP address, IP default gateway, IP
DNS and IP netmask

ASave settings on the flash memory
A Type AT+S.WCFG

AReset the module
A Type AT+S.RESET

Tera Term output

AT+S.WCFG
AT-S.0K
"I AT+S.RESET
life.augmented +W| N D: 2: ReS et




Lab 2 : Set the SPWF variables

AGet the default configuration dump
ASet host name

ASet IP address, IP default gateway, IP
DNS and IP netmask

ASave settings on the flash memory
(mandatory after a variable change)
and reset the module

ACheck the new configuration dump
A Type AT+S.GCFG

T-5Mar: ip_ipaddr=197.168.0.1
T-5.Mar: ip_netnask=255.255, 255.0
T-5Mar: ip_gu=19%.168.0.1
T-5Mar: ip_dns1=192.168.0.1

life.augmented



Proceed to the next LAB!



Lab 3 : Firmware Upgrade

AObjective
AUpgrade the Firmware using 4 different methods

APrerequisites
AGetting latest Firmware from ST

life.augmented



Lab 3 : Firmware Upgrade

AFW Upgrade : why ?

A As for any supplier providing chipset with integrated FW, user must ensure
possibility to perform FW upgrade.

A Each new FW version is developed with objective of bringing maturity or new
features while keeping backward compatibility with previous FW.

FW upgrade is a must to ensure customer homogeneous production.

Lys
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Lab 3.1 : Upgrade through UART

AODbjective
AUpgrade the FW using UART

APrerequisites

AHEX file (provided in the STSW-WIFI004 FW package)

A http://Aww.st.com/content/st_com/en/products/embedded-
software/wireless-connectivity-software/stsw-wifi004.html



Lab 3.1 : Upgrade through UART mem

AA dedicated FW must be set Nucleo board

AFlash Nucleo with binary available in SW package X-CUBE-WIFI1.

4 |, X-CUBE-WIFIL_V3.0.0 i MName
. _htmresc
. Documentation
b . Drivers
[ Middlewares
1. Projects
4 L Utilities
4 . PC_Software
4 | FW_Update UART
. STM32F103RB-MNucleo
. STM32F401RE-Nucleo
. STM32L053R3-Mucleo
L STM32L476RG-Nucleo
. SocketTest3

| tcp socket server

AGet hex file from latest STWS_WIFI004 package.

|| FW_Update_UART_Mucleo-F401RE.bin

o

4 W STWS_WIFID04 - Mame
4 | OTA-Images

P F5
|_| Changelog

4 | FW
| | 7| SPWRD45-170216-fd39c59-Full.hex
B wutils

| . OTA-Images

Lys
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Lab 3.1 : Upgrade through UART

APreparing the X-NUCLEO-IDWO04AL1 Board

ASet a jumper on JP2 as shown on
picture. This will pull the BOOTO pin

TR D T R Y

SRERRRRTRY | - high (force bootmode on Wi-Fi
et SR= VLTI module)
H A Connect X-NUCLEO-IDW04A1 and
gttt  NUCLEO and connect Nucleo to PC

through USB

RO w00 = == ARESET both boards (press SW1 on
B s s X-NUCLEO-IDWO04A1 and the B2 on
the NUCLEO)



Lab 3.1 : Upgrade through UART

ADownloading the Flash Loader tool

Awww.st.com/web/catalog/tools/FM147/CL1794/SC961/SS1743/PF257525

Technical Documentation

Product Specifications

Description Version Size
@ DB2875: STM32 Flash loader demonstrator 1.0 118 KB
Legal
Description Version Size
a SLA0047: Image V2 - SOFTWARE LICENSE AGREEMENT
GET SOFTWARE

Lys
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http://www.st.com/web/catalog/tools/FM147/CL1794/SC961/SS1743/PF257525

Lab 3.1 : Upgrade through UART

ARun flash loader with X-NUCLEO IDW04A1 board

PR Do = B8 ASelect COM port

— __,d"‘_””““:"'fk AQfnot, use the PCb6s Dthevi c
e " p device driver. The USB to UART bridge should

- bein the |list of APorts (
Port Name EE Parity m

Baud Rate | [115200 | - [Disabled v )

S A Set correct settings

A Baud Rate =115200

A Parity = Even
A Echo Disabled
A Timout 20

Back I [dext I Cancel | Claze I

ACIl i c kNextobwtonf

Lys
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Lab 3.1 : Upgrade through UART mm

AX-NUCLEO-IDWO04A1 board is ready for programming.

“# Flash Loader Demonstrator == < Flash Loader Demonstrator (== =]

Lyy ... Kyg ..o

Please, select your devics in the target list

g Targetis readable. Please click "Next" to proceed. Target [STM3ZF4_27_37_29 39 2048K -]
PID [h] |0413 = = 0 =
o — If communication is OK click the
Version |31

Femove protection Flash mepring

[Neme [ Startadcress [ End achess [ Size == ﬁ\l eXtO b U ttO n .

‘ Sectorl 0 8000000 0x B003FFF  0x4000 16K]
‘ Sectarl 0 8004000 0x BOO7FFF 04000 [16K]
‘ Sector2 0 8008000 0x BOOBFFF 04000 [16K]
‘ Sector3 0% B00CO00 0 BOOFFFF 04000 [16K]
‘ Sectord. 0x 8010000 0 B0TFFFF 0210000 [64.
Ay Sectors 048020000  0x BO3FFFF  0x20000(12...
A Sectob 0+ 8040000  0x BOSFFFF  0x20000(12...
‘ Sector? 0x 80B0000  0x 807FFFF  0x20000(12..
‘ Sectord 0 8080000 Ox BOSFFFF  0x20000 [12.
‘ Sectord 0x 8040000 0 BOBFFFF  0x20000 [12.
‘ Sectorl0l 0% B0CO000 (% BODFFFF 020000 [12.
M Sectorl]  DxBOEODO0 0w BOFFFFF  (w20000112.. 2

Back Mext el Close | Iack | Mewt I Caricel Cloze

‘u# Flash Loader Demonstratar S0 Eo] E

57 ... A Select FW hex file and click on
o « hext ».

@& Download to device
Donlad oo b

[Derveriek Documerts WissorsePwrarwrge Teon | |

‘(" Erase necessaypages (Mo Erass * Global Erase ‘

eI AAt the end of FW upgrade ,

I Optimize [Remove some FFs] [ Verly after dowrload
™ &pply option bytes _|

remove JP2 jumper and press

Uplaad ta i
ﬁlnul be used to create an DTA flsSSPWRIS-170116-7 5ol hes | ‘

e RESET button SW1 on X-

||D'SABLE =1 [wRrePRarECTION <] _.|‘
Y/ = T NUCLEO-IDWO04A1 board.

life.augmented




Proceed to the next LAB!



Lab 3.2 : Upgrade through SWD

AObjective
AUpgrade the FW using SWD

APrerequisites
AHEX file (provided in the SPWF04S FW package)

life.augmented



Lab 3.2 : Upgrade through SWD

AX-NUCLEO-IDW04A1 J1 Connector details

Standard JTAG Connector
3.3V
$WWD Connactor +
! R
1 1
> —z
3 TTCK. JTMS E—
4 TTHE s
]
B ARESET 1
7 WRESET | 13
g £33V — =
T 17
| ]
CONB CON20A
RZ[]R3[] R4
00n 1 1 1
~




Lab 3.2 : Upgrade through SWD

ADownload & install ST-Link Utility tool

A http://www.st.com/content/st com/en/products/embedded-software/development-
tool-software/stsw-link004.html

AProgram SPWF04 through SWD

AClick on Target button O~ Eremces ——
I C O n arg e u O n File Edit Target ST-LINK External Loader Help
: LEH§RsE @~
A Click on open button [ e
Address:  0x08000000 + Size: = DataWidth: 32bits Deviez ID
Revision D
1 Flash size
e eCt eX | e | Device Memory | Fie : sPwr04s-170116-715cFa.hex [uveupdate
Dewce Memory
(=
WE, STM32 ST-LINK Utility =R ==
File Edit View |Talgel ST-LINK  External Loader Help
% Connect
g_ w Disconnect CTRL+D
Memory display STM32F 4200 F4300x
Address:  0xD8 Erase Chip CTRL+E © Ox41%
Erase Bankl ZEID ;:;ftes
A Program SPWF04 e ey  Eetan2
SPIVFO45-170116-% Erase Sectors...
Address i
1 Program... I L K
Program & Venfy.. CTRL+P
(08000010
008000020 Blank Check
08000030 Memory Checksum L.
008000040 Compare device memory with [SPWF045-170116-715cffa.hex] A...

Lys
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http://www.st.com/content/st_com/en/products/embedded-software/development-tool-software/stsw-link004.html

Proceed to the next LAB!



Lab 3.3 : FOTA update

AObjective
AUpgrade the Firmware using the FOTA file

APrerequisites
AFOTA file (provided in the SPWF04S FW package)
AExternal web server (i.e. Apache web server running on PC)

@
07



Lab 3.3 : FOTA update

AThe SPWF04S module allows performing a Firmware Over-the-air
update via a single HTTP (or HTTPS) GET.

AThe SPWF04S will validate the firmware image it downloads, load it
Into a staging area, then prompt the user to issue a reset command
In order to complete the update.



Lab 3.3 : FOTA update

AApache Web Server will be used in this LAB SRR

(Apache Web Server is available at this link:

http://archive.apache.org/dist/httpd/binaries/win32/httpd-2.2.25-win32-x86-openssl|-0.9.8y.msi)

Note: please check that the local firewall is disabled or properly set. It can
block the connection from module to Apache.

ACopy the OTA file (i.e. SPWF04S-XXXXXXX-YYYYYYY-
Release.fota) in the Apache 2.2 htdocs folder

C:YProgram Files\Apache Software FoundationApachez. 2ihtdocs

Folder Tasks £

EI MewFW . Foka

e a new Folder
lish this Folder o the

Lys
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Lab 3.3 : FOTA update

The FWUPDATE command allows to perform a Firmware Over-the-
air update via a single HTTP (or HTTPS) GET.

A Syntax

A AT+S.FWUPDATE=e,<hostname>,[<path&queryopts>],[<port>],[<TLS>],[<user
name>],[<passwd>]<cr>

A Configuration parameters

A <hostname> Target host. DNS resolvable name or IP address.

A <path&queryopts> Default: /fw.ota. Document path and optional query arguments. If a secure
FOTA is required, t he ext sfaota®i. on of the file needs

A <port> Default 80 (if TLS=0) or 443 (if TLS>0).
A <TLS> Default: 0. Values range: 0->unsecured; 1->autodetect; 2-> TLS
A <username> Default: none.

A <passwd> Default: none.

Lys
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Lab 3.3 : FOTA update

A The module and the Apache Web server must be connected to the same network

Aln Tera Term: type AT+S.FWUPDATE=¢,192.168.X.yyy,\SPWF04S-XXXXXXX-
yyyyyyy-Release.fota,,,,

A Reset the module to apply the new FW

A Type AT+S RESET Tera Term output

AT+S.FWUPDATE=€,192.168.x.yyy,\SPWF04S-

XXXXXXX-YYyyyyy-Release.fota,,,,

A Restore factory default settings (mandatory) AT-S.Write chunk:2048:8110000

AT-S.Write chunk:2048:8110800

A Type AT+S.FCFG [ €]

AT-S.Write chunk:2048:81F0000

AT-S.Write chunk:740:81F0800:920292

AT-S.OK

AT+S.RESET

+WIND:2:Reset

+WIND:17:Boot:1.0

+WIND:17:Performing F/W update

+WIND:17:Completed F/W update
+WIND:17:Cleanup

‘1[ AT+S.FCFG

life.augmented AT'S O K




Proceed to the next LAB!



Lab 3.4 : SFOTA update

AObjective
AUpgrade the Firmware using the SFOTA file

APrerequisites
ASFOTA Creation Folder
AHEX file
AKey.bin file

AExternal web server (i.e. Apache web server
running on PC)



Lab 3.4 : SFOTA update

AThe SPWF04S module allows performing a Secure Firmware Over-
the-air update via a single HTTP (or HTTPS) GET.

AThe SPWF04S will validate the firmware image it downloads, load it
Into a staging area, decrypt it, and then prompt the user to issue a
reset command in order to complete the update.



Lab 3.4 : SFOTA update

ADrag and drop SPWF04 FW HEX file to the SFOTA Creation

Folder

MName Date modified Type Size

[ create_ota.exe 25/01/2017 14:35 Application 1710 KB
%] cyggee_s-1.dll 26/01,/2017 12:29 Application extens... 108 KB
%] cygwinl.dll 26/01/2017 12:29 Application extens... 3571 KB
hex2ota.bat 26,/01/2017 13:39 Windows Batch File 1KB
|| key.bin 17,/05/2016 13:50 BIM File 1KB

——
|| SPWFD45-Release.hex 17,/01/2017 11:35 HEX File 2528 KB

AEdit the hex2ota.bat file and set name of your HEX file (here
SPWF04S-Release.hex) accordingly.

Lys
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| hexZota.bat - Notepad e ]

File Edit Format View Help

@echo off a
cls
echo
echo * Convert Hex 2 Ota formats #
echo
echo *

echo *

@set CONVERTER=“.\create,otiisfe”

%CONVERTER% SPWF045-Release. hex SPWF045-170119-c403c59.fota
%CONVERTER% SPWF045-Release| hex SPWF045-170119-c403c59.sfota key.bin
echo *

echno =

FWALTH




Launch the bat file

Bl C:\Windows\system32\cmd.exe = || &
Name Date modified Type Size e ————————————————————— e
. o Convert Hex 2 Ota formats b =
57 create_ota.exe 25/01/2017 14:35 Application 1710 KB -
- - . ) - Using hex2hin v2.2,. Copyright (C> 2815 Jacgues Pelletier & contributors
%] cyggec_s-1.dll 26/01,/2017 12:29 Application extens... 108 KB operation Conpleted Successfully
& C}rgwmldll 26/01/2017 12:29 -—r:r:li-_'eticn extens... 3571 KB Using hex2bin v2.2, Copyright (C) 2815 Jacgues Pelletier & contributors
Operation Completed Successfully
| hex2ota.bat 11/2017 13:39 Windows Batch File llhE [
|| key.bin 7/05/2016 13:50  BIN File 1 KB Frovs any Key Lo continue . .
|| SPWF045-Release.hex 17/01,/2017 11:35 HEX File 2528 KB
MName Date modified Type Size
51 create_ota.exe 25/01/2017 14:35 Application 1710 KB
% cyggee_s-1.dll 26/01,2017 12:29 Application extens 108 KB
%| cygwinl.dll 26/01/2017 12:29 Application extens... 3571 KB
%] hex2ota.bat 26,/01,/2017 14:54 Windows Batch File 1KB
key.bin 17,/05,/2016 13:50 BIM File 1 KB
I || SPWF045-170119-c403c59.fota 26/01,/2017 14:56 FOTA File 899 KB I
|| SPWF045-170119-c403c59. sfota 26/01/2017 14:56 SFOTA File 899 KB
|| SPWF045-Release hex 17/01/2017 11:35 HEX File 2528 KB

Lys

augmented



Lab 3.4 : SFOTA update

The Apache Web Server will be used g
(Apache Web Server is available at this link: l

http://archive.apache.org/dist/httpd/binaries/win32/httpd-2.2.25-win32-x86-openssl|-0.9.8y.msi)

Note: please check that the local firewall is disabled or properly set. It can
block the connection from module to Apache.

ACopy the SFOTA file (i.e. SPWF04S-XXXXXXX-YYYYYYY-
Release.sfota) in the Apache 2.2 htdocs folder

®v| . » Computer » OS5Disk (C:) » Program Files » Apache Software Foundation » Apache2.2 » htdocs

Organize Include in library « Share with = Burn MNew folder
MName Date modified Type Size
4 Libraries
o /01/
@ Documents -
SPWF045-170119-c403c59 sfota 26,/01/2017 14:56 SFOTA File

Aﬁ Music

[ Pictures N

B videos

Lys
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Lab 3.4 : SFOTA update

AOpen the key.bin file, in the FOTA Creation Folder, with Notepad ++ for
example

File Edit Search View Encoding Language Settings Macro  Run] Plugins [ Window 7
dHEHB 3Bl dhhjoetnx<x|EBER|51EEE
Ekey.binml

| R Aln the Plugins tab, choose ASCII ->
HEX in Converter

File Edit Search View Encoding Language Settings Macro Run  Plugins  Window 7

sEBEBRGHE dhikoel iyl 2| BEI=1E

Heyon© | A This is the key you have to enter in the
e aes128 key variable of the module, look how do
: that in the next slide

Lys

life.augmented



AType

Lab 3.4 : SFOTA update

AT+S.SCFG=aesl128 Kkey,XX:YY:XX:YY:XX:YY:XX:YY:XX:YY: XX YY: XX YY: XX

Atype AT+S.WCFG

Tera Term output

AT+S.SCFG=aes128_key,XX:yy:XX:yY:XX:YY:XX:YY:XX:YY:XX:YY:XX:YY: XX
AT-S.0K

AT+S.WCFG
AT-S.0K




Lab 3.4 : SFOTA update mm

The FWUPDATE command allows to perform a Secure Firmware
Over-the-air update via a single HTTP (or HTTPS) GET.

A Syntax

A AT+S.FWUPDATE=e,<hostname>,[<path&queryopts>],[<port>],[<TLS>],[<user
name>],[<passwd>]<cr>

A Configuration parameters

A <hostname> Target host. DNS resolvable name or IP address.

A <path&queryopts> Default: /fw.ota. Document path and optional query arguments. If a secure
FOTA is required, t he ext sfaota®i. on of the file needs

A <port> Default 80 (if TLS=0) or 443 (if TLS>0).
A <TLS> Default: 0. Values range: 0->unsecured; 1->autodetect; 2-> TLS
A <username> Default: none.

A <passwd> Default: none.

Lys
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Lab 3.4 : SFOTA update

The module and the Apache Web server must be connected to the same network

Aln Tera Term: type AT+S.FWUPDATE=e,192.168.X.yyy,\SPWF04S-XXXXXXX-YYYyYyYyYyY-
Release.sfota,,,,

A Reset the module to apply the new FW
A Type AT+S.RESET

Tera Term output

AT+S.FWUPDATE=¢e,192.168.X.yyy,\SPWF04S-
XXXXXXX-YYYYYyyy-Release.sfota,,,,

A Restore factory default settings (mandatory) AT-S.Write chunk:2048:8110000
AT-S.Write chunk:2048:8110800
A Type AT+S.FCFG [ é]

AT-S.Write chunk:2048:81F0000
AT-S.Write chunk:740:81F0800:920292
AT-S.OK

AT+S.RESET

+WIND:2:Reset

+WIND:17:Boot:1.0
+WIND:17:Performing F/W update
+WIND:17:Completed F/W update
+WIND:17:Cleanup

‘W AT+S.FCFG

AT-S.OK

life.augmented




Proceed to the next LAB!



Lab 4 : Used modes

AObjective

ACreate a direct connection between the
module and a device or an Access Point

APrerequisites
AWork alone

@) (@

DIRECT



Lab 4.1 : MIntIAP mode

AObjective

ACreate a direct connection between
the module and an end device

APrerequisites
AWork alone

@) (@

DIRECT



Lab 4.1 : Configuring the module in MinIAP mode

A Type AT+S.WIFI=0

WPA2 available in
Set the SSID MiniAP from
FW1.1

A Type AT+S.SSIDTXT=SPWF04 AP
ASet the network privacy mode (0=OPEN, 1=WEP, 2:WPA)/
A Type AT+S.SCFG=wifi_priv._mode,0
ASet the network mode (1 = STA, 2 = IBSS, 3 = MiniAP)

A Type AT+S.SCFG=wifi_mode,3
A Type AT+S.WIFI=1

Tera Term output

AT+S.WIFI=0

AT-S.0OK
AT+S.SSIDTXT=SPWF04_AP
AT-S.0OK
AT+S.SCFG=wifi_priv_mode,0
AT-S.OK
AT+S.SCFG=wifi_mode,3
AT-S.OK

‘W AT+S.WIFI=1

AT-S.0K

life.augmented




Lab 4.1 : Configuring the module in MIinNIAP mode mey

e
)

SPWF04_AP

Tera Term output

+WIND:32:WiFi Hardware Started
‘1’ +WIND:26:WiFi Started AP:SPWF04_AP
life.augmented +W|ND24W|F| Up 19216801




Lab 4.1 : Configuring the module in MiniAP mode (WEP
Key)

Configure the module using the WEP key (2 possible combinations
available)

Sample table:

AP configuration AT command to be used AP configuration AT command to be used

AT+S.WIFI=0 AT+S.WIFI=0

Security Mode: WEP AT+S.SSIDTXT=SPWF04_AP ST A e (SIS AT+S.SSIDTXT=SPWF04_AP

VSR Bl GER ol AT+S.SCFG=wifi_wep_keys[0],1234567890 WEP Key Length: AT+S.SCFG=wifi_wep_keys[0],12345678
(10 hex digits) AT+S.SCFG=wifi_wep_key_lens,05 (B2 ol A = Eh el 901234567890123456

Authentication: Open AT+S.SCFG=wifi_auth_type,0 AUl el AT+S.SCFG=wifi_wep_key_lens,0D
o e e S E el AT+S. SCFG=wifi_priv_mode,1 WERGAR AT+S.SCFG=wifi_auth_type,0
AT+S.SCFG=wifi_mode,3 (bdetlstsdsielon e issyasl AT+S.SCFG=wifi_priv_mode,1
AT+S.WIFI=1 90123456 AT+S.SCFG=wifi_mode,3

AT+S.WIFI=1

Lys

life.augmented



Lab 4.1 : Configuring the module in MiniAP mode (WEP
Key) s

Notes:

A fwifi_wep_key lensovariable values: 05 and 0D

Al t g@bssible to enter any text string as WEP key. It have to be converted into a
hexadecimal key using the ASCII values of the characters. A maximum of 5 text
characters can be entered for 64 bit keys, and a maximum of 13 characters for 128
bit keys.

In this case, it needs to manually convert your ASCII password to
HEX and complete the wifi_wep_keys[0] variable with the HEX
value.

Ai.e. WEP key: test1
ASCII to HEX: 74:65:73:74:31
So, the AT command is: AT+S.SCFG=wifi_wep_keys[0],7465737431

Lys

life.augmented



Lab 4.1 : Customizing the MiniAP address (optional) sy

A Type AT+S.WIFI=0

A Set the SSID
A Type AT+S.SSIDTXT=SPWF04_AP

A Set the network privacy mode (0=OPEN or 1=WEP are supported, WPA2 supported
from FW1.1)

A Type AT+S.SCFG=wifi_priv_mode,0

A Set the network mode (1 = STA, 2 = IBSS, 3 = MiniAP)

A Type AT+S.SCFG=wifi_mode,3 Tera Term output
AT+S.WIFI=0
.. AT-S.OK
A Set the MiniAP address AT+S.SSIDTXT=SPWF04_AP
. . AT-S.OK
A Type AT+SSCFG:|p_Ipaddr,19216801 AT+S.SCFG=wifi_priv_mode,0
_ AT-S.OK
A Type AT+S.WIFI=1 AT+S.SCFG=wifi_mode,3
AT-S.OK
AT+S.SCFG=ip_ipaddr,192.168.0.1
AT-S.OK
Tip: the MiniAP will assign AT+S.WIFI=1
sequential addresses to the AT-SOK
client +WIND:32:WiFi Hardware Started
r’l i e. 1Aclient: 192.168.0.2. 2A +WIND:26:WiFi Started AP with network
T NS 'SPWF04_AP'
Lt cugmented client: 192.168.0.3 +WIND: 24:WiFi Up:192.168.0.1




Lab 4.1 : Mini AP mode

AAssociate your end device to the
SPWF04_AP network

A Find the SPWF_AP network and connect e : SPWF AP
the end device to the module Guest ‘

SPWF_AP
TRI_AGRATE

TRI_AGRATE_ESTERNI

Aena_Kubi

Agratel

Scansione Wi-Fi Direct

'

':_}‘!

I SPWF04_AP

k08

Tera Term output

‘_ ,I +WIND: 28: Station Associated:90:18:7C:96:0D:0B:0
= augmented +WIND:29:DHCP reply:192.168.0.2




Proceed to the next LAB!



Lab 4.2 : Station mode

AObjective
AConnect the SPWF04 Module to an Access Point

APrerequisites
AUSB dongle and computer are set up as described in Lab 2
AWork alone




Lab 4.2.1 : Access point connection through UART

AObjective
AScan for available networks
AJoin a network
ACheck the status/statistics variables

APrerequisites
AWork alone




Lab 4.2.1 : Scan for available networks

The SCAN command performs an immediate scan for available
networks. Infrastructure (AP) and IBSS (Ad-Hoc) networks are both

reported. Network type, Channel, BSSID, SSID, Signal strength (RSSI),
and 802.11 capabilities are all reported.

A Type AT+S.SCAN=d,ScanResult

A Type AT+S.FSP=ScanResult,,

Tera Term output

AT+S.SCAN=d,ScanResult
AT-S.Parsing Networks:3
AT-S.0K

AT+S.FSP=ScanResult,,

1: BSS 14:D6:4D:24:36:00 CHAN: 01 RSSI: -28 SSID: 'ENG-WPA' CAPS: 0431 WPA WPA2
2: BSS 00:18:0A:31:EA:78 CHAN: 11 RSSI: -82 SSID: 'ZyckoltalyWireless' CAPS: 0531 WPA WPA2
3: BSS 06:18:0A:31:E7,: E2 CHAN: 11 RSS}: -85 SSID: 'ZyckoltaIyGue\St' CAPS: 0531 WPA WPA2

] 7\ N y

Network Network Network Network
channel RSSI SSID capabilities

Lys
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Lab 4.2.1 : Joining a network (WPA Key)

| f the device 1 sndot WPS compliant, t

A Type AT+S.WIFI=0

ASet the SSID
A Type AT+S.SSIDTXT=ENG_WPA

ASet the password
A Type AT+S.SCFG=wifi_wpa_psk_text,helloworld

ASet the network privacy mode (O=none, 1=WEP, 2=WPA-Personal
(TKIP/AES) or WPA2-Personal (TKIP/AES))

A Type AT+S.SCFG=wifi_priv_mode,2
A N.B. wifi_auth_type must be set to 0 A AT+S.SCFG=wifi_auth_type,0

ASet the network mode (1 = STA, 2 = IBSS, 3 = MiniAP)

A Type AT+S.SCFG=wifi_mode,1
A Type AT+S.WIFI=1

Tera Term output

All

1’ AT-S.0K

life.augmented




Lab 4.2.1 : Joining a network (WPA Key)

Tera Term output

+WIND:46:WPA Crunching
PSK:mypassword:10

+WIND:32:WiFi Hardware Started
+WIND:21:WiFi Scanning
+WIND:35:WiFi Scan Complete (0x0)
+WIND:19:WiFi Join:14:D6:4D:24:36:00
+WIND:25:WiFi Association with 'ENG-

WPA' successful
K’I +WIND:51:WPA Handshake Complete
life.augmented +WIND:24:WiFi Up:192.168.0.1xx




Lab 4.2.1 : Joining a network (WPA Key)

ACheck the status/statistics variables
A Type AT+S.STS

S.Mar: ip_ipaddr=192.168.1.2
ip_netnask=255.255.255.0

S.Yar: ip_qu=192.168.1.1

ip_dns1=192.168.1.1

S.Yar: ip_dns2=0.0.0.0

ASend a ping to the gateway (ip_gw)
A Type AT+S.PING=,,192.168.0.1

Tera Term output

AT+S.PING=,,192.168.0.1
AT-S.OK




Lab 4.2.1 : Joining a network (WEP Key)

Configure the module using the WEP key (4 possible combinations
available)

Sample table:
AP configuration AT command to be used AP configuration AT command to be used

AT+S.WIFI=0 AT+S.WIFI=0
Security Mode: WEP AT+S.SSIDTXT=ENG-WEP ST Ao SIS AT+S.SSIDTXT=ENG-WEP
VSR Bl GER ol AT+S.SCFG=wifi_wep_keys[0],1234567890 WEP Key Length: AT+S.SCFG=wifi_wep_keys[0],12345678
(10 hex digits) AT+S.SCFG=wifi_wep_key_lens,05 (B2 ol A = Eh el 901234567890123456
Authentication: Open AT+S.SCFG=wifi_auth_type,0 AUl el AT+S.SCFG=wifi_wep_key_lens,0D
o e e S E el AT+S. SCFG=wifi_priv_mode,1 WERGAR AT+S.SCFG=wifi_auth_type,0
AT+S.SCFG=wifi_mode,1 (bdetlstsdsielon e issyasl AT+S.SCFG=wifi_priv_mode,1
AT+S.WIFI=1 90123456 AT+S.SCFG=wifi_mode,1
AT+S.WIFI=0 AT+S.WIFI=L
Security Mode: WEP AT+S.SSIDTXT=ENG-WEP AT+S.WIFI=0
VSRR B GERel AT+S.SCFG=wifi_wep_keys[0],1234567890 VAL LR = AT+S.SSIDTXT=ENG-WEP
RIS g IS EIRCRTILINERL ST (S USSR AT+S.SCFG=wifi_wep_keys[0],12345678
Authentication: Shared AT+S.SCFG=Wifi_auth_type,1 128 bit (26 hex dlgltS) 901234567890123456
Key AT+S.SCFG=wifi_priv_mode,1 Authentication: AT+S.SCFG=wifi_wep_key_lens,0D
Wep Key 1: 1234567890 AT+S.SCFG=Wifi_m0de,1 Shared Key AT+S.SCFG=Wifi_auth_type,l
ATl = Wep Key 1: AT+S.SCFG=wifi_priv_mode,1
aessaslel e issal AT+S. SCFG=wifi_mode,1
90123456 AT+S.WIFI=1

Lys
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Lab 4.2.1 : Joining a network (WEP Key)

Notes:

A fwifi_wep_key lensovariable values: 05 and 0D

Al t pdssible to enter any text string into a WEP key box in the AP, in which case it will be
converted into a hexadecimal key using the ASCII values of the characters. A maximum
of 5 text characters can be entered for 64 bit keys, and a maximum of 13 characters for
128 bit keys.

In this case, it needs to manually convert your ASCII password to HEX and
colmplete the wifi_wep_keys[0] variable with the HEX
value.

Ali.e. AP WEP key: test1
ASCII to HEX: 74:65:73:74:31
So, the AT command is: AT+S.SCFG=wifi_wep_keys[0],7465737431

A Some APs allow user to insert a passphrase and then the AP automatically generates the
hex keys.
In this scenario, user have not to perform the
ASCII to HEX conversion because the AP
already gives it the hex value. Security Mode: WEP -

E:;::aultTransmn 81 : 2 : 3 : 4

WEP Encryption: 64 bits 10 hex digits  |'§

Passphrase: testphrase ‘ Generate

Key 1: EF197F7F26

Lys
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Proceed to the next LAB!



Lab 4.2.2 : Access point connection through WPS

AObjective

ACreate a direct connection between the module
and a generic AP with WPS option

APrerequisites
AWork alone

r@))) (((@

DIRECT



Lab 4.2.2 : Joining a network through WPS

In order to be connected to an available Wifi network, the AP parameters
setting was needed, but now, with

AThere are 2 options

A Hardware : Press the WPS button of the AP and the SW2 of the SPWF04

A Software : Press the WPS button of the AP and Type AT+S.WPS=0 in Tera Term

Tera Term output

AT+S.WPS=0
AT-S.OK
+WIND:46:WPA Crunching
‘,’ PSK:mypassword:10
life.augmented +WIND:25:WiFi Association successful:AP




Proceed to the next LAB!



Lab 4.2.3 : MiniIAP mode for the first set

AObjective

ACreate a direct connection between the module and an end
device

AFirst set of the module in order to enable the connection between
the module and a generic AP

APrerequisites
AWork alone

) (e

DIRECT



Lab 4.2.3 : Configuring the module in MiniIAP mode

A Type AT+S.WIFI=0

Set the SSID
A Type AT+S.SSIDTXT=SPWF04_ AP

ASet the network privacy mode (0O=OPEN or 1=WEP are supported)
A Type AT+S.SCFG=wifi_priv_mode,0
ASet the network mode (1 = STA, 2 = IBSS, 3 = MiniAP)

A Type AT+S.SCFG=wifi_mode,3
A Type AT+S.WIFI=1 Tera Term output

AT+S.WIFI=0

AT-S.OK
AT+S.SSIDTXT=SPWF04_AP
AT-S.OK
AT+S.SCFG=wifi_priv_mode,0
AT-S.OK
AT+S.SCFG=wifi_mode,3

AT-S.OK
‘1[ AT+S.WIFI=1

life.augmented AT'S . OK




life.augmented

Lab 4.2.3 : Configuring the module in MinIAP

*
’.\‘3*

Lt

SPW04_AP

mode

Tera Term output

+WIND:32:WiFi Hardware Started
+WIND:26:WiFi Started
AP:SPWF04_AP

+WIND:24:WiFi Up:192.168.0.1




Lab 4.2.3 : Mini AP mode

AAssociate your end device to the
SPWF04 AP network

A Find the SPWF04_AP network and ez . .
connect the end device to the module Cuest

SPWF_AP
TRI_AGRATE

TRI_AGRATE_ESTERNI

Aena_Kubi

Agratel

Scansione Wi-Fi Direct

I éPWF04_AP

k08

Tera Term output

+WIND: 28:Station
Associated:90:18:7C:96:0D:0B:0
fe.augmented +WIND:29:DHCP reply:192.168.0.2




Lab 4.2.3 : Mini AP mode

AOpen your web browser

{3 192.168.0.50 o]

—SPWEF04S First Config

Insert PassKey:
Insert the SSID:
Insert the Pwd:

Aln the address bar, type the value of the e et Amont
variable ip_ipaddr or capitveportal.net CrovsewmETe M

Insert Static NetMask:
Insert Static GW Address:

Tip: If the AP domain name is not quickly Insert Static DNS1 Address:

3 ~ Insert Static DNS2 Address: |
opened, itds suggested t o0 t]| chosepucroption [ ames
eventual proxy server (check the connection Choose WEP Auth Type:  [Open system »

. Choose Auth: |Open
settings or browser preferences) Choose Mode: idie

Push

Tip: The Mini AP domain can be set using
the variable ip_apdomainname.
The default value 1 s f|ca

' SPWF04 AP

Tl 8

The Mini AP default homepage can be set
using the variable ip_apredirect.
The defaultvalueisiif i r st set . ht ml

/4

life.augmented




Lab 4.2.3 : First Set Page mm

AThe first set page allows to configure the module in IDLE mode,
STATION mode, IBSS mode and MINI AP mode.

() 192.168.0.50 K|

—SPWF04S First Config
Insert PassKey:
Insert the SSID:

Insert the Pwd:
Insert the WPAE Id:

{1———| Mandatory for IDLE, STA, IBSS, MINI AP

Used for STA, IBSS, MINI AP

Insert the WPAE AnonlId:

Choose WPAE Type: |
Insert Static IP Address:

Insert Static NetMask:

Insert Static GW Address:

Insert Static DNS1 Address:

Insert Static DNS2 Address:

Used for STA, IBSS (WEP), MINI AP (WEP)

Used for STA (if DHCP = OFF), IBSS
(mandatory), MINI AP (if DHCP = OFF)

Choose DHCP Option: |AutolP v |

Choose WEP Auth Type: Open System ¥
Choose Auth: T T m— v
Choose Mode: (i, v]

- Push

Used for STA, IBSS (mandatory DHCP = OFF), MINI AP

[ L [ UsedforsTA (WEP key), IBSS (WEP), MINI AP (WEP)

L Used for STA, IBSS, MINI AP

Lys
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Lab 4.2.3 : Mini AP mode mm

ASet all the parameters required in order to enable the connection
between the module and a generic AP

I.e. AP configured in WPA/WPA2 mode O

A MiniAP PassKey: anonymous (by default)

192.168.0.50 K|

—SPWF04S First Config
Insert PassKey: s
Insert the SSID: [ciscosbz
Insert the Pwd: ~ |sereeeee
Insert the WPAE Id:

Insert the WPAE Anonld:

A Authentication type of the access point Choose WPAE Type: -

A SSID of the access point

A Password of the access point

Insert Static IP Address:
A Use mode of the module Insert Static NetMask:
Insert Static GW Address:
Insert Static DNS1 Address:
Insert Static DNS2 Address:

Choose DHCP Option: AutolP ¥
Choose WEP Auth Type: Open System ¥
Choose Auth: Open
Choose Mode: [sStation v

Push

Tip: The Mini AP PassKey can
be set using the variable
Auser_desco .

The default value is
KYI

Aanonymouso.

life.augmented




Lab 4.2.3 : Mini AP mode

{} 192.168.0.50 ]

—SPWF04S First Config

A Click on the Push button and then send the nsertpasskey: e

. . . Insert the SSID: lciscosbz
parameters confirming with OK sert e wd: e

Insert the WPAE Id:

Insert the WPAE Anonld:

Choose WPAE Type: LS M
Insert Static IP Address:

Insert Static NetMask:

Insert Static GW Address: |

Insert Static DNS1 Address:

Insert Static DNS2 Address:

Choose DHCP Option: AutolP ¥

Choose WEP Auth Type: Open System v
Choose Auth: Open v
Choose Mode:

Push

SSID: ciscosb?2

La pagina all'indirizzo captiveportal
net dice:

- Rl v e
—“'Jt

wEPWF04 AP

Press OK to send, then wait a few
seconds

life.augmented



Lab 4.2.3 : Mini AP mode

AThe module will receive the parameters and will automatically
connect to the access point required

Tera Term output

+WIND:57:Received SSID is ciscosb2

ciscosb?2 +WIND:57:Received PWD g ****¥irrx
+WIND:57:Received Auth mode is 2
+WIND:57:Received Mode is 1

+WIND:2:Reset
+WIND:1:Poweron:XxxXxXxXxxx-yyyyyyy-SPWF04S
+WIND: 13:Copyright (c) 2012-2017 STMicroelectronics,
Inc. All rights Reserved:SPWF04Sx
+WIND:3:Watchdog Running

+WIND:0:Console active

+WIND:46:WPA Crunching PSK:mypassword:10
+WIND:32:WiFi Hardware Started

+WIND:21:WiFi Scanning

+WIND:35:WiFi Scan Complete (0x0)

+WIND:19:WiFi Join:02:62:1F:51:8F:0B
+WIND:25:WiFi Association with 'ciscosb2' successful
+WIND:51:WPA Handshake Complete

+WIND:24:WiFi Up:192.168.1.106

life.augmen




Proceed to the next LAB!



Lab 4.3 : STA/MINI AP switcher

AObjective
AHar dwar e A StAzdessRomtdot s wMt oher

APrerequisites
AWork alone

STA MiniAP

life.augmented



Lab 4.3 : STA/MINI AP switcher

This feature allows to force the module in Mini AP mode starting from
a preexistent state.

AnRecovery Modeo: this functionaliit
In a known state and to reconfigure it (i.e. using the firstset page).

The GPIO7 will be used to drive this feature.



Lab 4.3 : STA/MINI AP switcher pm

APress and hold the SW1 button on the
EVAL to perform a reset and click the SW2
button

ARelease the SW1 button

AThe MiniAP mode will be started and the
module is discoverable with the following
SSID:

Aiwm-XX-YY-ZZ where XX-YY-ZZ are the last
six digits of modul eds MAC ADDRESS

Tera Term output

+WIND:1:Poweron: xxXxxxxx-yyyyyyy-
SPWF04S

+WIND:13:Copyright (c) 2012-2017
STMicroelectronics, Inc. All rights
Reserved: SPWF04Sx

+WIND:39:HW in miniAP mode
+WIND:0:Console active
+WIND:3:Watchdog Running
+WIND:32:WiFi Hardware Started
‘,’ +WIND:26: Started AP: iwm-XX-YY-ZZ
e qugmented +WIND:24:WiFi Up:192.168.0.1




Proceed to the next LAB!



Lab 4.4 : IBSS connection =

AObjective
ACreate an IBSS network

APrerequisites
AWork alone

life.augmented



life.au

Lab 4.4 : Create an IBSS network mm

In an IBSS network, the SSID is chosen by the client device that
starts the network.

Module settings to create an IBSS network:

Type AT+S.WIFI=0

ASet the IBSS SSIDO
A Type AT+S.SSIDTXT=ADHOC

ASet the network privacy mode (0O=OPEN or 1=WEP are supported)
A Type AT+S.SCFG=wifi_priv_mode,0

Tera Term output

ASet the network mode (2 = IBSS)
AT+S.WIFI=0

A Type AT+S.SCFG=wifi_mode,2 AT-S.OK

AT+S.SSIDTXT=ADHOC
AT-S.OK
AT+S.SCFG=wifi_priv_mode,0
AT-S.OK

m AT+S.SCFG=wifi_mode,2

AT-S.OK

gmented




Lab 4.4 : Create an IBSS network

ASet IP address, IP default gateway, IP DNS and IP netmask
A Type AT+S.SCFG=ip_ipaddr,192.168.y.1xx
A Type AT+S.SCFG=ip_gw,192.168.y.1
A Type AT+S.SCFG=ip_dns1,192.168.y.1
A Type AT+S.SCFG=ip_netmask,255.255.255.0

ATurn off the DHCP
A Type AT+S.SCFG=ip_use_dhcpc,0

Tera Term output

AT+S.SCFG=ip_ipaddr,192.168.0.1
AT-S.OK
AT+S.SCFG=ip_gw,192.168.0.1
AT-S.0OK
AT+S.SCFG=ip_dns1,192.168.0.1
AT-S.0OK
AT+S.SCFG=ip_netmask,255.255.255.0

AT-S.0OK
ﬁ AT+S.SCFG=ip_use_dhcp,0

AT-S.0K

life.augmented




Lab 4.4 : Create an IBSS network

ASave the settings on the flash memory and reset the module
A Type AT+S.WIFI=1

Tera Term output

T-8.Mar: ip_ipaddr=132.168.0.1
T-8.Mar: ip_netnask=205, 2556 205,00
T-8.Mar: ip_gu=192.168.0.1
T-8.Mar: ip_dnsl=192.168.0.1

life.augmented



Lab 4.4 : Create an IBSS network

AAssociate the device with the
ADHOC network (i0S > 8 could not
support the IBSS mode)

iPad

? Wi-Fi Not Connected

Wi-Fi Networks

[8J Notifications WEF €
Tip: manual configuration of static TCP/IPv4 BB LocstonServiess o | ZOTSS

parameters is suggested using a PC s saniness s aer I ::::PA n:;J
l.e. PC TCP/IPv4 properties & Picture Frame >

Other... >
ﬂ General (1]
b
Internet Pratocel Version 4 (TCP/IPvd) Properties - =
General | I

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192.168. 1 . 5
Subnet mask: 255,255,255, O

Default gateway: 192 .168. 1 . 1

Obtain DNS server address automatically
(@) Use the following DNS server a ddresses:

Preferred DNS server: : 192.168. 1 . 1

[ validate settings upon exit
Ganc

b

Lys
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Lab 4.4 : Create an IBSS network

AFind your IP address

S.Mar:ip ipaddr=192.168.1.2

AType AT+S.STS _ —
ip_netnask=255.255.255.0
S.Yar: ip_qu=192.168.1.1
§.Var: ip_dns1=192.168.1.1
AOpen Safari web browser V15, Var: ip_dns2<0.0.0.0

Aln the address bar, type
<SPWF IP address>/index.htm|

AType 192.168.1.3/index.html




Proceed to the next LAB!



AObjective

ASuccessfully see the module and see its
capabilities via the mDNS protocol

APrerequisites
AWork alone

Lab 5 : mDNS



Press and hold the SW1 button on the EVAL to perform a reset and click
the SW2 button

Release the SW1 button. You are, now, in MiniAP mode.

Download and open ZeroConf Browser app on your smartphone, activate

wifl and notice this :
Services

7? HTTP Server

SPWF04S-WebSrv
_http._tcp.local.
SPWF04S-Default.local.:80

/192.168.0.50

dev1 = numberi

S ﬁ Trivial File Transfer Protocol

SPWFO04S-TFTPSrv
_tftp._udp.local.
SPWF04S-Default.local.:69
/192.168.0.50

dev2 = number2

Lys

augmented



Proceed to the next LAB!



Lab 6 : Socket interface

AObjective

AOpen TCP/UDP connection
AWrite data to socket
ARead data from socket
AQuery socket

AList socket

AClose socket

ABroadcast

APrerequisites

AWork alone

Socket
Client

|]~I>))

/ Socket
Server

§

S

Q/{
S

/



Lab 6 : TCP/UDP/Secure socket interface

The Socket interface allows communication via TCP, UDP or secure
connection. The SPWFO04 can be both a client and a server socket. The
SPWEF can be in whatever mode (MiniAP or Station Mode). For secure
socket, please refer to Security _on_ SPWF04S Application Notes.

"~

Open TCP/UDP connection
?‘.f Write data to socket
i ‘ .)
Read data from socket
Close socket

1npoid pug




Lab 6.1 : Socket Client

AObjective
AOpen a TCP or UDP connection from the module to a socket server

APrerequisites

Amodule connected to the AP (Lab 4.2) or module configured in
MiniAP (Lab 4.1) mode

APC to be used as socket server

/ Socket
Client

/ﬁ
%
&

/




Lab 6.1 : Socket Client

The Socket interface allows communication via TCP, UDP or secure
connection. The SPWF is both a client and a server socket. In this LAB,

will detail the socket client feature.

"~

Open TCP/UDP connection
?‘;f Write data to socket
1“7":” } .)

Read data from socket
Close socket

1onpold pu3
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Lab 6.1 : Open Socket Client connection

The SOCKON command allows to open a TCP/UDP connection
to a specified host (up to 8 socket connections at same time).

A Syntax
A AT+S.SOCKON=<hostname>,<port>, <kind><cr>

A Configuration parameters
A <hostname> Remote Server. DNS resolvable name or IP address.
A <port> TCP/UDP socket port

A <kind> This parameter can assume the values:
A t->tep
A u->udp
A s->TLS socket using <Hostname> as domain name

TLS Server Domain Name: Common Name of the server (URL or the CN field
reported into server certificate) for TLS socket

Lys
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Lab 6.1 : Open Socket Client connection

AOpen the TCP socket server (disable the firewall to properly
run it)

AFolder ../hands_on_wifi/tcp socket server/server.exe

AThe TCP server listens for incoming connections on the port
32000. It sends back all data received.

e C:\Documents and Settingsiroot\Desktopidemo socket\tpc socket s... |

ocket

Sp Socket Protocol

= et created

zocket linked to local port 32808
somehody

CLIENT SERVER SETTIN.. INFO pait

Listen




Lab 6.1 : Open Socket Client connection

AUsing an Android platform, the socket server can be opened
using a specific APP (Socket Protocol, available on Play Store)

AThe TCP socket server can be configured to listen for
Incoming connections on the port 32000.
A Type 32000 on «Port Listen to» box
A Click on Listen

Sp Socket Protocol

CLIENT SERVER SETTIN..

Listen




life.augmented AT'SOK

Lab 6.1 : Open Socket Client connection

AType AT+S.SOCKON=<hostname>,32000, t
Hostname could be DNS resolvable name or IP

AThe client and the server use the socket identifier (ID)

displayed
2 |z i~ —
718 @ Open TCP/UDP connec tion \E
£ ~
Tera Term output
=
AT+S.SOCKON=<hostname>,32000,,t

"I AT-S.On:hostlPadress:0




life.augmented AT'S OK

Lab 6.1 : To query a socket client for length of
pending data

The SOCKQ command allows to read data from socket.

A Syntax
A AT+S.SOCKQ=<ID>

A Configuration parameters
A <ID>: socket identifier

Tera Term output

‘_ AT+S.SOCKQ=<ID>
’I AT-S.Query:Lengthofdata




Lab 6.1 : Write data to socket

The SOCKW command allows to write data to the specified ID
socket.

This command accepts data after the <cr> at the end of the
command line.

A Syntax
A AT+S.SOCKW=<ID> <len>

A Configuration parameters
A <ID>: socket identifier
A <len>: data length to send



118

Write data
o C:\Documents and Settings\iroot\Deskiopidemo socketitpc socket... HEE
. ; e zocket created
Note: the module is waiting 13 bytes to be cocket linked to local port 32080
written to the socket. As soon as 13 bytes wait somebody
(or characters) are sent from the terminal, Received the following:

hello world

the module is going to write them to the
socket and will be ready to receive new
commands.

SPWF shows that there are <pending data> and their amount

Tera Term output

" ))) —m Pending

~— ID bytes

1onpoid pug

KYI AT+S.SOCKW=0,11

augmented +WIND:55:Pending Data:0:11




Lab 6.1 : Read data from socket

The SOCKR command allows to read data from socket.

A Syntax
A AT+S.SOCKR=<ID><len>

A Configuration parameters
A <ID>: socket identifier

A <len>: Defaut:0. Length (in bytes) of the buffer to read. The value O indicates to read the full
buffer

life.augmented



Lab 6.1 : Read data from socket

ARead data

A Type AT+S.SOCKR=0,

| ))) Read data from socket

§

-

:‘:\/

Tera Term output

AT+S.SOCKR=0,
hello world
AT-S.0K




Lab 6.1 : Close socket

The SOCKC command allows to close socket.

A Syntax
A AT+S.SOCKC=<ID>

A Configuration parameters
A <ID>: socket identifier



Lab 6.1 : Close socket

AClose socket

A Type AT+S.SOCKC=0

WNpoid pu3

))) R

life.augmented

Tera Term output

Q//m}

AT+S.SOCKC=0
AT-S.0K




Proceed to the next LAB!



Lab 6.2 : Socket Server functionality

AObjective
AConfigure a Server Listening Port
AOpen a TCP or UDP connection from a socket client to the module

APrerequisites

Amodule connected to the AP (Lab 4.2) or module configured in
MiniAP (Lab 4.1) mode

APC to be used as socket client







































































































































































































































































































































































































