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*Industrial edge gateway software package for wireless
sensor networks (WSN).

‘& OpenSTLinux"
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Prerequisites
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Requirements

——

Hardware

e STM32MP257F-EV1 cut 2.0 board

«  Micro SD 32GB

5 STEVAL-PROTEUSLI boards (at least 2 boards)
e STLINK-V3 or STLINK-V3MINIE

*  Power supply classic or USB type-C 5V@3A
Software

*  STM32CubeProgrammer v.2.18 or higher

e OpenSTLinux Distribution v6.0

e X-LINUX-AZURE v5.1

e STSW-PROTEUSV1.1.1

Misc

e A Linux® PC running Ubuntu® 20.04 or 22.04 is recommended
* Internet connection by ethernet cable

e Microsoft Azure loT Central account

Ly
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1 Edge GW Set up
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STM32MP25x
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Edge Software architecture

X-LINUX-IGWWSN1

X-LINUX-IGWWSN1
installation

e X-LINUX-AZURE
installation

Edge Application

‘) ) Modlules
zigbee \
C g ) o® Network and Edge dat
o
WSN set u P " < Mode % <« Cloud Command
< | Command =
End-devi —
@ 4 ¢ nd-device o Serial 9| % -
o - ‘8. Stream 0) e =}
i . \.\ USB VCOM % E Data < :
S, —
1 i el Yo | g l' _________ : ) I Internet
" - A O N 2 | QO ] Node Mng i a - -
" End-device p ' L 1 B v S SN ... SO SO NR NN NN ENENSUUUUEUEUEeeOee
A Ny 1B T D 9 OSTL installation
AR~ P o o
# End-device - S

hE PR .
Seo ; et Coordinator

.-

-

-

At

Linux Kernel

Boot chain

Router &

STEVAL-PROTEUS1 ( 1 ) MPU set up

with STM32MP257F-EV1 Board
STSW-PROTEUS

Kyy :
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STM32MP257F-EV1 kit overview

N Description

1 main board

7" LVDS WSVGA display with touch panel (
)

-

3 LVDS display cable

Wayland Terminal | _ ][]/ x

The display is useful to show debug messages and Demo application

"l For more information refer to:

life.augmented x-linux-igwwsn1_qgsg v1 2024-12-20


https://wiki.st.com/stm32mpu/wiki/MB1936
https://wiki.st.com/stm32mpu/wiki/Display_panels_hardware_components#EDT_ETML0700Z9NDHA_-28LVDS-29
https://wiki.st.com/stm32mpu/wiki/Display_panels_hardware_components#EDT_ETML0700Z9NDHA_-28LVDS-29
https://wiki.st.com/stm32mpu/wiki/STM32MP25_Evaluation_boards_-_Starter_Package

Preliminary

A micro SD, at least
16GB, is necessary to

install the Open ST
Linux

Insert the micro-SD in the slot

ROHS B vt v s s S y
3 " i .
L ' “ .
% o ot . I
i B ° b
i .
“ F <
¥ . v ‘< dq
STMIZMP2S7F-EV1 =35 2
BRI £VAIIMP2STF1SMRT z s 34
i <1
. - a 3

AIF-21GYONL LIF-H1GYDINL
1..6p A
0233 (.f : by (1 3
|

Ly
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Power supply

The board can be powered in two

different modes (selected with the

dedicated jumper):

1) 5V@3A Power Supply Jack

2) S5V@3A standard USB Type-C
source with profile

- = e Tl

Power mode

jumper USB Type-C Adapter

Important: in case to connect the USB Type-C port directly to the PC, ensure to have enough power.
"_l For more information refer to the official documentation of the STM32MP257F-EV1 board.
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2 OS Installation

OpenSTLinux

Distribution
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OSTL Installation

« Refer to the official ST guide Starter Package to install Open ST Linux (OSTL)

Development packages for Yocto-
based OpenSTLinux embedded

| TN I s voront

Developer package Populate the target and boot the image
® & !
' @ Execute basic commands
Distribution package

o
wiki.st.com/stm32mpu/wiki/Getting started/STM32MP2 boards/STM32MP257x-EV1

1]
=0
2
(]

T
b
Q
a
()]

|

Yoo
I

Use the demo launcher

|

Lys
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https://wiki.st.com/stm32mpu/wiki/Getting_started/STM32MP2_boards/STM32MP257x-EV1

OSTL boot

Edit Setup Control Window Help Generlc Se”al COnSOIe
Slice of UID 1000. l.e. Tera Term

support
d Ti

Debug console
messages

PREEMPT Thu A

) /4
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Internet connectivity

Ethernet port to
Internet connection

Show the available interfaces

MTU: 1
0 dr

in
UP LOOPBEZ

UP BRO

Ping to external server
Positive feedback

) /4
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3 X-LINUX-AZURE installation

s

Application
frameworks
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X-LINUX-AZURE installation

Open the related page on st.com

X-LINUX-AZURE expansion package - stm32mpu
with Expansion Package

Section n4 select the Starter PackageI link:
c Vout 4. X-LINUX-AZURE package software installation?
===

o

There are two possibilities to install the additional X-LINUX-AZURE Expansion Package software to port on top

Application of OpenSTLinux:
frameworks &
« X-LINUX-AZURE_Starter Package: quickly and easily bring Azure loT Edge on the STM32 MPU.
« X-LINUX-AZURE Distribution Package: an OpenEmbedded meta-layer to be added on top of the STM32

MPU Distribution Package to generate an image with X-LINUX-AZURE Expansion Package.

« Section n5 package software setup
« Select the section 5.1 - Authentication with symmetric key stored in file system
* Go to the section 5.4 — Troubleshooting

« Section n6. How to run the Simulated Sensor Module

e 6.1. On Azure loT Central
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https://wiki.st.com/stm32mpu/wiki/X-LINUX-AZURE_expansion_package

Microsoft iotedge check

* Check the installation: iotedge --version

I

File Edit 5Setup Control Window Help

« Check the configuration: iotedge check

File Edit Setup Control

Window Help
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4 ZigBee WSN setup

End-device

a Gy S \Q
oW - -, \‘

S _;@4 i T~ - .

| ¢ End-device
%\. JARES .
. ~ . P d < = )
“" End-device S y _-="" " Coordinator
~ o v P .
Router

Ly
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STEVAL-PROTEUSI setup

The STEVAL-PROTEUS1 evaluation kit package includes:
1. a main board (dimensions: 29 mm x 35 mm)

2. a LiPo battery 3.7 V 480 mAh (HiMax)

3. a plastic case and some screws

STSW-PROTEUS v1.1.1 Software package

- ZigBee 3.0 stack (preliminary for all boards) %
- Coordinator firmware

- Router firmware

- End node firmware

Links:

STEVAL-PROTEUSI1 web page

UM3000 Getting started with STEVAL-PROTEUS1

STSW-PROTEUS Software package

‘_ UM3045 Getting started with STSW-PROTEUS1 (3.2 ZigBee-based application section)
> /4
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https://www.st.com/en/embedded-software/stsw-proteus.html
https://www.st.com/en/evaluation-tools/steval-proteus1.html
https://www.st.com/resource/en/user_manual/um3000-getting-started-with-the-stevalproteus1-evaluation-kit-for-condition-monitoring-based-on-the-24-ghz-stm32wb5mmg-module-stmicroelectronics.pdf
https://www.st.com/en/embedded-software/stsw-proteus.html
https://www.st.com/resource/en/user_manual/um3045-getting-started-with-the-stswproteus-software-package-for-the-stevalproteus1-industrial-sensor-node-kit-stmicroelectronics.pdf

Tools to update STEVAL-PROTEUSI1

It is necessary to use:
- STM32CubeProgrammer software
- STLINK-V3MINIE hardware programmer

S
sTM32 U
CubeProgrammer

STM32CubeProgrammer

STLINK-V3MINIE

life.augmented
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https://www.st.com/en/development-tools/stlink-v3minie.html
https://www.st.com/en/development-tools/stm32cubeprog.html

STSW-PROTEUS package

https://www.st.com/en/embedded-software/stsw-proteus.html

% + = [m] X

| STSW-PROTEUS_w1.1.1 > Projects > STM32WB_Copro_Wireless_Binaries » STM32WB5x

« Stack binary firmware

@ New Tl Sort = View D Preview

A 4

Mame N Status Date modified Type

 Application binary firmware r
| [ LICENSE.tet

e Release_Motes.html
D stm32whb3x_BLE_Stack_full_fw.bin
[7] stm32wbSx_FUS_fw.bin

b + - o D stm32whb3x_FUS_fw_for_fus_0_5_3.bin
) D stm32wh5x_Zigbee_FFD_fw.bin

STSW-PROTEUS_vw1.1.1  » Projects » STEVAL-PROTEUS » Applications » Zigbee

D stm32whb5x_Zigbee RFD_fw.bin

@ New Tl Sort = View D A
Mame B Status Date modified Type
; Zighee_Coordinator

7 items E O

Zigbee_End_Device

Zigbee_Router
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https://www.st.com/en/embedded-software/stsw-proteus.html

Connect the STLINK-V3MINIE

PC with STM32CubeProgrammer

— T

USBC cable

USB Type-A power supply

-

x-linux-igwwsn1_qgsg v1 2024-12-20
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Open STM32CubeProgrammer and select STLink-V3

STM32CubeProgrammer = (] X
_‘7 o:a'.; nformation Motice Ry n n ’ -‘?t‘ ‘y’

— Memory & File editing Not connected

Connect to the STLink-V3

Address > | Size Data width | 32-bit - Find Data 0x

Mo data to display STM32CubeProgrammer

. .ﬁ @ 0sta Information Notice 19 n n L "?Q ,’

= Memory & File editing ¥ @ Conn:cted

De\rice memaory C'pen file . m
@ Address 0x03000000 | = | Size | 0x400 Data width | 32-bit = | Find Data Ox

Address 0 4 8 C AsCIl
0x08000000 20010028 0803DA59 0803C371 0803C373 C.. YU..gA..sA..
0x08000010 0803C375 0803C377 0803C379 00000000 ulh. WAL LyAL L
0x08000020 00000000 00000000 00000000 0B03C37B  ............ {A..
0x08000030 0803C37D 00000000 0803C37F 0803C381 7. U ALK
0x08000040 0803DC2D 0803DC31 0803DC35 0803C389 -U..10..50...4
0x08000050 0803DC39 0803DC3D 0803C3BD 0803C3C7 9U..=U..%A..CA..
0x08000060 0803C3D1 0803C3DB 0803C3ES 0803DC41 RA..0A. .3k, .al..
0x08000070 0803DC45 0803DC49 0803DC4D 0803DC51 EU..TIU..MU..QU..
0x08000080 0803DC55 0803DC39 0803DC5D 0803DCe1 ul..vU..J0. . al..
0x 08000090 0803DC65 0803DC69 0803DC6D 0803C3EF el..iU..mU..7A..

Log Live Update  Verbosity level (@ 1 2

16:18:15 : STM32CubeProgrammer APl v2.16.0 | Windows-64Bits

Log Live Update  Verbosity level (@) 1 2

16:20:14 : UPLOADING ...

16:20:14 ¢ Size + 1024 Bytes
16:20:14; Address  : OxB000000
16:20:14 : Read progress:

0 & -

16:20:14 : Time elapsed during the read operaticn is: 00:00:00,003

) /4
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Update the ZigBee stack

« Folder = STSW-PROTEUS v1.1.1\Projects\STM32WB Copro Wireless Binaries\STM32WB5x\
« Coordinator and router - stm32wb5x Zigbee FFD fw.bin

« End Device - stm32wb5x Zigbee RFD fw.bin
- ©

@ Data Information Netice (19 n n L 4 {k; m

i @ Connected l

mware Upgrade O 1 FUS information — . o
.
| - Dats Information Notice 0 . ‘
File path | ess_Binaries\STM32WB5x\stm32wh5x Zigbee FFD_fw.bin | » Read FUS infos @ Data information Notice A n u L > ,’

Start address | 0x0BOA0D0D FUS State & @ Connected

\:\ First install: Mo stack delete

FUS Status \_\ First install: No stack delete

\:\ Verify download

FUS Version [ Verify download

2 : STACK Versien

Key Provisioning FUS Operator

Read FUS infos

FUS State

Key Provisioning FUS Status

Authentication Key : FUS Version 3

Authentication Key :

File path Rrowse Undate Kev
ezt iy @ Start Wireless Stack B Message
Log Live Update  Verbosity level ® 1 2 User Key : o Firmware Upgrade Success
16:20:14 : UPLOADING ... File path

16:20:14 ¢ Size : 1024 Bytes
16:20:14 : Address  :0x8000000
16:20:14 : Read progress:

@ For more information about the customer key storagl, refer tol ANSTES

16:20:14 : Time elapsed during the read operation is: 00:00:00,003

Log Live Update  Verbosity level (@ 1 2

Target inform.

16:3%:11 : Reconnecting...

16:25:11 : Reconnecting...

&7 *
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Update firmware application

« Folder = STSW-PROTEUS v1.1.1\Projects\STEVAL-PROTEUS\Applications\Zigbee\Zigbee *\Binary
« Coordinator - STSW-PROTEUS Zigbee Coordinator reference.bin
* Router - STSW-PROTEUS Zigbee Router reference.bin

« End-device - STSW-PROTEUS Zigbee End Device reference.bin

[I sTM32CubeProgrammer - (] ®

wvice memory  STSW-PROTEUS_Zigbee End_Device_reference.bin -

Address Data width

0x0 0x408FE 32-bit ~ | Find Data 0x

Address
0x00000000

0
20011498

4
08040409

8
0BO3EA39

C

0803EA3B v

o — - 3EA3F 0803EA41 00000000 =&..78..h8......

000000010 0803EAID 0803EA3F 0803EA41 00000000 =&..78..MB......
000000020 00000000 00000000 00000000 0803EA43  ............ ca.. 18! B Message 2
0x00000030 0803EA45 00000000 0803EA47 0803E449 Ea...... Gé..Ta.. 100

— File download complete
000000040 08040735 08040739 0804073D 0803EA51 5...9...=...08.. 107
000000050 08040741 08040745 0803EA85 0803EASF A .E....&...6.. 107
0x00000060 0803EA99 0803EAA3 0803EA4D 08040749 8. fa...6..T... 34
000000070 0804074D 08040751 08040755 08040759 M...Q...U...Y...

= 1075 TUBUSUT Y UBUSUT Y . P L PP O
0x00000080 08040750 08040761 08040765 08040769 1...a...e...9...

0x00000090 0804076D 08040771 08040775 0803EAB7 M. ..Qe..U...-8..

Log Live Update  Verbosity level (@)1 2

16:35:11 : Reconnecting... Target in

16:37:05 : Read File: C:\Users\rauceaa\STMicroelectronics\S&C Team - MP:\lloTEdgeGWhx-linux-iictgwzb 1en.stsw-proteus\STSW-PROTEUS _v1.1.1\Prajeci
16:37:05 : Number of segments: 1
16:37:05 : segment[0]: address= Ox0, size= 0x408FE
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STLINK-V3 serial output example

s AmELICATION i : bl i (STSW—PROTEUS FW Information:\

{4 ADPLICATION Vile.2 - Zlgbee

44 APPLICATICH
14 APELICATION] 9% secmms. ros ' - End-device v1.1.0
4 RPPLICRTION *
£ APPLICRTION : S date 2024-09-12
4 RPPLICATICH Y N -
4 RPPLICATICON
{4 RPPLICATICON P a g E (
14 ABELICATION) Line Fey. TiqBechll: MCU Id -> Last 4 bytes are the
14 APELICATION) Crmsters silocetod sre: s Emee e ’ End-node UID (available in the
{4 RPPLICATICON int . dashboard)
4 RPPLICATICN 2 at o -
4 RPPLICATICHN C int \ )
4 APPLICRATIOHN «
4 RPPLICATICHN
M4 RAPPLICATION . . .
1 APPLICATION Initialization: Zigbee stack information
4 RPPLICATION een initiali .
4 APPLICATIOHN
4 RPPLICATICN
4 APPLICATION
4 RPPLICATICN
4 RPPLICATICON
4 APPLICRATION
4 RPPLICATICN
4 RPPLICATICH
4 RPPLICATICHN

VAN

a D

4 APPLICRATION

Serial console connect to the
STLink-V3 virtual com

"l For more information refer to STEVAL-PROTEUS1 official documentation
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5 X-LINUX-IGWWSN1

:

&
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Download package

* Clone the source code from official STMicroelectronics Github

* PC>git clone https://github.com/STMicroelectronics/x-linux-igwwsnl.git

x-linux-igwwn1

%/ CODE_OF_CONDUCT.md

= [m] X

© output  »  x-linux-igwwnl > Search x-linux-igwwn

File folder

File folder

Markdown SoUTCe

Markdown Source...

Configuration files

D Preview

%! CONTRIBUTING.md

% Package_License.md

Markdown Source...

___Source code: Module and Manifest

|l% resDMEmd

Markdown Source...

(Visual Studio Code project)

| RELEASE_MOTE.md

! SECURITY.md

Gitems  1item selected 5.71 KB

Ly
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https://github.com/STMicroelectronics

Azure loT Central — Overview configuration

1. Add IoT Edge Manifest: STIloTEdgeGW _Manifest

2. Create Device Templates
a) STIlloTEdgeGW device template (modules: edgeSerial and edgeIIoTGW)

b) STlloTNodeDevice device template (model available)

3. Create 0T Edge Device (DT: STlloTEdgeGW, MF: STlHloTEdgeGW __Manifest)
4. Create at least 4 Node Devices (DT device template STlloTNodeDevice)

5. Onthe STM32MPU board

a) Configure /etc/aziot/config.toml
b) Configure /var/lib/iiotedgegw/config/config net.Jjson

Microsoft IoT central account is mandatory,

Nel(h
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Azure 10T Central — Global overview
- New Devices B - meor

Connect Filter templates

Connect

Edge manifests

@ Devices Library of manifests that are used within this loT Central applicatio @ Devices All devices

STlloTNodeDevice

Device explorer helps you see all your devices. O

Device groups 1Y Device groups STlloTEdgeGW
grotp STlloTEdgeGW_Manifest olkdge

Device name Device ID

Device templates Device templates STlloTNodeDevice

Nodel Node1

> .
e manifests

Node2 Node2
Analyze

MNode3 MNode3
ké Data explorer

Node4 Node4

EH Dashboards ‘

Connect

Devices - I Import

Device templates ‘ Filter templates

@ Devices Device templates are blueprints that define the characteristics an

STlloTEdgeGW

Devices All devices Device explorer helps you see all your devices. D

.z Device groups Y .
Ll group STlloTNodeDevice 2 Device groups STlloTEdgeGW X .
Device name Device ID
STlloTEdgeGW . Device templates STlloTNodeDevice

EdgeGW
Edge manifests

Edge manifests

Analyze Analyze

k2 Data explorer kZ Data explorer

(B Dashboards

) /4
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Azure loT Central — Add the manifest

* File: asset/STIIoTEdgeGW Manifest deployment.arm32v7.Jjson

Edge manifests » Create new edge manifest

and finish

Edge manifests » Create new edge manifest we ReVieW a nd fi n iSh

Customize

A deployment manifest is a JSON document that describes which modules to deploy to the Basic info
loT Edge device, how data flows between the modules, and desired properties of the modul

Edge manifest name STlloTEdgeGW_Manifest
e Organizatio cbm-web

, e ———
STlloTEdgeGW_Manifest

Modules  JSON

edgeAgent

mecr.mi oft.com/azureiotedge-agent:1.4

‘Choose manifest source

se from existing manifest ed Hi b

| STiloTEdgeGW_Manifest deploymentarm32v7json ‘ -

edgeSerial

© Validated
st ZUrecr.io/azl -serial:1.5-arm32v7

edgeldentityTranslation

st azurecr.i -identity-translation:1.7-arm32v7

- edgelloTGW
stii WCT.aZUTecr.iofazure -awapp:1.0-arm32v7

1) Open the Edge manifest section provious | ([N a

2) Press new
3) Insert a manifest name (proposed STIloTEdgeGW_Manifest)
4) Select the manifest file in the asset folder

5) Press Next

6) Check the Modules

7) Press Create

8) Find the new manifest

3
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Azure IoT Central — Customization

* The Container Register credentials are to be set in the following files
1. File: code/.env

=users

=60vVGh /xTsHPgebKV001UA7Zo5YpxUWgXkIkooi8zK+ACRArciGX
=stiiotgwcr.azurecr.io

2. F”eZasset/STIIoTEdgeGW_Manifest_deployment.arm32v7.json

"registryCredentials”™: {
"user_cr": {

"password”:

"address™: "st

To pull the images set the following credentials:

username users
password 69vVGh/xTsHPgebKVOOIU47Z9SYpxUWgXkJkooi8zK+ACRArciGX
address stiilotgwcr.azurecr.io

Ly
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Azure loT Central — Create |oT Edge Device template

/O Search for devices

] 1) Open the Device templates section
Device templates 2) Select an Azure |oT Edge template and

. press Next: Customize button
. T 3) Insert a device template name (proposed STIloTEdgeGW) and
" e ' check This is a gateway device

o e Press Next: Review button

Z omtbonss - - 4) Review the empty device and press Create

nnnnn

Create a custom device template

Fy  Jobs

Featured device templates

Device templates > Create new device template

- - Customize
Customize
\J Review Dayire tamniate name
‘ STlloTEdgeGW ©® Device templates > Create new device template
i This is a gateway device. Learn more. & Review

We'll create an empty template so you can add capabilities and interfaces. Your interfaces can be
imported or built from scratch. Once you're done, you'll be able to publish your template and connect
devices.

Basic info

Azure loT Edge Gateway

STlloTEdgeGW

Ky ]
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Azure lIoT Central — Add the modules

plat

Add the modules: — Sl
€ modules: ot
.
- edgeSerial i
STlloTEdg: C specialized interface e -apabilities from other, more general interfaces (for example, a “Conference Room" interface that extends m" interface).

- edgeIIoTGW o
with the corresponding file in asset folder.

Serial

=] Add capability Edit identity [T Version Export Delete Edit DTDL

il 0 { 0
A Module edgeSerial Dlspiny name Capability type © © Semantic type (D

List ® Command
Serial
templates > STlIloTEdgeGW

Relationships
(=] STlloT EdgeGW ~ Module edgelloTGW

Relationships

Connect connect Command

Disconnect disconnect Command

Raw data Command
Create a model

Views = =
Build a custom model from scratch, or import an existing model. 2P Command

-+ Add capability

A Model

Custom model Import a model zoiec

a blank model and shape your Start by importing your medel file. SIIER=
device from scratch.

Add capability Edit identity Version Export Delete Edit DTDL
A~ Modules

Display name Name Capability type © @ Semantic type

A Module edgeSerial
Firmware Firmware Telemetry None

Serial

Clock Telemetry
Relationships

A Module edgelloTGW o DeviceNumber Telemetry None

Relationships
DeviceEvents Telemetry
Raw data

=+ Add capability
Views

Important: publish the device template before assigning it to a device

life.augmented
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Azure loT Central — Create Node Device template

/O Search for devices

] 1) Open the Device templates section
Device templates 2) Select an IoT Device template and

Device templates are blueprints that defil

= press Next: Customize button
. T 3) Insert a device template name (proposed STIloTNodeDevice) and

" e ' Maintain unchecked This is a gateway device

; e Press Next: Review button

Z omtbonss 4) Review the empty device and press Create

nnnnn

Manage

Fy  Jobs

Device templates > Create new device template

Customize

Device template name Select type Device templates » Create new device template
STlloTModeDevice TrEiTTE
Review
.| Tis is a gateway device. Learn more. = @  Review We'll create an empty template so you can add capabilities and interfaces. Your interfaces can be

imported or built from scratch. Once you're done, you'll be able to publish your template and connect
devices.

Basic info

° Device template type loT device
Device template name STlloTNodeDevice

Ly, ==
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Azure loT Central — Add the model to device template

1) Press Import a model and select the file
T — STlloTEndNode_DeviceTemplate_module.json into the asset folder
=  STlloTNodeDevice 2) Publish the create device template

Create a model

Note: the device template name have to be set into the config net.ison file

Device templates > STlloTNodeDevice » Model » NodeDevice

STlloTNodeDevice

Application updated: now Interfaces published: now

.r,; Manage test device 1" Publish =} Rename i

Device templates > STlloTNodeDevice > Model > NodeDevice

=  STlloTNodeDevice

)
Application updated: Never  Interfaces published: Never

Custom model Import a model

Start with a blank model and shape your Start by importing your model file.
device from scratch.

Model q -
o e < NodeDevice Draft

Add capabilities specific to this device model. Learn more =7

Raw data s Add capability ¢ Editidentity — Export [i] Delete - } Edit DTDL

Views
Display name Name Capability type 0] Semantic type 0]

‘ Name ‘ ‘ Name ‘ | Telemetry \"‘ ‘ None

‘ Id ‘ ‘ Id ‘ |Te\emetry e ‘ ‘None

‘ uiD ‘ ‘ uiD ‘ |Te\emetry v ‘ ‘ None

‘ Type ‘ ‘ Type ‘ | Telemetry e ‘ ‘ None
‘ Epoch ‘ ‘ Epoch ‘ | Telemetry e ‘ ‘ None
‘ State ‘ ‘ State ‘ | Telemetry e ‘ ‘ None

‘ ’l ‘ Address ‘ ‘ Address ‘ | Telemetry ~ ‘ ‘ None v

life.augmented
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Azure loT Central — Device templates overview

Device templates

Devices Device templates are blueprints that define the characteristics and behaviors of a device. Learn more =

Device groups
groue No pending changes Updated 2 minutes ago [T Published 2 minute

Device templates ; ;
No pending changes Updated 35 minutes ago T publi minutes ago

Edge manifests

Analyze

lg Data explorer

EH Dashboards

Now ready to create the devices

Ly
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Azure |oT Central — Create |IoT Edge Device
and configure the config.toml in the STM32MPU Board

1) Press New button and fill the fields, important select the STIloTEdgeGW device
template and STIloTEdgeGW_ Manifest as manifest

2) Press Create button

3) Open the EdgeGW (available in the list of devices)

4) Open Connect information to get the configuration

5) Copy into the STM32MPU board config.toml file (folder /etc/aziot)

evices

Device connection groups

STlloTEdgeGW

ignatures (SAS) use security tokens and keys tc connect to loT Central. Use the
SAS keys from the default enrollment group shown below to re gister yo ir device. Learn more =&

o —— STM32MPU Board: /etc/aziot/config.toml
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Azure 10T Central — Create Node Devices

Create 4 devices with the STlIloTNodeDevice Device Template (created before)

Create a new device

To create a new device, select a device template, a name, and a unique ID. Lear

Device name ~ ©

| Noder Insert the preferred device name Nodel (proposed)

Device ID G)

Node] Insert the preferred device id: Nodel

cbm-web

Device template

STl ST Select the Device Template: STIloTNodeDevice

Simulate this device?

A simulated device generates telemetry that enables you to test the behavior of your application before you connect a real device.

\._ No

STlloTNodeDevice

Azure loT Edge device? Device explorer helps you see all your devices. Detailed information like device raw data helps you troubleshoot. Learn more =7

Azure loT Edge moves cloud analytics and custom business logic from the cloud to your devices.

No

Device name Device ID Device status Organization

-

Nodel Node1 Registered cbm-web

The node device information are Node2 Registered com-web
copied into the config_net.json file
(see next section)

Ly
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Node3 Registered cbm-web

Node4 Registered cbm-web
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Network configuration

config_net.json (folder /var/lib/iitedgegw/config/)
This file must be configured by the user to connect each Node with a digital twin

Setup  Control Window Help

"EdgeGateway
"IdScope":
"DeviceTemplateId”: "STIIoTEdgeGW",
"PrimaryKey": "<primary key iiotedgegw>"

"Comment”: "node list, UID of the devices, S short indicationm, name mapping, provvisioning info",

"NODE@@e1 {"S":"01", "Name": "NodeA", "Provisioning™ {"device_id": "Nodel", “primary_key": "<primary_key_nodel>", "device_physical id": "DP@1", "id_scope”
"NODE@®@®2" [ 02", "Name" "Provisioning" i id": "Node2", “primary_key": "<primary_key node2>" ic ysical_id": "DP@2", "i i ope_node2>", "device_template_i STIToTNodeDevi
"NODE@@e3" : { : C "Provisioning™” : ic "Node3", “primary key": "<primary key node3>’ i i c id scope node3>", "device template id": "STIIoTNodeDevice
"NODE@@a4" E : "Provisioning” device id": "Node4", "primary key": "<primary key node4>", ic ysical id™: id sc id scope node4>", "device template id": "STIIoTNodeDevi
"00000000" : { 3 "Provisioning"” :

ope_nodel>", "device_template_id": "STIIoTNodeDevi

"l *this folder is created by the iotedge run-time and the file is created by the application gw module on run

life.augmented
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Nodel configuration example

—p'"NODEOOOL"
"S" : "Ol
"Name" :

{

&
n <€
14

Custom name

"Nodel", =

Network configuration

Short id (for future feature)

! Device id

"device id": "Nodel",

"primary key": "<primary key>", <
"device physical id": "DPO1l",
"id scope": "<id scope>",

Primary key

"device template id": "STIIoTNodeDevice"

Ly

life.augmented

Id scope

Provisioning configuration

- Leave NODEX to dynamic association of the STEVAL-PROTEUSL (in order of connection)

- Edit with the Node UID** to associate a specific STEVAL-PROTEUSL1

* * The device_physical_id is the digital twin node identification.
* **The Node UID is the last 4 bytes of the MCU UID (available in the log STLINK-V3 serial console)

x-linux-igwwsn1_qgsg v1 2024-12-20

Device connection groups X

1D scope @

Device ID ©

‘ Nodel ‘ -

Choose the connection type for this device. You can change this later if you need to.

Authentication type

‘ Shared access signature (SAS)

Key QR code

Shared Access Signatures (SAS) use security tokens and keys to connect to loT Central. Use the
SAS keys from the default enrollment group shown below to register your device. Learn more

Primary key @

Secondary key (O



Apply the new configuration

Launch the iotedge config apply

The iotedge stops all services, applies the
new configuration and restarts again the
services ... together there are messages on
linux system debug output

) /4

life.augmented

x-linux-igwwsnl_qgsg vl 2024-12-20



After waiting a little while, the system will be ready.

A
]

/’,
- /

Devices > STlloTEdgeGW > EdgeGW

EdaeGW

°C0nner:ted Edfasiadatass a. 12/1872024, 8:53:44 AM | Status: Provisi

Downstream Devices Modules Manage Commands Raw data Mapped aliases

Learn more

0 Stopped modules 5 Modules running

Azure |oT Edg

$edgeAgent . ) 1 Never restarted
- : O Restart po

[ Restarted
Azure |oT Edge syste
huu. T

Custom Azure loT Edge module

edgeSerial

st r.azure
edgeldentityTranslation

st WEr.azure:

Custom Azure loT Edge module
slation:1.7-arm

Custom Az Edge m

T CRIPTE

running minutes

running

dgelgent
dgeHub minutes

minutes

running
running
running

minutes
minutes
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System ready

Azure |loTC view

In both system are available
the same information

STM32MPU Board view

myazureiotes




Connect

l @ Devices
|zl  Device groups
@; Device templates
@  Edge manifests
Analyze
kZ Data explorer
EB Dashboards
[ ELET[S]
E% Jobs
Extend
{% Rules
3 Data export

Security

{é_& Audit logs

Ly
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Devices > STlloTNodeDevi

=

NN NN NG N N XN NN/

Nodel

6. Application

°C0nnected | Last data received: 12/18/2024, 12:35:34 PM | Status: Provisioned | Organization: com-web

Timestamp |

12/18/2024, 12:35:34 PM

12/18/2024, 12:35:31 PM

12/18/2024, 12:35:24 PM

12/18/2024, 12:35:24 PM

12/18/2024, 12:35:24 PM

12/18/2024, 12:35:20 PM

12/18/2024, 12:35:17 PM

12/18/2024, 12:35:15 PM

12/18/2024, 12:35:04 PM

12/18/2024, 12:35:04 PM

Raw data Mapped aliases  Files

Message type

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

Telemetry

C91F
CO1F
C91F
C91F
C91F
C91F
C91F
C91F
C91F

C91F

x-linux-igwwsnl qgsg vl 2024-12-20

Asset status

Good

Good

Good

{"Level":0,"Voltage":0}

Epoch

1727006117

1727006114

1727006108

1727006107

1727006107

1727006104

1727006101

1727006098

1727006087

1727006087



General check

* On board: it is possible to know the status of the modules running in the iotedge
environment, types:

" jiotedge logs edgeSerial --tail 10 -f -> to check the serial port status

" jotedge logs edgeldentityTranslation --tail 10 -f -> to show the identity translation activity
" jotedge logs edgelIoTGW --tail 10 -f -> to monitor the GW activity

File Edit Setup Contrel Window Help

edgeSerial: it is working fine

edgeSerial gateway module

2024-12-128 05:55:54,154 [INFO ] IoT Hub module client running. ..
stm22mp2-02:~§ []

Ly
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Coordinator: physical connection

USB Type-C: for power

/ Ethernet cable’) |
and serial console

The coordinator is a STEVAL-PROTEUS1
connected to the STM32MPU Board with a
microUSB cable

Port
rmerly SM

.

tyBCHO

STM32MPU Board

life.augmented
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Coordinator: open serial from remotely

Devices » STlloTEdgeGW » EdgeGW

=  EdgeGW

° Connected | Last data received: 12/18/2024, 11:10:17 AM | Status: Provisioned | Organization: cbm-web

In the Azure 10T Central

Downstream Devices Modules Manage Comman ds Rawdata Mapped aliases  Files

1. Select the device and open the
commands tab

lloTEdgeGW / Module edgeSerial / Serial / List

2. Then press Run in Serial / List
command and open the
response

lloTEdgeGW / Module edgeSerial / Serial / Connect

~ Arguments

3. Copy the vcom id and press
Run in Serial / Connect, then
check the response

Device Serial Port

| usb-STMicroelectronics_STM32_Virtual ComPort_206C35704741-if00
Response

Transmit Delay Milliseconds 3 minutes ago
lo

4. Copy the vcom id and in Serial /
Start and press Run

"connected": true

lloTEdgeGW / Module edgeSerial / Serial / Start
° ~ Arguments

Device Serial Port

‘ usb-STMicroelectronics_STM32_Virtual ComPort_206C35704741-if00

Ly
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Coordinator: debug show

edgeSerial gateway module

24-12-18 0%:559:54 154 [INFO ] IoT Hub module client runming. ..
Log commands 4-12-18 10:47:15,01% [INFO ] Command "list" received.

. 2024-12-18 10:47:1%,204 [INFOQ 1 Command response sent with payload:
List command

and |’esponse {"list_of_dewvices': ['usk-STMicroelectronics STM32 Virtual ComPort 206C35704741-if00"]1}

2024-12-18 10:-48:18,185% [INFO ] Command "connect™ received with payload:

ConneCt Command {'device_serial port': "usb-S5TMicroelectronics_STM32_ Virtual ComPort_208C35704741-if00", '"transmit_delay milliseconds': 0}
and response

4-12-18 10:42:18,130 [DEBUG 1 get_device by id({usb-STMicroelectroniecs STM32 Virtual ComPort 20€C35704741-if£00): None
24-12-18 10:48:18,152 [DEEUZ 1 Task "<Task pending name="Task-22' corc=«<SerialModule. serial dewice_ run task do_handler() running at ./ /edge_serial/serial module.py:4&3> ch=[Seriallod
rice_run task_done handler()]>" started for handling operations on "usb-STHicroelectronics_ STM32 Virtual ComPort 20€C35704741-if00™ dewice.

Start Command and 24-12-18 10:-42:18,15%3 [DEBUZ add (usb-5THicroelectronics_STM32 WVirtual ComPort_ 20&C35704741-i£00) - <edge_serial serial module SerialModuleDewviceClient cobject at Oxf&al3lccO=
response 4-12-18 10:42:18,24& [INFO Command response sent with payload:

{"connected': Truel

List node received _ _ _ _ . _ _ . .

B z4-12-18 z 159,317 message recelved "usb—STHicroelectronics STHM32Z Virtual ComPort 2Z06C35704741-1i£00"™ device: "b'"{"Epoch™:"17270032352", "ZbNet":{"Devices":[]1}}\n"
from the serial pOI"[ 4-12-18 10:48:45,32% message received "ush-STMicroelectronics STM32 Virtual ComPort 206C35704741-if00" device: "b'{"Epoch™:"17270(3312", "ZbNet":{"Devices":[]1}}\n"
(empty on Start-up) ZUEe=12-18 : :1%,341 message received "usb—STMicroelectronics_ STH32 Virtual ComPort_ 206€C35704741-if00" device: "b'{"Epoch":"1727003342", "ZbNet":{"Devices™:[1}}\n"

4-12-18 - =18 353 message received "usb—STMicroelectronics_ STH32 Virtual ComPort 206€C35704741-if00" device: "b'{"Epoch":"1727003372", "ZbNet":{"Fevices":[]1]}\n"’
2024-12-18 : :1%, 365 message received "usb—STMicroelectronics_ STH32 Virtual ComPort_ 206€C35704741-if00" device: "b'{"Epoch":"1727003402", "ZbNet":{"Levices™:[1}}\n"

Log folder /run/shm/iiotgw/log/

Senal Output Iog 7003282™, "ZbNet™: {"Devices™
7003312™, "ZbNet™: {"Devices™
7003342™, "ZbNet™: {"Devices™
7003372™, "ZbNet™: {"Devices™

drwxr-xzr-xz 2 root root Dec 18

druxr-xr-xz 3 root root Dec 18 .-

—IrWw—r——r—— 1 root root Dec 18 iiotgw_app. log
—IWw—r——r—— 1 root root Dec 18 iiotgw complete.loy
-rw—-r——r-— 1 root root Dec 18 iiotgw_network.log

—rw-r—r-—— 1 root root 205 Dec 182 iiotgw_serial usb-STMicroelectronics STM32Z Virtual ComPort 20eC35704741-if00.log
,’ stm3Zmp2-02:/run/shm/iiotgw/logt |
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Show data

Devices > STlloTNodeDevice > Nodel

Open the Nodel =  Nodel
device (In DeViceS tab) ] © Connected | Last data received: 12/18/2024, 12:20:20 PM | Status: Provisioned | Organization: com-web

SeleCt RaW data tab Raw data Mapped aliases Files
Show received data
Timestamp | Message type Epoch

, 12:19: elemet

> 12/18/2024, 12:19:50 PM Tel ry 1727005173
, 12:19: elemet

> 12/18/2024, 12:19:43 PM Tel ry 1727005167

N 12/18/2024, 12:19:39 PM Telemetry 1727005162

1 {
"UID™: “"eed4Doe4B",
"Epoch™: 1727005162,
"Address": "C91F",
“"Parent”: "@008",

Data received from -coM: @,

"_eventtype™: "T

coordinator and available in timestamp"; "2024-12-18711:19:39
the cloud

> 12/18/2024, 12:19:33 PM Telemetry 1727005157

> 12/18/2024, 12:19:25 PM Telemetry 1727005149
05147", "DevSts™: {"ZbAddr™: "CO1F", "Battery”: {"Voltage™:0, "Level™:0}}}
05145™ "DevSts": {"IbAddc™:"CS1F"™, "CbM™:0}}
05157", "DevSts" : {"IZbAddc™:"C31lF", "Temperature™:2721}
051€2™, "DevSts": {"IZbAddc™:"CS1F"™, "CbM™:0}}
051€7", "DevSts" : {"IZbAddr™:"C31lF", "Temperature™:2731} 1727005147
05173™, "ZkNet": {"Devices™: [{"ZbRd4dc™ :"C31F", "ZbIyp": 2, "2kSts™ 1, "ZbPrnthddr" - "0000", "ZbPrntTyp™:0, "RE5SI":-51, "UID":"004D004B"}1}}
0517€™, "DevSts": {"ZbAddc™:"CSLF"™, "CaM™:0}}
05177™, "DevSts": {"ZbRAddr™:"COLlF", "Temperature™ 2731} 1727005143
05187", "DevSts": {"ZbAddc™:"COLF", "Temperature™:2741}
051%0™, "Dev5Sts" : {"ZbAddrc™:"CS1F"™, "CbM™:0}}
051%7", "Dev5ts" : {"ZbRAddr™:"CS1lF", "Temperature™ 2741}
05203™, "ZbNet": {"Devices™: [{"ZbRd4dr™ :"C31F", "Zblyp":2, "2b5t5™ :1, "ZbPrnthAddr" - "0000"™, "ZbPrntTyp™ -0, "RS5I":-51, "UID" :"004D004B"}1}}
05203™, "Dev5ts": {"ZbAddr™:

{"Level™0,"Voltage ™0} 1727005147
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Show Data

Siiot oW Flo g#

The data are available in real time drwxr-xr-x

directly in the STM32MPU board B

for all or for a specific node e

(iiotgw_node_x.log x 0-based —rw-r--r-— 1 ectronics_S Virtual ComPort 20 04741-i£00.log
index) o

"Temperature™:
"CbM": a,
"Hattery"™:

"Provisioned™: 1

2—02 - /ran/shmfiiot

Ly
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More information on

e WWW.St.com

« www.st.com/en/embedded-software/x-linux-igwwsn.html
« DB5376

e STMicroelectronics/x-linux-igowwsnl ->source code
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http://www.st.com/
http://www.st.com/en/embedded-software/x-linux-igwwsn.html
https://github.com/STMicroelectronics/x-linux-igwwsn1

Our technology
starts with You

Find out more at www.st.com
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