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Quick Start Guide 
for 
X-LINUX-IGWWSN1

*Industrial edge gateway software package for wireless 

sensor networks (WSN).
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Prerequisites
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Hardware

• STM32MP257F-EV1 cut 2.0 board

• Micro SD 32GB

• 5 STEVAL-PROTEUS1 boards (at least 2 boards)

• STLINK-V3 or STLINK-V3MINIE

• Power supply classic or USB type-C 5V@3A 

Software

• STM32CubeProgrammer v.2.18 or higher

• OpenSTLinux Distribution v6.0

• X-LINUX-AZURE v5.1

• STSW-PROTEUS v1.1.1

Misc

• A Linux® PC running Ubuntu® 20.04 or 22.04 is recommended

• Internet connection by ethernet cable

• Microsoft Azure IoT Central account

Requirements

4
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1 Edge GW Set up
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WSN set up
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STM32MP257F-EV1 kit overview

N Description

1 MB1936 main board

2
7” LVDS WSVGA display with touch panel (EDT 

ETML0700Z9NDHA panel)

3 LVDS display cable 

The display is useful to show debug messages and Demo application

For more information refer to: https://wiki.st.com/stm32mpu/wiki/STM32MP25_Evaluation_boards_-_Starter_Package

https://wiki.st.com/stm32mpu/wiki/MB1936
https://wiki.st.com/stm32mpu/wiki/Display_panels_hardware_components#EDT_ETML0700Z9NDHA_-28LVDS-29
https://wiki.st.com/stm32mpu/wiki/Display_panels_hardware_components#EDT_ETML0700Z9NDHA_-28LVDS-29
https://wiki.st.com/stm32mpu/wiki/STM32MP25_Evaluation_boards_-_Starter_Package
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Preliminary

Insert the micro-SD in the slot

A micro SD, at least 

16GB, is necessary to 

install the Open ST 

Linux

Put the micro-SD in the slot before supplying the board
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Power supply

5V/3A Power Supply Jack

USB Type-C Adapter
Power mode 

jumper

The board can be powered in two 

different modes (selected with the  

dedicated jumper):

1) 5V@3A Power Supply Jack

2) 5V@3A standard USB Type-C 

source with profile

Important: in case to connect the USB Type-C port directly to the PC, ensure to have enough power.

For more information refer to the official documentation of the STM32MP257F-EV1 board.
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2 OS installation



x-linux-igwwsn1_qsg v1 2024-12-20

• Refer to the official ST guide Starter Package to install Open ST Linux (OSTL)

OSTL Installation

wiki.st.com/stm32mpu/wiki/Getting_started/STM32MP2_boards/STM32MP257x-EV1

https://wiki.st.com/stm32mpu/wiki/Getting_started/STM32MP2_boards/STM32MP257x-EV1
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OSTL boot

Generic serial console

i.e. Tera Term

System ready

Debug console 

messages

Linux Command
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Internet connectivity

Show the available interfaces

Local IP address for ethernet 

Ping to external server

Ethernet port to 

Internet connection

Positive feedback
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3 X-LINUX-AZURE  installation
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• Open the related page on st.com

X-LINUX-AZURE expansion package - stm32mpu

• Section n4 select the Starter Package link:

• Section n5 package software setup

• Select the section 5.1 - Authentication with symmetric key stored in file system

• Go to the section 5.4 – Troubleshooting

• Section n6. How to run the Simulated Sensor Module 

• 6.1. On Azure IoT Central

X-LINUX-AZURE installation

https://wiki.st.com/stm32mpu/wiki/X-LINUX-AZURE_expansion_package
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• Check the installation: iotedge --version 

• Check the configuration: iotedge check

Microsoft iotedge check



x-linux-igwwsn1_qsg v1 2024-12-20x-linux-igwwsn1_qsg v1 2024-12-20

4 ZigBee WSN setup

Coordinator

End-device

Router

End-device

End-device
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STEVAL-PROTEUS1 setup

The STEVAL-PROTEUS1 evaluation kit package includes:

1. a main board (dimensions: 29 mm x 35 mm) 

2. a LiPo battery 3.7 V 480 mAh (HiMax) 

3. a plastic case and some screws 

STSW-PROTEUS v1.1.1 Software package 

- ZigBee 3.0 stack (preliminary for all boards)

- Coordinator firmware

- Router firmware

- End node firmware

Links:

• STEVAL-PROTEUS1 web page

• UM3000 Getting started with STEVAL-PROTEUS1

• STSW-PROTEUS Software package

• UM3045 Getting started with STSW-PROTEUS1 (3.2 ZigBee-based application section)

https://www.st.com/en/embedded-software/stsw-proteus.html
https://www.st.com/en/evaluation-tools/steval-proteus1.html
https://www.st.com/resource/en/user_manual/um3000-getting-started-with-the-stevalproteus1-evaluation-kit-for-condition-monitoring-based-on-the-24-ghz-stm32wb5mmg-module-stmicroelectronics.pdf
https://www.st.com/en/embedded-software/stsw-proteus.html
https://www.st.com/resource/en/user_manual/um3045-getting-started-with-the-stswproteus-software-package-for-the-stevalproteus1-industrial-sensor-node-kit-stmicroelectronics.pdf
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Tools to update STEVAL-PROTEUS1

It is necessary to use:

- STM32CubeProgrammer software 

- STLINK-V3MINIE hardware programmer

STLINK-V3MINIE

STM32CubeProgrammer

https://www.st.com/en/development-tools/stlink-v3minie.html
https://www.st.com/en/development-tools/stm32cubeprog.html


x-linux-igwwsn1_qsg v1 2024-12-20

• Download and unzip

• Stack binary firmware

• Application binary firmware

STSW-PROTEUS package 

https://www.st.com/en/embedded-software/stsw-proteus.html

https://www.st.com/en/embedded-software/stsw-proteus.html
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Connect the STLINK-V3MINIE

USBC cable

PC with STM32CubeProgrammer

USB Type-A power supply
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Open STM32CubeProgrammer and select STLink-V3

Connect to the STLink-V3
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• Folder   → STSW-PROTEUS_v1.1.1\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\

• Coordinator and router  → stm32wb5x_Zigbee_FFD_fw.bin

• End Device   → stm32wb5x_Zigbee_RFD_fw.bin

Update the ZigBee stack

1

2

3
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• Folder  → STSW-PROTEUS_v1.1.1\Projects\STEVAL-PROTEUS\Applications\Zigbee\Zigbee_*\Binary

• Coordinator → STSW-PROTEUS_Zigbee_Coordinator_reference.bin

• Router  → STSW-PROTEUS_Zigbee_Router_reference.bin

• End-device → STSW-PROTEUS_Zigbee_End_Device_reference.bin

Update firmware application

1

2 3
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STLINK-V3 serial output example

For more information refer to STEVAL-PROTEUS1 official documentation

Serial console connect to the 

STLink-V3 virtual com

STSW-PROTEUS FW Information:

- Zigbee

- End-device v1.1.0

- date 2024-09-12

Zigbee stack information

MCU Id -> Last 4 bytes are the 

End-node UID (available in the 

dashboard)
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5 X-LINUX-IGWWSN1
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• Clone the source code from official STMicroelectronics Github 

• PC> git clone https://github.com/STMicroelectronics/x-linux-igwwsn1.git

Download package

27

Configuration files

Source code: Module and Manifest

(Visual Studio Code project)

https://github.com/STMicroelectronics
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1. Add IoT Edge Manifest: STIIoTEdgeGW_Manifest

2. Create Device Templates

a) STIIoTEdgeGW device template (modules: edgeSerial and edgeIIoTGW)

b) STIIoTNodeDevice device template (model available)

3. Create IoT Edge Device (DT: STIIoTEdgeGW, MF: STIIoTEdgeGW_Manifest)

4. Create at least 4 Node Devices (DT device template STIIoTNodeDevice)

5. On the STM32MPU board

a) Configure /etc/aziot/config.toml

b) Configure /var/lib/iiotedgegw/config/config_net.json

Azure IoT Central – Overview configuration

Note: Microsoft IoT central account is mandatory
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Azure IoT Central – Global overview
1

2 3

4

R

EADY

R

EADY
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• File: asset/STIIoTEdgeGW_Manifest_deployment.arm32v7.json

Azure IoT Central – Add the manifest

1) Open the Edge manifest section

2) Press new

3) Insert a manifest name (proposed STIIoTEdgeGW_Manifest)

4) Select the manifest file in the asset folder

5) Press Next

6) Check the Modules 

7) Press Create

8) Find the new manifest

5

3

4

8

6

7

2

1
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• The Container Register credentials are to be set in the following files

1. File: code/.env

2. File: asset/STIIoTEdgeGW_Manifest_deployment.arm32v7.json

Azure IoT Central – Customization

To pull the images set the following credentials:

username users

password 69vVGh/xTsHPqebKVOOlU47Z9SYpxUWgXkJkooi8zK+ACRArciGX

address stiiotgwcr.azurecr.io

Note: in the repository the credentials could be empty, copy the information
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Azure IoT Central – Create IoT Edge Device template
1

2

3

4

1) Open the Device templates section

2) Select an Azure IoT Edge template and 

press Next: Customize button

3) Insert a device template name (proposed STIIoTEdgeGW) and 

check This is a gateway device

Press Next: Review button

4) Review the empty device and press Create



x-linux-igwwsn1_qsg v1 2024-12-20

Azure IoT Central – Add the modules
Add the modules: 
 - edgeSerial 

 - edgeIIoTGW 

with the corresponding file in asset folder.

Important: publish the device template before assigning it to a device
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Azure IoT Central – Create Node Device template

Back to 

1

2

3

4

1) Open the Device templates section

2) Select an IoT Device template and 

press Next: Customize button

3) Insert a device template name (proposed STIIoTNodeDevice) and 

Maintain unchecked This is a gateway device

Press Next: Review button

4) Review the empty device and press Create
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Azure IoT Central – Add the model to device template
1) Press Import a model and select the file 

STIIoTEndNode_DeviceTemplate_module.json into the asset folder

2) Publish the create device template

Note: the device template name have to be set into the config_net.json file
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Azure IoT Central – Device templates overview

Now ready to create the devices
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Azure IoT Central – Create IoT Edge Device
and configure the config.toml in the STM32MPU Board

1) Press New button and fill the fields, important select the STIIoTEdgeGW device 

template and STIIoTEdgeGW_Manifest as manifest

2) Press Create button

3) Open the EdgeGW (available in the list of devices)

4) Open Connect information to get the configuration 

5) Copy into the STM32MPU board config.toml file (folder /etc/aziot)

STM32MPU Board: /etc/aziot/config.toml
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Azure IoT Central – Create Node Devices

Create 4 devices with the STIIoTNodeDevice Device Template (created before)

Insert the preferred device name Node1 (proposed)

Insert the preferred device id: Node1

Select the Device Template: STIIoTNodeDevice

The node device information are 

copied into the config_net.json file 

(see next section)



x-linux-igwwsn1_qsg v1 2024-12-20

Network configuration
config_net.json (folder /var/lib/iitedgegw/config/)
This file must be configured by the user to connect each Node with a digital twin

*this folder is created by the iotedge run-time and the file is created by the application gw module on run
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Network configuration

"NODE0001" : {

"S":"01", 

"Name": "Node1", 

"Provisioning" : {

 "device_id": "Node1",  

 "primary_key": "<primary key>", 

 "device_physical_id": "DP01", 

 "id_scope": "<id scope>", 

 "device_template_id": "STIIoTNodeDevice"

 }

}

Short id (for future feature)

Custom name

• *  The device_physical_id is the digital twin node identification. 

• ** The Node UID is the last 4 bytes of the MCU UID (available in the log STLINK-V3 serial console)

Device id

Primary key

Id scope

Provisioning configuration

- Leave NODEx to dynamic association of the STEVAL-PROTEUS1 (in order of connection)

- Edit with the Node UID** to associate a specific STEVAL-PROTEUS1

Node1 configuration example



x-linux-igwwsn1_qsg v1 2024-12-20

Launch the iotedge config apply

Apply the new configuration

The iotedge stops all services, applies the 

new configuration and restarts again the 

services … together there are messages on 

linux system debug output
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System ready

After waiting a little while, the system will be ready.

Azure IoTC view

STM32MPU Board view

In both system are available 

the same information 
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6. Application
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• On board: it is possible to know the status of the modules running in the iotedge 

environment, types:

▪ iotedge logs edgeSerial --tail 10 -f → to check the serial port status

▪ iotedge logs edgeIdentityTranslation --tail 10 -f → to show the identity translation activity

▪ iotedge logs edgeIIoTGW --tail 10 -f → to monitor the GW activity

 

General check

edgeSerial: it is working fine
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The coordinator is a STEVAL-PROTEUS1 

connected to the STM32MPU Board with a 

microUSB cable

Coordinator: physical connection

Coordinator

STM32MPU Board

Ethernet cable
USB Type-C: for power 

and serial console

microUSB cable

Console output
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In the Azure IoT Central

1. Select the device and open the 

commands tab

2. Then press Run in Serial / List 

command and open the 

response

3. Copy the vcom id and press 

Run in Serial / Connect, then 

check the response

4. Copy the vcom id and in Serial / 

Start and press Run

Coordinator: open serial from remotely

1

2

3

2b

3b

4 The system is ready
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Coordinator: debug show

List command 

and response

Connect command 

and response

Log commands

Start command and 

response

List node received 

from the serial port 

(empty on start-up)

Log folder /run/shm/iiotgw/log/

Serial output log
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Show data

- Open the Node1 

device (in Devices tab)

- Select Raw data tab

- Show received data

Data received from 

coordinator and available in 

the cloud
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Show Data

The data are available in real time 

directly in the STM32MPU board 

for all or for a specific node 

(iiotgw_node_x.log x 0-based 

index)
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• www.st.com

• www.st.com/en/embedded-software/x-linux-igwwsn.html

• DB5376

• STMicroelectronics/x-linux-igwwsn1 →source code

More information on

http://www.st.com/
http://www.st.com/en/embedded-software/x-linux-igwwsn.html
https://github.com/STMicroelectronics/x-linux-igwwsn1
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