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Overview

The SPC584Bx is a family of Power Architecture based microcontrollers that targets
automotive vehicle body and gateway applications such as:

e Central body controller
e Smart junction box
e Mid and high end gateway

The SPC584Bx belong to a wide family of automotive microcontroller products which offers
the scalability needed to implement platform approaches and delivers the performance and
features required by increasingly sophisticated body applications.

It is available as single or symmetrical dual core and operates at speeds of up to 120 MHz
enabling the customer to adjust the performance and consumption to the application needs.
The versatile low power modes available on SPC56 body MCU have been extended with a
Smart Standby Wake-up Unit reducing further the average consumption in low power
conditions.

A large variety and number of communication interfaces like ISO CAN-FD, Ethernet with
AVB are available as well as new features for security (HSM) and safety (ASIL-B)
requirements.

It also capitalizes on the nominal available development infrastructure of current Power
Architecture devices and is supported with software drivers, operating systems and
configuration code to assist with users implementations.

The information in this book is subject to change without notice, as described in the
disclaimer. As with any technical documentation, it is the readers’ responsibility to ensure
they have the most current version of this document.

To locate any published errata or updates for this document, visit the ST Web site at
http://www.st.com.

Audience

This manual is intended for system software and hardware developers and applications
programmers who want to develop products with the SPC584Bx device. It is assumed that
the reader understands operating systems, microprocessor system design, basic principles
of software and hardware, and basic details of the Power Architecture.
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Preface RM0449
1 Preface
1.1 Document organization
This document includes chapters that are divided into parts:
e Partlincludes chapters that describe the device as a whole or provide device-specific
information.
e Partllincludes chapters that describe the functionality of the individual modules on the
device.
1.2 Register conventions

Figure 1 and Table 1 provide the register conventions used throughout this manual.

Always| 1 | Always| 0 |R/W piT| Read- BIT | Write- Write 1| BIT | Self-clear| 0 N/A
reads 1 reads 0 bit only bit only bit| BIT | to clear| wic bit BIT
Figure 1. Key to register fields
Table 1. Register conventions
Convention Description
Depending on its placement in the read or write row, indicates that the bit is not
readable or not writable.
FIELDNAME Ident!ﬂes the field. Its presence in the read or write row indicates that it can be read
or written.
Register field types
R Read only. Writing this bit has no effect.
w Write only
RIW Standard read/write bit. Only software can change the bit’s value (other than a
hardware reset).
wm A read/write bit that may be modified by a hardware in some fashion other than by a
reset.
wic Write one to clear. A status bit that can be read, and is cleared by writing a one.
slfclr Self-clearing bit. Writing a one has some effect on the module, but it always reads as
zero.
Reset values
0 Resets to zero
1 Resets to one
— Undefined at reset
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1.3 Acronyms and abbreviations
Appendix A: Acronyms and abbreviations lists acronyms and abbreviations used in this
document.

1.4 Reference documents

In addition to this reference manual, the following documents provide additional information
on the operation of the SPC584Bx:

. IEEE-ISTO 5001™-2012 Standard for a Global Embedded Processor Interface
(Nexus)

e |EEE 1149.1-2001 standard - IEEE Standard Test Access Port and Boundary-Scan
Architecture

Information about Power ISA™ Book is available at Power Architecture web site.
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Introduction

SPC584Bx microcontroller

The SPC584Bx microcontroller is a new device in the SPC58 family superseding the
SPC564Cx and SPC56ECx family. SPC584Bx is built on the legacy of the SPC564Cx and
SPC56ECx family, while introducing new features coupled with higher throughput to provide
substantial reduction of cost per feature and significant power and performance
improvement (MIPS per mW). On the SPC584Bx device, there is one processor core
€200z420 and one €200z0 core embedded in the Hardware Security Module.

Core features

The platform consists in one €200z420 CPU operating at up to 120 MHz. It includes
enhancements to implement safety (e2e ECC, Core MPU) and increased performance
(Local D-RAM as well as Instruction and Data Cache).

The Hardware Security Module (HSM) includes one CPU running at 60 MHz.

All CPUs are compatible with the Power Architecture VLE instruction set, that supports code
size reduction. The Power Architecture has enhancements that improve the architecture’s fit
in embedded applications.

Memory hierarchy

The SPC584Bx has three levels of memory hierarchy. At the top level there is a combination
of Instruction Cache, Data Cache, and Local Data RAM. The local RAM arrays are
embedded into the CPU’s pipeline to provide the fastest possible access time. The second
level of memory is system RAM and flash. These are connected via a 120 MHz, 64-bit wide
crossbar. The third level of memory system is the I/O subsystem. All the 1/O peripherals are
connected together via a 120 MHz 64-bit wide crossbar switch, while peripherals are
connected at different frequencies (see the clocking chapter for further details). The reduced
speed for the peripherals helps to reduce power.

3

RM0449 Rev 4




RM0449

Introduction

2.2

3

Features

On-chip modules within SPC584Bx include the following features:

One main CPU, dual issue, 32-bit CPU core complexes (€200z4).
—  Power Architecture embedded specification compliance

— Instruction set enhancement allowing variable length encoding (VLE), encoding a
mix of 16-bit and 32-bit instructions, for code size footprint reduction

—  Single-precision floating point operations

— 64 KB local data RAM for Core_2

— 8 KB I-Cache and 4 KB D-Cache for Core_2

2112 KB (2048 KB code flash + 64 KB data flash) on-chip flash memory

—  Supports read during program and erase operations, and multiple blocks allowing
EEPROM emulation

176 KB HSM dedicated flash memory (144 KB code + 32 KB data)

128 KB on-chip general-purpose SRAM (+ 64 KB local data RAM: 64 KB included in
the CPU)

Multi channel direct memory access controllers
— 32 eDMA channels
One interrupt controller (INTC)

Dual phase-locked loops with stable clock domain for peripherals and FM modulation
domain for computational shell

Crossbar switch architecture for concurrent access to peripherals, Flash, or RAM from
multiple bus masters with end-to-end ECC

Hardware security module (HSM) with HW cryptographic co-processor
System integration unit lite (SIUL)

Boot assist Flash (BAF) supports factory programming using a serial bootload through
the asynchronous CAN or LIN/UART.

Hardware support for safety ASIL-B level related applications

Enhanced modular 10 subsystem (eMIOS): up to 64 (2 x 32) timed I/O channels with
16-bit counter resolution

—  Buffered updates
—  Support for shifted PWM outputs to minimize occurrence of concurrent edges

—  Supports configurable trigger outputs for ADC conversion for synchronization to
channel output waveforms

—  Shared or independent time bases

—  DMA transfer support available

Body cross triggering unit (BCTU)

—  Triggers ADC conversions from any eMIOS channel

—  Triggers ADC conversions from up to 2 dedicated PIT_RTlIs

—  One event configuration register dedicated to each timer event allows to define the
corresponding ADC channel

—  Synchronization with ADC to avoid collision
Enhanced analog-to-digital converter system with:
— Two independent fast 12-bit SAR analog converters
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—  One supervisor 12-bit SAR analog converter

—  One 10-bit SAR analog converter with STDBY mode support
Seven deserial serial peripheral interface (DSPI) modules

Fourteen LIN and UART communication interface (LINFlexD) modules
—  LINFlexD_0 is a Master/Slave

—  All others are Masters

Eight modular controller area network (MCAN) modules, all supporting flexible data
rate (ISO CAN-FD compliant)

One ethernet controller 10/100 Mbps, compliant to IEEE 802.3-2008
IEEE 1588-2008 Time stamping (internal 64-bit time stamp)
IEEE 802.1AS and IEEE 802.1Qav (AVB-Feature)

IEEE 802.1Q VLAN tag detection

IPv4 and IPv6 checksum modules

Nexus development interface (NDI) per IEEE-ISTO 5001-2003 standard, with some
support for 2010 standard.

Device and board test support per Joint Test Action Group (JTAG) (IEEE 1149.1 and
IEEE 1149.7), 2-pin JTAG interface.

Standby power domain with smart wake-up sequence

2.3 Feature list

Table 2 lists a summary of major features for the SPC584Bx device. The feature column
represents a combination of module names and capabilities of certain modules. A detailed
description of the functionality provided by each on-chip module is given later in this
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document.
Table 2. Features List
Feature Description
SPC58 family 40 nm
Number of Cores 1
Local RAM 64 KB Data
Single Precision Floating Point Yes
SIMD No
VLE Yes
8 KB Instruction
Cache
4 KB Data
MPU Core MPU: 24 per CPU
System MPU: 24 per XBAR
Semaphores No
CRC Channels 2x4
Software Watchdog Timer (SWT) 2
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Table 2. Features List (continued)

Feature Description
Core Nexus Class 3+
4 x SCU
Event Processor
4 x PMC
Run control Module Yes

System SRAM 128 KB (full standby RAM)
Flash 2048 KB code / 64 KB data
Flash fetch accelerator 2 x 4 x 256-bit
DMA channels 32
DMA Nexus Class 3
LINFlexD 14
MCAN (ISO CAN-FD compliant) 8
DSPI 7
12C 1
Ethernet 1 MAC with Time Stamping, AVB and VLAN support

SIPI/ LFAST Debugger

High Speed

System Timers

8 PIT channels

1 AUTOSAR® (STM)

RTC/API
eMIOS 2 x 32 channels
BCTU 64 channels

ADC (SAR) 4
Temp. sensor Yes
Self Test Controller Yes

PLL Dual PLL with FM
Integrated linear voltage regulator Yes
External Power Supplies 5V,33V
HALT Mode
STOP Mode

Low Power Modes

Smart Standby with output controller, analog and digital inputs

Standby Mode

RMO0449 Rev 4
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2.4 Packages

The SPC584Bx is available in these production packages: eTQFP64, eTQFP100,
eTQFP144, eLQFP176.

2.5 Software debug and calibration

The Production Device (PD) includes many features to facilitate software development.
These features include:

¢ Nexus code execution trace on all CPUs

e Nexus data trace on all bus masters (DMA, Interprocessor bus, CPUs, etc.)
e  Performance monitors for each CPU

e  Sequence Processing Unit for complex trace triggering

2.6 Block diagram

The figures below show the top-level block diagrams.

3
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Figure 2. Block diagram
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Figure 3. Periphery allocation
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Embedded memories

Overview

Features include:

e  Onboard SRAM, including system SRAM, and data memory for the processor core
e  Onboard system error correction code (ECC) Flash memory

e End-to-end ECC (e2eECC) error detection and correction

e  Built-in Flash memory security features including censorship and a programmable
Hardware Security Module (HSM)

e Embedded memories in the peripherals(@):
— CAN
— eDMA
—  Ethernet MAC

SRAM

System SRAM

SPC584Bx device includes 128 KB of general-purpose on-chip ECC SRAM, including
128 KB standby RAM. The SRAM can be configured for either zero- or one-wait state read
operation latency using the PRCR1 register in the SRAM controller.

e Refer to Chapter 33: Platform RAM controller AHB (PRAMC_AHB) for details on
configuring the SRAM controller.

e Refer to the Memory Map chapter for the SPC584Bx SRAM map.

Processor core local RAM

SPC584Bx devices include local data RAM (D-MEM) for the processor core to provide
enhanced performance.

Refer to the Introduction chapter for processor core local RAM size.
The core RAM supports zero wait-state, single-cycle latency on processor local accesses.

Each area of core RAM is accessible by bus mastering peripheral devices. Refer to the
Memory Map chapter for the SPC584Bx SRAM map.

Embedded Flash memory

Flash memory on SPC584Bx device consists of one Flash memory controller and a Flash
memory array module. The Flash controller provides Flash configuration and control
functions and manages the interface between the Flash memory array and the device
crossbar switch. Figure 4 shows the memory architecture.

a. Refer to the respective module chapter for details.
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Figure 4. SPC584Bx Flash memory block diagram
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The remaining sections give the functional details of the Flash controller and Flash array,
followed by the memory maps.

Flash memory controller

The SPC584Bx Flash memory controller acts as an interface between the system bus and
the Flash memory array.

The Flash memory controller contains a four-entry, two-way set-associative mini-cache that
delivers Flash read data with a zero-wait state response on lines that reside in the cache.
Each entry contains one Flash read page, a 256-bit (32-byte) memory value. Read requests
that miss the cache generate the needed Flash memory array access.

The Flash memory controller contains configuration registers that manage Flash
functionality such as read buffering in the mini-cache, access control, and read wait state
management of the Flash memory.

Refer to the Flash memory controller chapter for details.

Flash memory array

SPC584Bx device includes one single 2 MB Flash memory array, referred to as “main
space,” plus an independent 16 KB block of one-time-programmable (OTP) Flash memory
included to support systems that require non-volatile memory for security features or system
initialization information. The independent 16 KB block is referred to as “UTEST space.”

For code Flash sectors, reads of the embedded Flash memory return a 256-bit page of data
that may be buffered in the mini-cache in the Flash memory controller. Programming of the
Flash may be done by quad word (128-bits), page (256-bits), or quad-page (1024-bits).
Flash memory is erased on a block by block basis.

3
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Features

e Flash segmentation
— 16 KB, 32 KB, 128 KB, and 256 KB blocks provided for code or data
—  Four 16 KB blocks provided for EEPROM emulation
— One 16 KB block and one 128 KB blocks provided for secure code
—  Two 16 KB blocks provided for secure data
—  Support for reading-while-writing when the accesses are to different partitions
e  Flash memory protection: write protection and OTP function available for each block
e Test and initialization data stored in a non-volatile 16 KB OTP UTEST block
e ECC with triple bit detection, double and single bit correction
e Erase suspend, program suspend, and erase-suspended program all supported

Flash organization

The embedded Flash memory consists of six address spaces in four groupings:

e 16 KB, 32 KB and 128 KB low address spaces

e 16 KB mid address space

e 16 KB high address space

e 256 KB address space

Address space group (low-, mid- or high-address space) determines which registers/fields

are used to select blocks for modify operations or lock them from modify operations. Each
address space is independent.

The Flash module is further divided into two partitions that determine locations for valid
Read While Write (RWW) operations. While the embedded Flash memory is performing a
“write” (program or erase) to a given partition, it can simultaneously read from the other
partition.

e  For program operations, only the address specified by an interlock write determines the
partition being written (block locking and block select registers do not determine the
RWW partitions being written).

e For erase operations, only blocks that are selected and unlocked determine the RWW
partitions being written.

Figure 5 shows the Flash block segmentation and Read While Write partitioning for
SPC584Bx devices.
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Figure 5. Flash memory segmentation and Read While Write partitioning
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Note: Refer to the Memory Map chapter for the SPC584Bx Flash memory map.

3.3.23 UTEST memory space

Devices in the SPC584Bx family contain a 16 KB area of one-time-programmable (OTP)
Flash memory for storing test information and device configuration data. Refer to the
Memory Map chapter for the SPC584Bx UTEST memory map.

3.3.24 Chip-specific C40FMC Flash register information

Refer to Chapter 35: Embedded Flash Memory for chip-specific layouts of the on-chip Flash
memory control registers that contain bits used to lock individual Flash blocks from
accidental erase or select individual Flash blocks for operations.

3.4 End-to-end Error Correction Code (e2eECC)

To support market requirements related to improved functional and transient fault detection
capabilities, this family of automotive microcontrollers includes end-to-end ECC (e2eECC)
support. This e2eECC is structurally different from traditional “ECC at memory” functionality
because it provides robust error detection capabilities from one endpoint of an information
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transfer to another endpoint, with temporary information storage in one or more intermediate
components.

Memory protected by ECC/EDC traditionally generates and checks additional error parity
information local to the memory unit to detect or correct errors that have occurred on data
stored in the memory, or both. On the other hand, e2eECC generates error protection codes
at the source of data generation. It sends the encoded data and error protection codes to
intermediate storage when a memory write is initiated by a bus master and performs a data
integrity check using the previously stored error protection codes at a data memory when a
read of stored information is requested by a bus master. The intermediate storage may
transform the generated error protection codes into another format for storage and then
regenerate the codes for provision when a request is made to read the stored information or
it may simply store the original protection codes unaltered, depending on the particular unit.

Additionally, the error protection codes are generated on the basis of more than just the data
associated with a storage location to protect additional information associated with an
access. In particular, address information corresponding to the access location of the stored
information is combined with the stored data at the data source to generate error protection
codes that cover certain types of addressing errors in the system interconnect or in the
memory unit. The error protection codes may be checked at the memory unit on a store to
ensure that no address information or data has been corrupted while the request has
transitioned through the device from the bus master source. The error protection codes may
also be checked to ensure that address decoding within the storage memory was performed
properly (although not all address decoding errors can be detected this way) or it may
simply store the received data and protection codes at the address it receives.

On a read request from a bus master, the memory unit retrieves the data information and
error protection codes corresponding to the received address from the storage location or
locations and supplies the data along with the error protection codes to the requesting
device. The requesting device uses a locally stored address value corresponding to the
read request to check the returning data and error protection codes to ensure that no errors
have occurred in either addressing the memory or in the retrieved data. This ensures that
the address sent for the request was not corrupted, the addressed location was actually
accessed (to the extent it is possible to ensure) and the stored data was error free, to the
extent the ECC coding scheme is able to detect. As a result, the fault coverage provided by
the end-to-end check is considerably more robust than the previous implementation of
locally generated and checked/corrected error protection at each memory unit.

A comparison of the traditional and e2eECC approaches is shown in Table 3.

Table 3. ECC comparison of data write-then-read sequence

Traditional ECC End-to-End ECC (e2eECC)
Bus master initiates data write and generates
Bus master initiates data write ECC checkbits based on 29-bit address and 64-
bit data fields
Data write transfer routed from bus master to Data write transfer (including checkbits) routed
appropriate bus slave from bus master to appropriate bus slave

For a bus memory slave, generate the ECC
checkbits based on the data value and store data
+ checkbits into the memory

For a bus memory slave, store data and
checkbits into the memory

Bus master initiates data read of previously Bus master initiates data read of previously
written memory location written memory location
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Table 3. ECC comparison of data write-then-read sequence (continued)

Traditional ECC

End-to-End ECC (e2eECC)

Data read transfer routed from bus master to
appropriate bus slave

Data read transfer routed from bus master to
appropriate bus slave

For a bus memory slave, the memory array is
accessed, the controller performs the ECC
checkbit decode and syndrome generation,
performs any needed single-bit correction and
drives the read data onto the system bus
interconnect

For a bus memory slave, the memory array is
accessed, and the controller passes the read
data and associated checkbits onto the system
bus interconnection

The bus master captures the read data and
continues

The bus master captures the read data and
associated checkbits, performs the ECC checkbit
decode and syndrome generation, performs any

needed single-bit correction and continues

The scope of differences in the operations “covered” by the ECC checks is readily apparent
with the e2eECC concept providing improved fault detection capabilities in two important
aspects:

e The entire data transaction; from the initiating bus master, through the entire platform
crossbar steering mechanism, to the destination slave target is covered during write
accesses. Likewise, a read is checked from the initiating bus master, through the
crossbar steering mechanism, through the actual memory read and transmission of the
data plus checkbits back to the bus master, where the integrity and correctness of the
entire transaction is checked.

e The selected ECC provides protection of both the address field as well as the data
field, again for improved fault coverage.

Additionally, this particular structure also provides a significant implementation
improvement. The traditional ECC at the memory approach places the checkbit decode and
error syndrome generation with the error/no_error state, affecting whether the system bus
transfer must be stalled (to correct a single or double bit error or report a noncorrectable
event) or is allowed to complete (for error-free transfers) in a critical timing arc which often
sets the upper limit of the operating frequency of the microcontroller. With the e2eECC
scheme, the checkbit decode and error syndrome logic is located in the requesting bus
master where there are generally more degrees of implementation freedom and the
error/no_error state determination is removed from the system bus cycle termination logic;
producing an improved timing arc and generally higher operating speeds.

Errors that occur within the system interconnect are typically manifested as an incorrect
address, incorrect write data, or incorrect read data to be presented to the slave or back to
the master. Errors occurring within the storage typically manifest themselves eventually in
corrupted read data or checkbits being returned to a requester. While not all possible errors
can be detected this way, this approach provides a substantial improvement versus
traditional methods. Additional on-line diagnostics, or additional hardware, or both should be
able to catch a majority of the errors not covered directly by the e2eECC scheme.

Security features

The SPC584Bx architecture implements a security framework that makes it possible to
protect the micro-controller resources from potential attacks.
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Note: Detailed information on the SPC584Bx security architecture is published in a separate
document and is available on a limited basis to customers who have a non-disclosure
agreement (NDA) with STMicroelectronics.
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Signal Description

Production packages

The SPC584Bx device is available in these production packages:

o eTQFP64

e eTQFP100
e eTQFP144
e eLQFP176

Case numbers and outline drawings for each package are provided in the SPC584Bx
Microcontroller Data Sheet.

Package pinouts/ballouts and pin/ball descriptions

Refer to the SPC584Bx Microcontroller Data Sheet and the SPC584Bx pinout Microsoft
Excel® workbook file attached to I0_Definition document.

The SPC584Bx pinout provides signal descriptions and related information for the
SPC584Bx device:

e the I/O Signal Table sheet contains information on generic pins, including the port pin,
SIUL MSCR number, MSCR SSS, function, module, signal description, direction, pad
type, and package pin numbers for each 1/O pin

e the Input Muxing sheet contains the signal multiplexing options

e the Supply Pins sheet provides information on power supply and reference voltage pins

e the Miscellaneous sheet provides information on system pins (analog, reset, test,
debug and trace pins)

The SIUL module is used to multiplex the device input/output pins and the internal
input/output ports.

Multi-function pins are programmable via their respective Multiplexed Signal Configuration
Register (MSCR) Source Signal Select (SSS) values. The SSS value selects which source
signal is connected to the associated destination.

3
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Memory Map

Table 4 details the device memory map for the SPC584Bx.

All addresses on the SPC584Bx, including those that are reserved, are identified. The
addresses represent the physical addresses assigned to each region or module name. A
memory access, either read or write, to any region marked as “Reserved” will result in a
Transfer Error. This error can generate an interrupt request in the CPU.

Table 4. Overview Memory Map

Start Address End Address Description
0x00000000 0x003FFFFF Reserved
0x00400000 OxOFFFFFFF Flash memory controller (refer to Table 5)
0x10000000 0x3FFFFFFF Reserved
0x40000000 0x407FFFFF System RAM (refer to Table 6)
0x40800000 Ox4FFFFFFF Reserved
0x50000000 Ox5FFFFFFF Processor local RAM (refer to Table 7)
0x60000000 Ox9FFFFFFF Reserved
0xA0000000 OXAFFFFFFF Security module (refer to Table 8)
0xB0000000 OxF3FFFFFF Reserved
0xF4000000 OxF7FFFFFF Peripheral bridge 2 (refer to Table 9)
0xF8000000 OxFBFFFFFF Peripheral bridge 1 (refer to Table 10)

Flash memory

Table 5 details the flash memory map for the SPC584Bx.

Table 5. Flash memory map

1 RWR partition

Start address End address Description
RWW Partition ID
0x00000000 0x003FFFFF Reserved
Test & BAF Flash Blocks
0x00400000 0x00403FFF ;i:ci(%TEST NVM Block 0@
0x00404000 0x00407FFF 16 KB BAF block0 0@
0x00408000 0x0060BFFF Reserved
Security Code Flash Blocks

0x0060C000 0x0060FFFF 16 KB HSM Code block3 0
0x00610000 0x0062FFFF 128 KB HSM Code block0 0
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Table 5. Flash memory map (continued)

1 RWR partition
Start address End address Description
RWW Partition ID
0x00630000 0x0067FFFF Reserved
Security Data Flash Blocks
0x00680000 0x00683FFF 16 KB HSM EEPROM block0 1
0x00684000 0x00687FFF 16 KB HSM EEPROM block1 1
0x00688000 0x007FFFFF Reserved
Data Flash Blocks
0x00800000 0x00803FFF 16 KB EEPROM Block0 1
0x00804000 0x00807FFF 16 KB EEPROM Block1 1
0x00808000 0x0080BFFF 16 KB EEPROM Block2 1
0x0080C000 0x0080FFFF 16 KB EEPROM Block3 1
0x00810000 0x00FBFFFF Reserved
Low & Mid Flash Blocks
0x00FCO0000 0xO0FC3FFF 16 KB Code Flash block1 0
0x00FC4000 0x00FC7FFF 16 KB Code Flash block2 0
0x00FC8000 0x00FCFFFF 32 KB Code Flash block0 0
0x00FD0000 O0x00FD7FFF 32 KB Code Flash block1 0
0x00FD8000 O0xO0FDFFFF 32 KB Code Flash block2 0
0x00FE0000 Ox00FFFFFF 128 KB Code Flash blockO 0
Large Flash Blocks

0x01000000 Ox103FFFF 256 KB Code Flash blockO 0
0x01040000 0x0107FFFF 256 KB Code Flash block1 0
0x01080000 0x010BFFFF 256 KB Code Flash block2 0
0x010C0000 0x010FFFFF 256 KB Code Flash block3 0
0x01100000 0x0113FFFF 256 KB Code Flash block4 0
0x01140000 0x0117FFFF 256 KB Code Flash block5 0
0x01180000 0x011BFFFF 256 KB Code Flash block6 0
0x011C0000 OXOFFFFFFF Reserved

1. Referto for additional details about how the UTest Flash Block is organized

2. Same Flash physical block

System memory

The following table details the system and stand-by RAM memory map.
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Table 6. System and stand-by RAM memory map
Start offset | End offset Assigned XBAR Description Size
slave port
0x40000000 | 0x400A7FFF Reserved
0x400A8000 | 0x400A9FFF System RAM 2 (Standby RAM) 8 KB
0x400AA000 | Ox400AFFFF PRAMC_2 System RAM 2 (Standby RAM) 24 KB
0x400B0000 | 0x400C7FFF System RAM 2 (Standby RAM) 96 KB
0x400C8000 | 0x407FFFFF Reserved
0xA0000000 | OXAFFFFFFF — HSM (refer to Table 8)
5.3 Local memory
Table 7 details the memory map for local RAM processor.
Table 7. Processor local RAM memory map
Start offset End offset Description Used size
0x50000000 0x507FFFFF Reserved
0x50800000 0x5080FFFF Reserved
0x50810000 0x527FFFFF Reserved
0x52800000 0x5280FFFF D-MEM cPU_2 () 64 KB
0x52810000 Ox5FFFFFFF Reserved
Refer to Table 1082: BAF memory organization for the “BAF data area and stack” which uses a range of D-
MEM CPU_2.
54 Security module memory
Table 8 details the memory map for the Hardware Security Module (HSM).
Table 8. HSM memory map
Start offset End offset Allocated size Used size
0xA0000000 0xAO007FFF 32 KB 32 KB
8 KB
0xA0008000 OxAQO09FFF 8 kB(")
X (Stand-by domain)
0xAO000A000 OXAFFFFFFF Reserved
Enabled during stand-by depending on a DCF bit.
5.5 Peripheral memory

Table 9 and Table 10 list the memory map of the peripheral region. This region is sub-
divided into 16 KB byte regions or 'slots'. A peripheral occupies 1 or more slots.
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Within a 16 KB byte peripheral slot, it is normal for the peripheral registers to only occupy
part of that 16 KB byte slot - normally from the lowest address upwards. The individual
chapters for each block, define all the registers within that contiguous group of registers.

Table 9. Peripheral memory map (PBRIDGE 2)

ON OFF
Start End . Platform Platform Size®
Address Address Peripheral Peripheral Peripheral [Byte]
slot" Slot®?
0xF4000000 | OxF4003FFF PBRIDGE_2 0 16384
0xF4004000 | OxF4007FFF Reserved
0xF4008000 | OxF400BFFF XBAR_1 2 16384
0xF400C000 | OxF400FFFF Reserved
0xF4010000 | OxF4013FFF XBIC_Concentrator_1 4 16384
0xF4014000 | OxF4017FFF SMPU_1 5 16384
0xF4018000 | OxF401BFFF Reserved
0xF401C000 | 0xF401FFFF XBIC_1 (for XBAR_1) 7 16384
0xF4020000 | 0xF4027FFF Reserved
0xF4028000 | OxF402BFFF PCM_0 10 16384
0xF402C000 | OxF4033FFF Reserved
0xF4034000 | OxF4037FFF PFLASH_1 13 16384
0xF4038000 | OxF4043FFF Reserved
0xF4044000 | OXF4047FFF INTC_1 17 16384
0xF4048000 | OxF4057FFF Reserved
0xF4058000 | OxF405BFFF SWT_2 (core 2) 22 16384
0xF405C000 | OxF405FFFF SWT_3 (security) 23 16384
0xF4060000 | OxF406FFFF Reserved
0xF4070000 | OxF4073FFF STM_2 (core 2) 28 16384
0xF4074000 | OxF40A3FFF Reserved
0xF40A4000 | OxF40A7FFF eDMA_1 41 16384
0xF40A8000 | 0OxF40ABFFF PRAM_2 42 16384
0xF40ACO000 | OxF40E3FFF Reserved
0xF40E4000 | OXF40E7FFF TDM_0 57 16384
0xF40E8000 | OxF7C2FFFF Reserved
0xF7C30000 | OXF7C33FFF BCTU_O 243 16384
0xF7C34000 | OXF7C37FFF STDBY_CTU_O 242 16384
0xF7C38000 | 0xF7C3BFFF eMIOS_0 241 16384
0xF7C3C000 | 0xF7C53FFF Reserved
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Table 9. Peripheral memory map (PBRIDGE 2) (continued)
ON OFF
Start End . Platform Platform Size®
Address Address Peripheral Peripheral Peripheral [Byte]
slot" Slot®?
0xF7C54000 | OXF7C57FFF ETHERNET_O 234 16384
0xF7C58000 | 0xF7DFFFFF Reserved
0xF7E00000 | OXF7EO3FFF SAR_ADC_12bit_0 127 16384
O0xF7E04000 | OXF7E33FFF Reserved
O0xF7E34000 | OXF7E37FFF SAR_ADC_10bit_STDBY 114 16384
O0xF7E38000 | OXF7E3BFFF Reserved
OxF7E3CO000 | OXF7E3FFFF SAR_ADC_12bit_BO (Supervisor) 112 16384
0xF7E04000 | OXF7E67FFF Reserved
0xF7E68000 | OXF7EGBFFF IIC_o0 101 16384
0xF7E6C000 | OXF7EGFFFF Reserved
O0xF7E70000 | OXF7E73FFF DSPI_0 99 16384
OxF7E74000 | OXF7E77FFF DSPI_2 98 16384
0xF7E78000 | OXF7E7BFFF DSPI_4 97 16384
OxF7E7CO000 | OXF7TE7FFFF DSPI_6 96 16384
0xF7E80000 | OXF7E8BFFF Reserved
OxF7E8CO000 | OXF7E8FFFF LINFlexD_0 92 16384
0xF7E90000 | OXF7E93FFF LINFlexD_2 91 16384
O0xF7E94000 | OXF7E97FFF LINFlexD_4 90 16384
0xF7E98000 | OXF7E9BFFF LINFlexD_6 89 16384
0xF7E9CO000 | OXF7EQFFFF LINFlexD_8 88 16384
O0xF7EA0000 | OXF7EA3FFF LINFlexD_10 87 16384
OxF7EA4000 | OXF7TEA7TFFF LINFlexD_12 86 16384
OxF7EA8000 | OXF7ED3FFF Reserved
OxF7ED4000 | OXF7TED7FFF CAN_SUB_0_MESSAGE_RAM 74 16384
O0xF7ED8000 | OxF7EDBFFF Reserved
0xF7EDCO000 | OXF7EDFFFF CAN_SUB_0_M_CAN_O 72 16384
0xF7EE0000 | OXF7EE7FFF Reserved
OxF7EE8000 | OXF7EEBFFF CAN_SUB_0_M_CAN_1 69 16384
OxF7EECO000 | OXF7TEEFFFF CAN_SUB_0_M_CAN_2 68 16384
OxF7EF0000 | OXF7EF3FFF CAN_SUB_0_M_CAN_3 67 16384
OxF7EF4000 | OXF7FO3FFF Reserved
0xF7F04000 | OXF7FO7FFF CCccu_o0 62 16384
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Table 9. Peripheral memory map (PBRIDGE 2) (continued)
ON OFF
Start End . Platform Platform Size®
Address Address Peripheral Peripheral Peripheral [Byte]
slot" Slot®?
0xF7F08000 | OxF7F2FFFF Reserved
0xF7F30000 | OXF7F33FFF HSM Host I/F 51 16384
0xF7F34000 | OXF7F37FFF Reserved
0xF7F38000 | OxF7F3BFFF DTS 49 16384
OxF7F3C000 | OXF7F3FFFF JDC 48 16384
O0xF7F40000 | OXF7F43FFF Reserved
0xF7F44000 | OXF7F47FFF STCU2 46 16384
0xF7F48000 | OxF7F4BFFF JTAGM 45 16384
0xF7F4C000 | OXF7F4FFFF Reserved
0xF7F50000 | OXF7F53FFF MEMU 43 16384
O0xF7F54000 | OXF7F57FFF IMA 42 16384
0xF7F58000 | OXF7F63FFF Reserved
0xF7F64000 | OXF7F67FFF CRC_0O 38 16384
0xF7F68000 | OxF7F6BFFF Reserved
0xF7F6C000 | OXF7FB6C1FF DMAMUX_0 36 512
0xF7F6C200 | OxF7F83FFF Reserved
OxF7F84000 | OxF7F87FFF PIT_O 30 16384
O0xF7F88000 | OXF7F93FFF Reserved
0xF7F94000 | OXF7F97FFF RTC/API 26 16384
0xF7F98000 | OXF7F9BFFF WKPU 25 16384
O0xF7F9C000 | OXF7FOFFFF Reserved
0xF7FA0000 | OxF7FAO3FF MC_PCU 1024
0xF7FA0400 | OXF7FA3FFF PMC_DIG 2 15360
O0xF7FA4000 | OXF7FA7FFF Reserved
0xF7FA8000 | OXF7FABFFF MC_RGM 21 16384
OxF7FACO000 | OXF7FAFFFF Reserved
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Table 9. Peripheral memory map (PBRIDGE 2) (continued)
ON OFF
Start End . Platform Platform Size®
Address Address Peripheral Peripheral Peripheral [Byte]
Slot( Slot(?
0xF7FB0000 | OxF7FBOO3F RC16M_DIG 64
0xF7FB0040 | OxF7FBOO7F RC1024K_DIG 64
0xF7FB0080 | OxF7FBOOBF OSC40M_DIG 64
0xF7FBO0OCO | OXF7FBOOFF 0SC32K_DIG ) 64
0xF7FB0100 | OxF7FBO13F PLL_DIG 64
0xF7FB0140 | OxF7FBO1FF Reserved 19
0xF7FB0200 | OxF7FB023F CMU_O0 (PLLO, XOSC, IRCOSC) 64
0xF7FB0240 | OxF7FBO5SFF Reserved
0xF7FB0600 | OxF7FB3FFF MC_CGM 14848
0xF7FB4000 | OXF7FB7FFF Reserved
0xF7FB8000 | OxF7FBBFFF MC_ME 17 16384
0xF7FBCO000 | OxF7FBFFFF Reserved
0xF7FCO0000 | OXF7FC3FFF SIUL2 15 16384
0xF7FC4000 | OxF7FDFFFF Reserved
0xF7FEO0000 | OXF7FE3FFF FLASH_O 7 16384
0xF7FE4000 | OXF7FE7TFFF FLASH_ALT_O 6 16384
O0xF7FE8000 | OxF7FF3FFF Reserved
OxF7FF4000 | OXF7FF7FFF PASS 2 16384
OxF7FF8000 | OxF7FFBFFF SSCM 1 16384
OxF7FFCO000 | OXF7FFFFFF BAR 0 16384

1. Refer to PACR registers in the Peripheral Bridge chapter

2. Refer to OPACR registers in the Peripheral Bridge chapter
3. This number indicates the assigned address range for the peripheral module on the peripheral bridge. The implemented
memory size or the number of implemented peripheral registers might be smaller. Refer to the dedicated peripheral chapter
or device configuration chapter for more details.
4. It will eventually be removed based on the results from Superset device validation
Table 10. Peripheral memory map (PBRIDGE 1)
ON OFF
Start End . Platform Platform Size®
Peripheral . .
Address Address Peripheral Peripheral [Byte]
Slot(") Slot(?
0xF8000000 | OxF8003FFF PBRIDGE_1 0 16384
0xF8004000 | OXFBC37FFF Reserved
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Table 10. Peripheral memory map (PBRIDGE 1) (continued)
ON OFF
Start End . Platform Platform Size®®
Address Address Peripheral Peripheral Peripheral [Byte]
slot" Slot?
0xFBC38000 | 0OxFBC3BFFF eMIOS_1 241 16384
0xFBC3C000 | OXFBDFFFFF Reserved
0xFBE0000O | 0OxFBEO3FFF SAR_ADC_12bit_1 127 16384
O0xFBE04000 | OXFBEGFFFF Reserved
0xFBE70000 | OXFBE73FFF DSPI_1 99 16384
0xFBE74000 | OXFBE77FFF DSPI_3 98 16384
0xFBE78000 | OxXFBE7BFFF DSPI_5 97 16384
0xFBE7CO000 | OxXFBE8BFFF Reserved
0xFBE8CO000 | OXFBESFFFF LINFlexD_1 92 16384
0xFBE90000 | OxFBE93FFF LINFlexD_3 91 16384
0xFBE94000 | OXFBE97FFF LINFlexD_5 90 16384
0xFBE98000 | OXFBE9BFFF LINFlexD_7 89 16384
0xFBE9CO000 | OXFBE9FFFF LINFlexD_9 88 16384
0xFBEAO00O | OXFBEA3FFF LINFlexD_11 87 16384
0xFBEA4000 | OXFBEATFFF Reserved
0xFBEAB8000 | OxFBEABFFF LINFlexD_15 85 16384
O0xFBEACO000 | OxFBED3FFF Reserved
0xFBED4000 | 0XFBED7FFF CAN_SUB_1_MESSAGE_RAM 74 16384
0xFBED8000 | OXFBEE3FFF Reserved
O0xFBEE4000 | OXFBEE7FFF CAN_SUB_1_M_CAN_1 70 16384
0xFBEES8000 | 0OxFBEEBFFF CAN_SUB_1_M_CAN_2 69 16384
O0xFBEECO000 | OxFBEEFFFF CAN_SUB_1_M_CAN_3 68 16384
O0xFBEF0000 | OXFBEF3FFF CAN_SUB_1_M_CAN_4 67 16384
O0xFBEF4000 | OXFBF57FFF Reserved
0xFBF58000 | OxFBF5BFFF FCCU 41 16384
0xFBF5C000 | OxFBF63FFF Reserved
0xFBF64000 | OXFBF67FFF CRC_1 38 16384
0xFBF68000 | OXFBF6BFFF Reserved
0xFBF6C000 | OXFBF6C1FF DMAMUX_1 36 512
0xFBF6C200 | OXFBF83FFF Reserved
0xFBF84000 | OXFBF87FFF PIT_1 30 16384
O0xFBF88000 | OXFBFBO1FF Reserved
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Table 10. Peripheral memory map (PBRIDGE 1) (continued)
ON OFF
Start End . Platform Platform Size®
Address Address Peripheral Peripheral Peripheral [Byte]
slot" Slot?
0xFBFB0200 | OxFBFB023F CMU_1 (CORE, XBAR) 64
0xFBFB0240 | OXFBFB027F CMU_2 (HPBM) 64
0xFBFB0280 | 0xFBFB02BF CMU_3 (PBRIDGE) 64
0xFBFB02CO | OXFBFB033F Reserved
0xFBFB0340 | OxFBFB0O37F CMU_6 (SARADC) 64
0xFBFB0380 | OxFBFB047F Reserved
0xFBFB0480 | 0XFBFB04BF CMU_11 (FBRIDGE) 64
0xFBFB04CO | OXFBFBO4FF CMU_12 (EMIOS) 64
0xFBFB0500 | OxFBFB053F Reserved 19
0xFBFB0540 | OXFBFBO57F CMU_14 (PFBRIDGE) 64
0xFBFB0580 | OxFBFCFFFF Reserved
0xFBFDO0000 | OXFBFD3FFF SIPI_1 (debug) | ‘ 1 16384
0xFBFD4000 | OXFBFD7FFF Reserved
0xFBFDB8000 | OxFBFDBFFF LFAST_1 (debug) | ‘ 9 16384
0xFBFDCO000 | OXFBFFFFFF Reserved

Refer to PACR registers in the Peripheral Bridge chapter

2. Refer to OPACR registers in the Peripheral Bridge chapter

This number indicates the assigned address range for the peripheral module on the peripheral bridge. The implemented
memory size or the number of implemented peripheral registers might be smaller. Refer to the dedicated peripheral chapter
or device configuration chapter for more details.

5.6

UTest memory

Table 11. UTest memory map

Start offset End offset Description
0x0000 0x0007 Temperature sensor calibration
0x0008 0x001F Reserved
0x0020 0x002F Factory Erase Diary Location
0x0030 0x003F Test Mode Disable Override Passcode (1)
0x0040 0x004F Test Mode Disable Seal (V)
0x0050 0x005F Test Mode Disable Group A
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Table 11. UTest memory map (continued)

Start offset End offset Description
0x0060 0x006F Test Mode Disable Group B
0x00A0 0x00BF uiD
0x00C0 0x00CF SW-DCF Start address(!)
0x00D0 0x00FF Reserved
0x0100 0x011F eFuse Bypass Password ()
0x0120 0x013F JTAG Password )
0x0140 0x015F PASS password - Group 0 )
0x0160 0x017F PASS password - Group 1 3
0x0180 0x019F PASS password - Group 2 @)
0x01A0 0x01BF PASS password - Group 3 @)
0x01CO0 0x01DF Reserved
0x01EO Ox01FF Life Cycle slot 0 - ST Production
0x0200 0x021F Life Cycle slot 1 - Customer Delivery
0x0220 0x023F Life Cycle slot 2 - OEM Production
0x0240 0x025F Life Cycle slot 3 - In Field
0x0260 0x027F Life Cycle slot 4 - Failure Analysis
0x0280 0x029F Customer Single Bit Correction area “)
0x02A0 0x02BF Customer Double Bit Correction area (°)
0x02CO0 0x02DF Customer Triple Bit Detection area )
0x02EO O0x02FF Customer Programmable Detection Area
0x0300 0x0307 DCF Start Record(”)
0x0308 0x036F Reserved
0x0370 OXOFFF UTEST DCF Records(®
0x1000 Ox1FFF Customer OTP data

oD =

The effective data is 4 bytes, but because of the new DEC ECC scheme, 16 bytes are still reserved.
Used to enable the Flash Test Mode when the eFuse protection is not active.
Access to this location is conditioned by the Life Cycle.

This area is written by ST during production phase with a specific content aimed to generate single bit
errors, on behalf of diagnostic at application level of the ECC error correction path.

This area is written by ST during production phase with a specific content aimed to generate double bit
errors, on behalf of diagnostic at application level of the ECC error detection path.

This area is written by ST during production phase with a specific content aimed to generate triple bit
errors, on behalf of diagnostic at application level of the ECC error correction path.

The SSCM “SHD_DCF_OFFSET” parameter shall be aligned to the start of this area. Note that the UTest
Flash block is seen by the SSCM at the following address: 0x0080_0000. The SSCM START RECORD
DCF (refer to DCF start record in Chapter 9: Device Configuration Format (DCF) Records) must always be
programmed at the beginning of this area. Because of the new DEC ECC scheme, the 64b following the
START DCEF record shall still be programmed in order to let the SSCM complete the DCF parsing
(otherwise it would stop when a virgin record is found).
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8. Factory can program some UTest DCF records during production test. Consider that the first free location
may change. Refer to Sales to retrieve the information for the first free location or directly read the UTest to
find it.
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Functional safety

Introduction

The SPC584Bx offers a set of features to support applications that need to fulfill functional
safety requirements as defined by automotive safety integrity level ASIL B of ISO 26262.
This chapter gives an overview of the safety implementation for the SPC584Bx, and
discusses the operation of the safety mechanisms.

Safety overview

The SPC584Bx has been designed for automotive applications executing safety-relevant
tasks that require a fail-silent or fail-indicate MCU. The SPC584Bx supports a Fault Tolerant
Time Interval (FTTI) of at least 10 ms. Shorter intervals are possible depending on the
actual combination of failure detection and signaling mechanisms but the SPC584Bx
generally supports an FTTI of 10 ms.

Module categorization

The definition of the SPC584Bx safety concept and its validation (particularly the
computation of Probabilistic Metric for Random Hardware Failures (PMHF)) has been done
by splitting system modules into four categories as shown in Table 12.

Table 12. PMHF module categories

Module Category o
category | abbreviation Description
All modules that can directly influence the correct operation of the
Vital software execution (by influence of the correct function of CPU, RAM,
system ViMo Flash, and the bus interconnect). Examples of ViMo are the core, the
modules cache, the crossbar, and the interrupt controller (INTC), as well as clock
or power generation.
Peripheral All microcontroller modules involved in I/O operation, specifically
PeMo . X .
modules including the I/O bridge.
Modules not used to implement any safety related functionality (for
example, debug modules), modules which are functionally similar to
Non- modules in the categories above but do not provide any embedded
safety NoSaMo |safety provisions by default or are not used for safety in a use case
modules scenario. In case they are used in a safety-relevant way, application
measures are necessary to ensure their safe operation. Notice that
interference-freedom is guaranteed in both cases.
These are modules that, although safety-relevant and in principle
Other potential members of the ViMo category, cannot lead to a violation of the
support SuMo safety goal on their own. Typically, these will only have multiple point
modules faults, but not single point faults. Example SuMo’s are the RCCU and
Clock Monitoring Unit (CMU).

Table 13 shows module classifications for the SPC584Bx.
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Table 13. Module classification

Classification

Modules

ViMos

Core_2 with controllers for I-Cache, D-Cache and local memories, I-Cache,

D-Cache and D-Mem arrays,
eDMA,

DMACHMUX,

Concentrator DMA,

INTC,

XBAR,

SRAM controller,

System RAM array,

Flash memory controller,
Flash memory array,System timer,
MC_RGM,

Dual PLL Digital,

XOSC,

MC_CGM,

MC_ME,

Voltage regulator,

MC_PMC,

STCU2,

SSCM,

PIT

PeMos

SAR ADC,

LINFlexD,

DSPI,

M_CAN,

Ethernet,

SIUL2,

XBAR_1 (Peripheral),
Concentrator Ethernet, LFAST,
PBRIDGEnN

NoSaMos

External memory interface (LFAST, SIPI),
HSM,

Nexus,

JTAG,

Concentrator HSM,

12C,

WKPU,

SPU,

STANDBY SAR ADC
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Table 13. Module classification (continued)

Classification Modules

CRC units,
Temperature Sensors,
IRCOSC,

CMUs,

HVDs,

SuMos Bandgap reference,
IMA,

REG_PROT,

SWT,

FCCU,

MEMU

The SPC584Bx implements no specific protection of NoSaMos against Common Cause
Failures between them.

6.4 System implementation

6.4.1 General concept

In general, safety integrity is achieved in the following ways:

e The safety of storage and of the data path to storage and periphery is ensured by End-
to-End ECC (E2E ECC) with address encoding and selected additional measures for
individual modules. For the periphery, end-to-end ends at the 1/O bridges (refer to
Section 6.4.1.1: End-to-End protection on data path).

e  Clock and power, generation and distribution, are supervised by dedicated monitors
(refer to Section 6.4.1.2: Clock and power monitoring).

e The safety of the periphery is ensured by application-level measures (such as
connecting one sensor to different I/O modules, sensor validation by sensor fusion, and
so on). Hardware supports this application-level redundancy by providing redundant
I/O modules connected to different peripheral bridges (PBRIDGE) to maximize the
independence between the monitored and monitoring resources (refer to
Section 6.4.1.3: 1/0O peripherals, and Section 6.4.1.4: Communication controllers).

e  The Fault Collection and Control Unit (refer to “Fault Collection and Control Unit
(FCCU)” chapter for FCCU details) is responsible for collecting and reacting to failure
notifications (refer to Section 6.4.1.5: FCCU and failure monitoring). MEMU (refer to
Section 6.4.3.4: Memory Error Management Unit (MEMU)) is responsible for the
collection and reporting (to the FCCU) of error events in system memories, and Flash
memory, as well as E2E ECC errors caused by the XBAR, or RAM or Flash memory
controllers. Error events include ECC corrections and detections as well as faults
detected by other embedded monitors.

e  Common Cause Failures (CCF) are dealt with by a set of measures for both control
and avoidance of CCFs spanning system-level approaches (such as temperature and
nonfunctional signal monitoring) and back-end techniques (such as isolated silicon
areas and routing constraints) (refer to Section 6.4.2: Common Cause Failure
measures).
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End-to-End protection on data path

Connections between XBAR masters and slaves (clients) are denoted as data paths. Data
corruption on all data paths between the Safety Core and any client is detected with at least
99% coverage via two main safety mechanisms: data from the replicated cores is encoded
using Error Correcting Code (ECC), which is implemented with a single-error correction,
double-error detection (SECDED) code with a Hamming distance of 4 and includes
coverage of addressing information; control signals and address decoding are monitored to
verify the data reaches all of the intended clients, from all possible connections to these
clients and the intended operation is performed on the target address. Figure 6 shows a
general view of ECC schema.

Figure 6. Simplified view of E2E ECC

Core_2

RAM Control

Flash Control

RAM Array Flash Array
storing ECC storing ECC

Specific implementation for the SPC584Bx varies depending on the special requirements of
RAM and Flash memory concerning ECC handling.

ECC bits are generated on writes by XBAR masters and checked on reads. The ECC
correction bits are stored alongside the data in Flash memory and RAM so, in principle, no
ECC logic is necessary at the memories themselves. For this reason the ECC schema is
referred to as End-to-End ECC (E2E ECC) in the following sections. For XBAR slaves, apart
from memories, new ECC logic is added as these clients cannot store or produce the ECC
correction bits. This resolves the problem where ECC needs to be calculated in real time
before entering or exiting the ECC-protected data path. This setup leaves the data path
downstream of the ECC units (for example, starting at, and downstream of, the peripheral
bridges) unprotected by ECC. To detect corruptions introduced on those unprotected data
paths, the PBRIDGEs and peripherals can be used redundantly (refer to Section 6.4.1.3: I/O
peripherals), or other mechanisms may be used to validate peripheral operation.
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The E2E ECC schema provides high detection capabilities against failures affecting the
data content of the transaction. The inclusion of the target address in the computation of the
redundancy bits (8 ECC bits) does allow the partial detection of addressing faults as well. To
reach the desired integrity level, additional dedicated safety mechanisms are implemented
in the data path particularly to:

e Improve the detection capability over addressing failures (no/multiple/wrong address
selected), considering faults affecting address transmission (from master to client) as
well as the decoding of the address.

e Provide coverage for control failures affecting, for example, the type (read vs. write) or
size of a transaction.

Though safety mechanisms protecting the XBAR, the RAM controller, or the Flash memory
controller are different, they are all based on the feedback of address and control
information from the target to the source of the transaction, which is responsible for
checking for consistency with respect to the intended transaction. Depending on the portion
of the data path covered by the specific safety mechanism, the source can be an XBAR
master port rather than the XBAR interface of the RAM or Flash controllers; the target is
respectively an XBAR slave port, the RAM array, or the Flash module (refer to “Crossbar
Switch (XBAR)”, “Flash memory controller”, and “RAM controller (PRAM)” chapters).

Clock and power monitoring

Clock

Clocks in the SPC584Bx are supervised by Clock Monitor Units (CMUs). The CMUs are
driven by the IRCOSC (16 MHz internal oscillator) for independent operation from the
monitored clocks. CMUs flag errors associated with conditions due to loss of lock, clock out
of a programmable bound (over and under frequency), and loss of reference. If a supervised
clock leaves the specified range for the device, a signal is sent to the FCCU.

Power

There are four types of voltage supervisors on the SPC584Bx, Low Voltage Detect (LVD),
High Voltage Detect (HVD), Upper Voltage Detector (UVD) and Minimum Voltage Detector
(MVD) monitors. Safety-relevant voltages are supervised for voltages that are out of these
ranges. Since safety relevant voltages have the potential to disable the failure indication
mechanisms of the MCU (such as FCCU, pads, and so on) the indication of these errors can
be used to cause a direct transition of the MCU into the safe state (reset assertion) (refer to
“Power management” and “Power Control Unit (MC_PCU)” chapters for details on power
monitoring).

1/0 peripherals

To allow a safety application to make redundant use of all I/O peripherals, each peripheral
has at least two instances, and each instance is connected to a different PBRIDGE. This
means, for example, that if DSPI is provided by the MCU, two DSPI modules (DSPIn,
DSPIm) are included and connected externally through different pins. Internally, DSPIn
would then be connected to PBRIDGE_0 and DSPIm to PBRIDGE_1 and be accessible via
different addresses.

The arrangement of I/O peripherals onto two PBRIDGEs, as well as further CCF prevention
measures, allow redundant use of peripherals while limiting possible causes of CCFs.
Redundant usage includes usage of equivalent peripherals in a replicated way as well as
usage of functionally different peripherals in, for example, feedback measurement loops.
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6.4.1.4

6.4.1.4.1

Note:

3

Comparison of redundant operation is under the responsibility of the application software,
and not the safety hardware mechanism.

Communication controllers

Communication controllers provide the ability to exchange information with external
components and therefore fall under the same safety reasoning as I/O peripherals. Yet we
assume that for high bandwidth communication controllers additional software measures
are employed that do not require redundant communication peripherals.

The following communication controllers do not contain special safety mechanisms (above
what is included in them by their protocol specifications) nor are they duplicated or spread
over the PBRIDGE (in contrast to other 1/Os, refer to Section 6.4.1.3: 1/O peripherals):

. Ethernet
. M_CAN

Typically, software measures for the communication controllers (also called fault-tolerant
communication layer) could contain E2E CRC data protection, sender identification,
sequence numbering, and an acknowledgement mechanism.

Disabling of communication controllers

In the event of a dangerous failure, the MCU offers the capability of disabling transmission
of individual channels of communication controllers (such as CAN modules). This prevents
the transmission of erroneous messages while preserving the capability of communicating
over the diagnostic bus. Disabling outputs is controlled by resetting the
SIUL2_MSCRnN[SMC] for the pins that are associated with communication controllers where
this feature is needed (refer to the “System Integration Unit Lite2 (SIUL2)” chapter for details
on disabling communication signals).

FCCU can drive a fault state on FI[0] with either one of the following two mechanisms:
e  Error pin reaction due to a fault
e  Software writing FCCU_CFG[FCCU_SET_CLEAR] =01b

When the FCCU drives FI[0] to a fault state, the SIUL2 disables the output drivers of all pins
whose SIUL2_MSCRn[SMC] = 0. This disables the possible transmission of erroneous
messages. As long as the FCCU drives FI[0] to faulty state, the communication controllers’
Tx pins are disabled and internal pull-up are enabled. As soon as FI[0] is driven to non-faulty
state, the communication controllers’ Tx pins are automatically enabled and state of internal
pull-up/down restored.

The application should configure SIUL2_MSCRn[SMC] for pins that have active mapping of
CAN modules (M_CAN) functionality and ensure that pin does not stay in undriven state.

The FCCU uses an internal signal to disable the communication controller transmission, so
transmission is disabled even when the FCCU cannot drive the FI[0] pin because the pin is
configured as GPIO. Also, if FI[0] is used as error input, externally pulling it down will disable
the communication controller transmission if this event drives FCCU to a fault state.

Disabling of communication controllers occurs on the Tx pins of the communication
controller (for example, M_CAN) of the MCU even while the communication controller
continues operating. Failed transmissions, when detected by the communication controller,
may lead to additional error events.
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6.4.1.5

6.4.1.5.1

6.4.1.5.2

92/2586

FCCU and failure monitoring

The FCCU offers a hardware mechanism to aggregate error notifications and a configurable
means to bring the device to a safe state. No CPU intervention is required for collection and
control operation. Error indications are passed from the individual hardware components to
the FCCU where the appropriate action is decided (according to the FCCU configuration).

External error indication

Failure of the MCU is signaled to one or two pins, FI[0] (ERRORO) and FI[1] (ERROR1).
FI[0] can also serve as an error input mechanism (refer to “Fault Collection and Control Unit
(FCCU)” chapter, and “FCCU configuration” section of the “Device configuration” chapter,
for details on the fault output signals). Both pins can be multiplexed with other functions with
different defaults.

The error indication on pins FI[0] and FI[1] is controlled by SIUL2 and FCCU. The mapping
of the FCCU output signals on the relevant pins and the associated electrical characteristics
are enabled by the SIUL2_MSCR[n] register (refer to table “SIUL2_MSCRO -
SIUL2_MSCRS511 field description” in the “System Integration Unit Lite2 (SIUL2)” chapter for
signal mapping details). Once the FCCU is mapped onto the pin, the logic level is driven by
the FCCU.

FI[0] is controlled by the FCCU at startup by default, but the state of FI[1] is like other I/O
signals (refer to table “Pin startup and reset states” in chapter “Signal Description” for
default states of FI[0] and FI[1]).

Since it is possible to reset FCCU and SIUL2 independently, the behavior of FI[0] and FI[1]
is the result of the combined state of SIUL2_MSCR[n] and the FCCU. (refer to section
“Reset interface” in chapter “Fault Collection and Control Unit (FCCU)” for FCCU reset
details, and chapter “Reset and Boot” for the state of the FCCU relative to the system during
different reset phases).

During functional reset, the application shall consider only the PAD PB[11] as FCCU error
out. The FCCU EOUT1, that is PC[2], is not enabled during functional reset.

The FCCU_STAT[ESTAT] error status flag can be read to show whether the FCCU is in an
error state. This flag can be written by software to either a 1 (fault) or O (operational) when
the FCCU is in operational state.

FCCU_EINOUT(EINO): The value of this register depends on the state of the pad. If the IBE
functionality of the SIUL is enabled, the register bit reflects the physical status of the pin as
seen by the input buffer. In case the protocol selected for EOUT interface is a toggling one
(Dual rail or Time switching), this may not be true due to synchronization in the safety clock
domain.

The register reflects the physical status of the pin from application point of view (external
status).

FCCU_STAT(PhysicalErrorPin): This register field indicates the actual status of the Error pin
as driven by FCCU to the pad based on different FCCU configurations and state of the
failure input channels. The value reported in the FCCU_STAT (PhysicalErrorPin) could be
different from what is seen at the pad.

Failure handling

The FCCU is an autonomous module that is responsible for reacting to failure indicators. A
different reaction can be configured for each failure source. Overall failure reaction time
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requires time for detecting, processing, and indicating the error. During this time, the
SPC584Bx could provide wrong results to the system.

Failure sources include:

e Allfailure indication signals from modules within the MCU.

e  Control logic and signals monitored by the FCCU itself (refer to chapter “Fault
Collection and Control Unit (FCCU)”).

e  Software-initiated failure indications. For example, software signals the FCCU that it
has evidence of a failure. Keep in mind that software can also directly influence the
state of the Fn pins.

e  External failure input.

Available failure reactions are:

e Assertion of an interrupt (maskable or non-maskable)

e  Resetting the MCU

e Changing the state of the failure indication pins, ERRORnN

e Disabling the transmission capabilities of communication controllers (CAN, Ethernet.
Note that, it is only possible in conjunction with changing the state of the failure
indication pins

. No reaction

Software can read the failure source that caused a fault, either before or after a functional
reset (the condition indicators are not volatile). Software can also reset the failure, but the
external failure indication will stay in failure mode for a configurable minimum time. If
necessary, software can also reset the MCU.

6.4.1.5.3 FCCU failure inputs from other modules

Table 14 shows the different failure input signals of the FCCU.

Table 14. FCCU failure inputs

o2
8 < Source Failure Failure description HW failure behaviour
=5
Pulse signal. No SW
0 |PMCDIG TEMP_ERROR Temperature detector intervention needed to
clear it.
Voltage out of range from Pulse signal. No SW
1 PMC DIG LVD_ERROR : intervention needed to
LVDs (non-destructive reset) .
clear it.
Voltage out of range from Pulse signal. No SW
2 |PMCDIG HVD_ERROR HVDs (non-destructive intervention needed to
reset) clear it.
3 |pPMcDIG DPMC_DCF_SAFETY ERR Digital PMC DCF Safety Per5|§tent till error
Error negation

3
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Table 14. FCCU failure inputs (continued)

50
8 § Source Failure Failure description HW failure behaviour
=5
Digital PMC voltage detector | Clear status through
4 |PMCDIG DPMC_VD_BIST BIST FCCU
SSCM transfer error (during g\?vcfl\:tg‘la:esrg?gﬁgebxo
5 |SSCM/FLASHO |SSCM XFER FLASH ERR € SSCMand STCUDCFE gy 00iey Memory
loading) + Flash memory ; ) .
AT DCF part is persistent till
initialization error .
error negation.
BIST result - wrong
6 |sSTCu STCU_UF signature (STCU Clear status through
FCCU
Unrecoverable Fault)
BIST result - wrong
7 |sTcu STCU_RF signature (STCU Clear status through
FCCU
Recoverable Fault)
STCU fault in case MBIST
s |sTcu STCU_LMBIST USR_ERR contr.o'l S|gna!s go to wrong | Clear status through
condition during user FCCU
application.
JTAG or NPC not in reset or
SPURIOUS_DEBUG_SSCM | activation of dangerous Clear status through
9 |CGLUELOGIC _ACTIVATION debug functionality FCCU
Spurious activation of SSCM
15 |PLATFORM DMA1 TCD EDC after ECC | DMA1 TCD EDC after ECC | Froay oo (1"OU9"
The pin/flag signals the
following unrecoverable
errors:
— ECC errors on Flash
internal reads during
configuration loading
(startup)
1 Flash Flash Reset E I db t onl
6 as ash Reset Error _ ECC errors on Flash Cleared by reset only
internal reads during fw
copy (startup)
— Double ECC errors on
KRAM during internal self-
check routine (always
running)
94/2586 RM0449 Rev 4 "_l
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Table 14. FCCU failure inputs (continued)

5
8 § Source Failure Failure description HW failure behaviour
=g
Reset request from SWT_3.
The fault is cleared by
clearing
17 | PLATFORM SWT3_ResetReq FCCU_RF_Sn[RFSm] after |Cleared by reset only
the status has been cleared
inside SWT3 (after a
functional reset)
Reset request from SWT_2.
The fault is cleared by
clearing
18 | PLATFORM SWT2_ResetReq FCCU_RF_Sn[RFSm] after | Cleared by reset only
the status has been cleared
inside SWT2 (after a
functional reset)
21 |MEMU MEMU_RAM_CE (';"rrEo'\r/'U RAM correctable | ¢ioar status in MEMU
22 |MEMU MEMU_RAM_UCE ('\aﬂrrEo'\r"U RAM uncorrectable | o0+ status in MEMU
23 |MEMU MEMU_RAM_OV MEMU RAM overflow(") Clear status in MEMU
24 |MEMU MEMU_PER_CE MEMU Peripheral Clear status in MEMU
correctable error
25 | MEMU MEMU_PER_UCE MEMU Peripheral Clear status in MEMU
uncorrectable error
26 |MEMU MEMU_PER_OV MEMU Feripheral Clear status in MEMU
overflow
27 |MEMU MEMU_FLS_CE ZﬂrrEo'\r"U Flash correctable | oo status in MEMU
28 | MEMU MEMU_FLS_UCE Zfo“r"u Flash uncorrectable | 0 - status in MEMU
29 |MEMU MEMU_FLS_OV MEMU Flash overflow Clear status in MEMU
IMA SoC Active
The fault is cleared by
30 |IMA IMA SoC (jlsabllng IMA (IMA.SLCT.R PerS|§tent till error
= 0x0), followed by clearing | negation
the FCCU channel status,
FCCU_RF_Sn[RFSm].
PLATFORM / sMPU XBAR 1 Monitor Pulse S|gnal. No SW
32 SMPU SMPU_MONITOR XBAR 1 incorrectly refuses an intervention needed to

access

clear it.

574
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Table 14. FCCU failure inputs (continued)

5
8 § Source Failure Failure description HW failure behaviour
=g
Pulse signal. No SW
34 |PLATFORM/ SMPU ERROR XBAR 1 SMPU XBAR 1 refuses an |4 vention needed to
SMPU access correctly. .
clear it.
Feedback checkers
43 | PLATFORM/ DMA 1 TCD Ram feedback L”;\‘jgmg”rfedn']g:;e PIAOrM | o164 status through
CORE checker address/CS/WE feedback | CCY
signals
PLLO Loss of Lock (Interrupt | SW clear required in
49 |PLLDIG FM_PLL_O event) PLLDIG
PLL1 Loss of Lock (Interrupt | SW clear required in
50 |PLLDIG FM_PLL_1 event) PLLDIG
XOSC less than IRC, XTAL
51 |CMU CMU_0_XOSC Pin Floating, EXTAL Pin Clear status in CMU
Floating(3)
Sysclk frequency out of .
52 |CMU CMU_O0_PLLO range(4) Clear status in CMU
53 |cMU CMU_Platform Monitoring '“t?g)”a' clocks of | \ear status in CMU
comp_subsys
54 |CMU CMU_other Monitoring |r(1€t§>rnal clocks of Clear status in CMU
other clocks
Indication of a hardware fault
56 PLATFORM / XBAR 1 XBIC + XBAR 1 resulting in corrupted Clear status through
XBAR 1 decoder checker transaction through the FCCU
XBAR or gaskets
Feedback checkers
57 | PLATFORM/ CORE 2 D-MEM address 'Crg\'[/’frmgnr;eednlgg‘e platform | -, r status through
CORE ERR address/CS/WE feedback Fecu
signals
Feedback checkers
53 | PLATFORM/ CORE 2 D-MEM address ::”;fjgmg”r;eedn;ro‘:;e platform | o ar status through
CORE ERR address/CS/WE feedback Fecu
signals
Feedback checkers
59 |PLATFORM/ CORE 2 |-Cache address Icnc:s:;mgnrtneedn:g:;e platform | &04r status through
CORE ERR address/CS/WE feedback FCcu
signals
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Table 14. FCCU failure inputs (continued)

FCCU
channel

Source

Failure

Failure description

HW failure behaviour

60

PLATFORM /
CORE

CORE 2 |-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCcu

61

PLATFORM /
CORE

CORE 2 I-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

62

PLATFORM /
CORE

CORE 2 |-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

63

FLASH 0

FLASH_REF_ERR

If the current and voltage
Read references are out of
range, this bit is set to signify
that previous reads
requested may have been
corrupted.

The recommended clear
mechanism is device
reset

64

PLATFORM /
FLASH 1

EDC_ECC_FLASH 1

EDC after ECC for FLASH
array - Indication of a
hardware fault in the ECC of
the Flash memory resulting
in corrupted ECC
detection/correction.

Clear status through
FCCU

65

PLATFORM /
FLASH 1

EDC_ECC_FLASH_C 1

EDC after ECC for FLASH
controller — Indication of
hardware fault in the Flash
memory controller resulting
in corrupted ECC detection /
correction.

Clear status through
FCCU

66

PLATFORM /
FLASH 1

ENC_ERR_FLASH 1

Flash encoding error —
Indication of hardware fault
resulting in corrupted Flash
memory access.

Clear status through
FCCU

3
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Table 14. FCCU failure inputs (continued)

FCCU
channel

Source

Failure

Failure description

HW failure behaviour

67

PLATFORM /
FLASH 1

ADDR_FDBK_ERR_FLASH
C1

PFlashC address feedback
error - alarm indicating the
Flash controller detected a
transaction monitor
mismatch when compared to
the Flash safety feedback
outputs

Clear status through
FCCU

69

PLATFORM /
CORE

CORE 2 |-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

70

PLATFORM /
CORE

CORE 2 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

71

PLATFORM /
CORE

CORE 2 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

72

PLATFORM /
CORE

CORE 2 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

73

PLATFORM /
CORE

CORE 2 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

74

PLATFORM /
PRAM 2

ADDR_FDBK_ERR_PRAM 2
+ RAM_LWB_ERR

System RAM address
feedback + RAM Late-Write
buffer mismatch. Indication
of an addressing error in
system RAM or a write error
in the RAM controller
resulting in corrupted RAM
access

Clear status through
FCCU
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Table 14. FCCU failure inputs (continued)

50
8 § Source Failure Failure description HW failure behaviour
=5
EDC after ECC for RAM
(read-modify-write ECC).
Indication of a fault in the
PLATFORM / controller PRAM of the Clear status through
75 PRAM 2 EDC_ERR_PRAM 2 system RAM resulting in a FCCU
potentially corrupted RAM
word during RMW access or
stale word during read.
78 |Tcu DFT1 Test circuitry Group x Persistent till reset
activation
79 |TCUM DFT2 Test circuitry Group x Persistent il reset
activation
80 |TcU DFT3 Test circuitry Group x Persistent till reset
activation
81 |Tcu DFT4 Test ircuitry Group x Persistent till reset
activation
PLATFORM / . Core Machine check Pulse signal. No SW
84 Core 2 Exception S intervention needed to
CORE exception indication .
clear it.
89 PLATFORM / PBRIDGE_1_e2¢EDC_ERR ECC bltg in the PBRIDGE PerS|§tent till error
PBRIDGE transaction contain an error | negation
91 PLATFORM / PBRIDGE_2_ e2¢EDC_ERR ECC b|t§ in the PBRIDGE Per5|§tent till error
PBRIDGE transaction contain an error | negation
Monitor_Concentrator1_ Failure of Concentrator 1 Clear status through
92 |PLATFORM Alarm Monitor FCCU
93 | PLATFORM Monitor_Concentrator DMA Congentrqtor DMA gasket Clear status through
monitor failure FCCU
94 |MC_RGM Safe Mode®) Safe mode entry request PerS|.ster?t till system
from RGM remains in Safe mode
Indication of undesired
deactivation of pad
compensation.
Fault may affect a distorted
95 COMPENSATION Compensation Disable transmissions on 1/Os Persistent till error
CELLS P associated. negation from HW

The indication is cleared by
clearing the FCCU channel
status,

FCCU_RF_Sn[RFSm]®

3
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Table 14. FCCU failure inputs (continued)

Source

FCCU
channel

Failure

Failure description

HW failure behaviour

96 |GLUE LOGIC

EIN_ERR

Error input pin (from the
external world)

Persistent till error
negation from HW

101 | PLATFORM

DSMC_2 monitor error

DSMC_2 monitor error

Persistent till error
negation from HW

PLATFORM /

106 CORE

CORE 2 I-MEM ILLEGAL
ACCESS

CORE 2 Attempt to access
non-existent I-MEM

Clear status through
FCCU

107 |PLATFORM

Monitor_Concentrator_HSM

Concentrator HSM gasket
monitor failure

Clear status through
FCCU

108 | PLATFORM

Monitor_Concentrator1_
XBIC

Concentrator 1 XBIC monitor
failure

Clear status through
FCcuU

109 |PLATFORM

Monitor_Concentrator_DMA

Concentrator DMA ECC
monitor failure

Clear status through
FCCU

110 |PLATFORM

Monitor_Concentrator_HSM

Concentrator HSM ECC
monitor failure

Clear status through
FCCU

111 | PLATFORM

Monitor_Concentrator1_
SIPI_1

Concentrator 1 ECC monitor
failure - SIPI

Clear status through
FCcuU

113 |PLATFORM

Monitor_Concentrator1_
ETHERNET_O

Concentrator 1 ECC monitor
failure - Ethernet

Clear status through
FCCU

114 |PLATFORM

Monitor_Concentrator_DMA

Concentrator DMA gasket
monitor failure

Clear status through
FCCU

Aggregate of RAM Correctable Error overflow flag, RAM Uncorrectable Error overflow flag, RAM Error buffer Overflow Flag

2. Aggregate of Peripheral RAM Correctable Error overflow flag, Peripheral RAM Uncorrectable Error overflow flag,
Peripheral RAM Error Buffer Overflow Flag

CMU_0_PLLO_XOSC_IRCOSC OLR event + XTAL pin floating + EXTAL Pin Floating
4. CMU_0_PLLO_XOSC_IRCOSC FLL and FHH events

CMU_1_CORE_XBAR, CMU_2_HPBM, CMU_3_PBRIDGE FLL and FHH events, CMU_11_FBRIDGE FLL and FHH
events, CMU_14_PFBRIDGE

CMU_6_SARADC, CMU_12_EMIOS

In the event of activation of RF[94] (that is safe mode request), RF[79] is also activated. If the RGM trigger of safe mode is
functionally used, during servicing of the response to activation of the RF[79], software should check that the device is not
in safe mode to discriminate between an unwanted activation of test circuitry and a safe mode request.

8. In the event of spurious activation of this fault source, RF[79] is activated together with RF[94]. In scenarios where safe
mode trigger from RGM is a valid functional use case, the RF[94] should be disabled.

9. Compensation cell reduces the spread of some circuit parameters (slew rate of the output signal and the output
impedance) in the 10 buffers over temperature, process and voltage. Compensation cell might remain disabled until
supplies have reached LVD290 threshold.
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6.4.1.6

6.4.1.7

6.4.2

3

Operational interference protection

Being a multi-master system, SPC584Bx provides safety mechanisms to prevent non-safety
masters from interfering with the operation of the Safety Core, as well as mechanisms to
handle the concurrent execution of software with different (lower) ASIL. Interference
freedom is guaranteed via a hierarchical memory protection schema including:

e MPUs
e PBRIDGEs
e Register protection

There are two Memory Protection Unit levels included in the SPC584Bx. The Core Memory
Protection Unit (CMPU) is a mechanism included in each core to protect address ranges
against access by software developed according to lower ASIL. The CMPU is typically used
by the operating system to ensure inter-task interference protection.

The second MPU level is provided by the System MPUs (SMPU) located in each XBAR.
The MPUs prevent access of different bus masters to address ranges and are typically used
by the safety application to prevent NoSaMos (such as the Performance Core) to access the
application’s safety-relevant resources.

Furthermore, the PBRIDGE can restrict read and write access to individual I/O modules
based on the origin of the access and its state (user mode/supervisor mode).

Finally, the register protection included allows individual register to be locked against any
manipulation without unlocking.

These safety mechanisms are further described in the chapters System Memory Protection
Unit (SMPU), Peripheral Bridge (PBRIDGE) and Registers Protection (REG_PROT).

FCCU supervision (FOSU)

As the FCCU is a central component in reacting to errors, it is itself supervised even though
an error in it can only cause a latent failure. This supervision is provided by the FCCU
Output Supervision Unit (FOSU). The FOSU receives failure indications at the same time as
the FCCU. Unless the respective failure is switched off, the FOSU will observe the outputs
of the FCCU (IRQ, RESET, Fn). If the FCCU does not react within a predefined interval as
specified in the “FCCU configuration” section of the “Device configuration” chapter, on one
of those outputs to the incoming failure indication, the FOSU assumes the FCCU has failed,
and causes a destructive reset.

The FOSU does not require any configuration by software.

Common Cause Failure measures

Various measures are included to prevent CCFs from endangering the effectiveness of the
safety measures. These measures include physical separation of the components on the
die, routing restrictions and supervision of clock, power, temperature, test and debug
signals. In general these measures are independent from the software.

There are also configuration registers that, on change, can affect the execution of the
MCU's safety function and, simultaneously, dis