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User manual

Getting started with the X-CUBE-NFC5 high performance HF reader / NFC
initiator IC software expansion for STM32Cube

Introduction

The X-CUBE-NFC5 software expansion for STM32Cube provides a complete middleware for STM32 to control applications
using ST25R3911B (HF reader/NFC initiator IC).

The software is based on STM32Cube technology and expands STM32Cube-based packages. It is built on top of STM32Cube
software technology to ease portability across different STM32 microcontrollers.

The software comes with sample implementations of the drivers running on the X-NUCLEO-NFC05A1 expansion board plugged
on top of a NUCLEO-F401RE, NUCLEO-L053R8 or NUCLEO-L476RG board.
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For further information contact your local STMicroelectronics sales office.


https://www.st.com/en/product/x-cube-nfc5
https://www.st.com/stm32cube
https://www.st.com/en/product/st25r3911b
https://www.st.com/en/product/x-nucleo-nfc05a1
https://www.st.com/en/product/nucleo-f401re
https://www.st.com/en/product/nucleo-l053r8
https://www.st.com/en/product/nucleo-l476rg
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Acronyms and abbreviations

1 Acronyms and abbreviations

Table 1. List of acronyms

NFC Near field communication
RFAL RF abstract layer
P2P Peer to peer
MCU Microcontroller unit
BSP Board support package
HAL Hardware abstraction layer
LED Light emitting diode
SPI Serial peripheral interface
CMSIS The ARM® Cortex® microcontroller software interface standard
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2 What is STM32Cube?

STM32Cube™ represents the STMicroelectronics initiative to make developers’ lives easier by reducing
development effort, time and cost. STM32Cube covers the STM32 portfolio.

STM32Cube version 1.x includes:

. STM32CubeMX, a graphical software configuration tool that allows the generation of C initialization code
using graphical wizards.

. A comprehensive embedded software platform specific to each series (such as the STM32CubeF4 for the
STM32F4 series), which includes:

—  the STM32Cube HAL embedded abstraction-layer software, ensuring maximized portability across the
STM32 portfolio

— aconsistent set of middleware components such as RTOS, USB, TCP/IP and graphics
—  all embedded software utilities with a full set of examples

2.1 STM32Cube architecture

The STM32Cube firmware solution is built around three independent levels that can easily interact with one
another, as described in the diagram below.

Figure 1. Firmware architecture

Level 2

Level 1

Level O

S e -l e SsAmein  l mmt sm is 0

Level 0: This level is divided into three sub-layers:

. Board Support Package (BSP): this layer offers a set of APIs relative to the hardware components in the
hardware boards (Audio codec, IO expander, Touchscreen, SRAM driver, LCD drivers. etc...); it is based on
modular architecture allowing it to be easily ported on any hardware by just implementing the low level
routines. It is composed of two parts:
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- Component: is the driver relative to the external device on the board and not related to the STM32, the
component driver provides specific APIs to the external components of the BSP driver, and can be
ported on any other board.

- BSP driver: links the component driver to a specific board and provides a set of easy to use APIs. The
API naming convention is BSP_FUNCT_Action(): e.g., BSP_LED_Init(), BSP_LED_On().

. Hardware Abstraction Layer (HAL): this layer provides the low level drivers and the hardware interfacing
methods to interact with the upper layers (application, libraries and stacks). It provides generic, multi-
instance and function-oriented APIs to help offload user application development time by providing ready to
use processes. For example, for the communication peripherals (I?C, UART, etc.) it provides APlIs for
peripheral initialization and configuration, data transfer management based on polling, interrupt or DMA
processes, and communication error management. The HAL Drivers APIs are split in two categories: generic
APIs providing common, generic functions to all the STM32 series and extension APIs which provide
special, customized functions for a specific family or a specific part number.

. Basic peripheral usage examples: this layer houses the examples built around the STM32 peripherals using
the HAL and BSP resources only.

Level 1: This level is divided into two sub-layers:

. Middleware components: set of libraries covering USB Host and Device Libraries, STemWin, FreeRTOS,
FatFS, LwlP, and PolarSSL. Horizontal interaction among the components in this layer is performed directly
by calling the feature APIs, while vertical interaction with low-level drivers is managed by specific callbacks
and static macros implemented in the library system call interface. For example, FatFs implements the disk
1/O driver to access a microSD drive or USB Mass Storage Class.

. Examples based on the middleware components: each middleware component comes with one or more
examples (or applications) showing how to use it. Integration examples that use several middleware
components are provided as well.

Level 2: This level is a single layer with a global, real-time and graphical demonstration based on the middleware
service layer, the low level abstraction layer and basic peripheral usage applications for board-based functions.
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3 X-CUBE-NFCS5 software expansion for STM32Cube

3.1 Overview

The X-CUBE-NFC5 software package expands the STM32Cube functionality.
The package key features are:

. Complete middleware to build applications using the ST25R3911B high performance HF reader/NFC initiator
with 1.4 W supporting VHBR and AAT

. Easy portability across different MCU families, thanks to STM32Cube
. Sample application to detect several NFC tag types and mobile phones supporting P2P
. Free, user-friendly license terms

. Sample implementations available for the X-NUCLEO-NFCO05A1 expansion board, plugged into a NUCLEO-
FAO1TRE, NUCLEO-LO53R8 or NUCLEO-L476RG development board

. Complete RF/NFC abstraction (RFAL) for all major technologies including complete ISO-DEP and NFC-DEP
layers

This software contains high performance HF reader / NFC initiator IC drivers for the ST25R3911B device, running
on STM32. It is built on top of STM32Cube software technology to ease portability across different STM32
microcontrollers.

This firmware package includes component device drivers, a board support package and a sample application
demonstrating usage of X-NUCLEO-NFC05A1 expansion board with STM32 Nucleo boards.

The sample application configures the ST25R3911B for inductive or capacitive wake up, followed by a polling loop
for active and passive device detection. When a passive tag or active device is detected, the shield signals the
detected technology by lighting a corresponding LED.

The demo logs all activities with ST-LINK Virtual Com Port to the host system.
The supported RFID technologies in this demo are:

. ISO14443A/NFCA

. 1ISO14443B/NFCB

. Felica/NFCF

. ISO15693/NFCV

. Active P2P

3.2 Architecture

This fully compliant software expansion for STM32Cube lets you develop applications using the ST25R3911B

high performance HF reader / NFC initiator IC. It is based on the STM32CubeHAL hardware abstraction layer for

the STM32 microcontroller and extends STM32Cube with a board support package (BSP) for the X-NUCLEO-

NFCO5A1 expansion board.

Application software can access and use the X-NUCLEO-NFCO05A1 expansion board through the following layers:

. STM32Cube HAL layer: the HAL driver layer provides a simple set of generic, multi-instance APIs
(application programming interfaces) to interact with the upper layers (application, libraries and stacks).
These generic and extension APIs are directly built on a common architecture and allow overlying layers like
middleware to implement their functions without depending on specific microcontroller unit (MCU) hardware

information. This structure improves the library code reusability and guarantees easy portability across other
devices.

. Board support package (BSP) layer: provides support for the peripherals on the STM32 Nucleo board
(apart from the MCU). This set of APIs provides a programming interface for certain board-specific
peripherals like the LED, the user button etc. This interface also helps you identify the specific board version.

. Middleware NDEF layer: provides several functions required for NDEF message management.
The NDEF layer is compliant with Motor Industry Software Reliability Association (MISRA) C 2012.
It currently supports the following NFC technologies:
- T2T
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- T3T
~  T4AT
~  T4BT
- T5T

The NDEF library design is split in RF technology-dependent layer and RF technology-independent layer:
—  message, record and supported type management layer (technology independent)

—  NDEF technology layer defining a common API on top of the RFAL (technology dependent)

—  NDEF wrapper layer abstracting the underlying technologies

The NDEF wrapper on top of the NDEF technology-dependent components allows managing NDEF tags
without taking care of the underlying NFC technologies.

The types currently supported are:

—  RTD device information

—  RTD text

— RTDURI

—  Android application record (AAR)

- vCard

- Wi-Fi

Figure 2. NDEF block diagram

NDEF
Message, Record and supported types
NDEF Wrapper
NDEF T2T NDEF Ta3T NDEF T4T NDEF T5T
RFAL
ST25R3911 ST25R35916 ST25R95

. Middleware RF abstraction layer (RFAL): RFAL provides several functions for RF/NFC communication. It
groups the different RF ICs (for instance ST25R3911B, ST25R95 or ST25R3916) under a common and easy
to use interface.

The technologies currently supported by RFAL are:
—  NFC-A\ISO14443A (T1T, T2T, T4TA)

— NFC-B\1S0O14443B (T4TB)

—  NFC-F \ FeliCa (T3T)

— NFC-V\IS0O15693 (T5T)
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—  P2P\1S018092 (NFCIP1, Passive-Active P2P)
—  ST25TB (ISO14443-2 Type B with Proprietary Protocol)

The protocols provided by RFAL are:
—  ISO-DEP (1SO14443-4 Data Link Layer, T=CL)
—  NFC-DEP (ISO18092 Data Exchange Protocol)

Internally, the RFAL is divided into two sub layers:
. RF HAL- RF hardware abstraction layer
. RF AL - RF abstraction layer

Figure 3. RFAL block diagram

Protocols ISO DEP NFC DEP

Technologies NFC-A | NFC-B | NFC-F | NFC-V | TAT | T2T | T4T ST25TB

RF

RF configs

ST25R3911 ST25R3916 ST25R95

The modules in the RF HAL are chip-dependent, they implement the RF IC driver, configuration tables and
specific instructions for the HW to perform the physical RF functions. The interface for the caller is a shared RF
header file which provides the same interface for upper layers (for all chips).

The RF AL can be broken down into two further sub layers:
» Technologies: technology modules which implement all the specifics, framing, timings, etc.
* Protocols: protocol implementation including all the framing, timings, error handling, etc

On top of these, the application layer uses RFAL functions like NFC Forum Activities, EMVCo compliant
contactless reader, GP demo, etc.

Access to the lowest functions of the ICs is granted by the RF module. The caller can make direct use of any of
the RF technology or protocol layers without requiring any specific hardware configuration data.
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Folder structure

Figure 4. X-CUBE-NFC5 software architecture

Application Sample Application

Middleware RFAL Lib NDEF Lib

Hardware
Abstraction

Hardware Abstraction Layer (HAL) Board support packages

STM32 Nucleo expansion board

Hardware

STM32 Nucleo development board

3.3 Folder structure

Figure 5. X-CUBE-NFC5 package folders structure

. _htmresc

. Documentation
. Drivers

. Middlewares
. Projects

|§| package.xml
E Release_Motes.html

The following folders are included in the software package:

. Documentation: this folder contains a compiled HTML file generated from the source code which details the
software components and APlIs.

. Drivers: this folder contains the HAL drivers, the board-specific drivers for each supported board or
hardware platform, including the on-board components, and the CMSIS vendor-independent hardware
abstraction layer for the Cortex-M processor series.

. Middlewares: this folder contains RFAL (RF abstraction layer). RFAL provides several functions required to
perform RF/NFC communication.

The RFAL groups the different RF ICs (e.g. ST25R3911B) under a common and easy to use interface.

UM2253 - Rev 2 page 8/21



3

APls

. Projects: this folder contains a sample application example Tag Detect, provided for the ,
or platforms with three development environments (IAR Embedded

Workbench for ARM, Keil Microcontroller Development Kit (MDK-ARM), and System Workbench for STM32

(SW4STM32)).

An RFAL usage example as a Poller device is provided in exampleRfalPoller.c. In this example, different devices
are detected and activated, and data is exchanged implementing a presence check mechanism. Once removed
or upon error, the device is deactivated and the discovery loop restarts.

APIs

Detailed technical information about the APIs available to the user can be found in a compiled CHM file located
inside the “RFAL” folder of the software package where all the functions and parameters are fully described.

Detailed technical information about the NDEF APIs is available in the .chm file stored in the "doc" folder.

Sample application

Two sample applications using the expansion board with the ,
or development board are provided in the “Projects” directory. Ready-to-build projects
are available for multiple IDEs.

In the first application, NFC tags of different types of mobile phones supporting P2P are detected by the
high performance HF reader / NFC initiator IC (see the CHM documentation file generated from the
source code for more details regarding this sample application).

In the second sample application, the ST25R3911B waits for an NFC to be detected. By default, it reads its
content. The user can press the blue user button to cycle among the different features:

. write a text record
. write a URI record and an Android application record (AAR)
. format an ST tag

NDEF records are read and decoded, and their content is displayed and tuned to their type, as well as stored in a
message and written to the tag.

NDEF sample application: write text

-0l
Fichier Edition Configuration  Conkrdle  Fendtre(w)  Aide

llelcome to E—-NUCLEO-NFCB5A1

lze the User button to cycle among the different modes:

1. Tap a tag to read its content

2. Preszent a tag to write a Text record

3. Present a tag to write a URI record and an Andreid Application record

4_ Present an 5T tag to format

In Write or Format mode <menu 2. 3 or 4>, the demo returns to Head mode C(menu 1)
if no tag detected after 18 seconds

Initialization succeeded..
1. Tap a tag to read its content [
2. Present a tag to write a Text record [
NFCA Passive IS0-DEF device found. UID: B2A2083BZ%?6B85
READ-URITE NDEF detected.

Hrote 1 record to the Tag

Operation completed

Tag can be removed from the field
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Sample application

NDEF sample application: read text

llelcome to X-NUCLEO-NFCB5A1

Use the User button to cycle among the different modes:

1. Tap a tag to read its content

2. Preszent a tag to write a Text record

3. Present a tag to write a URI record and an Andreid Application record

4_ Present an 5T tag to format

In Write or Format mode <menu 2. 3 or 4>, the demo returns to Head mode C(menu 1)
if no tag detected after 18 seconds

Initialization succeeded..

1. Tap a tag to read its content

NFCA Passive IS0-DEP device found. UID: B2A2083BZ2976B85S
READ-URITE NDEF detected.

Decoding HDEF message

Hecord #1

Text: "Welcome to ST MDEF demo” (UTFE. language code 'en'>
Operation completed

Tag can be removed from the field

NDEF sample application: write a URI record and an AAR

llelcome to X—NUCLEO-NFCHS5A1

Use the User button to cycle among the different modes:

1. Tap a tag to read its content

2. Present a tag to write a Text record

3. Present a tagy to write a URI record and an Android Application record

4. Preszent an 3T tag to format

In Write or Format mode {menu 2, 3 or 4>, the demo returns to Read mode (menu 13>
if no tag detected after 18 seconds

Initialization succeeded..

1. Tap a tag to read its content

2. Present a tag to write a Text record

3. Present a tag to write a URI record and an Android Application record
MFCA Paszive IS0-DEP device found. UID: B2AZ2H03B296B8L

READ-WRITE NDEF detected.

lrote 2 records to the Tag

Operation completed

Tag can he removed from the field

1. Tap a tag to read its content
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Sample application

NDEF sample application: read a URI record and an AAR

llelcome to X-NUCLEO-NFCB5A1

Use the User button to cycle among the different modes:

1. Tap a tag to read its content

2. Preszent a tag to write a Text record

3. Present a tag to write a URI record and an Andreid Application record

4_ Present an 5T tag to format

In Write or Format mode <menu 2. 3 or 4>, the demo returns to Head mode C(menu 1)
if no tag detected after 18 seconds

Initialization succeeded..

1. Tap a tag to read its content
NFCA Passive IS0-DEP device found. UID: B2A2083BZ2976B85S
READ-URITE NDEF detected.
Decoding HDEF message

Hecord #1

URI: <http: " wuw.dst.com

Record H2

AAR Package: com.st_st25nfc
Operation completed

Tag can he removed from the field

NDEF sample application: format tag

llelcome to X—NUCLEO-NFCHS5A1

Use the User button to cycle among the different modes:

1. Tap a tag to read its content

2. Present a tag to write a Text record

3. Present a tagy to write a URI record and an Android Application record

4. Preszent an 3T tag to format

In Write or Format mode {menu 2, 3 or 4>, the demo returns to Read mode (menu 13>
if no tag detected after 18 seconds

Initialization succeeded..

1. Tap a tag to read its content

2. Present a tag to write a Text record

3. Present a tag to write a URI record and an Android Application record
4. Present an 5T tag to format

15015693 /NFC-V card found. UID: EBB4820053A53F2A
READ-URITE NDEF detected.

Formatting Tag...

Tag formatted

Operation completed

Tag can be removed from the field
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Sample application

NDEF sample application: read formatted tag

2 con _ipix]
Fichier Edition  Confiquration  Conkrdle  Fenétre(Ww)  Aide

llelcome to X-NUCLEO-NFCB5A1

Use the User button to cycle among the different modes:

1. Tap a tag to read its content

2. Preszent a tag to write a Text record

3. Present a tag to write a URI record and an Andreid Application record

4_ Present an 5T tag to format

In Write or Format mode <menu 2. 3 or 4>, the demo returns to Head mode C(menu 1)
if no tag detected after 18 seconds

Initialization succeeded.
1. Tap a tag to read its cnn

en

15015693 /NFC-V card found. UID: EBB4B2BBS3F|53F2H
INITIALIZED NDEF detected.

Operation completed

Tag can he removed from the field

After system initialization and clock configuration, LED101, LED102, LED103, LED104 and LED105 blink 3 times.
When a tag is detected in the vicinity, a LED is lit on the NFC5 shield according to the table below.

LED Lit on tag detection

NFC tag type LED lit on tag detection

NFC TYPE F LED101/ Type F
NFC TYPE B LED102 / Type B
NFC TYPE A LED103/ Type A
NFC TYPE V LED104 / Type V
NFC TYPE AP2P LED105/ Type AP2P

ST virtual comport interface is also included: following system initialization, the board is configured and
enumerated as an ST virtual COM port.

ST Virtual COM port enumeration

4 75 Ports (COM & LPT)

" 7" Communications Port (COML)

.YZ' ECP Printer Port (LPTL)

..YZ' Standard Serial over Bluetooth link (COM11)
5" Standard Serlal over Bluetooth Ilnk {CGMIE]

-.Y5" STMicroelectronics STLink Virtual COM Port (COM44)

After checking the virtual COM port number, open a connection on Hyperterminal (or similar) with the
configuration shown below (enable option: Implicit CR on LF, if available).
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Figure 13. UART serial communication configuration
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Following successful connection, the user can view the messages on the Hyperterminal, as shown below.

Figure 14. UART serial communication displayed on on Hyperterminal

Welcome to X-NUCLEC-NFCOSAL

RFAL initialization succeeded..

Going to Wakeup mode.

Inductive Wakeup receiwved.

I5015693/HFC-V card found. UID: EQ0O220423819874F
I5015693/HFC-V card found. UID: EQ0O220423819874F
I5015693/HFC-V card found. UID: EQ0O220423819874F
I5015693/HFC-V card found. UID: EQ0O220423819874F
I5015693/HFC-V card found. UID: EQ0O220423819874F
Going to Wakeup mode.

Inductive Wakeup receiwved.

I5015693/HFC-V card found. UID: EOO0O220423819874F
I5015693/HFC-V card found. UID: EOO0O220423819874F
I5015693/HFC-V card found. UID: EOO0O220423819874F
I5015693/HFC-V card found. UID: EOO0O220423819874F
I5015693/HFC-V card found. UID: EOOZ2204Z3819874F
Going to Wakeup mode.
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4 System setup guide
4.1 Hardware description
411 STM32 Nucleo platform

STM32 Nucleo development boards provide an affordable and flexible way for users to test solutions and build
prototypes with any STM32 microcontroller line.

The Arduino™ connectivity support and ST morpho connectors make it easy to expand the functionality of the
STM32 Nucleo open development platform with a wide range of specialized expansion boards to choose from.
The STM32 Nucleo board does not require separate probes as it integrates the ST-LINK/V2-1 debugger/
programmer.

The STM32 Nucleo board comes with the comprehensive STM32 software HAL library together with various
packaged software examples.

Figure 15. STM32 Nucleo board

Enabled

Information regarding the STM32 Nucleo board is available at www.st.com/stm32nucleo

4.1.2 X-NUCLEO-NFC05A1 expansion board

The X-NUCLEO-NFCO5A1 is a high performance HF reader/NFC initiator expansion board usable with the
STM32 Nucleo platform. It is also compatible with Arduino™ UNO R3 connector layout, and is designed around
the STMicroelectronics IC ST25R3911B high performance HF reader / NFC initiator (with 1.4 W supporting VHBR
and AAT). The X-NUCLEO-NFCO05A1 interfaces with the STM32 MCU via SPI.
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Figure 16. X-NUCLEO-NFC05A1 expansion board

X-NUCLEO-NFCO05A1

Information regarding the X-NUCLEO-NFCO05A1 expansion board is available at: http://www.st.com/x-nucleo.

4.2 Software description

The following software components are needed in order to setup the suitable development environment for
creating applications for the STM32 Nucleo equipped with the NFC expansion board:

. X-CUBE-NFC5: an expansion for STM32Cube dedicated to NFC applications development. The X-CUBE-
NFC5 firmware and related documentation is available on www.st.com.

. Development tool-chain and Compiler: The STM32Cube expansion software supports the three following
environments:
- IAR Embedded Workbench for ARM® (EWARM) toolchain + ST-LINK
—  Keil Microcontroller Development Kit (MDK-ARM) toolchain + ST-LINK
—  System Workbench for STM32 (SW4STM32) + ST-LINK

4.3 Hardware setup
The following hardware components are required:
. One STM32 Nucleo development platform (suggested order code: either NUCLEO-F401RE, NUCLEO-
LO53R8 or NUCLEO-L476RG)
. One ST25R3911B high performance HF reader/NFC initiator IC expansion board (order code: X-
NUCLEO-NFCO05A1)

. One USB type A to Mini-B USB cable to connect the STM32 Nucleo to the PC
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4.4 Software setup

441 Development tool-chains and compilers

Select one of the integrated development environments (IDE) supported by the STM32Cube expansion software
and read the system requirements and setup information provided by the IDE provider.

4.5 System setup guide

This section describes how to set up the different hardware components before writing and executing an
application on the STM32 Nucleo board with the X-NUCLEO-NFCO05A1 expansion board.

4.51 STM32 Nucleo and X-NUCLEO-NFCO05A1 expansion board setup
The STM32 Nucleo board integrates the ST-LINK/VV2-1 debugger/programmer. You can download the ST-LINK/
V2-1 USB driver at STSW-LINKO009.

The X-NUCLEO-NFCO05A1 expansion board is easily plugged onto the STM32 Nucleo development board
through the Arduino™ UNO R3 extension connector.

It interfaces with the STM32 microcontroller on STM32 Nucleo board through the SPI transport layer.

UM2253 - Rev 2 page 16/21


https://www.st.com/stm32cube
https://www.st.com/stm32nucleo
https://www.st.com/en/product/x-nucleo-nfc05a1
https://www.st.com/stm32nucleo
https://www.st.com/en/product/stsw-link009
https://www.st.com/en/product/x-nucleo-nfc05a1

m UM2253

Revision history

Table 3. Document revision history
[ oo ewon b ]

03-Jul-2017 1 Initial release.

Updated Section 3.2 Architecture and Section 3.5 Sample application.
13-May-2019 2
Minor text and formatting changes.
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