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User manual

Getting started with the P-NUCLEO-LRWAN2 and P-NUCLEO-LRWAN3
starter packs

Introduction

This user manual describes how to get started with the P-NUCLEO-LRWAN2 and P-NUCLEO-LRWANS3 starter packs.
Hardware and software setups are discussed in detail, together with the setup of supported network and application servers.

The P-NUCLEO-LRWANZ2 starter pack supports the higher frequency bands (868 MHz and 915 MHz). It includes:

« A sensor node based on STMicroelectronics NUCLEO-L073RZ Nucleo board and USI® I-NUCLEO-LRWAN1 LoRa®
expansion board with antenna

« A LoRaWAN® gateway based on STMicroelectronics NUCLEO-F746ZG Nucleo board and RisingHF LRWAN_GS_HF1
expansion board with antenna

The P-NUCLEO-LRWANS3 starter pack supports the lower frequency bands (433 MHz and 470 MHz). It includes:

+  Asensor node based on STMicroelectronics NUCLEO-L073RZ Nucleo board and RisingHF LRWAN_NS1 LoRa®
expansion board

+ A LoRaWAN® gateway based on STMicroelectronics NUCLEO-F746ZG Nucleo board and RisingHF LRWAN_GS_LF1
expansion board

¢ Antennas

This user manual also describes the I-CUBE-LRWAN STM32Cube Expansion Package for the sensor node, and the gateway
binary software.

Figure 1. P-NUCLEO-LRWAN2 and P-NUCLEO-LRWANS3 - LoRaWAN® sensors and gateways
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Figure 2 shows an overview of the P-NUCLEO-LRWAN2 starter pack, which includes a LoRaWAN® sensor
device and gateway as well as the antennas.

Instructions at the back of the insert card guide the users on how to power up and configure the sensor device
and gateway and setup the network.

The starter pack is configured to use the EU868 frequency band with the sensor device in OTAA mode and
the gateway forwarding the packets to Loriot EU1 server. The pack is user configurable by firmware and by AT
commands.

Figure 2. STM32 Nucleo LoRaWAN® development kit (P-NUCLEO-LRWAN?2 starter pack)

STM32 Nucleo pack Lyy

LoRa® HF band sensor and gateway e

LoRa® sensor device

NUCLED-L073RZ NUGLEO DEVELOPMENT BOARD
(FROM STMicroelectronics)
Y + STM32L073RZTA Lltra-low-power MCU

= Arm® Cortex®-M0+ 32 MHz, 192-Kbyte Flash memory
and 20-Kbyte SRAM

= Supports Arduino™ Uno V3 and ST morpho connectors
+ Embedded ST-LINK/V2-1 debugger and programmer

: I I-NUCLEQ-LRWAN1 LoRa® HF BAND (868/315 MHz)
Ji SENSOR EXPANSION BOARD

(FROM USI CORPORATION)
= USIWM-5G-5M-42 |ow-power long-range LoRa\WAN® module

based on STM32L052 and Semtech SX1272 transceiver
* Sensors:

» Temperaturefumidity: ST HTS221

= Pressure: ST LPS22HB

& ameter/gyroscope: ST LSM303AGR

A LoRa® gateway

NUGLEO-F746ZG NUGLEO DEVELOPMENT BOARD
(FROM STMicroelectronics)

= STM32F74BZGTE high-perfamance MCU

= Arm® Cortex®-M7 216 MHz, 1-Mbyte Flash memory and
320-Khyte SRAM

= Supports ST Zio connector (includes Arduino™ Uno V3) and
ST morpho connectors

- » Ethernet 10/100 Mbps, USB OTG user connectivity
115 e Embedded ST-LINK/2-1 «debugger and programmer

‘\* LORA® HF BAND (868/915 MHZ) GATEWAY EXPANSION
' BOARD (FROM RISINGHF)
= Semtech SX1301 HF baseband data concentrator

The antennas in this product are assembled and locked with the boards, which was not the case in earlier
versions. They do not have to be removed by users to comply with FCC regulations. The current product
packaging is adapted to this configuration. Visuals and illustrations in the related technical documents may differ
from the current product version.
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1.1 Sensor hardware overview
The P-NUCLEO-LRWAN2 LoRaWAN® sensor device has the following key features:

Main board

. NUCLEO-L073RZ development board (from STMicroelectronics)

- STM32L073RZT6 Arm® Cortex®-MO0+ ultra-low-power MCU at 32 MHz with 192-Kbyte Flash memory,
20-Kbyte SRAM and 6-Kbyte data EEPROM

— 1userLED
- 1 user and 1 reset push-buttons
—  32.768 kHz crystal oscillator

—  On-board ST-LINK/V2-1 debugger/programmer with USB re-enumeration capability: mass storage,
Virtual COM port, and debug port

- Board connectors
° Mini-B USB connector for the ST-LINK
° ARDUINO® Uno V3 expansion connector
° ST morpho extension pin headers for full access to all STM32 1/Os

RF module and sensor expansion board

. [-NUCLEO-LRWAN1 LoRa® HF band (868/915/923 MHz) sensor expansion board (from USI®)

- USI® WM-SG-SM-42 low-power long-range LoRaWAN® module, based on the STM32L052 MCU and
Semtech SX1272 transceiver

—  STMicroelectronics HTS221 temperature and humidity sensor

—  STMicroelectronics LPS22HB pressure sensor

—  STMicroelectronics LSM303AGR accelerometer and gyroscope sensor

Note: Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
All other trademarks are the property of their respective owners.

arm
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Figure 3 shows the two boards in the P-NUCLEO-LRWAN2 LoRaWAN® sensor device.

Figure 3. STM32 Nucleo LoRaWAN® sensor device (P-NUCLEO-LRWAN2)
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1.1.1 I-NUCLEO-LRWAN1 LoRa® HF band and sensor expansion board

The I-NUCLEO-LRWAN1 is supplied by a third party (USI®). For complete and latest information, refer to the third
party GitHub page https://github.com/USILoRaModule/USI_I-NUCLEO-LRWAN1.

Figure 4. -NUCLEO-LRWAN1 block diagram and connectors
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Note: The Nucleo board communicates with the expansion board via the STM32 UART (PA2, PA3). The following

modifications are applied to the Nucleo board:
. SB62 and SB63 are closed
. SB13 and SB14 are opened to disconnect the STM32 UART from ST-LINK
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1.2 Gateway hardware overview
The P-NUCLEO-LRWAN2 LoRaWAN® gateway shown in Section 1.2 has the following key features:

Gateway main board

. NUCLEO-F746ZG development board (from STMicroelectronics)

—  STM32F746ZGT6 Arm® Cortex®-M7 high-performance MCU at 216 MHz with 1-Mbyte Flash memory
and 320-Kbyte SRAM

—  3userLEDs

- 1 user and 1 reset push-buttons

- Ethernet compliant with IEEE-802.3-2002
—  USB OTG Full Speed or device only

—  32.768 kHz crystal oscillator

—  On-board ST-LINK/V2-1 debugger/programmer with USB re-enumeration capability: mass storage,
Virtual COM port, and debug port

- Board connectors
° Micro-AB USB connector for the ST-LINK
° ST Zio expansion connector including ARDUINO® Uno V3
° ST morpho extension pin headers for full access to all STM32 1/Os
° USB with Micro-AB
° Ethernet RJ45

Gateway expansion board

. LRWAN_GS_HF1 LoRa® HF band (868/915/923 MHz) gateway expansion board (from RisingHF)
—  SX1301/SX1257 HF baseband data concentrator and transceiver
° Automatically adaptive to spreading factor from SF12 to SF7 in each of 8 channels
° High sensitivity down to -140 dBm at 300 bit/s
° 6 dBm output power
° Support LoRaWAN® protocol Class A and Class C
° Support Semtech packet forwarder
° Support DNS and NTP

UM2587 - Rev 3 page 6/55


https://www.st.com/en/product/p-nucleo-lrwan2?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/nucleo-f746zg?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/stm32f746zg?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587

m UM2587

Gateway hardware overview

Figure 5. STM32 Nucleo LoRaWAN® gateway (P-NUCLEO-LRWAN2)
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Gateway additional features

. Programmable parallel demodulation paths
. LoRa® demodulators and 1 GFSK demodulator embedded
. Single +5 V supply
. AT command interface to re-configure the parameters of the gateway
—  change frequency plan
—  change IP of the gateway
—  change MAC address and ID of the gateway
—  change network server that supports Semtech packet forwarder
—  set to use public server or private server
—  change DNS address
—  change NTP server address
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1.21 Gateway expansion board

The LRWAN_GS_HF1 gateway expansion board shown in Figure 6 is designed by RisingHF (www.risinghf.com).
It includes a Semtech SX1301 digital baseband circuit integrating the LoRa® concentrator, Semtech SX1257 HF
front-end transceiver module, and two SAW filters to achieve a wider bandwidth range (868 MHz to 915 MHz).
The expansion board is controlled by the NUCLEO-F746ZG via the SPI interface.

The gateway expansion board includes also an external +5 V power supply circuitry, which powers both the
gateway expansion board and NUCLEO-F746ZG development board. The NUCLEO-F746ZG is powered via pin
VIN (Pin 15 of connector CN8 on the Nucleo board).

For more details, refer to [3].

Figure 6. Gateway expansion board (P-NUCLEO-LRWANZ2)

ANT connector
(with protection cap)

LF/HF identification

PA5 — SCK (optional)
PA6 — MISO (optional)
PA6 — MOSI (optional)
PD14 — CSN (optional)
PD15 — Band Set1
PF12 - RST

PF13 — GPIOO
PE9 — Band Set2
PE11 - CSN
PF14 — GPIO1
PE13 — MISO
PF15 — GPIO2

VIN

PF5 — GPIO4
PF10 - GPIO3

PE12 - SCK
PE14 — MOSI

USB for external 5 V supply

Table 1. P-NUCLEO-LRWAN2 gateway expansion board pins description

VIN Power supply to NUCLEO-F746ZG from external 5 V
PF5/PD12/PC4/PB9 -GPI04 GPI104 from SX1301

PF10/PD13/PC5/PB8 -GPIO3 GPI03 from SX1301

PF15-GPI02 GPIO2 from SX1301

PF14-GPIO1 GPIO1 from SX1301

PF13-GPIO0 GPIOO0 from SX1301

PE11-CSN CSN of SPI for SX1301
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PE13-MISO
PE12-SCK
PE14-MOSI
PE15-RST
PD15-Band Set1

PE9-Band Set2

PA5-SCK (optional)

PAB-MISO (optional)

PA7/PB5-MOSI (optional)

PD14-CSN (optional)

MISO of SPI for SX1301
SCK of SPI for SX1301
MOSI of SPI for SX1301
Reset for SX1301

ST Nucleo LoRa GW HF
. PE9=0, PD15=1: Band EU868
. PE9=1, PD15=0: Band US915/AS915/AU915

Backup SCK of SPI for SX1301
(no connection on board in default)
Backup MISO of SPI for SX1301
(no connection on board in default)
Backup MOSI of SPI for SX1301
(no connection on board in default)
Backup CSN of SPI for SX1301

(no connection on board in default)

Figure 7 presents the architecture of the LRWAN_GS_HF1 gateway expansion board.

Figure 7. Hardware architectures of the P-NUCLEO-LRWAN2 gateway expansion board
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2 P-NUCLEO-LRWANS3 starter pack overview

Figure 8 shows an overview of the P-NUCLEO-LRWANS3 starter pack, which includes a LoRaWAN® sensor
device and gateway as well as the antennas.

Instructions at the back of the insert card guide the users on how to power up and configure the sensor device
and gateway and setup the network.

The starter pack is configured to use the CN470Prequel frequency band with the sensor device in OTAA mode
and the gateway forwarding the packets to Loriot CN1 server. The pack is user configurable by firmware and by
AT commands.

Figure 8. STM32 Nucleo LoRaWAN® development kit (P-NUCLEO-LRWANS3 starter pack)

STM32 Nucleo pack
LoRa®LF band sensor and gateway

LoRa® sensor device

NUCLEO-LO73RZ NUCLEO DEVELOPMENT BOARD
(FROM STMicroelectronics)

+ STM32L073RZT6 ultra-low-power MCL

« Arm® Cortex®-MO-+ 32 MHz, 192-Kbyte Flash memary
and 20-Khyte SRAM

« Supports Arduine™ Uno V3 and ST morpho connectors
« Embedded ST-LINKA2-1 debugger and programmer

LoRa® LF BAND (433/470 MHz) SENSOR EXPANSION BOARD
(FROM RisingHF)
» RisingHF RHFOMO03-LF20 low-poiwer long-range LoRaWAN®
module, based on STM32L071 and Semtech SX1278 transceiver.
* Sensors:
« Temperature/mumidity: ST HTS221
» Pressure: ST LPS22HB
- Accelerometer/gyroscope: ST LSMBDS3.
= Magnetometer; ST LIS3MDL

o
LoRa® gateway
NUCLEO-F746ZG NUCLEO DEVELOPMENT BOARD
(FROM STMicroelectronics)

||| = STM32F746ZGT6 high-perfomance MCU

P * Arm® Cortex®-M7 216 MHz, 1-Mbyte Flash memary and

i 320-Khyte SRAM
= Supperts ST Zio connector {includes Arduing™ Une ¥3) and ST
rmorpho connectors
« Ethemnet 10100 Mbps, USB OTG user connectivity
= Emhedded ST-LINK/AV2-1 debugger and programmer

LoRa® LF BAND (433/470 MHz) GATEWAY EXPANSION
BOARD (FROM RisingHF)
= Semtech SX1301 LF baseband ata concentrator

21 P-NUCLEO-LRWANS3 starter pack known limitation
The serial number of the NUCLEO-L073RZ MB1136 reference board is indicated on a sticker under the MB1136.

If the number is within the range from A191400001 to A191402004, the board must be updated with a new
firmware before use. Download the last firmware version available at www.st.com/en/product/i-cube-Irwan.
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2.2 Sensor hardware overview
The P-NUCLEO-LRWAN3 LoRaWAN® sensor device has the following key features:

Main board

. NUCLEO-L073RZ development board (from STMicroelectronics)

- STM32L073RZT6 Arm® Cortex®-MO0+ ultra-low-power MCU at 32 MHz with 192-Kbyte Flash memory,
20-Kbyte SRAM and 6-Kbyte data EEPROM

— 1userLED
- 1 user and 1 reset push-buttons
—  32.768 kHz crystal oscillator

—  On-board ST-LINK/V2-1 debugger/programmer with USB re-enumeration capability: mass storage,
Virtual COM port, and debug port

- Board connectors
° Mini-B USB connector for the ST-LINK
° ARDUINO® Uno V3 expansion connector
° ST morpho extension pin headers for full access to all STM32 1/Os

RF module and sensor expansion board

. LRWAN_NS1 LoRa® LF band (433/470 MHz) sensor expansion board (from RisingHF)

—  RisingHF RHFOMO0O03-LF20 low-power long-range LoRaWAN® module, based on the STM32L071
MCU and Semtech SX1278 transceiver

° High sensitivity down to -137 dBm
° 14 dBm to 20 dBm output power
—  STMicroelectronics HTS221 temperature and humidity sensor
—  STMicroelectronics LPS22HB pressure sensor
—  STMicroelectronics LSM6DS3 accelerometer and gyroscope sensor
—  STMicroelectronics LIS3MDL magnetometer

UM2587 - Rev 3 page 11/55
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Figure 9 shows the two boards in P-NUCLEO-LRWAN3 LoRaWAN® sensor device.

Figure 9. STM32 Nucleo LoRaWAN® sensor device (P-NUCLEO-LRWAN3)

Sensors:
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LIS3MDL HTS221

USB VCOM
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microcontroller

X www.stcom/stm32nucleo O o L

NUCLEO-L0O73RZ LRWAN_NS1
main board expansion board
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3

221 LRWAN_NS1 LoRa® LF band and sensor expansion board

The LRWAN_NSH1 is supplied by a third party (RisingHF). For complete and latest information, refer to
LRWAN_NS1 reference manual [2].

Figure 10. LRWAN_NS1 block diagram and connectors
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Note: By default, USART1 (PA9/PA10) is used in the NUCLEO-LO73RZ board to control the RHFOMO003-LF20 modem.
Optionally, it is possible to use USART2 (PA2/PA3) via jumper resistor on the LRWAN_NS1. Refer to its user
manual. If USART2 (PA2/PA3) is used to control the modem, the following solder bridge on the Nucleo board
must be configured accordingly:

. SB62 and SB63 are closed
. SB13 and SB14 are opened to disconnect the STM32 UART from ST-LINK

Refer to [5] in the USART Communication section for more details.

2.3 Gateway hardware overview
The P-NUCLEO-LRWAN3 LoRaWAN® gateway shown in Figure 11 has the following key features:

Gateway main board

. NUCLEO-F746ZG development board (from STMicroelectronics)

—  STM32F746ZGT6 Arm® Cortex®-M7 high-performance MCU at 216 MHz with 1-Mbyte Flash memory
and 320-Kbyte SRAM

— 3userLEDs

- 1 user and 1 reset push-buttons

—  Ethernet compliant with IEEE-802.3-2002
— USB OTG Full Speed or device only

—  32.768 kHz crystal oscillator

—  On-board ST-LINK/V2-1 debugger/programmer with USB re-enumeration capability: mass storage,
Virtual COM port, and debug port

- Board connectors
° Micro-AB USB connector for the ST-LINK
° ST Zio expansion connector including ARDUINO® Uno V3
° ST morpho extension pin headers for full access to all STM32 1/Os
° USB with Micro-AB
° Ethernet RJ45

Gateway expansion board

. LRWAN_GS_LF1 LoRa® LF band (433/470 MHz) gateway expansion board (from RisingHF)
—  Semtech SX1301/SX1255 LF baseband data concentrator and transceiver
° Automatically adaptive to spreading factor from SF12 to SF7 in each of 8 channels
° High sensitivity down to -140 dBm at 300 bit/s
° 6 dBm output power
° Support LoRaWAN® protocol Class A and Class C
° Support Semtech packet forwarder
° Support DNS and NTP
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UM2587 - Rev 3

Figure 11. STM32 Nucleo LoRaWAN® gateway (P-NUCLEO-LRWAN3)
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Gateway additional features

Programmable parallel demodulation paths

LoRa® demodulators and 1 GFSK demodulator embedded

Single +5 V supply

AT command interface to re-configure the parameters of the gateway
—  change frequency plan

—  change IP of the gateway

—  change MAC address and ID of the gateway

—  change network server that supports Semtech packet forwarder
—  set to use public server or private server

—  change DNS address

—  change NTP server address
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231 Gateway expansion board

The gateway expansion board shown in is designed by RisingHF (www.risinghf.com). It includes a Semtech
SX1301 digital baseband circuit integrating the LoRa® concentrator, Semtech SX1255 LF front-end transceiver
module, and two SAW filters to achieve a wider bandwidth range (434 MHz to 470 MHz). The expansion board is
controlled by the NUCLEO-F746ZG via the SPI interface.

The gateway expansion board includes also an external +5 V power supply circuitry, which powers both the
gateway expansion board and NUCLEO-F746ZG development board. The NUCLEO-F746ZG is powered via pin
VIN (Pin 15 of connector CN8 on the Nucleo board).

For more details, refer to [3].

Figure 12. Gateway expansion board (P-NUCLEO-LRWAN3)

ANT connector
(with protection cap)

LF/HF identification

PA5 — SCK (optional)
PA6 — MISO (optional)
PA6 — MOSI (optional)
PD14 — CSN (optional)
PD15 — Band Set1
PF12 - RST

PF13 — GPIOO
PE9 — Band Set2
PE11 - CSN
PF14 — GPIO1
PE13 — MISO
PF15 — GPIO2

VIN

PF5 — GPIO4
PF10 - GPIO3

ou

LN ]
no @ & PE12 — SCK
Tee PE14 — MOSI
LY

‘ t‘)t:
. ‘i ‘d!"i‘

USB for external 5 V supply

Table 2. P-NUCLEO-LRWAN3 gateway expansion board pins description

VIN Power supply to NUCLEO-F746ZG from external 5 V
PF5/PD12/PC4/PB9 -GPI04 GPI104 from SX1301

PF10/PD13/PC5/PB8 -GPIO3 GPI03 from SX1301

PF15-GPI02 GPIO2 from SX1301

PF14-GPIO1 GPIO1 from SX1301

PF13-GPIO0 GPIOO0 from SX1301

PE11-CSN CSN of SPI for SX1301
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PE13-MISO
PE12-SCK
PE14-MOSI
PE15-RST
PD15-Band Set1

PE9-Band Set2

PA5-SCK (optional)

PAB-MISO (optional)

PA7/PB5-MOSI (optional)

PD14-CSN (optional)

MISO of SPI for SX1301
SCK of SPI for SX1301
MOSI of SPI for SX1301
Reset for SX1301

ST Nucleo LoRa GW LF
. PE9=0, PD15=1: band EU433
. PE9=1, PD15=0: band CN470

Backup SCK of SPI for SX1301
(no connection on board in default)
Backup MISO of SPI for SX1301
(no connection on board in default)
Backup MOSI of SPI for SX1301
(no connection on board in default)
Backup CSN of SPI for SX1301

(no connection on board in default)

Figure 13 presents the architecture of the LRWAN_GS_LF1 gateway expansion board.

Figure 13. Hardware architecture of the P-NUCLEO-LRWAN3 gateway expansion board
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SX1255

UM2587 - Rev 3

[ 434mHz [ —>
L] ] <

470 MHz

Legend: LF specific |:> Emission <: Reception

page 17/55




m UM2587

P-NUCLEO-LRWAN2 / P-NUCLEO-LRWANS3 firmware overview

3 P-NUCLEO-LRWAN2 / P-NUCLEO-LRWANS firmware overview

The P-NUCLEO-LRWANZ2 and P-NUCLEO-LRWANS starter packs include the following firmware:

. I-CUBE-LRWAN LoRaWAN® STM32Cube Expansion Package for the microcontrollers in the STM32L0
Series, STM32L1 Series, STM32L4 Series, and STM32L4+ Series

. Binary for the STM32F746ZGT6 microcontroller of the LoRaWAN® gateway Nucleo board

3.1 I-CUBE-LRWAN LoRaWAN® STM32Cube Expansion Package

The [-CUBE-LRWAN Expansion Package consists of a set of libraries and application examples for STM32L0
Series, STM32L1 Series, STM32L4 Series, and STM32L4+ Series microcontrollers acting as end-devices. This
firmware Expansion Package is downloadable from www.st.com/en/product/i-cube-lrwan.

A specific firmware project called AT_Master is an example code available only for the STM32L0 Series
microcontroller interfacing either with the I-NUCLEO-LRWAN1 USI® LoRa® expansion board, or with the
LRWAN_NS1 RisingHF LoRa® expansion board. The AT_Master sample project implements a host AT Master

application that controls the LoRa® modem via AT commands, establishes a link with the LORaWAN® network,
and sends sensor data.

Figure 14. AT Master in LoORaWAN® STM32Cube Expansion Package

A4 STM32CubeExpansion_LRWAN_V1.2.2

_htmresc
v Drivers
> BSP
» CM5IS

» STM32L0woc_HAL_Driver
> STM32LTsec_HAL_Driver
> STM32L A HAL Driver
v Middlewares
v Third_Party
» LoRaWAMN
v Projects
> B-LO727-LRWAN1
» 5TM32L053RE-Nucleo
v STM32L07T3RZ-Mucleo

v Applications

v LoRa
» End_Mode
» PingPong

» 5TM32L152RE-Nuclen
» STM32LATERG-Nucleo

3.2 STM32F7 Nucleo LoRaWAN® gateway firmware

Firmware is based on the Semtech packet forwarder protocol ported over to the STM32F746ZGT6 device. The
gateway parameters are fully reconfigurable by means of the AT command interface through the ST-LINK USB
Virtual COM port. Refer to [3] for details.
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STM32F7 Nucleo LoRaWAN® gateway firmware

User reconfigurable parameters by means of the AT command interface

. Frequency plan
. Network server settings
—  LoRaWAN® server address (public or private)
- Uplink and downlink port
. Ethernet settings
—  MAC address (default based on STM32 unique ID)
—  Static or DHCP mode
- IP address, DNS address, NTP server address
. Gateway ID
. Baud rate
. Enabling/disabling log messages

AT command list

Table 3. AT command list

AT Returns +OK.

HELP Prints help information.

FDEFAULT Resets to factory default settings.

RESET Software-reset gateway.

SYS Checks all configurations.

VER Gets version.

LOG Turns on/off packet forwarder log.

ECHO AT command echo on/off.

MAC Sets/gets the gateway MAC address.

P DHCP/static IP control.

DNS Sets/gets the DNS address.

NTP Sets/gets the NTP server address.

EUI MAC Address (EUI48) to Gateway ID (EUI64) padding.
LORAWAN LoRaWAN® network selection (public/private).
PKTFWD Packet forwarder server address and port settings.
CH Packet forwarder channels.

Baudrate AT command and logging UART interface baud rate.

The gateway firmware binary is available upon request directly from STMicroelectronics.

To reprogram the board, copy and paste, or drag and drop the binary file to the mbed storage device of the
NUCLEO-F746ZG. The STM32 ST-LINK Utility (STSW-LINK004) programming software is another solution to
program the board.

It is recommended to power the board first before connecting the board with the PC. Refer to Section 6 about
how to power the board.
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STM32F7 Nucleo LoRaWAN® gateway firmware

3

Figure 15. Programming the gateway using a binary file

[2). Templates || st-nucleo-lora-gw-at-fw-v2.1.7.bin

. Tracing
. ush_driver -9

il Computer

&, osDisk (C3)

= NODE_FT46ZG (D) —
€ Network + Copy to NODE_F746ZG (D:)
|5 Control Panel
‘£ Recycle Bin

At startup, firmware checks for frequency band setting compatibility versus RF hardware. It displays a warning if
the setting is not compatible with the hardware.
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4 I-NUCLEO-LRWAN1 sensor device setup and reconfiguration

This section describes the steps to setup the I-NUCLEO-LRWAN1 sensor device and if necessary, reconfigure

it to the desired frequency band. By default, the device is configured for the EU868 frequency band and in the
OTAA mode.

4.1 Sensor device setup

1. Make sure that the USB drivers are installed. Download ST-LINK USB driver (STSW-LINK009) from
www.st.com if needed.

Figure 16. ST-LINK driver installation

4 | 5T-Link USB drivers

MName

. amdiad

L. %86
*E dpinst_arnd6d.exe
& dpinst_x86.exe
i en.stsw-link009.zip
4 | stlink_dbg_winushb.inf
¥ | stlink_VCP.inf
stlink_winush_install.bat<@—— Run the batch file to install
=4 stlinkdbgwinush_64.cat
=4 stlinkdbgwinush_x86.cat
=4 stlinkvep_dbd.cat
= stlinkvep_B6.cat

2. On the LoRa® expansion board, connect the antenna to connector J1 (for P-NUCLEO-LRWANS3).

Figure 17. Antenna and personal computer connection

CN1 connector
for the USB Mini-B cable

J1 connector
for the antenna

3. Connect the Nucleo board to a personal computer with a USB Type-A or USB Type-C® to Mini-B cable
through USB connector CN1 to the power the board. Then red LED LD3 (PWR) and LD1 (COM) light up.
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Extracting DevEUI and AppEUI from the LoRa® module

4.  Allow the personal computer to enumerate and install the USB drivers.
Take note of the Virtual COM port number assigned to the board.
Note: the Nucleo board is also enumerated as an mbed removable storage device.

Figure 18. USB enumerated instances

b --B Mice and other pointing devices
- B Monitars
> M Network adapters

4 Devices with Removable Storage (1)

NUCLEO (D) —<d—

= 0 bytes free of 8.00 KB ,
FAT I Y2 STMicroelectronics STLink Virtual COM Po x@

- ¥ Processors
> -4 Security Devices
»-% Sound, video and game controllers

oMl System devices

b - E Universal Serial Bus controllers
-9 Univers ' i
= STMicroelectronics 5TLink dengle

4.2 Extracting DevEUI and AppEUI from the LoRa® module

Device enrollment to the network server requires activation parameters stored in the LoRa® module. Depending
on the join mode used (OTAA/ABP), the pieces of information presented in Table 4 need to be extracted from the

LoRa® module (default) or changed.

Table 4. Device activation and parameters (P-NUCLEO-LRWANZ2)

Parameters Description End_—de\_nce
activation

64-bit global unique ID that uniquely identifies the end-device (IEEE EUI64

DevEUI
eV address).

64-bit application ID that uniquely identifies the application provider (owner) of

AppPEUL the end-device (IEEE EUI64 address).

OTAA
AES-128 application key, specific to the end-device, assigned by the

application provider, that is used to derive the session keys, NwkSKey

and AppSKey specific to that end-device to encrypt and verify network

communication and application data.

AppKey

Network session key, specific to the end-device. Used by the network server
NwkSKey and end-device to calculate and verify the MIC (message integrity code) and
further encrypt and decrypt the payload field of MAC-only data messages.

Application session key, specific to the end-device. Used by both the network ABP
AppSKey server and the end-device to encrypt and decrypt the payload field of 30
application-specific data messages.

DevAddr 32-bit address that identifies the end-device within the current network.

Send a get AT command to extract the default parameters of the USI® WM-SG-SM-42 LoRa® module through its
serial port. Refer to [1] for details.

. Get Device EUI (AT+EUT)
. Get Application EUI (AT+APPEUT)
. Get Application Key (AT+2K)
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The I-NUCLEO-LRWAN1 expansion board uses the serial interface (CN8 pin 1 (Tx) and pin 2 (Rx)) shown in
Figure 19 for the AT command console. The default serial configuration is:

. Baud rate: 115200

. Data: 8 bit
. Parity: none
. Stop: 1 bit
Figure 19. I-NUCLEO-LRWAN1 expansion board serial port
+3V3 (CNG6 pin 4) 0 TAPI21US 2r-NS-OS-WM |

- jt' I
GND (CN6 pin 6)

28ND
LNYMET-03T10NN:

SR

o

LPUART1_Rx (CN8 pin 2)

B

LPUART1_Tx (CN8 pin 1)

Alternatively, since preloaded firmware reads the DevEUT and AppEUI parameters of the module and saves them
to the internal data memory of the STM32L073RZT6 (Data Memory Bank 1 of the NUCLEO-L073RZ Nucleo
board), the user can extract both parameters by reading the data memory using the STM32 ST-LINK Utility
(STSW-LINKOO04) or the STM32CubeProgrammer (STM32CubeProg).

Follow these steps to extract DevEUTI and AppEUT using the STM32 ST-LINK Utility:

1. Download STM32 ST-LINK Utility (STSW-LINK004) from STMicroelectronics web site and install it
2. Connect the NUCLEO-LO73RZ Nucleo board with the personal computer by means of the USB

3. Open a Windows® Command prompt and set the path for the STM32 ST-LINK Utility:

SET PATH=%PATH%;C:\Program Files (x86)\STMicroelectronics\STM32 ST-LINK
Utility\ST-LINK Utility

4. Read DEvUI and AppEui using STM32 ST-LINK Utility CLI command:
- For DevEUI: ST-LINK CLI.exe -c swd ur -r8 0x08080000 0x08
- For AppEUI: ST-LINK CLI.exe -c swd ur -r8 0x08080008 0x08

The addresses in the CLI commands are for Data Memory Bank 1 of the NUCLEO-L073RZ Nucleo board.

Note: The STM32 ST-LINK Utility (STSW-LINK004) GUI can also be used to read the data memory of the NUCLEO-
LO73RZ.

A similar process is possible using the STM32CubeProgrammer (STM32CubeProg). Refer to
STM32CubeProgrammer documentation on www.st.com.
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4.3 Reconfiguring the sensor device using the AT_Master project

Edit firmware to change join mode, frequency band, device IDs, and keys. More parameters are reconfigurable.
The following examples show functions used to set these parameters in user firmware.

In file main.c:

#define JOIN MODE OTAA JOIN MODE /*ABP JOIN MODE*/ /*LoRaWan join method*/
Infile lora driver.c:

. Lora_ SetDeviceBand(uint8 t DeviceBand) — Sets the band plan

. LoRa SetDeviceID (uint8 t *PtrDeviceID) — Sets the device ID (DevEUI)

. LoRa_SetAppID(uint8 t *PtrAppID) — Sets the application identifier (AppEUI)

. LoRa_SetDeviceAddress (uint32 t DeviceAddr) — Sets the device address (DevAddr)

. LoRa_SetKey (ATCmd_t KeyType, uint8 t *PtrKey) — Sets the key configuration (APPKEY,
NWKSKE, APPSKEY)

. Lora UpdateConfigTable () — Updates the DCT content table with new values

The corresponding Get functions are also available.

Alternatively, it is possible to reconfigure the WM-SG-SM-42 module directly via its serial port by sending AT
commands from the PC. Refer to [1] for details.

Set additional options in the hw_conf . h file in folder AT Master:
. Low-power mode: enables/disables the low-power mode

. Sensor-enable switch: enables reading the data from the sensors in the -NUCLEO-LRWAN1 expansion
board
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LRWAN_NS1 sensor device setup and reconfiguration

5 LRWAN_NS1 sensor device setup and reconfiguration

This section describes the steps to setup the LRWAN_NS1 sensor device and if necessary, reconfigure it to the
desired frequency band. By default, the device is configured for the CN470Prequel frequency band and in the
OTAA mode.

5.1 Sensor device setup

1. Make sure that the USB drivers are installed. Download ST-LINK USB driver (STSW-LINK0O09) from
www.st.com if needed.

Figure 20. ST-LINK driver installation

4 | 5T-Link USB drivers

MName

. amdiad

L. %86
*E dpinst_arnd6d.exe
& dpinst_x86.exe
i en.stsw-link009.zip
4 | stlink_dbg_winushb.inf
¥ | stlink_VCP.inf
stlink_winush_install.bat<@—— Run the batch file to install
=4 stlinkdbgwinush_64.cat
=4 stlinkdbgwinush_x86.cat
=4 stlinkvep_dbd.cat
= stlinkvep_B6.cat

2. On the LoRa® expansion board, connect the antenna to connector CN10 (for P-NUCLEO-LRWAN3).

Figure 21. Antenna and personal computer connection

e e e e

CN1 connector
for the USB Mini-B cable

CN10 connector
for the antenna

3. Connect the Nucleo board to a personal computer with a USB Type-A or USB Type-C® to Mini-B cable
through USB connector CN1 to the power the board. Then red LED LD3 (PWR) and LD1 (COM) light up.
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4.  Allow the personal computer to enumerate and install the USB drivers.
Take note of the Virtual COM port number assigned to the board.
Note: the Nucleo board is also enumerated as an mbed removable storage device.

Figure 22. USB enumerated instances

DB Mice and other pointing devices
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4 Devices with Removable Storage (1)
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b -5 Security Devices
> Iﬁ] Sound, video and game controllers

b -8 System devices

[ E Universal Serial Bus controllers

a § Univers ' i
T STMicroelectronics 5TLink dengle

5.  [Optional: to display debug printf messages] Open a terminal emulation software such as Tera Term and
configure it with the following settings for further viewing of the LoRa® device parameters:

—  Port: (Virtual COM port number assigned to the board from step 4)
—  Baud rate: 9600

—  Data: 8 bit

—  Parity: none

—  Stop: 1 bit

Figure 23. Terminal emulation software settings

Terminal size New-line Baud rate:

1 X 29 Beceive: (aUuTO N
[¥] Term size = win size Transmit:

Cancel

Data:
Cancel

Auto window resize Parity:

Terminal ID: |VT100 ~ [[Local echo Stop:

0
P
Yk

Answerback: [C] Auto switch [VT<->TEK] Flow control: NONE:
Coding [receive] Coding [transmit] .
Transmit delay
i] msecichar l] | msecfline
logale: american CodePage: 65001
5.2 Extracting DevEUI and AppEUI from the LoRa® module

Device enrollment to the network server requires activation parameters stored in the LoRa® module. Depending
on the join mode used (OTAA/ABP), the pieces of information presented in Table 5 need to be extracted from the

LoRa® module (default) or changed.
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Table 5. Device activation and parameters (P-NUCLEO-LRWAN3)

activation

64-bit global unique ID that uniquely identifies the end-device (IEEE EUI64

DevEUI
evEy address).

64-bit application ID that uniquely identifies the application provider (owner) of

AppEUL the end-device (IEEE EUI64 address).

OTAA
AES-128 application key, specific to the end-device, assigned by the

application provider, that is used to derive the session keys, NwkSKey

and AppSKey specific to that end-device to encrypt and verify network

communication and application data.

AppKey

Network session key, specific to the end-device. Used by the network server
NwkSKey and end-device to calculate and verify the MIC (message integrity code) and
further encrypt and decrypt the payload field of MAC-only data messages.

Application session key, specific to the end-device. Used by both the network ABP
AppSKey server and the end-device to encrypt and decrypt the payload field of 30
application-specific data messages.

DevAddr 32-bit address that identifies the end-device within the current network.

Send a get AT command to extract the default parameters of the RisingHF RHFOM003-LF20 LoRa® module
through its serial port. Refer to [2] for details.

. Get Device EUI (AT+EUT)

. Get Application EUI (AT+APPEUT)

. Get Application Key (AT+2K)

The LRWAN_NS1 LoRa® expansion board uses the serial interface (CN8 pin 1 (Tx) and pin 2 (Rx)) shown in
Figure 24 for the AT command console. The default serial configuration is:

. Baud rate: 9600

. Data: 8 bit
. Parity: none
. Stop: 1 bit

Figure 24. LRWAN_NS1 expansion board serial port

USART1_Tx (CN5 pin 1) USART1_Tx (CN9 pin 3)

0z41
L coowodny

+3V3 (CN6 pin4)  GND (CN6 pin 7/6)
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Alternatively, since preloaded firmware reads the DevEUI and AppEUI parameters of the module and saves them
to the internal data memory of the STM32L073RZT6 (Data Memory Bank 1 of the NUCLEO-L073RZ Nucleo
board), the user can extract both parameters by reading the data memory using the STM32 ST-LINK Utility
(STSW-LINKOO04) or the STM32CubeProgrammer (STM32CubeProg).

Follow these steps to extract DevEUI and AppEUI using the STM32 ST-LINK Ultility:

1. Download STM32 ST-LINK Utility (STSW-LINK004) from STMicroelectronics web site and install it
2. Connect the NUCLEO-LO73RZ Nucleo board with the personal computer by means of the USB

3. Open a Windows® Command prompt and set the path for the STM32 ST-LINK Utility:

SET PATH=%PATH%;C:\Program Files (x86)\STMicroelectronics\STM32 ST-LINK
Utility\ST-LINK Utility

4. Read DEvUI and AppEui using STM32 ST-LINK Utility CLI command:
- For DevEUI: ST-LINK CLI.exe -c swd ur -r8 0x08080000 0x08
- For AppEUI: ST-LINK CLI.exe -c swd ur -r8 0x08080008 0x08
The addresses in the CLI commands are for Data Memory Bank 1 of the NUCLEO-L073RZ Nucleo board.
Note: The STM32 ST-LINK Utility (STSW-LINK004) GUI can also be used to read the data memory of the NUCLEO-

LO73RZ.

A similar process is possible using the STM32CubeProgrammer (STM32CubeProg). Refer to
STM32CubeProgrammer documentation on www.st.com.

5.3 Reconfiguring the sensor device using the AT_Master project

Edit firmware to change join mode, frequency band, device IDs, and keys. More parameters are reconfigurable.
The following examples show functions used to set these parameters in user firmware.

In file main.c:

#define JOIN MODE OTAA JOIN MODE /*ABP_JOIN MODE*/ /*LoRaWan join method*/
Infile lora driver.c:

. Lora_SetDeviceBand(uint8 t DeviceBand) — Sets the band plan

. LoRa_SetDeviceID(uint8 t *PtrDeviceID) — Sets the device ID (DevEUI)

. LoRa_SetAppID(uint8 t *PtrAppID) — Sets the application identifier (AppEUI)

. LoRa_SetDeviceAddress (uint32 t DeviceAddr) — Sets the device address (DevAddr)

. LoRa_ SetKey (ATCmd t KeyType, uint8 t *PtrKey) — Sets the key configuration (APPKEY,
NWKSKE, APPSKEY)

. Lora_ SetWDT (0) — triggers a module reset so that the new settings will take effect

The corresponding Get functions are also available.

Alternatively, it is possible to reconfigure the RHFOM003-LF20 module directly via its serial port by sending AT
commands from the PC. Refer to [2] for details.

Set additional options in the hw conf .h file in folder AT Master:
. Low-power mode: enables/disables the low-power mode
. Sensor-enable switch: enables reading the data from the sensors in the LRWAN_NS1 expansion board

AT command debug printf messages can be sent via ST-LINK Virtual COM port by:
. enabling the definition of CMD_DEBUG in the toolchain preprocessor symbols settings,
. or adding the line

#define CMD_DEBUG

in the user file (e.g. main.c).

UM2587 - Rev 3 page 28/55


https://www.st.com/en/product/stm32l073rz?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/nucleo-l073rz?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/stsw-link004?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/stm32cubeprog?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/stsw-link004?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/nucleo-l073rz?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/nucleo-l073rz?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/stsw-link004?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com/en/product/stm32cubeprog?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2587
https://www.st.com

m UM2587

Gateway setup and configuration

6 Gateway setup and configuration

The gateway is a simple packet forwarder based on the Semtech packet forwarder protocol. It needs to be

configured to the desired frequency band and LoRaWAN® network server among other parameters that are
reconfigurable. This can be done by sending AT commands using the Virtual COM port of the Nucleo board.

This section describes the steps to setup the gateway and reconfigure it to the desired frequency band and
network server that supports the Semtech packet forwarder protocol.

6.1 Gateway setup
1. Onthe NUCLEO-F746ZG board, verify the jumper settings:
- JP1 (PWR-EXT) OFF
—  JP3 (power source) on VIN-5V
- JP5(IDD)ON

2. Connect the NUCLEO-F746ZG board to a network router with an Ethernet cable through Ethernet connector
CN14.

Make sure that the router has DHCP service and Internet access (no password).

3. Connect the antenna to the antenna connector (CN2) (for P-NUCLEO-LRWANS3).

4.  Onthe LoRa® gateway expansion board, connect an external 5 V supply through its USB Micro-B connector
(CN1) to power the whole board.

Important: power supply must be connected to the gateway shield USB port and not with the Nucleo USB
port.

On the Nucleo board, green LED LD6 (PWR) and LD4 (COM) light up. On the gateway shield, the green
LED lights up.

Note: a USB wall adapter/charger is required to power the gateway.
5. To view the gateway MAC address, channel frequency and status, connect the NUCLEO-F746ZG board with

a personal computer by means of a USB Type-A or USB Type-C® to Micro-B cable through USB connector
CN1. View the parameters using a terminal emulation software such as Tera Term.

6. Allow the personal computer to enumerate and install the USB drivers.
Take note of the Virtual COM port number assigned to the board.
7.  Open a terminal emulation software such as Tera Term and configure it with the following settings:
—  Port: (Virtual COM port number assigned to the board from step 6)
—  Baud rate: 115200
—  Data: 8 bit
—  Parity: none
—  Stop: 1 bit
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8.  Press the reset button B2 (black button) to view the gateway MAC address, channel frequency and

status. These parameters are further used to register the gateway to the network server (refer to
Section 7 Network server setup). The USB cable (Virtual COM) can then be removed when the gateway is
registered.

Gateway parameter settings

v COM23 - Tera Term VT — O x
File Edit Setup Control Window Help

UERSION: 2.1.7. Nov & 2818
LOG: OFF
AT ECHO: ON
BAUDRATE: 1152@@bhps
MACADDR : Ea
ETHERNET : DI
DNSi: 114.114.114.114
- 8.8.8.8

NIP SERUER: 1.ubuntu.pool.ntp.org
EUI PADDING: {3, FF>, {4, FF>
GATEWAY 1D: A8AA2?FFFFAL2733
LORAUWAN: Public
LORAYAN SERVER: eul.loriot.io
UPLINK UDF PORT: 1788
DOWNLINE UDP PORT: 1788
CHANHELA: 867180000, SF?/8F12, BM125KH= (LORA_MULTI_SF>
CHANNEL1: 867300008, SF?/8F12, BMi2GKH= (LORA_MULTI_SF>
GHANMEL2 : 8675000008, SF?/8F12, BM12G5KEH=z (LORA_MULTI_SF>
GHANMEL3: 867700008, SF?/5F12, BW125KH= (LORA_MULTI_SF»
CHANNEL4: 867900000, SF?/58F12, BM125KH= (LORA_MULTI_SF)>
CHANMELS : 868180004, SF?/8F12, BM125KH= (LORA_MULTI_SF>
CHANMELG : 868300000 . SF?/8F12, BMi2GKH= (LORA_MULTI_SF>
GHANMEL?: 868580008, SF?/8F12, BM125KH=z (LORA_MULTI_SF>
GHANMELS : 8683000004, SF?, BU258KH=z (LORA_STANDARD?>
CHANNEL? : 868800000, K>

oncentrator starting...
oncentrator Radio A type SX1257
oncentrator Radio B type S5X1257
oncentrator started (2926msd
ST LoRa GW U2

Ethernet starting...

Ethernet started

DHCP IP: 192.168.189.6

Downlink UDP Connected

plink UDP Connected

P-NUCLEO-LRWAN2
The default setting of the LRWAN_GS_HF1 gateway is set to the EU868 frequency band and Loriot EU1 server.

P-NUCLEO-LRWAN3

The default setting of the LRWAN_GS_LF1 gateway is set to the CN470Prequel frequency band and Loriot CN1
server.

Configuring the gateway to use a different frequency band

The ST Nucleo LoRa GW user guide from RisingHF ([3]) details the reconfiguration of the gateway using AT
commands.

To change the frequency channels, use the AT+CH command. Reset the board for the new settings to take effect.
At startup, firmware checks for the compatibility of the frequency band setting versus RF hardware. It displays a
warning if the setting is not compatible with the hardware.

Set the packet forwarder channels as follows:
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. Format:
AT+CH=0~7, freq, radio // Set multi SF LoRa channel
AT+CH=8, freq, radio,sf,bw // Set standard LoRa channel
AT+CH=9, freq, radio // Set FSK channel
AT+CH=0~9,0 // Turn off a channel
AT+CH=0~9, OFF // Turn off a channel
AT+CH=band // Set to predefined channel plan
. Return:
+CH: 0~7, freq, radio, SF7/SF12, BW125KHz (LORA MULTI SF)
+CH: 8, freq, radio, SFx, BWxxxKHz (LORA STANDARD)
+CH: 9, freq, radio, 50Kbps (FSK)

Refer to [3] for more details.

Predefined channels are available for quick setting of the frequency plan. Use the AT+CH=band command to
use the predefined channels. The available bands are EU868, US915, EU433, CN780, AU915, AS923, KR920,
CN470, CN470 prequel, and IN865. Table 6 shows the corresponding frequencies in MHz.

Table 6. Predefined frequency channel plans

EU868 EU433 CN780 CN470 Rl
Prequel

867.1 902.3 433.175 779.5 915.2 923.2 922.1 470.3 471.5 | 865.0625
1 867.3 902.5 433.375 779.7 9154 923.4 922.3 470.5 471.7 | 865.2625

2 867.5 902.7 433.575 779.9 915.6 923.6 922.5 470.7 471.9 865.4625
3 867.7 902.9 433.775 780.1 915.8 923.8 922.7 470.9 4721 865.6625
4 867.9 903.1 433.975 780.3 916.0 924.0 922.9 4711 4723 865.985
5 868.1 903.3 434.175 780.5 916.2 924.2 923.1 471.3 472.5 866.185
6 868.3 903.5 434.375 780.7 916.4 924.4 923.3 471.5 472.7 866.385
7 868.5 903.7 434.575 780.9 916.6 924.6 923.5 471.7 472.9 866.585
868.3 903.0 915.9
8 BW250 BW500 OFF OFF BW500 OFF OFF OFF OFF OFF
SF7 SF8 SF8
868.8
9 FSK OFF OFF OFF OFF OFF OFF OFF OFF OFF
50 Kbps

For instance, to set the EU868 band plan, send AT command AT+CH=EUS868.

AT+CH=EU868
AT+CH=0,867.
AT+CH=1,867.
AT+CH=2,867.
AT+CH=3,867.
AT+CH=4,867.
AT+CH=5, 868.
AT+CH=6,868.
AT+CH=7,868.
AT+CH=8,868.
AT+CH=9, 868.

~ 0~ 0~

~

~ 0~

R EEEER

~

0 W oW E O Jd 0w
~
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For instance, to set the CN470Prequel band plan, send AT command AT+CH=CN470PREQUEL.

AT+CH=CN470PREQUEL

AT+CH=0,471.

AT+CH=1,471.7

AT+CH=2,472.
AT+CH=3,472.
AT+CH=4,472.
AT+CH=5,472.
AT+CH=6,472.
AT+CH=7,472.
AT+CH=8, OFF
AT+CH=9, OFF

5,A

Reset the board for the new setting to take effect or use the AT+RESET command. The new frequency channels
are displayed after reset. Use AT+SYS to view the configuration again.

Display for the P-NUCLEO-LRWAN2:

VERSION:

LOG:

AT ECHO:
BAUDRATE :
MACADDR:
ETHERNET :

DNS1:

DNS2:

NTP SERVER:

EUI PADDING:
GATEWAY ID:
LORAWAN :
LORAWAN SERVER:
UPLINK UDP PORT:
DOWNLINK UDP PORT:
CHANNELO :
CHANNEL1:
CHANNELZ2 :
CHANNEL3:
CHANNELA4 :
CHANNELS :
CHANNELG6 :
CHANNEL7 :
CHANNELS :
CHANNELO9:

2.1.7, Nov 6 2018

OFF

ON

115200bps
08:00:27:0C:23:38
DHCP

114.114.114.114
8.8.8.8
1.ubuntu.pool.ntp.org

{3, FF}, {4, FF}
080027FFFF0C2338

Public

eul.loriot.io

1780

1780

867100000, A, SF7/SFl12, BW125KHz
867300000, A, SF7/SFl12, BW125KHz
867500000, A, SF7/SFl12, BW125KHz
867700000, A, SF7/SFl12, BW125KHz
867900000, A, SF7/SFl12, BW125KHz
868100000, B, SF7/SFl12, BW125KHz
868300000, B, SF7/SFl12, BW125KHz
868500000, B, SF7/SFl12, BW125KHz
868300000, B, SF7, BW250KHz
868800000, B, 50Kbps

LORA MULTI SF)
LORA MULTI SF)
LORA MULTI SF)
LORA MULTI SF)
LORA MULTI SF)
LORA MULTI SF)
LORA MULTI SF)
LORA MULTI SF)
LORA STANDARD)
FSK)
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Display for the P-NUCLEO-LRWAN3:

VERSION:

LOG:

AT ECHO:
BAUDRATE :
MACADDR:
ETHERNET :

DNS1:

DNS2:

NTP SERVER:

EUI PADDING:
GATEWAY ID:
LORAWAN :
LORAWAN SERVER:
UPLINK UDP PORT:
DOWNLINK UDP PORT:
CHANNELO :
CHANNEL1:
CHANNELZ2 :
CHANNEL3:
CHANNELA4 :
CHANNELS :
CHANNELG :
CHANNEL7 :
CHANNELS :
CHANNELO9:

6.3

2.1.7, Nov 6 2018

OFF

ON

115200bps

XX XX IXKIXX XK XX

DHCP

114.114.114.114

8.8.8.8
1.ubuntu.pool.ntp.org
{3, FF}, {4, FF}
P.9:9:0:0:0:0:0:0:9.9.9:0.0.9.9:¢
Public

cnl.loriot.io

1780

1780

471500000, A, SF7/SFl2,
471700000, A, SF7/SFl2,
471900000, A, SF7/SF1l2,
472100000, A, SF7/SFl2,
472300000, A, SF7/SFl2,
472500000, B, SF7/SFl2,
472700000, B, SF7/SFl2,
472900000, B, SF7/SFl2,
OFF

OFF

LORA STANDARD
FSK)

BW125KHz (LORA MULTI SF)
BW125KHz (LORA MULTI SF)
BW125KHz (LORA MULTI SF)
BW125KHz (LORA MULTI SF)
BW125KHz (LORA MULTI SF)
BW125KHz (LORA MULTI SF)
BW125KHz (LORA MULTI SF)
BW125KHz (LORA MULTI SF)
( )
(

Changing the LoORaWAN® server, MAC address, and gateway EUI

By default, the gateway is configured to forward packets to Loriot network server. It is possible to use other
servers that support the Semtech packet forwarder protocol. Use the following commands to change the settings:

. AT+PKTEFWD

Changes the packet forwarder server address and port. Refer to [3] for some of the available server
addresses and uplink/downlink ports.

AT+PKTFWD=address,port up, [port down]

—  Example for Loriot AP1 server — Singapore:
AT+PKTFWD=apl.loriot.io,1780,1780

+PKTFWD:

° AT+MAC

apl.loriot.io,

Changes the MAC address if needed.
AT+MAC=mac_address

—  Example:

1780,

1780

AT+MAC=001122334455
+MAC: 00:11:22:33:44:55
. AT+MEUI

Sets the gateway EUI by adding paddings at specific positions of the Ethernet MAC address.
AT+EUI=pos0,val0 hex,posl,vall hex

—  Example:
AT+MAC
+MAC: 00:11:22:33:44:55
AT+EUI=3,FF,4,FF
+EUI: 0, FF, 1, FE, 00l122FFFF334455
AT+RESET

The gateway ID becomes 001122FFFF334455.
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7 Network server setup

This section describes how to register the sensor device and gateway to the network server. The following
network server providers are supported:

. Loriot
. The Things Network

71 Loriot network server setup

Go to the Loriot website at www.loriot.io/ and create an account on the preferred Loriot server, such as EUT —
Frankfurt, Germany, or AP1 — Singapore. Whichever Loriot server is used, the gateway needs to be configured

to forward packets to the correct server address. Refer to Section 6.3 Changing the LoRaWAN server, MAC
address, and gateway EUI on how to change the server address. The Loriot free account allows the registration of
a limited number of devices and gateway with limited features for evaluation purpose. Refer to the Loriot website
for more details about their offer.

The default network server setting for the P-NUCLEO-LRWAN2 gateway is: eu1.loriot.io. The corresponding
Loriot network server that the user needs to create an account from must be EUT — Frankfurt, Germany.

The default network server setting for the P-NUCLEO-LRWAN3 gateway is: cn1.loriot.io. The corresponding
Loriot network server that the user needs to create an account from must be CN71 — Shenzhen, China.

If the nearest server is desired, the gateway LoRaWAN® server setting need to be changed accordingly to the
new server address and port.

Both the LoRa® sensor device and gateway need to be registered to the Loriot network server. Log in to start
registering the sensor device and gateway.

Figure 26. Loriot dashboard

" LORIO T

Professional Account  Singapore g @ v. £.0.33|

Dashboard @ Dashboard

4 e PROFESSIONAL ACCOUNT W PROFESSIONAL ACCOUNT features

@ Dashboard

Welcome to LORIOT.io Professional Account! + Custom number of gateways
Your Virtual Private LoRaWAN is ready for use with your LoRa applications. Your account + Custom number of devices
is now pre-configured with given number of gateways, applications, and per- + Technical support per contract

application device capacity, based on your contract with LORIOT.

=

7]
|

i

Dec 5,2018, LORIOT Network Server 4.0 has been released!
12:00:00 AM Check our release note for more details.

LORIOT Network Server 3.3 has been released!
Check our release note for more details.

Jun 15,2018,
12:00:00 AM

Mar 17,2018,
12:00:00 AM

Planned maintenance on Monday 19/03/2018 from 18:00 to 19:00 UTC to mitigate Meltdown and Spectre vulnerabilities.
Atemparary service interruption of approx. 15 minutes is expected.

We have a fresh new user interface ready for you.
You will need to login separately into this interface, but can use both the current and the new in parallel. The old user interface will be sunset by
Qctober 2017, The release notes for the last update are now alse available.

N

Jul 10,2017,
7:00:00 PM

“* Network __ - Gateways + Register a new gateway = Applications only last 10 shown + Add a new application

Location Model MAC Version Last Data Name ApplD Devices

No gateways registered. Start by registering your gateway .
& ¥s reg ¥ e syour g Y ST_workshop . 1

711 Gateway registration to the Loriot network server
Follow the procedure below to register the gateway to the Loriot server:
1. Click on [Register new gateway]
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2. Choose the base platform [Packet Forwarder STM]

Figure 27. ST gateway platform

Ly,

J .
life.augmanted
."'.'
o

L

Packet Forwarder STM

Fill in the MAC address of the gateway. Refer to Figure 25 for this information

Fill in the gateway location

Click [Register Packet Forwarder STM gateway]

From the Loriot dashboard, select the added gateway to view its detailed information

Edit the channel plan parameter and select the desired region frequency. The P-NUCLEO-LRWAN2
gateway default region frequency is EU868_Semtech. The P-NUCLEO-LRWANS3 gateway default region
frequency is CN470

8. The gateway status is updated after a few seconds

N OoR

71.2 Device registration to Loriot network server
The device parameters are needed to enroll the device, depending on the join-mode setting of the device.
Follow the procedure below to enroll the sensor device:
Go to [Loriot Dashboard]>[Application]>[SampleApp]>[Enroll Device]
Select the correct enroliment process of the device. The default enrollment is OTAA.
Fill in all necessary information. Refer to the credentials on the device sticker: DevEUI, AppEUI and AppKey
Click [Enroll]
Once enrolled, the device is visible in the device list in menu [Devices]
Reset the device to allow the device to join the network especially for OTAA devices.

AR

UM2587 - Rev 3 page 35/55



m UM2587

Loriot network server setup

7.  Go to the device details by clicking on the link corresponding to the recently-enrolled device. If the device
has successfully joined the network, the Last data (10 latest records) sent by the device is visible. Note that
the page may need to be refreshed to display the latest message entries.

Figure 28. Loriot registered device details

Device Details / =

Hame NUCLED-LRWAN UStesit Trafic History

Battery s ay | amaseaus | From 020580 07)08

Description e gezeriztion sueiisbls

[ oy device meszages count [—] houly device downlinks ccunt

Downlink Enekizd

@ send dawnlink

Last radio

Lestseen Jun7, 2012, 12:1022 P
Rssi ssanesm

SuR FEEE

Device SHR asee
Frequency ssas00 iz
s 5

Radio History

cw RSSI (dBm) SHR (23] Seen

a2 103 Ldayzaza

Last data (10 latest records) a5

Fentlp  Time Port  Data

71.3 Loriot default application output
A number of application APIs are available in [Loriot Dashboard]>[Application]>[SampleApp]>[Output]. Click
on [Add new output] and select [Websocket (by Loriot)].

Figure 29. WebSocket API from Loriot

WebSocket

Mechanism Listen and wait

Setup guide

Point your browser or library to the WebSocket URL and listen for incoming messages

Confirmchange  Cancel

To view the packets received by the network, go to [Loriot
Dashboard]>[Application]>[SampleApp]>[Websockets Applications] and click on the [WebSocket sample
by LORIOT] sample application.
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Figure 30. WebSocket sample by LORIOT

) LORIO T Cx d to B Disconnect ~ Decode data Send data
Device EUI Local time Freq [MHz] Data rate RSSI S| seq # Payload
1/31/2018, 4:82:58 PM 868.580 SF12 BW125 4/5 -42 8.3 13 2 2e0200817327660267012a0368000408064056100
1/31/2018, 4:908:86 PM 865.580 SF12 BW125 4/5 -29 8.5 11 2 2202000173276702672129036800040064050100
1/31/2018, 3:57:15 PM 868.180 SF12 BW125 4/5 -3 8.5 9 2 2e020A8173276802670127036800040064056100
1/31/2018, 3:54:28 PM 865.100 SF12 BW125 4/5 -3 9.5 7 2 2202000173276702672127036800040064050100
1/31/2018, 3:51:31 PM 868.180 SF12 BW125 4/5 -3 9.3 5 2 2e020A8173276802670128036800040064056100
1/31/2@18, 3:45:39 PM 865.100 SF12 BW125 4/5 -45 8.3 3 2 2202000173276982672120036800040064050100
1/31/2018, 3:45:54 PM B863.300 SF12 BW125 4/5 -51 8 1 2 20e0ea01732765082672125036500040064058100
1/31/2@18, 3:44:42 PM 865.500 SF12 BW125 4/5 -55 8.5 18 2 220200017327698267012a036800040064050100
1/31/2018, 3:41:55 PM B863.50@ SF12 BW125 4/5 -51 9.3 16 2 20e0ea0173276902672129036500040064058100
1/31/2018, 3:36:25 PM 865.500 SF12 BW125 4/5 -38 8.8 13 2 2202000173276282672120036800040064850100
1/31/2018, 3:33:34 PM 863.100 SF12 BW125 4/5 -5@ 8.3 1n 2 2e80ea01732765082670120036800040064058108
1/31/2018, 3:38:36 PM 865.100 SF12 BW125 4/5 -438 9.3 9 2 2202000173276cB267212F036800040064050100
1/31/2018, 3:27:44 PM 868.102 SF12 BW125 4/5 -44 9 7 2 2202002173276c026721350368000400640852100
1/31/2@18, 3:24:52 PM 865.300 SF12 BW125 4/5 -49 8.3 5 2 2002000173276b8267212d036800040064850100
1/31/2018, 3:22:87 PM 868.580 SF12 BW125 4/5 -43 1@ 3 2 22020021732765026721270368000400640852100
1/31/2@18, 3:19:21 PM 865.300 SF12 BW125 4/5 -44 9.3 1 2 2202000173276b8267212a036800040064050100
1/31/2018, 2:11:29 PM B868.300 SF12 BW125 4/5 -34 8.8 1e3 2 22020021732735026720ec0368000400640852100
1/31/2@18, 2:85:43 PM 868.580 SF12 BW125 4/5 -35 9 181 2 26020A01732739826700ee036800048064856100
1/31/2018, 2:85:57 PM 868.100 SF12 BW125 4/5 -36 9.5 99 2 2202000173273b826720e2036800240064052100
1/31/2218, 2:83:13 PM 868.180 SF12 BW125 4/5 -35 18.3 a7 2 2608000173278bB26700efA36800040064056100
1/31/2@1&. 2:0R: 271 PM RAR.3IAG SF17 RW135 4/5 -33 Q.7 a5 > ARRAGAR T TIZTRARIATARFRAAIARAAALARAIASRAT AR
71.4 Setup the Cayenne data output in Loriot
The network server can also be configured to forward the data to a third-party application server like myDevices

Cayenne:

1. In[Loriot Dashboard]>[Application]>[SampleApp]>[Output], click on [Add new output]
2. Select [myDevices Cayenne] from the list of supported data output types

3.  Click [Confirm change]

Refer to Section 8 to setup the myDevices Cayenne dashboard.

7.2 The Things Network (TTN) v3 server setup

Go to The Things Network website at www.thethingsnetwork.org and create an account. Log in to The Things
Network and go to the [Console].

Figure 31. The Things Network Console

N
- 5 £01 Community
WD DENSSSMSK % overview O Applications o Gateways 2% Organizations @ v ' —

i wes Fair use policy applies @

Welcome back, + -stm! §)

Walk right through to your applications and/or gateways.

Need help? Have a look at our @ Documentation & or Get support &.

d

Go to applications

Go to gateways
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7.21 Gateway registration to The Things Network v3 server
Follow the procedure below to register the gateway to The Things Network server:

Figure 32. The Things Network gateway registration

Add gateway

General settings

Owner*

I ludoch-stm v

Gateway ID &)

my-new-gateway

Gateway EUI©

Gateway name @
My new gateway
Gateway description &

Description for my new gateway

Ed
Optional gateway description; can also be used to save notes about the gateway

Gateway Server address

eut.cloud thethings.network

The address of the Gateway Server to connect to

Require authenticated connection &

Enabled
Controls whether this gateway may only connect if it uses an authenticated Basic Station or MQTT connection
Gateway status @

Public

The status of this satewav mav he visihle to other users

Do not set a frequency plan

Europe 863-870 MHz (SF12 for RX2)

1(
< Europe 863-870 MHz (SFS for RX2 - recommended) > jateway maps

Europe 863-870 MHz, 6 channels for reaming (Draft)

Europe 433 MHz (ITU region 1)

+ used by scripts, or simply for your own organization
United States 902-928 MHz, FSB 1
United States 202828 MHz, FSB 2 (used by TTH)

United States 902-928 MHz, FSB 3

Select... v

Schedule downlink late @
Enabled

Enable server-side buffer of downlink messages
Enforce duty cycle @
Enabled
Recommended for all gateways in order to respect spectrum regulations
Schedule any time delay @ *

530 milliseconds

Configure gateway delay {minimum: 130ms, default: 530ms)

Gateway updates

Automatic updates
Enabled
Gateway can be updated automatically
Channel
Stable

Channel for gateway automatic updates
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Configure the gateway to send data to the closest router address. The list of routers is available from The
Things Network website at www.thethingsnetwork.org/docs/gateways/packet-forwarder/semtech-udp.html.

A gateway configuration example is: eul.cloud. thethings.network.
Use the following AT command to configure the gateway packet forwarder to connect to The Things Network

on UDP port 1700:

AT+PKTFWD=eul.cloud.thethings.network, 1700, 1700

In [The Things Network Console Console], click on [Gateways]>[Add Gateway].
Provide the necessary gateway information:
—  Gateway EUI: (taken from the gateway ID information. Refer to Section 6 )

[Description]

—  [Frequency plan]: Europe 863-870 MHz (SF9 for RX2 -recommended)

—  [Gateway Server address]: eul.cloud.thethings.network

Click on [Create gateway]

Figure 33. The Things Network registered gateway overview

< c 0O

. Gateways » F7 Nucleo

| »

=il o
F7 Nucleo

m 1D: p-nucleo-lrwan2-sophia-2

Q Me52 W8 e Lastactivity justnow @

General information

Or  GatewayID

gg CatewayEUl
Gateway description
Created at
Last updated at

Gateway Server address

LoRaWAN information

Frequency plan

Global configuration

* Live data
4 15:13:33 Recedive uplink message
A 15:13:23  Receive uplink message
A 16:13:13 Receive uplink message

A 15:13:83 Receive uplink message

Location

o Overview -F X

My GW ID
XXXX

MNone

Nov 19, 2021 10:21:29

Nov 19,2021 10:21:20

leul. cloud. thethings. network]

EU_863_8T0_TTN

¥ Download global_conf.json

DevAddx: * FCnt: 88
DevAddr: FCnt: | 87
DevAddx: FCnt: | 86
DevAddx: FCnt: | 85

@ eul.cloud.thethings.network/console/gateways/p-nucleo-lrwan2-sophia-2

FPort:
FPort:
FPort:

FPort:

5 Reading list

2% 1 Collaborator @ 0 APl keys
L]
<« IR
L]

See all activity —
Data rate: SF7BW125 SNR: B.8 RSSI: -80
Data rate: SF7BM125 SNR: 9.8 RSSI: -81
Data rate: SF7BW125 SNR: 1@.3 RSSI: -86

Data rate: SF7BW125 SNR: 11.3 RSSI: -87

Change location settings —
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Other regions

Two other regions are available: US (United States of America) and AU (Australia). Users choosing one of these
regions must use the following server addresses:

. For the US region: naml.cloud.thethings.network

. For the AU region: aul.cloud.thethings.network

For a US configuration with P-NUCLEO-LRWAN2 or P-NUCLEO-LRWANS3, the user can set the preferred
frequency sub band (FSB) as described in Table 7.

Table 7. US FSB hybrid channels setting by AT commands

us

frequency AT command

hybrid
channel

AT+CH=0, 902.3, 0 AT+CH=1, 902.5, 0 AT+CH=2, 902.7, 0 AT+CH=3, 902.9, 0
FSB1 AT+CH=4, 903.1, 1 AT+CH=5, 903.3, 1 AT+CH=6, 903.5, 1 AT+CH=7, 903.7, 1

AT+CH=8, 903.0, 0, 8, 500

AT+CH=0, 903.9, 0 AT+CH=1, 904.1, 0 AT+CH=2, 904.3, 0 AT+CH=3, 904.5, 0
FSB2 AT+CH=4, 904.7, 1 AT+CH=5, 904.9, 1 AT+CH=6, 905.1, 1 AT+CH=7, 905.3, 1

AT+CH=8, 904.6, 0, 8, 500

AT+CH=0, 905.5, 0 AT+CH=1, 905.7, 0 AT+CH=2, 905.9, 0 AT+CH=3, 906.1, O
FSB3 AT+CH=4, 906.3, 1 AT+CH=5, 906.5, 1 AT+CH=6, 906.7, 1 AT+CH=7, 906.9, 1

AT+CH=8, 906.2, 0, 8, 500

AT+CH=0, 907.1, 0 AT+CH=1, 907.3, 0 AT+CH=2, 907.5 0 AT+CH=3, 907.7, O
FSB4 AT+CH=4, 907.9, 1 AT+CH=5, 908.1, 1 AT+CH=6, 908.3, 1 AT+CH=7, 908.5, 1

AT+CH=8, 907.8, 0, 8, 500

AT+CH=0, 908.7, 0 AT+CH=1, 908.9, 0 AT+CH=2, 909.1 0 AT+CH=3, 909.3, 0

FSB5 AT+CH=4, 909.5, 1 AT+CH=5, 909.7, 1 AT+CH=6, 909.9, 1 AT+CH=7, 910.1, 1
AT+CH=8, 909.4, 0, 8, 500
AT+CH=0, 910.3, 0 AT+CH=1, 910.5, 0 AT+CH=2, 910.7 0 AT+CH=3, 910.9, 0
FSB6 AT+CH=4, 911.1, 1 AT+CH=5, 911.3, 1 AT+CH=6, 911.5, 1 AT+CH=7, 911.7, 1
AT+CH=8, 911.0, 0, 8, 500
AT+CH=0, 911.9, 0 AT+CH=1, 912.1, 0 AT+CH=2, 912.3 0 AT+CH=3, 912.5, 0
FSB7 AT+CH=4, 912.7, 1 AT+CH=5, 912.9, 1 AT+CH=6, 913.1, 1 AT+CH=7, 913.3, 1
AT+CH=8, 912.6, 0, 8, 500
AT+CH=0, 913.5, 0 AT+CH=1, 913.7, 0 AT+CH=2, 913.9 0 AT+CH=3, 914.1, O

FSB8 AT+CH=4, 914. 1 AT+CH=5, 914.5, 1 AT+CH=6, 914.7, 1 AT+CH=7, 914.9, 1
AT+CH=8, 914.2, 0, 8, 500

w
~

Then, the user must apply the same FSB in the field [Frequency plan] during the TTNv3 gateway registration.
The same procedure must be applied for other regions proposing FSB channels, like AU (Australia) and CN
(China).

Note: TTN gateways use the FSB2 channel by default.
For CN (China), only FSB11 s available for gateway registration on TTNv3.

7.2.2 Device registration to The Things Network v3 server
Follow the procedure below to enroll the sensor device:

1. From the [Console], click on [Applications] and [add application] to create a device application for device
registration.
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2. Provide the necessary information:

—  Application ID: choose a unique ID or name made of lower-case, alphanumeric characters and
nonconsecutive “”, for example ttn-handler-eu

—  Application
—  Description
3. Click on [Add application].

Figure 34. The Things Network application overview

N

THETHINGS STACK g > o = s = o
e ee WP DiErNoSSIACK  Bf Overview [ Applications o Gateways &% Organizations ' stm
REMSR
Applications > Appli_LCH
B apotitcn
Appli_LCH
2§ Overview 1D: ttn-handler-eu-sophia
A End devices o Last activity just now @ X 2Enddevices 2% 1 Collaborator O 0 APl keys
@ Livedata
General information Seeall activity
<> Payload formatters v
Application 1D ‘ttn-handlex-eu-sophia ® eui-0080el.. Forward uplink data message
7. Integrations v eui-0080el.. Forward uplink data message
Created at Sep 10,2021 15:06:53
eui-0880el.. Forward uplink data message
2% Collaborators
Last updated at Sep 10,2021 15:06:53 eui-0080el.. Forward uplink data message
Or APlkeys 6 eui-@080el. Forward uplink data message
:33:16 eui-0080el. Forward uplink data message
£x General settings
End devices (2) Q SearchbyID S Import end devices | + Add end device
D¢ Name ¢ Deveul JoinEUI Last activity
eui-0080e115 00 80 E1 15 XXXX ® ©10101 01 016101 01 ® 70daysago
eui-0080e115 00 80 E1 15 XXXX ® or01610101010101 B 6sec.ago *

< Hidessidebar

@EN 3160 Documentation [ NESEIeee

4. Click on [Add end device].

5. Select the end device type. For example, when using an STM32WL-based device such as the NUCLEO-
WL55JC1, choose:

[Brand]: STMicroelectronics
[Model]: NUCLEO-WL55JC1
[Profile (Region)]: EU_868_870
6. Inthe section Enter registration data, provide the necessary information:
—  [Frequency plan]: select Europe 863-870 MHz (SF9 for RX2 - recommended)
—  [AppEUI]: select the app EUI of the device
—  [DevEUI]: enter the device EUI of the device (refer to the device credentials sticker)
—  [AppKey]: enter the app key of the device (refer to the device credentials sticker)
— [End device ID]: choose a unique ID or name

Note: For the US915, AU915, or CN470 configuration, when registering a device, the user must set in the field
[Frequency plan] the same frequency sub band (FSB) as entered during the gateway registration (refer to
Other regions in Section 7.2.1 Gateway registration to The Things Network v3 server).
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7. Click on [Register end device] to complete the registration.

Figure 35. The Things Network end device registration

Register end device

From The LoRaWAN Device Repository Manually

1. Select the end device

Brand @ * Model @ * Hardware Ver. ®* Firmware Ver.(®*  Profile (Region) ”

STMicroelectronics Inter... NUCLEQ-WL55JC1 1.0 LoRaWAN... EU_B863_8T0 ~

NUCLEO-WL55JC1
MACV1.0.3, PHY V1.0.3 REV A, Over the air activation {OTAA), Class C

The STMicroelectronics MUCLEQ-WL55JC1 is a development board based on the
I STM32WL55JC microcontroller that comes with a built-in temperature sensor and a light
% sensor. The NUCLEO-WL55JC1 board supports a wide choice of Integrated Development

Environments (IDE) and an expansion connector for Arduino UNO V3. Suitable for rapid

T prototyping of LoRaWAN® end nodes by adding sensors and actuators.

Product website & Data sheet &

2. Enter registration data

Frequency plan @ *

Europe 863-870 MHz (SFS for RX2 - recommended) v l
AppEUI®*

s se ss s s e ws ww Fillwiﬂllerﬂs
DevEUI® *

wh ew o me v e s ww f.')Genemte 0/50 used

End device ID® *

my-new-device
This value is automatically prefilled using the DevEUI
After registration

® View registered end device

Register another end device of this type

Register end device
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8. The device overview shows the credentials and status of the last packets received from the device.

Figure 36. The Things Network registered device overview

eui-0080e115(1vvv

ID: eui-0080e1150YYYY

238 21 e Lastactivity 69 days ago @

Overview Live data Messaging Location Payload formatters Claiming General settings

General information * Live data
End device ID eui-2080e115 &

Description This end device has no description

Created at Sep 10, 2021 15:09:07

Hardware

Brand stmicroelectronics

Model nucleo-wl53jcl Location
Hardware version 1.0

Firmware version LoRaWAMN_End_MNode v1.0.0

Activation information

AppEUI 91616101 61 61 61 61 o | B
DevEUI 00 38 E1 15 YYYY < IR
Root key 1D nfa
AppKey e st as e ar gt s dr s s ar s ar s e o [ @
MwkKey nfa

Session information

Device address XKXX < B
NwhkSKey B T I )
SNwkSIntKey N e 1 B
NwkSEncKey T —— - N
AppSKey i At ar ar e s rr s s ar s ar s e [ @
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9. Select the Live data tab to view the packets received. The data can also be viewed from the Applications
overview panel where it displays the data received from all registered devices in the application.

Figure 37. The Things Network received data

. €ui-0080e115000xXXX
B sopi e 1D: e1i-00806115000XXXX

a7 V3 e Lastactivity justnow @

22 Overview
Overview  Livedata  Messaging  Location  Payload formatters  Claiming  General settings
A Enddevices R
Time  Type Data preview Verbosestream () 11 Pause W Clear

@ Livedata

/N 13:42:16 Forward uplink data message  Payload: { light: @, temperature: 24 } 00271018 01 F4FE 3E.. FPort: 2 Data rate: SF7BW125 SNR: 9.5 RSSI: -85
<> Payload formatters v . .

/N 13:42:06 Forward uplink data message  Payload: { light: @, temperature: 23 } 0027 1017 @1 F4FE 3E.. FPort: 2 Data rate: SF7BW125 SNR: 9.3 RSSI: -86
J. Integrations ¥ A 13:41:56 Forvard uplink data message  Payload: { light: O, temperature: 24 } 0027161801 F4 FE3E.. FPort: 2 Data rate: SF7BW125 SNR: 8.8 RSSI: -87
&% Collaborators /N 13:41:46 Forward uplink data message  Payload: { light: @, temperature: 24 } 0027 1018 01 F4 FE 3E.. FPort: 2 Data rate: SF7BW125 SNR: 9.3 RSSI: -83
on Aolkeys A 13:41:36 Fomward uplink data message  Payload: § light: O, temperature: 24 } 00271018 01F4 FE3E. | FPOrt: 2 Data rate: SF7BWI2S SNR: 10.8 RSSI: -86

A 13:41:26 Forvard uplink data message  Payload: § light: O, tempezature: 24 } 00271018 01F4 FE3E.. FPOTt: 2 Data rate: SF78H125 SNR: 10.5 RSST: -87
£ General settings

A 13:41:16 Forvard uplink data message  Payload: { light: O, temperature: 24 § 00271018 01F4 FE3E.. FPOIt: 2 Data rate: SF7BW125 SNR: 10 RSSI: -38

A 13:41:06 Forvard uplink data message  Payload: { light: O, temperature: 23 } 00271017 01 F4 FE3E. FPOIt: 2 Data Iate: SF7BW125 SNR: 7 RSSI: -85

A 13:49:56 Forward uplink data message  Payload: { light: o, temperature: 25 3 0027101901 F4FE3E.. FPOIt: 2 Data rate: SF76W125 SNR: 6.8 RSSI: -87

M 13:40:46 Forward uplink data message  Payload: § light: O, temperature: 24 3 00271018 01F4 FE3E.. FPOIt: 2 Data rate: SF7BW125 SNR: 9.8 RSST: -87

/N 13:49:36 Forward uplink data message ayload: § 1ight: @, temperature: 24 } 027 1018 @1 FA FE 3E.. FPort: 2 Data rate: SF7BW125 SNR: 9.3 RSSI: -89

/N 13:49:26 Forward uplink data message  Payload: { light: @, temperature: 25 } 00271019 01 F4FE3E.. FPort: 2 Data rate: SF7BW125 SNR: 10 RSSI: -85

< Hide sidebar
/M 13:40:16 Forward uplink data message  Payload: { light: @, temperature: 24 } 0027 1018 01 F4 FE 3E.. FPort: 2 Data rate: SF7BW125 SNR: 9.5 RSSI: -85

7.2.3 Setup the myDevices Cayenne integration in The Things Network v3

The network server can also be configured to forward the data to a third-party application server like myDevices
Cayenne (refer to Figure 38 and Figure 39):

1. In the Application view, click on [Integrations] and then [Webhooks]
2. Choose the Cayenne webhook template
3. Intemplate settings, fill the fields:
—  Webhook ID (mandatory)
—  Client ID (optional)
4. Click on the [Create cayenne webhook] button
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Figure 38. Cayenne webhook template selection

a =
AC = @ ev c
” ?;Em:v:‘ul:ar‘&guonk 2§ Overview O Applications b Gateways =h Organizations e =

No SLA applicable

THE THINGS
NITWORK

Applications > Appli_LCH > Webhooks > Add

m Appli_LCH

— Choose webhook template
=B Overview

.?\. End devices

M Livedata

P —— . Il[Ir Akenza OV Cayenne
X Integrations ~

N varT Akenza Core AnyViz AllThingsTalk Maker Cayenne

Drag-and-Drop loT Project ...

Integrate with Akenza Core Visualize, monitorand anal... Your accessible 1oT Platfor...

* Storage Integration

W AW 0T

B o ioTHn cLoup S de@en

STUDIO sense | check 1 act

* LoRa Cloud

&% Collaborators
Cloud Studio Datacake deZem Homey
Integrate with Cloud Studio. ... Send data to Datacake via T... Integrate with the deZem d... Integrate The Things Stack...

O APlkeys

n General settings
attne/feul.cloud thethinacnehwerk/r i hand i i hhanke/add Iate/ravenns A

Figure 39. Cayenne webhook settings

Y )
- @ Ev1 communi
m é’;;}".,',’,ﬂﬁ,iﬁfﬁ," B3 Overview O Applications = Gateways = Organizations ty -
NETWOR Mo SLA applicable

Applications > Appli_LCH > Webhooks > Add » Cayenne

m Appli_LCH

E venvicn Add custom webhook

A End devices Template information

ﬂ] Live data Cayen ne
Cnyenne Drag-and-Drop loT Project Builder

< ¥ Payload formatters ~
About Cayenne 3 | Documentation &
X Integrations a8
4 varr Template settings
* WerhOke Webhook 1D
[ hy-new-(ayenne-webhuuk
* Starage Integration
Client ID
N awsior
* Azure loT Hub Optional Cayenne Client ID

LoRa Cloud
Create cayenne webhook

=% Collaborators

O APlkeys

Refer to Section 8 to setup the myDevices Cayenne dashboard.
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8 Application server setup

This section describes how to register the sensor device to a LoRa® application server. The following application
server providers are supported:

. myDevices Cayenne

8.1 myDevices Cayenne application setup

Go to myDevices web site at https://mydevices.com/ and create a free myDevices Cayenne account. The free

account allows users to register LoRa® sensor devices connected to different LoRaWAN® network servers and
view the sensor data on the dashboard. The widgets are customizable and trigger alerts can be set.

More details about the myDevices Cayenne dashboard is available from the https://mydevices.com/cayenne/docs

web page.
Figure 40. Cayenne loT project
v & ¢
Cayenne;
8.1.1 Add a LoRa® device

1. Choose LoRa® from the list of loT projects

2. From the LoRa® category, choose the network server used from the list of supported LoRaWAN® network
servers, such as Loriot, The Things Network, or Actility ThingPark
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3.  Select STM32 P-NUCLEO-LRWAN?2 from the list of supported LoRa® devices

Figure 41. Selecting a LoRa® device

Devices & Widgets Senet Generic
-« senet Device >

Generic device using 5TM32 |-
Senet packet format NUCLED-

@ LAEWANT
= USI Lofa extension

Single Board Computers > STM3Z

Senet NorAm Mote
MicroControlers > GPS and accelerometer
his dewvice uses 1
Sensors r
. T | ~LRWAN1
Spin 10 LoRa Mote s i i i

Actuators e

for PLC

Field data, equipment > DevEU
menitoring, and

environmental sensor

Extensions ~
Already Registered -

LoRa ~
5TM32 B-L0727

Acklio ! LRWAN > Loriot Server -

Actility 5TM32 LoRa Discovery
Board

Everyner Loriat App 10

Herlink

STM32 I-NUCLEO e T
LRWAN1

Loriot

machinaQ USI LoRa extension board Tracking
for STM32 Nucleo
Dhjenious
OroiWise This device moves -

STM32 P-Nucleo

Pixel Networks }@-’ LRWAN1
Sagemcam LoRa Wireless Nucleo

Pack
Semtech
Senet .
: ° j Zenseio
Stream LR | = . .

4.  Enter the device settings, then add the device

For Loriot:
a. Name
b. DevEUI

“ i,

(refer to [Loriot Dashboard]>[Application]>[SampleApp]>[Devices]. Remove “”or “”)
c.  Loriot server
(the server used at Loriot account creation: eu1./loriot.io)
d. Loriot AppID
(refer to [Loriot Dashboard]>[Application]>[SampleApp]: Application ID)
e. Loriot security token
(refer to [Loriot Dashboard]>[Application]>[SampleApp]>[Access Token]: Authentication Tokens)
f.  Tracking
i. This device moves (if the device sends packets with GPS coordinates)
ii.  This device does not move (input fixed address)
For The Things Network (TTN):
a. Name
b. DevEUI
(refer to [TTN Dashboard]>[Application]>[appname]>[Devices])
c.  Tracking
i This device moves (if the device sends packets with GPS coordinates)
ii.  This device does not move (input fixed address)
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8.1.2 Cayenne dashboard

The pockets sent by the device are using the Cayenne low-power payload (LPP) format by default in the firmware
code. As soon as pockets are received in Cayenne, the widgets automatically appear in the dashboard depending
on the data types used in the data payload. Widgets can be customized as per preference.

Figure 42. myDevices Cayenne dashboard

STM32 B-L072Z-LRWAN1(xxx690D)
Network: Loriot

I= Overview

Temperature Humidity Battery SNR
h'd w 1mo 3mo 6mo 1y Custom
m all 13.50
255
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240 7 6 O/O ll“l 4400

Mar 17 1:00 FM Mar 17 2:00 FM
Mar 17 12:30PM Mar 17 1:30 PM
dBm
Barometer LED
10140
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9 References

Table 8 lists the complementary references for using P-NUCLEO-LRWAN2 and P-NUCLEO-LRWANS3.

Table 8. References

I

Reference manual:
[1] USI WM-SG-SM-42 AT Command.
Refer to Universal Scientific Industrial (USI®) web site at www.usiglobal.com(").
Reference manual:
[2] [RHF-PS01709] LoRaWAN Class ABC AT Command Specification.
Refer to RisingHF web site at www.risinghf.com("),
User guide:
[3] ST Nucleo LoRa GW (RHF-UM01622).
Refer to RisingHF web site at www.risinghf.com("),

User manual:
[4] STM32 Nucleo-144 boards (MB1137) (UM1974).

Refer to STMicroelectronics web site at www.st.com.
User manual:

[5] STM32 Nucleo-64 boards (MB1136) (UM1724).
Refer to STMicroelectronics web site at www.st.com.
User manual:

[6] STM32 LoRa® Expansion Package for STM32Cube (UM2073).
Refer to STMicroelectronics web site at www.st.com.
User manual:

[7] STM32 ST-LINK Utility software description (UM0892).
Refer to STMicroelectronics web site at www.st.com.
User manual:

[8] STM32CubeProgrammer software description (UM2237).

Refer to STMicroelectronics web site at www.st.com.

1. This URL belongs to a third party. It is active at document publication, however STMicroelectronics shall not be liable for any
change, move or inactivation of the URL or the referenced material.
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T S

25-Sep-2019 1 Initial release.

P-NUCLEO-LRWAN2 boards delivered with mounted antennas: updated
Introduction, Section 1 P-NUCLEO-LRWAN?2 starter pack overview, Section
4.1 Sensor device setup, Section 5.1 Sensor device setup, and Section 6.1
Gateway setup.

21-Apr-2021 2

Updated the registration procedure and configuration parameters in
Section 7.2 The Things Network (TTN) v3 server setup after the server
evolution.

14-Dec-2021 8 Updated the reference of the Indian frequency plan in Configuring the
gateway to use a different frequency band.

Removed the references to Arm® Mbed ™.
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