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User manual

Getting started with X-CUBE-SUBG2, Sub-1 GHz RF software expansion for
STM32Cube

Introduction

X-CUBE-SUBG?2 is an expansion software package for STM32Cube. The software runs on the STM32 and includes drivers that
recognize the Sub-1 GHz RF communication for S2-LP.

The expansion is built on STM32Cube software technology to ease portability across different STM32 microcontrollers.

The software comes with sample applications of P2P, CLI, FIFO TX/RX, and 6LoWPAN communication protocols, running on an
X-NUCLEO-S2868A2 or X-NUCLEO-S2915A1 expansion board when connected to a compatible STM32 Nucleo development
board.

The software is also available on GitHub, where the users can signal bugs and propose new ideas through [Issues] and [Pull
requests] tabs.

Related links

Visit the STM32Cube ecosystem web page on www.st.com for further information
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For further information contact your local STMicroelectronics sales office.
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1 Acronyms and abbreviations

Table 1. List of acronyms

GHz Giga Hertz

AMR Automatic meter reading

CLI Command line interface

IRQ Interrupt request

RSSI Received signal strength indication

FIFO First-in, first-out

EEPROM Electrically erasable programmable read-only memory
GUI Graphical user interface

P2P Point-to-point communication

RF Radio frequency

MCU Microcontroller unit

HAL Hardware abstraction layer

SPI Serial peripheral interface

usSB Universal serial bus

NVIC Nested vectored interrupt controller

WSN Wireless sensors network

BSP Board support package

LED Light emitting diode

IPv6 Internet protocol vers. 6

UDP User datagram protocol

TCP Transmission control protocol

6LoWPAN IPv6 over low-power wireless personal area networks
RPL Routing protocol for low-power and lossy networks
MAC Medium access control

CSMA Carrier-sense multiple access

DMA Direct memory access

USART Universal synchronous asynchronous receiver transmitter
wM-Bus Wireless metering bus
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X-CUBE-SUBG2 software expansion for STM32Cube

2 X-CUBE-SUBG2 software expansion for STM32Cube

21 Overview
X-CUBE-SUBG?2 software package expands STM32Cube functionality .
The key features of the package are:
. Firmware package to start developing using S2-LP expansion boards

. Point-to-point communication sample application for simple buffer transmission and acknowledgment
implementation

. CLI example to be used with S2-LP DK GUI to configure the S2-LP radio
. Multi-GPIOs usage demonstration in FIFO TX/RX examples

. Contiki-NG based applications for 6LoWPAN connectivity

. Low-power optimizations for the STM32 MCU family

. Easy portability across different MCU families thanks to STM32Cube

. Package compatible with STM32CubeMX; it can be downloaded from and installed directly into
STM32CubeMX

. Free user-friendly license terms

. Sample implementation available on the X-NUCLEO-S2868A1, X-NUCLEO-S2868A2 or X-NUCLEO-
S2915A1 expansion boards when connected to a NUCLEO-F401RE, NUCLEO-L053R8, or NUCLEO-
L152RE development board

Starting from this software, it is possible to develop other applications, such as:
. automatic meter reading
. home and building automation
. industrial monitoring and control
. wireless fire and security alarm systems
The firmware partitioning among the STM32 microcontroller on the STM32 Nucleo development boards and the
S2-LPis:
. STM32 MCU
—  P2P and 6LowPAN applications implementation
—  low power mode handling
—  interrupt services
. S2-LP role
—  basic/stack modes
- header, sync and trailer fields
—  encoding/decoding
—  sync detection
— RXand TX 128 bytes FIFO buffers
— IEEE 802.15.4g hardware packet support with whitening, FEC, CRC and dual sync word detection.

2.2 Architecture

This software is fully compliant with and expands STM32Cube to enable development of applications using X-
NUCLEO-S2868A1, X-NUCLEO-S2868A2 or X-NUCLEO-S2915A1 expansion board hosting the S2-LP devices.
The software is based on the STM32CubeHAL hardware abstraction layer for the STM32 microcontroller. The
package extends STM32Cube by providing a board support package (BSP) for the S2-LP expansion board and
firmware examples for P2P communication.
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The software layers used by the application software to access and use the S2-LP expansion board are:

. STM32Cube HAL layer: provides a generic, multi-instance set of APIs to interact with the upper layers
(the application, libraries and stacks). It consists of generic and extension APIs based on a common
architecture which allows other layers like the middleware layer to function without specific Microcontroller
Unit (MCU) hardware configurations. This structure improves library code reusability and guarantees easy
device portability.

. Board support package (BSP) Layer: includes the software to support the peripherals on the STM32
Nucleo board (apart from the MCU). It is a set of APIs which provides a programming interface for certain
board-specific peripherals (LED, user button etc.). The X-NUCLEO-S2868A1, X-NUCLEO-S2868A2 or X-
NUCLEO-S2915A1 expansion board BSP firmware layer contains APIs for the hardware components and
consists of:

—  Component driver: related to the on-board device (not related to the STM32). The S2-LP BSP driver
is known as the firmware component. The S2-LP component driver provides specific APls and can be
ported to and used on any board.

—  BSP driver: enables the component driver to be linked to a specific board and provides a set of
user-friendly APls.

. Application layer: provides the CLI example to be used with the S2-LP DK GUI to configure theS2-LP radio.

. Application layer: provides FIFO TX/RX examples to demonstrate multi-GPIOs usage and how to send
packets longer than the physical radio payload.

. Application layer: provides a Point-to-Point communication example for sending a buffer from one node to
another and acknowledgments using the S2-LP link layer features.

. Application layer for Contiki-NG based applications: provides 6LoWPAN communication for mesh-network
as well as featured examples for UDP Client/Server, Serial Sniffer and Border Router.

Figure 1. X-CUBE-SUBG2 software architecture

Hardware
Abstraction STM32Cube Hardware Abstraction Layer (HAL)
STM32 Nucleo expansion boards
Hardware
STM32 Nucleo development board
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Folder structure

2.3 Folder structure

Figure 2. X-CUBE-SUBG2 package folder structure
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The software package includes the following folders:
. ‘CubeMX’: contains the meta data files for the package support in the STM32CubeMX tool.

. ‘Documentation’: contains a compiled HTML file generated from the source code and detailed
documentation of the software components and APIs

. ‘Drivers’: contains the HAL drivers and the board-specific drivers for supported board and hardware
platforms, including those for the on-board components and the CMSIS vendor-independent hardware
abstraction layer for the Cortex-M processor series

. ‘Middlewares’: contains Contiki-NG source code for 6LoWPAN communication over S2-LP radio

. ‘Projects’: contains sample applications used for P2P, CLI, FIFO TX/RX firmware examples, and 6LoWPAN
communication for the NUCLEO-L053R8 (P2P, CLI and FIFO TX/RX only), NUCLEO-F401RE, or NUCLEO-
L152RE platforms with three development environments (IAR Embedded Workbench for ARM (IAR-
EWARM), RealView Microcontroller Development Kit (MDK-ARM-STR) and STM32CubelDE)

. ‘Utilities’: contains tools to be used on a host PC to interact with Serial Sniffer and Border Router firmware
applications (6LoWPAN)

2.4 APls

Detailed descriptions of all the functions and parameters of the user APIs user can be found in a compiled HTML
file located inside the ‘Documentation’ folder.
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3 Point-to-Point (P2P) demo firmware description

3.1 P2P application details
The P2P application operates using two nodes (STM32 Nucleo development board plus S2-LP expansion board)
as follows:

1. by pressing the STM32 Nucleo board user button (shown in the picture below), each node can transmit a
buffer to the other node

2. onreceiving the signal, the receiver node LED lights up and an acknowledgment (ACK) signal is returned to
the transmitter node

3. on reception of the ACK signal, the transmitter node LED flashes four times and switches off after a delay
period

Figure 3. X-NUCLEO-S2868A1 plus STM32 Nucleo used as a node (transmitter/receiver) in P2P
communication

1. STM32 Nucleo user button
2. X-NUCLEO-S2868A1 expansion board LED

Note: The LED on the expansion board is mounted but not connected: only the STM32 Nucleo
LED blinks during P2P communication.

3.2 Application state diagram

When running the demo sample with the STM32 Nucleo boards, S2-LP remains by default in receive mode but
changes to transmit mode when the user button is pressed.

Once transmission stops, the transceiver returns to its default receive mode. On successful completion of the
two-way communication (Command/ Ack), the MCU enters low-power mode.

To limit low-power mode current consumption, the LED is switched off by default.
P2P nodes have the same functionality; the address of each node is set in the firmware by the user.
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Figure 4. Application state diagram when Node 1 user button is pressed

( Press SW on Nucleo \ f \

l

Prepared the Command

Command Received
Change S2-LP mode to

Transmit and transmit the Switch ON the LED
Command Packet l
l Prepared the ACK for
Switch the S2-LP back t Command
witch the S2- ack to
Receiver mode / Change S2-LP mode to
/ Transmit and send ACK Packet
ACK Received l
/ Switch the S2-LP back to
Toggle LED and Switch OFF Receiver mode

N =N =

If the user presses the other node user button, the functionality is the same: Node 2 wakes up from low-power
mode, prepares the command for transmission, sends the data packet and waits for acknowledgment.

Figure 5. Application state diagram when Node 2 user button is pressed
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The following diagram shows data communication in low-power mode.
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Figure 6. Application state diagram (low-power mode): data communication transmit and receive states
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3.3 S2-LP packet handler overview

Before on-air transmission, raw data is arranged in a packet structure. S2-LP offers a highly flexible and fully
programmable packet which lets you configure the structure of the packet, the number, the type, and the
dimension of the fields inside the packet.

Through a register, the user can choose from one of the formats shown in the tables below.

Table 2. Stack

Preamble = Sync Length = Destination address Source address = Control = Seq.no. = No ACK @ Payload CRC

Table 3. wM-Bus

Preamble Sync Payload Postamble
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Transmit and receive (command and response) packet structure

Table 4. Basic

Preamble Sync Length Destination address Control Payload CRC

See S2-LP datasheet for further details on the embedded packet handler.

Since P2P communication requires the receiving node destination address, the P2P demo is based on stack and
basic packet handlers.

Note: The wM-Bus packet format is not used in this sample demonstration.

Table 5. Packet handler feature comparison

T —

Destination address filtering

Broadcast and multicast addressing Yes No Yes
Source address filtering Yes No No
Custom filtering Yes No Yes
CRC filtering Yes No Yes
LLP: automatic acknowledgment") Yes No No
LLP: automatic acknowledgment with piggybacking'" Yes No No
LLP: automatic retransmission(") Yes No No

1. Link layer protocol

3.4 Transmit and receive (command and response) packet structure
Command packet features:
. command with data sent at the same time
. S2-LP can handle 65535 bytes of data
. customizable command structure
. customizable data packet maximum size

Figure 7. Command data packet structure

STack packet

Payload contains following structure

Response packet features:
. data buffer is replied from the node

. tag contains the number associated with the command so the receiver can associate the response with the
specific command
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Figure 8. Response packet structure

STack packet

Payload contains following structure

3.41 Packet field description

. Cmd Length: the basic command is 1 byte long, but you can set multiple command bytes

. Cmd Tag: a unique tag number is linked to each command issued from the node and the response must
replicate the same number

. Cmd Type: flag to identify application level or network command

. Commands: the actual command set sent from the source to destination (it may include parameters)
. Data Length: the data packet length

. Data buffer: the actual data associated with the command

3.5 User configuration

You can modify the configuration file s2868A1_conf.h (or s2868a2_conf.h, s2915a1_conf.h depending on the
expansion board) according to the application used.

3.51 Selecting packet handler
The user can select the desired features by setting the relevant macros:

#define USE BASIC_ PROTOCOL
#define USE BASIC PROTOCOL ADDRESS /* to activate Basic protocol with Address field, to be

activated with USE BASIC PROTOCOL */
#define USE_RADIO_868MHz

%600

#define EN_AUTOACK S_DISABLE
#define EN_PIGGYBACKING S_DISABLE
#define MAX RETRANSMISSIONS PKT DISABLE RETX

#if defined (USE_STack PROTOCOL)
//#define USE STack LLP /*Uncomment if LLP featured need to be used*/
#endif

#ifdef USE BASIC PROTOCOL
#define CSMA ENABLE /* Comment this line to disable the CSMA */
#endif

By default, S2-LP works with the basic packet handler.

S2-LP uses the STack packet handler only if the link layer features (such as auto-ack, piggybacking and auto-
retransmission) are defined.

3.5.2 Setting low-power mode

The P2P application supports low-power mode (disabled by default). It allows the MCU to either enter stop or
sleep mode (check app_x-cube-subg2.c file for these settings).

Optional Low Power modes for the S2-LP can also be activated (RF_* macros).
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3.5.3

3.54

3.5.5

UM2669 - Rev 4

#if defined (USE_LOW_POWER_MODE)

//#define MCU_SLEEP_MODE

#define MCU_STOP_MODE

#endif

/*Possible Low Power modes for the S2-LP: */
//#define RF_STANDBY

//#define RF_SHUTDOWN

//#define RF_SLEEP

Setting radio configuration parameters
You can set the radio parameters in the configuration file, even though it is not recommended to change them.

/* Radio configuration parameters */
#define XTAL OFFSET PPM 0
#define INFINITE TIMEOUT 0.0

#ifdef USE RADIO 868MHz

#define BASE FREQUENCY 868.0e6

#endif

#define CHANNEL SPACE 100e3

#define CHANNEL NUMBER 0

#define DATARATE 38400

#define FREQ DEVIATION 20e3

#define BANDWIDTH 100E3

#define POWER INDEX 7

#define RECEIVE TIMEOUT 2000.0 /*change the value for required timeout

period*/

#define RSSI THRESHOLD -120 /* Default RSSI at reception, more
than noise floor */

#define CSMA RSSI_THRESHOLD -90 /* Higher RSSI to Transmit.

If it's lower, the Channel will be seen as busy */
/* Packet configuration parameters */
#define MODULATION SELECT MOD 2FSK

#define POWER DBM 12.0

Setting packet configuration parameters
You can set the packet configuration, even though it is not recommended to change default settings.

*/ Packet configuration parameters */

#define SYNC_ WORD 0x88888888
#define LENGTH_WIDTH 7

#define CRC_MODE PKT_CRC_MODE_B8BITS
#define EN_FEC S_DISABLE
#define EN_WHITENING S_ENABLE
#define PREAMBLE_ LENGTH PREAMBLE_BYTE (4)
#define SYNC_LENGTH SYNC_BYTE (4)
#define CONTROL_LENGTH 0x00

#define VARIABLE LENGTH S_ENABLE
#define EXTENDED_ LENGTH FIELD S_DISABLE
#define PREAMBLE BYTE (v) (4*v)

#define SYNC BYTE (v) (8*v)

Setting node address
Node adresses parameters can be set in following section of the system setup guide.
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*/ Addresses configuration parameters */

#define EN_ADDRESS S_DISABLE
#define EN_FILT MY ADDRESS S_DISABLE
#define EN_FILT MULTICAST ADDRESS S _DISABLE
#define EN_FILT BROADCAST ADDRESS S _DISABLE

#define EN_FILT_SOURCE_ADDRESS S_DISABLE
#define SOURCE ADDR MASK 0x£0
#define SOURCE ADDR REF 0x37
#define MULTICAST_ADDRESS O0xXEE
#define BROADCAST_ADDRESS OxXFF
3.5.6 User defined commands and macros
/* User Command */
#define APPLI_CMD 0x11
#define NWK_CMD 0x22
#define LED TOGGLE Oxff
#define ACK_OK 0x01
#define MAX BUFFER LEN 96
#define TIME TO EXIT RX 3000
#define DELAY RX LED TOGGLE 100
#define DELAY TX LED GLOW 100
#define LPM WAKEUP TIME 100
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6LoWPAN applications

Contiki-NG

Contiki-NG is an OS for embedded systems providing 6LoWPAN stack on top of 802.15.4-like radio transceivers.

Contiki-NG is included as a third-party middleware library in X-CUBE-SUBG2 (starting from version 3.0.0).
The software includes samples to send messages via UDP over 6LoWPAN, using the S2-LP sub-1GHz radio
transceiver. The key features are:

. Middleware library with Contiki-NG OS protocol stack 4.5

. Support for mesh networking technology via the standard RPL protocol (lite, with default support for non-
storing mode, and classic versions are available)

. Sample applications (such as UPD Client and UDP Server, Serial Sniffer and RPL Border Router)

. Nodes can be monitored and controlled using the embedded Serial Shell and the flexible logging system
. Link-Layer encryption using AES128

. 802.15.4 MAC ACK packets

. Optional end-to-end security using TinyDTLS

. Samples available for NUCLEO-F401RE and NUCLEO-L152RE

. Easy portability across different MCU families, thanks to STM32Cube

. Free and user-friendly license terms

At boot time, the firmware based on Contiki-NG prints a set of information regarding the system identification and
chosen parameters as shown below.

System configuration and parameters print at boot time (example)

1 COM3ZE - Tera Term VT o X

|Edle Edit Setup Cgntrol Window Help

*_platform]
platform]

_platform]

_platform] 1

orrectly configured... Starting all proc

. DAG ID fdDO::35
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For the Contiki-NG firmware, interaction with a Serial Terminal utility is available. The utility has to be configured
with the following parameters: 115200 bps, 8 bit, No Parity, 1 stop bit.

411 UDP Client and UDP Server sample application overview
UDP Client and UDP Server sample application workflow can be summarized as follows:

1. the UDP Client node periodically creates a message, prints it on the terminal window along with the IPv6
address of the UDP Server it is going to transmit to (usually the RPL root) and sends it via UDP packets over
the air

2. the UDP Server node is indefinitely listening for UDP packets, until it receives the data packets from the
UDP Client node

3. the UDP Server node sends back a UDP packet with a reply and outputs the received message packet
content in the terminal window

4. the UDP Client node receives the answer from the UDP Server and prints the received message in the
terminal window

If more than one UDP Client node is used, the UDP Server receives messages from and send back replies to all
of them.

By default, the UDP Server firmware is setup as root of the RPL tree and by default the UDP Client firmware
sends messages to the IPv6 address of the RPL root (i.e. the root of the tree is also the UDP Server, no additional
configuration is required).

Figure 10. UDP Client and UDP Server node communication with a PC

6LoWPAN UDP Client node
STM32 Nucleo board with the
X-NUCLEO-52868A2 or X-NUCLEO-52915A1
(sub-1 GHz RF communication expansion board)

Host PC
with a terminal
Utility
UsB2 ——

i -
6LoWPAN UDP Server node
STM32 Nucleo board with the
X-NUCLEO-52868A2 or X-NUCLEO-52915A1
(sub-1 GHz RF communication expansion board)

Contiki-NG provides a flexible log system that can be controlled using the Serial Shell (enabled by default).

The UDP Client and UDP Server firmware starts with a verbose log level for RPL, MAC and FRAMER layers, as
per the following configuration (that can be found in the project-conf.h file at application level):

#define LOG CONF LEVEL MAC LOG LEVEL DBG
#define LOG CONF LEVEL RPL LOG LEVEL DBG
#define LOG CONF LEVEL FRAMER LOG LEVEL ERR

The following figures show the terminal outputs.
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UDP Server console output

This logging level can be useful to debug a new developed application. The built-in Shell provides a list of useful
commands that can be listed by selecting the [help] command as shown below.



Contiki-NG

List of commands available in the Serial Shell

this help
the board

given module (¢ ). For module ™ ", level 4 a

(o) J64 prefix can be optionally specified.

TnCrement

ow if no Tv argument)

Different commands are available to show routes and neighbors, and to ping other nodes or to control and
manipulate the status of the RPL tree.

The log level can be controlled as well: for any layer/module, a specific log level can be set from 0 up to the level
set at compilation time for each layer/module. For example, the 1og all 0 command disables the messages
from lower layers (FRAMER, MAC and RPL in this case), leaving only the Applicative messages as shown in the
following figures.

Shell before and after log all 0 command

« Tengoh 1,
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Figure 15. UDP Client (left) and UDP Server (right) console output after log all 0 command

4.2 Serial Sniffer sample application overview

The Serial Sniffer application allows the user to capture RF packets and send them to an analysis tool (like
Wireshark) to see and analyze the messages exchanged among the nodes in a 6LoWPAN network.

To be connected to Wireshark, the Serial Sniffer firmware needs some tools, to be launched on a host PC, located
in the X-CUBE-SUBG2 Utilities/PC_Software/SerialSniffer folder. A pre-requisite for using the tools is the use of
Perl and, of course, Wireshark.

If running under Microsoft Windows, another pre-requisite is the Cygwin emulator of the Linux environment (in this
case, Perl can be installed using the Cygwin setup).

4.21 How to use the Serial Sniffer application under Linux
Step 1. Compile serialdump-linux utility from X-CUBE-SUBG2 package.

cd Utilities/PC Software/SerialSniffer/serialdump-src
make

(or gcc -o serialdump-linux serialdump.c)

mv serialdump-linux ..

cd ..

Step 2. From the Serial Sniffer folder, run the following command chain (one line command made up of three
commands in line, separated by “|*):

> sudo serialdump-linux -b115200 /dev/ttyACMx | ./convert-to-binary |wireshark -k
-i -

4.2.2 How to use the Serial Sniffer application under Windows
Step 1. Run Cygwin as administrator

Step 2.  The serialdup-windows.exe utility is provided pre-compiled, but if you need to recompile it, from the
X-CUBE-SUBG2 package root, run:
cd Utilities/PC_Software/SerialSniffer/serialdump-src
make
(or gcc -o serialdump-windows.exe serialdump.c)

mv serialdump-windows.exe ..
cd ..

Step 3. Run the following command chain (one line command made up of three commands in line, separated
by “"):
>serialdump-windows.exe -b115200 /dev/ttySz | ./convert-to-binary |wireshark.exe -k
_i —_
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Important additional information
. In the commands mentioned in the previous sections, mind the trailing dash (-): it is mandatory

. The ttysSz / ttyACMx numbers depend on the device enumeration of the STM32 Nucleo development
board running the Serial Sniffer firmware: to this aim, you can use the auto-completion tab under Linux and
Cygwin

. It is mandatory to invoke the above commands from the Serial Sniffer folder (actually, the header.pcap file
should be in the same folder of the convert-to-binary script)

. Wireshark application is required: it is recommended to use the application latest version to have the
state-of-the-art protocol dissectors

. In the above commands, Wireshark is supposed to be in the system shell path, otherwise you must provide
the full command path or create a proper link

. Under Windows, if you need to use the full path for wireshark.exe and this contains spaces, use " as escape
character before spaces and parenthesis

. Serial Sniffer firmware must be compiled with the same radio (channel, modulation, etc.) settings as the
network under investigation

. On some Windows PCs, you may need to hardcode the baudrate (115200) in the serialdump.c code and
recompile

. Also, on some Windows PCs, if you get the “could not get options: Invalid argument” error
message, it is required to open a terminal utility (like Tera Term) on the console of the Serial Sniffer node,
reset it (see the figure below), close the terminal and then run the command chain again in the Cygwin shell.

Serial Sniffer output in Tera Term

The Serial Sniffer firmware uses the User Button on the node to start/stop acquisition. It boots up in stop mode.
This can be seen on the console (as shown in the figures above and below).
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Cygwin shell: command line to interact with Serial Sniffer

= foygdiverc/dedrepos- CUBE -SUBGY Firrmware Utilties/PC_SoftwereSenslSniffer

The sequence of commands will launch the Wireshark application through which the RF packets can be seen,
analyzed and saved.

Important: In X-CUBE-SUBGZ2, the default configuration of the Contiki-NG based application comes with Link Layer security

enabled. In this case, the Serial Sniffer captures RF packets and shows them encrypted in Wireshark.
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Figure 18. Message exchange flow between UDP Server and UDP Client (capture of Link Layer encrypted
packets)
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* Frame 1: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface @
:15.4 Data, Dst: Broadcast, Srcz 19:51:34:38:50:39:9b:39

* GLOWPAN, Src: feS8::1b51:3438:5039:9039, Dest: ffe2::la

Internet Protocol Wersiom 6, Src: feB@::1b51:3438:5839:9b639, Dst: ffa2::la
Internet Control Message Protocol vé

:

€9 cd ab Ff Ff R FEEEE = = ~ Bl
1o 9b 0L Bf 40 03 F0 00 50 BB F0 03 00 fd 00 "
00 80 B0 00 B3 1b 51 34 3 58 30 0b 39 B4 fe Q 48P80
BB Bc 0 04 B8 88 BA 04 81 89 le 08 3c 8B le N
40 FF FF FF £F FF £F FF £f 00 00 00 00 fd 00 @ .
03 00 B0 00 B0 B0 B 00 0D 0O 00 08 ¢
| Frame (3bytes) | Decompressed GLOWPEN PR (116 bytes)
T Ready to kad or caohre Packets: 78 * Displaed: 78 (100.0%) Profie; et

Link Layer security can be disabled by editing the contiki-conf.h file (located in the Inc/ folder of each application)
for all the network node (UDP Client and UDP Server in this case) firmware and changing the value of the
following macro from:

/* Enable Link Layer security */
#define LLSEC802154 CONF ENABLED 1

to:

#define LLSEC802154 CONF ENABLED 0

The firmware applications must now be recompiled and re-flashed on the nodes.

By disabling the Link Layer security, the UDP messages exchanged by the two applications are visible in clear in
Wireshark.
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Figure 19. Message exchange flow between UDP Server and UDP Client (capture of Link Layer plain text

packets)
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* Frame B26: 48 bytes on wire (384 bits), 48 bytes captured (324 bits) on interface @
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» User Datagram Protocol, Src Port: 8765, Dst Port: 5678
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21 ec 56 cd ab 39 9b 35 58 36 34 51 19 31 &b 33 L.y 9-9 Pa4g-1-3
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b 22 34 16 2e 00 0F 1 06 6B 65 6c 6e 6F 20 30 +7--, hells @
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4.3 Border Router sample application overview
This example lets the user configure an “RPL Border Router” node between a 6LoWPAN network and a host
system, such as a PC, typically connected to the Wide Area Network. The following sections describe how to
integrate this border router into a system.

4.31 System overview

The Border Router application system architecture consists of:

. an IPv6 host device that runs the client application (e.g., a web browser) over an IPv6-based protocol stack.
This device can also provide Wide Area Network connectivity

. an edge (or border) router device that creates a 6LowPAN network and is connected to the wireless nodes
on one side and to the IPv6 host on the other. In our case, this device is an STM32 Nucleo development
board with a sub-1 GHz RF communication expansion board. To generate the firmware for this device, you
have to select the “Border Router” project folder and compile the project with one of the supported IDEs or
use the sample binary firmware provided in the same project folder
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. a low-power wireless node connected to the 6LoWPAN network. In our case, this device is an STM32
Nucleo development board with a sub-1 GHz RF communication expansion board. To generate the firmware
for this device, you have to select the “UDP Client” project folder and compile the project with one of the
supported IDEs or use the sample binary firmware provided in the same project folder.

Figure 20. System architecture for Border Router application

IPv6,/GLoWPAN

Netoiork IPv6 Host PC

_" = = iEiE T _
Wireless Node \_/ 6LoWPAN Border Router

5TM32 Nucleo board with the 5TM32 Nucleo board with the
X-NUCLEQ-52868A2 or X-NUCLED-52915A1 X-NUCLED-52868BA2 or X-NUCLEO-52915A1
(sub-1 GHz RF eommunication expansion board) (sub-1 GHz RF communication expansion board)

Ping request

Ping reply

4.3.2 IPv6 host setup

4.3.2.1 IPv6 packet bridging - Windows setup

This setup information is for a Windows (version 7 and later) host PC; the host side implements a standard IPv6-
based networking stack. The “wpcapslip6” application exchanges IPv6 packets over the serial line between the
host PC stack and the border router IPv6 stack.
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Step 1. Install the Microsoft loopback network adapter by selecting [Add legacy hardware] in the Device
Manager.

Figure 21. Adding the network adapter in Windows

& Device Manager - a X
File | Action View Help
= Scan for hardware changes
_’ Add legacy hardware 4
» Devices and Printers

¥ Help
» ECompUter
3 Disk drives
» Il Display adapters
» il Human Interface Devices
» =@ IDE ATAVATAPI controllers
¥ ofn Imaging devices
» P Jungo Connectinty
» =2 Keyboards
» LI Memory technalogy devices
3 ' Mice and other painting devices
» [0 Monitors
v [P Network adapters
&P Bluetooth Device (Personal Area Metwork)
I:' Cisco AnyConnect Secure Mobility Client Virtual Miniport Adapter for Windows xfd
& Intel(R) Dual Band Wireless-AC 8260
P Intel(R) Ethernet Connection 1213V ... at the end of the process the
@ Microsoft KM-TEST Loopback Adapter s——on—owo— L
& WAN Minipor (KE2) new Network adapter is listed
5 WAN Minipert (IP)
 WAN Miniport (IPve)
& WAN Miniport (L2TP)
B WAN Mininart (Mstwnrk Maniard

W

~ Start the installation using &
“Add legacy hardware” menu entry ...

Step 2. Follow the Installer instructions by selecting the following entries: [Add legacy
hardware]>[Next]>[Install the hardware manually selected from a list]>[Next]>[Select Networks
Adapters]>[Next]>[Select Microsoft from the Manufacturer list then Microsoft KM-TEST
Loopback Adapter from the Network Adapter list [>[Next] — then finish the installation by clicking
[Next] again.

Step 3.  Reboot your PC.

Step 4.  Install the WinPcaP Windows packet capture library. The installer and setup information can be found
at https://www.winpcap.org/install/
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Launch the Command prompt shell and run the wpcaslip6 utility with a node running the Border Router
firmware connected to the host PC.

cd [X-CUBE-SUBG2]\Utilities\PC_Software\wpcapslip6
wpcapslip6.exe -s /dev/ttySl4 -b aaaa:: -a aaaa::1/128 [addr]

You can obtain the serial device number to be used (in this example, “ttyS14”) by looking for the

Virtual COM Port number associated with the STM32 Nucleo board. The value to use when running the
“wpcapslip6.exe” command is the COM Port number minus 1. In our example, the COM Port number is
15 (hence the “ttyS14” device parameter).

STM32 Nucleo board virtual COM Port value

M Device Man ager

File Action View Help
|
dn = H

'__"_II MNetwork adapters
w |7 Other devices
B4 Unknown device
fi Unknown deviee
B Portable Devices
~ @ Ports [COM ELLPT)
B STMicroelectronics STLink Virtual COM Port (COM15)
= Print queues
O Processors
B Security devices

The [addr] parameter is the MAC address of the local network adapter (Microsoft KM-TEST Loopback
Adapter). This information can be found by launching the ipconfig /all command shown below.

Reading the MAC address of the Microsoft KM-TEST loopback adapter

B Command Prompt

MAC Address of

Loopback Adapter

-
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Figure 24. wpcapslip6 utility terminal window (snapshot)

4.3.2.2 IPv6 packet bridging - Linux setup
This setup information is for a Linux host PC; the host side implements a standard IPv6-based networking stack.

Note: If you use the same Linux PC for firmware development, note that only the projects provided with the
STM32CubelDE are available for this platform.

Step 1. Install the tunslip6 software module to exchange IPv6 packets over the serial line between the host PC
stack and the border router IPv6 stack. To compile it, from the root directory of the X-CUBE-SUBG2
package, run:

cd Utilities/PC_Software/Contiki-NG/serial-io

make tunslipé6

Step 2. Assuming that the border router device set up in the previous section is connected to the Linux host,
launch the tunslip6 application by providing the parameter for the virtual communication port to which
the border router device is connected (located in “/dev/ttyACMXx” where “X” is the corresponding port
number, here we assume x=0):

sudo ./tunslip6 -s /dev/ttyACMO aaaa::1/64

This command creates a new virtual interface in the Linux host, called “tun0”.
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Step 3. Reset the STM32 Nucleo board on which the border router is implemented by pressing the black
[RESET] button which triggers the system initialization and the exchange of configuration information
with the tunslip6 application. A snapshot of the terminal running the tunslip6 utility is shown below.

Figure 25. tunslip6 terminal window (snapshot)

marco@stm-dewv
File Edit Vie
@ lipé -B 115280 -s /dev/ttyACMB aaaa::1/64
‘dev/ttyACME" '
tung'’

nfig tun® inet ° name’ up

nfig tund add aaaa /64

nfig tund et 172.16.0.1 pointopoint 172.16.8.2
ifconfig tun® add feB80::0:0:0:1/64
ifconfig tun@

tun@ Link encap:UNSPEC Hwaddr 00-00-60-00-00-00-80-00-00-00-00-00-00-00-00
-80
inet addr:172.16.8.1 P-t-P:172.16.8.2 Mask:255.255,255.255
inet6 addr: fe80::1/64 Scope:Link
inet6 addr: aaaa::1/64 Scope:Global
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1588 Metric:1
@ dropped:@ overruns:8 frame:@
arre 0 dropped:® overruns:0 carrier:0
txqueuelen
RX bytes:8 (0.0 B) TX bytes:0 (8.8 B)

[INFO: ER Waiting for prefi Public Address of the Border Router
; to be used for the Web Server for
routes and neighbors info

4.3.2.3 IPv6 Host setup troubleshooting

. The tunslip6 application does not work properly with Ubuntu kernel 3.13.0-65-generic (part of the Ubuntu
14.04 LTS)

. The Cygwin library used by the wpcapslip6 tool limits the “/dev/ttyS* number to 100. If you have a device
with a higher number, either:

1. a. Recompile Cygwin DLL library as suggested at
2. Remove allocated COM ports (you can find some help at http://superuser.com/questions/408976/
howdo-i-clean-up-com-ports-in-use)
. Disable your firewall
. Ensure IPv6 is enabled:
1. in the properties of the Loopback Adapter

2. by setting (if present) registry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services
\TCPIP6\Parameters\DisabledComponents to the value 0x8E

3. You may need to change the default name of the network connection associated with the Microsoft
loopback adapter to a name that does not contain spaces

. Under Windows the functionality of wpcapslip6 utility depends on the level of administrative rights of the user

4.3.3 Contiki server access and connectivity test
Step 1. Open a web browser to access the Contiki-NG border router web server, which returns the RPL
neighbors and routes.
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Step 2. Access it via the first address listed in the “wpcapslip6” (Windows) or “tunslip6” (Linux) terminal
window, after the “Server IPv6 addresses:” line.
The following figure shows the web browser page after inserting the IPv6 address of the server in
the URL (the IPv6 address must be enclosed in square brackets). Assuming that a wireless node is
running, the IPv6 address of the wireless node should be in the “Neighbors” list.

Figure 26. Contiki-NG border router web server

[ Contiki-NG
L 4 c [aaaa::351:3433:8835:6636] i dl |
Neighbors
» fedi::3532:3230:6b36:700d
Routing links
* aaaa::3532:3230:6h36:700d (parent: aaaa::351:3433:8835:6636) 13605

Step 3. Run a simple pingé command to check the end-to-end IPv6 connectivity between the Linux IPv6 host
and the wireless sensor node using the full 128-bit IPv6 address in the “Routes” list. In this specific
example, the ping6 command (or “ping -6” in Windows) is ping6 aaaa::3532:3230:60b36:700d.
The following figure is a snapshot of the pingé command execution showing the ping from the Linux
host replied by the remote wireless sensor node.

Figure 27. ping6 command window snhapshot

marco@@stm-devel: -

File Edit 1 Terminal Help

time 9001ms

m5
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Step 4.  To perform another test, recompile the UDP Client application by changing the macro

#define BORDER ROUTER SCENARIO 0

to

#define BORDER ROUTER SCENARIO 1

in the udp-client.c file.

By doing this, the UDP Client will not send the packets to the address of the root of the RPL tree, like
in the default configuration (this setup is thought to work with the UDP Server firmware), but to another
hardcoded address specified in the code, i.e.

#define BORDER ROUTER SCENARIO ADDRESS "aaaa::1"

that must match the address passed to tunslip6 or wpcapslip6 tools. This address is the one taken

by the virtual network interface of the host PC, so, by running any UDP Server application on it and
setting it to listen to proper address and port, you will be able to receive the UDP messages sent by the
UDP Client node on the host PC (as they are routed from the wireless 6LoWPAN network to the IPv6
protocol stack of the PC by the Border Router firmware) as shown below.

Figure 28. UDP Server running behind the Border Router

eClient | »Server *Udp | » About
Server

IF Address aaaa::l
Port 5678 Port | Stop Listening i

SocketTest v 2.0

Conversation
b

T i i R T T R [y Ve T

[aaaa:0:0:0:3532:3230:6036: 700d: 8765]: hello 51
[@aa@a:0:0:0:3532:3230:6b36: 700d:8765]: hello 52
[aaaa:0:0:0:3532:3230:6b36: 700d:8765]: hello 53
[aaaa:0:0:0:3532:3230:6b36: 700d: 8765]: hello 54
[aaaa: 0:0:0:3532:3230:6b36: 700d:8765]: hello 55
[aaaa:0:0:0:3532:3230:6b36: 700d: 8765]: hello 56
[aaa@a:0:0:0:3532:3230:6b36: 700d:8765]: hello 57
[aa3a:0:0:0:3532:3230:6b36: 700d: 8765]: hello 58
[aa@8:0:0:0:2532:3230:6b36: 700d:8765]: hello 59
[aaa@a:0:0:0:3532:3230:6b36: 700d: 8765]: hello 60
[aaa@a:0:0:0:3532:3230:6b36: 700d: 8765]: hello 61
[2332:0:0:0:2532:3230:6b36: 700d:8765]: hello 62
[2323:0:0:0:3532:3230:6b36: 7004:3765]: hells 63
[aaaa:0:0:0:3532:3230:6b36: 700d:8765]: hello 64
[aaaa:0:0:0:3532:3230:6b36: 700d: 8765]: hello 65
[aaa2:0:0:0:3532:3230:6b36: 700d: 8765]: hallo 66
[2a323:0:0:0:2532:3230:6b36: 7004: 8765]: hells 67
[aa82:0:0:0:3532:3230:6b36: 7004:8765]: hello 68

[»
i A

et i .|

v

Client Save

IP Address [127.0.0.1 | Port [21 ] __Port — |

Message | Send
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5 Command line interface (CLI) application for S2-LP DK GUI

The CLI application allows connecting an STM32 Nucleo development board, equipped with an S2-LP-based
expansion board (X-NUCLEO-S2868A1, X-NUCLEO-S2868A2, or X-NUCLEO-S2915A1), to the GUI available
in the S2-LP DK software. The GUI is available in the GUI subfolder. You just have to run the S2-LP_DK.exe
application.

Important: ~ Use the GUI version 1.3.4 or later. Refer to the S2-LP DK documentation for detailed information on the GUI and
on the CLI firmware usage.

The CLI firmware porting for the X-CUBE-SUBG2 solution grants the compatibility with the STM32Cube
ecosystem and the STM32CubeMX tool.

Note: Only the X-NUCLEO-S2868A1, X-NUCLEO-S2868A2, or X-NUCLEO-S2915A1 are supported, regardless of
what is detailed in the GUI. This information depends on the content of the expansion board EEPROM.

Originally, the CLI application has been developed for NUCLEO-L152RE and NUCLEO-L053R8 only. Thanks to
the STM32CubeMX integration, you can port the application to other MCUs. A sample porting is available in the
examples for the NUCLEO-F401RE. Due to the original development, also the MCU-related information might be
not accurate on the GUI:

. “STM32L152RE-Nucleo” and “STM32L053R8-Nucleo” are reported for any L1 or LO board

. “STM32F401RE-Nucleo” is reported for any F4 board (F401 in “unofficially” known to the GUI)
. “Unknown” is reported as the microcontroller information for other families

The following figure summarizes the above-mentioned limitations/warnings.

Figure 29. 82-LP GUI limitations

52-LP version 2.1 V1 (0391) X-NUCLEO Board might
msﬁlsmszn«m be not recognized
X
W, .
521 version 30 11 (0301)0(250 X-NUCLEO-* Board might .
ooy vy e B b be reported as STEVAL-FKI
S7 >
_ “Micro” field will always report only

e iy e “GUI known” Nucleoboards (LOS3RS,

Micro; STM32F401RENudeo FA4ORE| | 157RE, F401RE) even for other MCU
of the same family.

$2-LP version 3.0 V1 (03C1) - - ,
Board: STEVALFKISSSV2 |, - Other families will work but will
P e be reported as “Unknown”

The S2-LP GUI allows the user to configure the radio with different settings. It also allows exporting the register
configuration to a C file.
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Figure 30. S2-LP DK GUI: main view

F Tools  Help
7] Firmware Upgrade... T T = Regsters table |
Firmware Version Board: STEVAL-FKIS68V2 T | Address Register Value Default A
Micros STM32L152RE-Hucleo 3 aie CPOD_CONF 2 T
R Export code configuration... > 001 GPIO1_CONF oxA2 o2
r - — Freqency devialion! | Charne fiter Test RF > 02 GPI02_CONF oAz wA2
Export production info... > 0x03 GPIO3_CONF [ E] xA2
1 . ol (19979 |kHz 102115 |k ) 5 Ox0S SYNT3 62 Ond2
TRCH STARE > 006 SINT2 2B o6
Modulation Output pawer | START > 07 SYNT1 ;85 027
2z p_n Normal CONFIGLRE itlot d > ox08 SYNTO ox1F w62
S 0 [5|dBm RADIO 7 09 IF_OFFSET_ANA oxzF on2A
[] MaX power > OxDA IF_OFFSET_DIG C2 xES
> e0C CHSPACE 0u3F 03F
[ Packet settings \/ Transmission Test \/ Low Level Command \/ Rumning RSSI \ > 00D CHNUM 0x00 0x00
> Ox0E MoD4 92 083
> OxOF MOoD3 OeAT 028
b > ;10 MaD2 27 o7
> ot MOD1 0x03 w03
oo Orec >z MODO 0ct3 03
@ gasic O wmeus [] Data whitening C?,'E%ff > 13 CHFLT ;13 23
> M AFC2 oxc8 once
> 1S AFC1 18 oxls
> On16 AFCO 0x25 25
. Length Field > 17 RSSI_FLT OeE3 OnE3
Lengths are expressedin | bits ¥ T = > e RSSI_TH 28 [ ]
> o1 AGCCTRLS 80 ox80
preamble length Sy Addrass Field— SORE 5 OxlA AGCCTRLA on54 54
: > mie AGCCTRLS o0 oo
PG length|32 |#| 0Ox|55888888 [ enabie Poly 0x07 = B i I AGCCTRLZ 22 22
> miD AGCCTRLY ;s o059
> OeiE AGCCTRLD 0xBC on8C
> OeiF ANT_SELECT_CONF 055 Ond5
> 20 CLOCKREC2 oxCO oo
> 2 CLOCKRECT s 0n58
> 0B PCKTCTRLE [ 080
32bits 2bits B bt Bbls 5 meac PCKTCTRLS 10 oxio
> 02D PCKTCTRLE 0x00 000
whitening > oe2E PCKTCTRLS 0x00 o020
> Ou2F PCKTCTRL2 001 000
> ;30 PCKTCTRLY 030 o2C ¥
Refresh | | Expand | Colapse Export Import

Figure 31. Source file with the register settings exported by the S2-LP DK GUI

Fie Bdn Sewch Vew Encofing lingwge fSettings Toch Maws fun Pugies Windew ©
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S2LESp:
e
el

spl3] = omaTe
SILPSpANTLTEhegi,

As an example, using two different boards connected to two instances of the GUI, it is possible to perform:
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. transmit or receive tests, with a customizable timing and report of the packet loss ratio
Figure 32. 82-LP DK GUI transmit/receive tests
&7
File Tools Help
COM7 (ST.0K) - 52-LP varsion 2.0 V1 (03€1) > COMZL(STDK) = S2-LP version 2.1 V1 (0391) >
78 AL S ]
Miero: STM32L152RE-Nucleo Micro: STHI2F401RE Hucleo
Radio setings Rado settings
Frequency base Datarate Frequency deviation  Channel fiter TestRF Freguency base Data rate Frequency deviation  Channel filter Test RF
I TR
[sss0isam e [32390 Jiops [199m Jwe  [10215 |we  ouenar ose.000006 ez (3399 Jeos  [99m e 0215 Jww  moienar
Modulation Qutput power e T PN START Modulation Custput power a TX P9 START
P = v CONFIGLIRE — = Migrmy x NEIGLURS
2F1 T 0 Eldm e 2 v o Elam ot
] max power [ power
[ Packet settings \/ Transmisson Test |/ Low Level Command \/ Running RSST \ { Packet settings /" Transmission Test \/ Low Level Command \/~ Running RSSI \

RX | ™ Tewl o TTe R T Total [T
Test indicator ?E— Data ;;"?“U
Packetrecoved  Padket dscarded PER [%]  RSSI [¢8m) e [590 [Zims Padet T2 tmer [300_[Es
- g g . X 2
[10 o ve | [=00] RSst OHex @ asent O vex @ ascn

— aSSI = Pavioad ¢ Normal - " = Mormal L

RX timeout | 100 (5 ms F;‘ginu 1130 13 jength (18 5 bytes &‘;" 18 5| bytes
Sniff mode
viskeUptmer 3 ms FastRx tmeout |37 I us =i [sTMcoeectronics ERBE

Information about the test Information abaut the test

[ Timestamp into " Rssl DotaRecened - Time stamp info Al

4 13101946 Packet received (18 bytes) -30 STMicroelectronics 4 131011944 Packet sent

5 13131985 Packet recerved (18 bytes) -30 STMicraelectranics 5 13101993 Packet sent

& 1310:2045 Packet received (18 bytes) -30 STMicraglectianics 6 1310:20.44  Packet sent
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B 13102144 Packet received (18 bytes) -30 STMicroelectranics 8 1310:21.44  Packet sent

§ 13162184 Packet received (18 bytes) -30 STMicraelectranics 9 1310:21.84  Packet sent

10 13:10:2246  Packet receved (18 bvtes) -30 STMicraelectranics 3 10 13:10:22.44  Packet sent bt

Durp log to fie | ] [ Autematic scraling Dumplog to fle ] [ Automatic scroling

.

measure the RSSI on a board, making the other one send data or generate an unmodulated signal (for
example, the [TX CW START/STOP] button)

Figure 33. S2-LP DK GUI RSSI test

&
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FIFO TX/RX applications

The FIFO TX and FIFO RX applications have been ported from the set of examples delivered in S2-LP
DK (SDK_FifoHandler_A and SDK_FifoHandler_B, respectively) to demonstrate the support for multiple S2-LP
GPIOs, which is a new feature of the X-CUBE-SUBG2 (from version 5.0.0).

The preconfigured examples are provided for a custom board (that is, when configuring the project through
STM32CubeMX, you are not obliged to use a prebuilt expansion board), instead of a standard BSP (X-NUCLEO-
S2868A1, X-NUCLEO-S2868A2, or X-NUCLEO-S2915A1). However, these examples are actually compatible
with the X-NUCLEO-S2868A2 (and X-NUCLEO-S2868A1) GPIO settings, without supporting the LED and
EEPROM.

The two applications also demonstrate how the S2-LP radio can send packets longer than the 128 basic payload
and FIFO sizes, using the EXTENDED LENGTH FIELD field of the basic packet format and the:

. almost empty IRQ and threshold for the transmitter FIFO

. almost full IRQ and threshold for the receiver FIFO

You can program one board as the transmitter (FIFO TX) and another board as the receiver (FIFO RX), power
them up, and connect them to a terminal application like Teraterm.

The following figure shows how the transmitted packet assumes the progressively increasing sizes (up to 300
bytes), going over the 128 bytes that are the raw radio payload (and also the dimension of the two RX and TX
FIFOs).

FIFO Tx (left) and FIFO Rx (right) application terminals

On the receiver side, the two interrupts (“main S2-LP” and “Rx FIFO almost full”) are mapped on two different
GPIOs configured in the EXTI mode, as shown in the following figure. S2LP_GPIO_3 is for the main S2-LP
interrupt, while S2LP_GPIO_1 is for the almost full interrupt, which is configured with a higher preemption priority
(that is, the lowest number) compared to the former.
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3

Figure 35. FIFO RX application using two different GPIOs in the EXTI mode

app_custom_s2ip_fifo_ms x -
S e SN

- . 2390 |
20 /¢ max payload size !/ 240 uingé_t cReDatalen;
a1 #define PAYLOAD LENGTH_FIX 300 241
22 242 #* Get the IRD abatuzs */
a3 #undef EXTENDED LENGTH FIELD 243 S2LP_GPIO_IrqGecStatus (cxIrgScacus);
84  #define EXTENDED_LENGTH_FIELD S_EMABLE 244
| 85 245 #* Check the 5.\'_.',‘-1'.":'-_35&.’;}' IRQ flag */
24E if{xIrqSeacus.TRO_BX DATA RFADY)
115 E 200 ]
116 48 chxDacalen = SILP FIFD ReadiumberBycesBxFifo();
17 S2LB_GPIO_MODE_DIGITAL_OUTEUT_LP, 2:: TR
118 S2LE_GFIC_DIG_OUT_IRD st e
ki 252 #* Read the RX FIFO 4/
e 53 S2LP_ReadFIFD (cRxDatalen, ivectchyBuff[nRxIndex]):
1213 /- 254 }
122 | + @beier GPIO RX FIFD AF structuve fitting 288
123 a 256 S2LP_OMD SerobeFlushRxFife():
124 3 56pioInit XGpicAR=( 287
128 szu'_ﬁpm_l’ 258 /0 updats the aumber of received bytss 0/
126 S2LP_GPIO_MODE_DIGITAL_OUTPUI_LP, 259 ARxIndex 4= cRxDatalen:
127 $2LP_GPIO_DIG_OUT_TXRX_FIFO_ATMOST FULL i
128 L y; 261 J* st the Rx done flag *f
== A 262 sRsDoneFlag = SET:
263 | ¥
- 264
I o R A T 268 44 Check the SPIRTT RX DATA DISC IRQ flag */
#sE 266 A0 (x1rqs RX_DATA_DISC
226 uint?_t cRxDatalen: 278 t e
227 ] " -
268 /4 RX e ad - & LE the devi 'ill be peady £ the naxt reception 4/
228 cReDatalen = SILF_FIFO_ResdiusberBytesRxFifo(): s e a e ey SRR S TR SRR e
2% R
230 if{chxDatalens2) 2l !
e |
3 [ —
232 /% Read the RX FIFO 4/
233 52LF_ReadFIFO (cRxDatalen=2, svectcRxBuff [nRxIndex]):
234 nRxIndex+=cRxDatalen-2;
235 }
236 L)
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7 System setup
71 Hardware description
711 STM32 Nucleo

STM32 Nucleo development boards provide an affordable and flexible way for users to test solutions and build
prototypes with any STM32 microcontroller line.

The Arduino connectivity support and ST morpho connectors make it easy to expand the functionality of the
STM32 Nucleo open development platform with a wide range of specialized expansion boards to choose from.

The STM32 Nucleo board does not require separate probes as it integrates the ST-LINK/\V2-1 debugger/
programmer.

The STM32 Nucleo board comes with the comprehensive STM32 software HAL library together with various
packaged software examples for different IDEs (IAR EWARM, Keil MDK-ARM, STM32CubelDE, mbed and GCC/
LLVM).

All STM32 Nucleo users have free access to the mbed online resources (compiler, C/C++ SDK and developer
community) at www.mbed.org to easily build complete applications.

Figure 36. STM32 Nucleo board

71.2 X-NUCLEO-S2868A1 expansion board
The X-NUCLEO-S2868A1 expansion board is based on the S2-LP radio and operates in the 868 MHz ISM
frequency band.
The expansion board is compatible with ST morpho and Arduino UNO R3 connectors.

The X-NUCLEO-S2868A1 interfaces with the STM32 Nucleo microcontroller via SPI connections and GPIO pins.
You can change some of the GPIOs by mounting or removing the resistors.
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Figure 37. X-NUCLEO-S2868A1 expansion board
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71.3 X-NUCLEO-S2868A2 and X-NUCLEO-S2915A1 expansion boards

The X-NUCLEO-S2868A2 expansion board is based on the S2-LP radio and operates in the 868 MHz ISM
frequency band.

The X-NUCLEO-S2915A1 expansion board is based on the S2-LP radio and operates in the 915 MHz ISM
frequency band.

The expansion boards are compatible with ST morpho and Arduino UNO R3 connectors, and interface with the
STM32 Nucleo microcontroller via SPI connections and GPIO pins.

You can change some of the GPIOs by mounting or removing the resistors.

Figure 38. X-NUCLEO-S2868A2 expansion board
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Figure 39. X-NUCLEO-S2915A1 expansion board
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7.2 Software description

To use STM32 Nucleo development boards with the X-NUCLEO-S2868A1, X-NUCLEO-S2868A2, X-NUCLEO-
S2915A1 expansion boards, the following software specification are required:

. X-CUBE-SUBG2 expansion for STM32Cube. The X-CUBE-SUBG?2 firmware and related documentation is
available on www.st.com.

. Development tool-chain and Compiler supported by the STM32Cube expansion software:

- IAR Embedded Workbench for ARM® toolchain + ST-LINK
—  RealView Microcontroller Development Kit (VIDK-ARM-STR) toolchain + ST-LINK
—  STM32CubelDE + ST-LINK

7.3 Hardware setup
The following hardware components are required:

. an STM32 Nucleo development board (order code: NUCLEO-F401RE, NUCLEO-L152RE or NUCLEO-
LO53R8)

. an S2-LP expansion board (order code: X-NUCLEO-S2868A1, X-NUCLEO-S2868A2 or X-NUCLEO-
S2915A1)

. a USB type A to Mini-B USB cable to connect the STM32 Nucleo to the PC

7.4 Board setup

Step 1. Check that the jumper on J1 is connected to provide the required voltage to the board devices
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Step 2.  Connect the X-NUCLEO-S2868A1, X-NUCLEO-S2868A2 or X-NUCLEO-S2915A1 to the STM32
Nucleo

Figure 40. X-NUCLEO-S2868A1 expansion board plugged onto an STM32 Nucleo board

Step 3. Power the STM32 Nucleo board using the Mini-B USB cable

Step 4.  Program the firmware in the STM32 on the Nucleo development board using the firmware sample
provided

Step 5. Press the reset button on the STM32 Nucleo board
The demonstration kit is ready-to-use
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