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Getting started with the STM32Cube function pack for [oT sensor node with
cellular connectivity enabling IOTA Distributed Ledger Technology (DLT) functions

Introduction

FP-SNS-IOTA1 is an STM32Cube function pack which lets you enable IOTA DLT functions on an loT sensor node with cellular
connectivity.
The function pack implements and demonstrates IOTA DLT use cases for the STM32 MCUs.

The IOTA DLT is a transaction settlement and data transfer layer for the Internet of Things (IoT) IOTA for money and/or data
transfer without any transaction fees in a trustless, permissionless and decentralized environment.

The featured use cases acquire sensor data and send them to the IOTA Ledger (also called Tangle) via LTE cellular
connectivity.

RELATED LINKS

Visit the STM32Cube ecosystem web page on www.st.com for further information
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1 FP-SNS-IOTA1 software expansion for STM32Cube

1.1 Overview

FP-SNS-IOTA1 is an STM32 ODE function pack and expands STM32Cube functionality.

The software package shows how to enable IOTA DLT functions on an loT sensor node with cellular connectivity.

The key package features are:

. Complete firmware to build IOTA DLT applications for STM32-based boards

. Middleware libraries featuring cellular management, transport-level security (MbedTLS) and IOTA
cryptography management

. Ready-to-use binary to build IOTA transactions including sensor data and to send them to the Tangle via
LTE connectivity

. Sample implementation available for 32L496 GDISCOVERY Discovery board equipped with the P-L496G-
CELL02 STMod+ cellular expansion board with antenna and the X-NUCLEO-IKS01A3 sensor expansion
board

. Easy portability across different MCU families, thanks to STM32Cube
. Free, user-friendly license terms

1.2 Architecture

The application software accesses the X-NUCLEO-IKS01A3 and cellular expansion boards through the following
software layers:

. the STM32Cube HAL layer, which provides a simple, generic, multi-instance set of application programming
interfaces (APIs) to interact with the upper application, library and stack layers. It has generic and extension
APls and is directly built around a generic architecture and allows successive layers like the middleware
layer to implement functions without requiring specific hardware configurations for a given microcontroller
unit (MCU). This structure improves library code reusability and guarantees an easy portability on other
devices.

. the board support package (BSP) layer, which supports all the peripherals on the STM32 Nucleo except
the MCU. This limited set of APIs provides a programming interface for certain board-specific peripherals
like the LED, the user button, etc. This interface also helps in identifying the specific board version.

Figure 1. FP-SNS-IOTA1 software architecture
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Folder structure

1.3 Folder structure

Figure 2. FP-SNS-IOTA1 package folder structure
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The following folders are included in the software package:

. Documentation: contains a compiled HTML file generated from the source code detailing the software
components and APIs (one for each project).

. Drivers: contains the HAL drivers and the board-specific drivers for each supported board or hardware
platform, including those for the on-board components, and the CMSIS vendor-independent hardware
abstraction layer for the ARM Cortex-M processor series.

. Middlewares: libraries and protocols featuring FreeRTOS, cellular management, transport-level security
(MbedTLS) and IOTA cryptography management.

. Projects: contains a sample application implementing an IOTA Sensor Node. This application is provided for
the P-L496G-CELLO2 platform with three development environments: IAR Embedded Workbench for ARM,
RealView Microcontroller Development Kit (VDK-ARM-STR) and STM32CubelDE.

. Utilities: contains some complementary project files.
1.4 APlIs

Detailed technical information with full user API function and parameter description are in a compiled HTML file in
the “Documentation” folder.

1.5 Sample application description

A sample application is provided in the Projects folder, using the X-NUCLEO-IKS01A3 and LTE loT cellular
expansion boards with P-L496G-CELLO02.

Ready-to-build projects are available for multiple IDEs.

Before flashing the FP-SNS-IOTA1 firmware, it is necessary to register the P-L496G-CELL02 SIM card as
described in UM2567 (freely available at www.st.com). Alternatively, you can use an external SIM and insert it
into the micro SIM card socket. The software automatically detects your SIM and connect it to your local telecom
service provider.

The user interface is provided via serial port and must be configured with the following settings.
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Sample application description

Figure 3. Terminal settings

Tera Term: Serizl port setup b Tera Term: Terminal setup *

Port: __COM25 " - Terminal size New-line ) . -“
Boud rate: . X Receive: (RIS |

|
|

Data: 8 bit v | Cancel | Ll s e i alze Transmit: (. | Cancel |
— Auto window resize - -
Parity: none v - | Help |
- . ] Terminal ID:  VT100 ~ Local echo : z
Stop: Ten v | Help | =]
T U S p— 2l fnswerback | | [JAuto switch [VT<->TEK]

Coding (receive) Coding [transmit)

Transmit delay UTE8 - | UTEB -
E’ msec/char EI msecfline :
locale: CodePage: 65001

To run the FP-SNS-IOTA1 firmware, follow the procedure below.
Step 1. Open a serial terminal to visualize the log of messages.

Step 2.  Enter your C2C network configuration (SIM operator access point code, username and password).
with Emnify SIM, access point = "EM", username = "", password =

Step 3. Set the TLS root CA certificates.
The device uses them to authenticate the remote hosts through TLS.

Step 4. Copy and paste the contents of Projects\ST32L496G_Discovery\Applications\DLT\IOTA-
SensorNodelusertrust_thetangle.pem.

Note: After the parameters are configured, it is possible to change them by restarting the board and pushing the User
button (blue button) within 5 seconds. This data will be saved in the flash memory.
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Note:

Wait for the modem to be successfully initialized and in active state.

C2C parameter settings

Sample application description

W COM25 - Tera Term VT
File Edit Setup Control Window Help

Starting Main Thread...

pesse  STM32 I0TA Light Mode for STM32L496 MCU
ieksiad FP-SNS-I0TAL Demonstration
>  FW version: 1.8.8 — DAY-MONTH-YEAR HH:MM:85 PH

#>x Board personalization e

[BG?6 UART config: BaudRate=115208 / HY flow ctel=1l

[Push the User button (Blue)> within the next 5 seconds if you want to update the Cellular network configuration.

— Metwork Interface starting:

pexe C2C connection e

Trying to connect with the external SIM
Module initialized successfully: Quectel

ProductID: BG?6
FY version: BG?6MARB2ZABSMIG_A1.6412.41.812
SIM Id (IccID>: 898838 PaEBE9455
— Hetwork Interface started:

— Device Mame * Quectel.

— Device ID : BG96.

— Device Version : BG?6MARB2ABBMIG 01.012.81.612.

— Metwork Interface connecting:
.Signal not known or not detectable yet (bhe patient)

Signal Level: —-51 dBm

(-:2(: module registered
[Registration done in 17635 msseconds

Retrieving the cellular operator: 'vodafone IT EMnify"

— Netuulk Inte)fal:e connecte
IFP a 1@.193. 184 27,
PI.I“]] the U*‘ huttun {Blue? within the next 5 seconds if you want to update the device connection parameters.

Setting the RTC from the network time.
Connecting to wwu.gandi.net at ipaddress: 151.181.193.1683

Enter a seed (a character string, 81-character long, composed of only capital letters from 'A' to 'Z' and

number 9) representing the IOTA account.

Enter the IOTA transaction parameters (Full Node URL, tx-interval, and temperature threshold).

After the parameters are configured, it is possible to change them by restarting the board and pushing the User

button (blue button) within 5 seconds. This data will be saved in the flash memory.



Sample application description

Wait for the message “Press any key to continue.” to appear.

IOTA parameter settings

9 COM25 - Tera Term VT - m} x

File Edit Setup Control Window Help
.Signal not known or not detectable yet <(he patient)

C2C module registered

Registration done in 15771 msseconds
Retrieving the cellular operato vodafone IT EMnify"
ace connected:
10.193.184.27.
utton (Blue? within the next 5 seconds if you want to update the device connection parameters.
Setting the RTC from the network time.

Cunnectlng to wwu_gandi.net at ipadd: 151 .191.1923.183
Configuring the RIC from Date: Thu. 21 May 2028 14:43:48 GMT

[Push the User button (Blue) within the next 5 seconds if you want to update your default SEED.
Your SEED needs to be entered to proceed.

Enter new seed (81 characters. allowed characters
DS‘?]{URJHEZSRZNIOQRREHSQEOTHHKPNQES‘GDDDULCHLHRUHCHQCTYHRDLCRGQ'}‘)HI{CQSKHKUCOPH‘JFOUR

gt

You entered:

DS? KUR JRE ZSA ZNI 0QA REA SQE OTH
AKF NQE 9GD DDU LCK LMR UXC HQC TYH
RDL CRG Q¥? MKC gSK AKY COP M?F OUR

Proceed? (Y N> vy

Your default SEED:

DE? KUR JRE ZSA ZNI 0QA REA SQE OTH

AKP HQE 9GD DDU LCKX LMR UXC HQC T¥H

RDL. CRG QY9 MKC QSK AKY COP M9F OUR

Push the User button ¢Blue) within the next 5 seconds if you want to update your tx parans.
Your TH params need to be entered to proceed.

[Enter Full Hode URL < EACyPRgmy Ay rt Ay EEERPL> : https://nodes .thetangle .org:443/
You have entered https:-//nodes.thetangle.org:443/ as the Full Node URL.

Enter TX interval [minl ¢1>: 18
You have entered 10 as the TX interval.

Enter Temperature threshold [degCl (18.5>:- 1B8.5
You have entered 18.5 as the TEMP THRESH.

full_node_url=https:  nodes.thetangle.org=443/ tx_interval=18 temp_thresh=18.5

Fress any key to continue.

A new 0-value transaction will be automatically generated and sent to the Tangle every tx interval
minutes.

The transaction data include information about:

—  pressure

- humidity

- temperature

—  FreeFall counter - number of FreeFall events occurred during a tx interval

- Temperature event - true if the measured temperature has overcome the configurable threshold
during a tx_interval; false otherwise

IOTA transaction

T COMES - Tera Term VT -
File Edit Setup Centrol Window Help

SENSOR UALUE TRANSACTION

[Address]

BSIXFJENGUJS OUPUHURLHPOPO‘? PUKHXDQI2UDELCBJXN?T CNQPTFEDMPQCUBOJS ZUHEOABYYYAT? IAHHY
[Messagel <in 3

ECVUAEA DDGBUFIUHUHFIBEHHCZBPCEH WCGB?BXAEAJAEAHDGBYABBEANFMBEAPBGBUAEACCGBHDFDIDTC

[Tag]
S1'SENSORNODE999999999999999
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Step 9.  Check the status of the transaction on the Tangle Explorer website searching by IOTA address,
transaction, bundle, and tag.

Figure 7. Tangle Explorer

TheTangle.org Home Statistics Services ™ Business Q. Search by I0TA address, transaction, bundle, tag

Transaction

YJHMQGLIJOAERBGLMKJDSFAJNKBWEDIF9YZHIXHYATMUYIYPNXAEXLWFPZROEKIXEAZTXQXGKJIDP99999 <> @
April 9, 2020 16:38:11 - 1 month and 1 week ago

Value Corfimed
Conversion © Indexinbundle 0/0
Tag STSENSORNODE993999999999999 Weight magnitude ©@ 15

Address  BSIXFJENGVJSOWPVHVALMPOPOSPUKHXDQI9VDELCBJXNITCNQPTFEDMPQCVBOJSZUHEOABYYYATIIAHHYZLUURDSYW
Bundle @ J99LHITGFIVLWINKGTQCPTIWTUAMIDJKBRITFFTJQIYQIJCQHI9RZYZXFOKOQELDBNLDXHBRPLNHBBJEW

Nonce & SJCXSAPFOCUIKDXECFWJGTJANER

Message p=1015hPa h=60 % t=24 "*CF=2T=1

OTrytes
@ Text
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2 System setup guide

The following systems are compatible with the FP-CLD-AWS1 function pack software for loT nodes:
1. P-L496G-CELLO2 Discovery Kit plus X-NUCLEO-IKS01A3 sensor expansion board.
2.  B-L475E-IOTO1A STM32L4 Discovery Kit for loT nodes.

2.1 Hardware description

211 P-L496G-CELLO02 discovery pack

The P-L496G-CELL02 STM32 discovery pack for LTE loT cellular to cloud (STM32-C2C/LTE IoT) is a turnkey
development platform for cellular and cloud technology-based solutions.

The discovery pack consists of the following boards:

1. An STM32L496AGI6-based low-power discovery motherboard with preloaded firmware
(32L496GDISCOVERY). The microcontroller has 1 Mbyte of Flash memory and 320 Kbytes of RAM in a
UFBGA169 package.

2. An STMod+ cellular expansion board with antenna. The expansion board features a Quectel BG96
worldwide cellular modem LTE Cat M1/Cat NB1/EGPRS module 300 kbps downlink, 375 kbps uplink.

Figure 8. P-L496G-CELLO02 LTE cellular to cloud pack

21.2 X-NUCLEO-IKS01A3 expansion board
The X-NUCLEO-IKS01A3 is a motion MEMS and environmental sensor evaluation board system.

It is compatible with the Arduino UNO R3 connector layout and features the LSM6DSO 3-axis accelerometer +
3-axis gyroscope, the LIS2MDL 3-axis magnetometer, the LIS2DW12 3-axis accelerometer, the HTS221 humidity
and temperature sensor, the LPS22HH pressure sensor, and the STTS751 temperature sensor.

The X-NUCLEO-IKS01A3 interfaces with the STM32 microcontroller via the I2C pin, and it is possible to change
the default I2C port.
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Figure 9. X-NUCLEO-IKS01A3 MEMS and environmental sensor expansion board

2.2 Hardware setup

The following hardware components are needed:

1. One STM32 discovery pack for LTE loT cellular to cloud (STM32-C2C/LTE loT) (order code: P-L496G-
CELL02)

2. One motion MEMS and environmental sensor expansion board (order code: X-NUCLEO-IKS01A3)
3. A USB type A to Mini-B USB Type B cable to connect the STM32 discovery board to the PC

2.3 Software setup

The following software components are needed to set up a suitable development environment to create
applications for the 32L496GDISCOVERY board stacked to the X-NUCLEO-IKS01A3 and the LTE loT cellular
expansion board:
. FP-SNS-IOTA1 firmware and related documentation available on www.st.com/stm32cube
. One of the following development tool-chain and compilers:

- IAR Embedded Workbench for ARM® toolchain + ST-LINK/V2

—  RealView Microcontroller Development Kit toolchain (VDK-ARM-STR) + ST-LINK/V2

—  STM32CubelDE + ST-LINK/V2

24 System setup

The 32L496GDISCOVERY board integrates the ST-LINK/V2-1 debugger/programmer. The developer can
download the relevant version of the ST-LINK/V2-1 USB driver by searching STSW-LINK008 or STSW-LINK0O09
on www.st.com (depending on your Windows version).

The X-NUCLEO-IKS01A3 expansion board can be easily connected to the 32L.496GDISCOVERY board through
the Arduino UNO R3 extension connector. The board interfaces with the external STM32 microcontroller on the
32L496GDISCOVERY board using inter-integrated circuit (I2C) transport layer.

The Quectel BG96 modem expansion board can be directly connected to the 32L496GDISCOVERY board
through the STMod+ port.
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Figure 10. X-NUCLEO-IKS01A3 expansion board connected to P-L496G-CELL02 Discovery Kit via Arduino
connector

UM2744 - Rev 2 page 10/14



m UM2744

Revision history

Table 1. Document revision history

25-Jun-2020 1 Initial release.

Updated Section 1.2 Architecture, Section 1.3 Folder structure and Section 1.5 Sample

16-Nov-2020 2 s -
application description.

UM2744 - Rev 2 page 11/14



m UM2744

Contents
Contents
1 FP-SNS-IOTA1 software expansion for STM32Cube ............cccoiiiiiiiinnnnnnn. 2
1.1 OV IV BW . . ottt 2
1.2 Architecture . . ... 2
1.3 Folder Structure . . .. ... 3
Th  APIS 3
1.5 Sample application description . . ... ... . e 3
2 System setup guide. . ... ...t i i i i e a e a e 8
21 Hardware description . ... ... . 8
211 P-L496G-CELLO2 discovery pack. . . ... ...t e 8
2.1.2 X-NUCLEO-IKSO01A3 expansion board. . .. ... 8
2.2 Hardware setup . . ... .o 9
2.3 Software SetUp. . .. ..o 9
24 SYSteM S UD . . .o 9
ReVISION NiStOry . ... . i i i ettt eata s iana s snnaasannnnaennnnns 1"

UM2744 - Rev 2 page 12/14



m UM2744

List of figures

List of figures

Figure 1. FP-SNS-IOTA1 software architecture. . . . . . ... .. . 2
Figure 2. FP-SNS-IOTA1 package folder structure . . . .. ... ... .. 3
Figure 3. Terminal Settings. . . . . . . o 4
Figure 4. C2C parameter settings . . . . . . . . 5
Figure 5. IOTA parameter settings . . . . . . . .. 6
Figure 6. IOTAraNSaCtioN . . . . . . o 6
Figure 7. Tangle EXplOrer . . . o 7
Figure 8. P-L496G-CELLO2 LTE cellularto cloud pack . .. ... ... ... . . .. . . . 8
Figure 9. X-NUCLEO-IKS01A3 MEMS and environmental sensor expansionboard . .. ........................ 9

Figure 10.  X-NUCLEO-IKS01A3 expansion board connected to P-L496G-CELL02 Discovery Kit via Arduino connector . . 10

UM2744 - Rev 2 page 13/14



m UM2744

IMPORTANT NOTICE - PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, please refer to www.st.com/trademarks. All other product or service
names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2020 STMicroelectronics — All rights reserved
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