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Introduction

STM32CubeMX is a graphical tool for STM32 products. It is part of the STM32Cube initiative
(see Section 1: STM32Cube overview), and is available as a standalone application as well
as in the STM32CubelDE toolchain.

STM32CubeMX has the following key features:

Easy microcontroller selection covering the whole STM32 portfolio
Board selection from a list of STMicroelectronics boards

Easy microcontroller configuration (pins, clock tree, peripherals, middleware) and
generation of the corresponding initialization C code

Easy switching to another microcontroller by importing a previously-saved
configuration to a new MCU project

Easy exporting of current configuration to a compatible MCU
Generation of configuration reports

Generation of embedded C projects for a selection of integrated development
environment tool chains (STM32CubeMX projects include the generated initialization C
code, MISRA 2004 compliant STM32 HAL drivers, the middleware stacks required for the
user configuration, and all the relevant files for opening and building the project in the
selected IDE)

Power consumption calculation for a user-defined application sequence
Self-updates allowing the user to keep STM32CubeMX up-to-date

Download and update of STM32Cube embedded software required for user application
development (see Appendix D for details on the STM32Cube embedded software offer)

Download of CAD resources (schematic symbols, PCB footprints, and 3D models)

Although STM32CubeMX offers a user interface and generates C code compliant with
STM32 MCU design and firmware solutions, users need to refer to the product technical
documentation for details on actual implementation of peripherals and firmware. The
following documents are available on www.st.com:

STM32 microcontroller reference manuals and datasheets

STM32Cube HAL/LL driver user manuals for STM32C0 (UM2985), STM32F0
(UM1785), STM32F1 (UM1850), STM32F2 (UM1940), STM32F3 (UM1786), STM32F4
(UM1725), STM32F7 (UM1905), STM32G0 (UM2303), STM32G4 (UM2570), STM32H5
(UM3132), STM32H7 (UM2217), STM32H7RS (UM3309), STM32L0 (UM1749),
STM32L1 (UM1816), STM32L4/L4+ (UM1884), STM32L5 (UM2659), STM32MP1/MP2
(https:/iwiki.st.com/stm32mpu/wiki/STM32CubeMX_release note), STM32N6
(UM3425), STM32U0 (UM3307), STM32U3(UM3439), STM32U5 (UM2883), STM32WL
(UM2642), STM32WB (UM2442), STM32WBA (UM3131), and STM32WBO0 (UM3363).
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3

STM32Cube overview

STM32Cube is an STMicroelectronics original initiative to improve designer productivity
significantly by reducing development effort, time, and cost. STM32Cube covers the whole
portfolio of STM32 devices, based on 32-bit Arm® Cortex®@) cores.

STM32Cube includes:

e Aset of user-friendly software development tools to cover project development from
conception to realization, among which are:

STM32CubeMX, a graphical software configuration tool that allows the automatic
generation of

C initialization code using graphical wizards

STM32CubelDE, an Eclipse®-based IDE, providing code edition, compilation,
programming, and

debugging capabilities

STM32CubeCLT, an all-in-one command-line development toolset with code
compilation, board

programming, and debug features

STM32CubelDE for Visual Studio Code (STM32VSCode), a complete IDE based
on VS Code®

platform

STM32CubeProgrammer (STM32CubeProg), a programming tool available in
graphical and

command-line versions

STM32CubeMonitor (STM32CubeMonitor, STM32CubeMonPwr,

STM32CubeMonRF,STM32CubeMonUCPD), powerful monitoring tools to fine-
tune the behavior and performance of STM32 applications in real time

STM32CubeWiSE (STM32CubeWiSEcg, STM32CubeWiSEre), graphical tools
designed to evaluate and test the capabilities of sub-GHz radios and protocols

e Aset of user-friendly software development tools to cover project development from
conception to realization, among which are:

STM32CubeMX, a graphical software configuration tool that allows the automatic
generation of C initialization code using graphical wizards

STM32CubelDE, an all-in-one development tool with peripheral configuration,
code generation, code compilation, and debug features

STM32CubeCLT, an all-in-one command-line development toolset with code
compilation, board programming, and debug features

STM32CubeProgrammer (STM32CubeProg), a programming tool available in
graphical and command-line versions

arm

a. Arm and Cortex are registered trademarks of Arm Limited (or its subsidiaries or affiliates) in the US and/or
elsewhere.
The Arm word and logo are trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere. All
rights reserved.
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—  STM32CubeMonitor (STM32CubeMonitor, STM32CubeMonPwr,
STM32CubeMonRF, STM32CubeMonUCPD), powerful monitoring tools to
fine-tune the behavior and performance of STM32 applications in real time

e STM32Cube MCU and MPU Packages, comprehensive embedded-software platforms
specific to each microcontroller and microprocessor series (such as STM32CubeH5 for
the STM32H5 series), which include:

—  STM32Cube hardware abstraction layer (HAL), ensuring maximized portability
across the STM32 portfolio

—  STM32Cube low-layer APls, ensuring the best performance and footprints with a
high degree of user control over hardware

— Aconsistent set of middleware components, such as ThreadX, FileX / LevelX,
NetX Duo, USBX, USB-PD, mbed-crypto, secure manager APl, MCUboot, and
OpenBL

—  All embedded software utilities with full sets of peripheral and applicative
examples

e  STM32Cube Expansion Packages, which contain embedded software components
that complement the functionalities of the STM32Cube MCU and MPU Packages with:

— Middleware extensions and applicative layers
—  Examples running on some specific STMicroelectronics development boards

3
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2.1

3

Getting started with STM32CubeMX

Principles

Customers need to quickly identify the MCU that best meets their requirements (core
architecture, features, memory size, performance...). While board designers main concerns
are to optimize the microcontroller pin configuration for their board layout and to fulfill the
application requirements (choice of peripherals operating modes), embedded system
developers are more interested in developing new applications for a specific target device,
and migrating existing designs to different microcontrollers.

The time taken to migrate to new platforms and update the C code to new firmware drivers

adds unnecessary delays to the project. STM32CubeMX was developed within STM32Cube

initiative which purpose is to meet customer key requirements to maximize software reuse

and minimize the time to create the target system:

e  Software reuse and application design portability are achieved through STM32Cube
firmware solution proposing a common Hardware Abstraction Layer AP| across STM32
portfolio.

e  Optimized migration time is achieved thanks to STM32CubeMX built-in knowledge of
STM32 microcontrollers, peripherals and middleware (LwIP and USB communication
protocol stacks, FatFs file system for small embedded systems, FreeRTOS).

STM32CubeMX graphical interface performs the following functions:

e Fast and easy configuration of the MCU pins, clock tree and operating modes for the
selected peripherals and middleware

e  Generation of pin configuration report for board designers

e  Generation of a complete project with all the necessary libraries and initialization C
code to set up the device in the user defined operating mode. The project can be
directly open in the selected application development environment (for a selection of
supported IDEs) to proceed with application development (see Figure 1).

During the configuration process, STM32CubeMX detects conflicts and invalid settings and
highlights them through meaningful icons and useful tool tips.
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Figure 1. Overview of STM32CubeMX C code generation flow
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Key features
STM32CubeMX comes with the following features:

Project management
STM32CubeMX allows the user to create, save, and load previously saved projects:

—  When STM32CubeMX is launched, the user can choose to create a new project or
to load a previously saved project.

—  Saving the project saves user settings and configuration performed within the
project in an .ioc file to be used when the project will be loaded in STM32CubeMX
again.

STM32CubeMX also allows the user to import previously saved projects in new ones.

STM32CubeMX projects come in two flavors:

—  MCU configuration only: .ioc file is saved in a dedicated project folder.

—  MCU configuration with C code generation: in this case .ioc files are saved in a
dedicated project folder along with the generated source C code. There can be
only one .ioc file per project.

Easy project creation starting from an MCU, a board, or an example

The new project window allows the user to create a project by selecting a
microcontroller, a board, or an example project from STMicroelectronics STM32
portfolio. Different filtering options are available to ease the MCU and board selection.
There is also the possibility to select an MCU through the Cross selector tab by
comparing characteristics to those of competitors. Comparison criteria can be adjusted.

Easy pinout configuration

—  From the Pinout view, the user can select the peripherals from a list and configure
the peripheral modes required for the application. STM32CubeMX assigns and
configures the pins accordingly.

—  For more advanced users, it is also possible to directly map a peripheral function
to a physical pin using the Pinout view. The signals can be locked on pins to
prevent STM32CubeMX conflict solver from moving the signal to another pin.

— Pinout configuration can be exported as a .csv file.
Complete project generation

The project generation includes pinout, firmware and middleware initialization C code
for a set of IDEs. It is based on STM32Cube embedded software libraries. The
following actions can be performed:

—  Starting from the previously defined pinout, the user can proceed with the
configuration of middleware, clock tree, services (such as RNG, CRC) and
peripheral parameters. STM32CubeMX generates the corresponding initialization
C code. The result is a project directory including generated main.c file and C
header files for configuration and initialization, plus a copy of the necessary HAL
and middleware libraries as well as specific files for the selected IDE.

—  The user can modify the generated source files by adding user-defined C code in
user dedicated sections. STM32CubeMX ensures that the user C code is
preserved upon next C code generation (the user C code is commented if no
longer relevant for the current configuration).

—  STM32CubeMX can generate user files by using user-defined freemarker ftl
template files.
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— From the Project Settings menu, the user can select the development toolchain
(IDE) for which the C code has to be generated. STM32CubeMX ensures that the
IDE relevant project files are added to the project folder so that the project can be
directly imported as a new project within STM32Cube or third party IDEs (IAR™
EWARM, Keil™ MDK-Arm, KITWARE™ CMake, FSF™ Makefile).

e Power consumption calculation

Starting with the selection of a microcontroller part number and a battery type, the user
can define a sequence of steps representing the application life cycle and parameters
(choice of frequencies, enabled peripherals, step duration). STM32CubeMX Power
Consumption Calculator returns the corresponding power consumption and battery life
estimates.

e Clock tree configuration
STM32CubeMX offers a graphic representation of the clock tree as it can be found in
the device reference manual. The user can change the default settings (clock sources,
prescaler and frequency values). The clock tree is then updated accordingly. Invalid
settings and limitations are highlighted and documented with tool tips. Clock tree
configuration conflicts can be solved by using the solver feature. When no exact match
is found for a given user configuration, STM32CubeMX proposes the closest solution.

e Automatic updates of STM32CubeMX and STM32Cube MCU packages

STM32CubeMX comes with an updater mechanism that can be configured for

automatic or on-demand check for updates. It supports self-updates as well as

firmware library package updates. The updater mechanism also allows deleting
previously installed packages.

e Report generation
.pdf and .csv reports can be generated to document the user configuration work.
e  Support of embedded software packages in CMSIS-Pack format (Software Packs)

STM32CubeMX allows getting and downloading updates of embedded software
packages delivered in CMSIS-Pack format. Selected software components belonging
to these new releases can then be added to the current project.

e Generating Software Packs with STM32PackCreator

STM32PackCreator is a graphical tool installed with STM32CubeMX in the Utilities
folder. It allows the user to create Software Packs and STM32Cube Expansion

3
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packages enhanced for STM32CubeMX. It can be launched from the ST Tools tab
found in the Tools view.

Contextual help
Contextual help windows can be displayed by hovering the mouse over Cores, Series,

Peripherals and Middleware. They provide a short description and links to the relevant
documentation corresponding to the selected item.

Access to ST tools

From STM32CubeMX project, the Tools tab allows the user to launch Tools directly or
to access tools download pages on www.st.com.

Video tutorials

STM32CubeMX allows the user to browse and play video tutorials. The video tutorial

browser is accessible from the Help menu. The tutorials can be accessed through

multiple locations, including the Help menu and the following areas:

a) STM32CubeMX Main Tabs: within the Pinout & Configuration, Clock
Configuration, Project Manager, and Tools tabs.

b) MCU Finder Tabs within MPU/MCU Selector, Board Selector, Example Selector,
Cross Selector

c) Embedded Software Package Manager window: specifically from any software
expansion packages (X-CUBE packages) developed by STMicroelectronics, with
an associated video tutorial

d) Specific IPs: directly from any peripheral (IP) with an associated video tutorial.

Rules and limitations

C code generation covers only peripheral and middleware initialization. It is based on
STM32Cube HAL firmware libraries.

STM32CubeMX C code generation covers only initialization code for peripherals and
middleware components that use the drivers included in STM32Cube embedded
software packages. The code generation of some peripherals and middleware
components is not yet supported.

Refer to Appendix A for a description of pin assignment rules.

Refer to Appendix B for a description of STM32CubeMX C code generation design
choices and limitations.
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Installing and running STM32CubeMX

System requirements

Supported operating systems and architectures

e Windows® 10 32 bits (x86) or 64 bits (x64), and Windows® 11 64 bits (x64)

o  Linux®: Ubuntu® LTS 22.04 and LTS 24.04, and Fedora® 42

e macOS®15 (Sequoia), macOS® 26 (Tahoe): x86_64 and ARM-aarch64 architectures
Windows is a trademark of the Microsoft group of companies.

Linux® is a registered trademark of Linus Torvalds.

Ubuntu®is a registered trademark of Canonical Ltd.

Fedora® is a trademark of Red Hat, Inc.

macOS® is a trademark of Apple Inc., registered in the U.S. and other countries and
regions.

For macOS the full disk access is required to load project files or install other packages from
the file system. To enable full disk access for STM32CubeMX:

1. Go to “System preferences” and click to open “Security & Privacy” window (Figure 2)
2. Select “Privacy” tab

3. Select “Full Disk Access” from the left panel

4. Click the checkbox to enable full disk access to STM32CubeMX

3
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Figure 2. Full disk access for macOS

@ < > i Security & Privacy Q searc

General  FileVault  Firewall  Privacy

Input Moni&;ring Allow the apps below to access data like Mail,

Messages, Safari, Home, Time Machine backups, and
- Eull Disk Access certain administrative settings for all users on this
Mac.

Files and Folders

@ Screen Recording
Media & Apple Music

1:} HomekKit

Bluetooth

- sshd-keygen-wrapper

a Terminal

m STM32CubeMX

)

Eﬂ Click the lock to prevent further changes. Advanced... ?

Memory prerequisites

e Recommended minimum RAM: 2 Gbytes

Software requirements

If the initial installation was completed with administrator privileges, the user also needs
these privileges to download and install the latest update package. Additionally, the user
needs administrator rights to successfully apply the update at the next start of
STM32CubeMX.

Java™ Runtime Environment

For STM32CubeMX 6.13 the bundled JRE is openJDK Runtime Environment Temurin™
21.0.3+9 (build 21.0.3+9-LTS) and JavaFX-21.0.3.

Starting with version V6.2.0, STM32CubeMX embeds the Java Runtime Environment
(JRE™ (a)) required for its execution and no longer uses the one installed on the user
machine.

e For STM32CubeMX 6.3 the bundled JRE is AdoptOpenJDK-11.0.10+9 and
JavaFX-11.0.2

e For STM32CubeMX 6.2 the bundled JRE is Liberica 1.8.0_265 of BellSoft
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Versions earlier than STM32CubeMX V6.2.0 require to install a JRE, whose constraints are:
e  64-bit version mandatory, 32-bit version not supported

e the STM32PackCreator companion tool requires JRE supporting JavaFX

e  minimum JRE version is 1.8 45 (known limitation with 1.8_251)

e version 11 is supported, versions 7, 9, 10, 12 and upper are not supported
STMicroelectronics promotes the use of the following JREs:

e Oracle®, subject to license fee

e Amazon Corretto™ (@) no-cost solution based on OpendDK, JDK installer
recommended.

STM32CubeMX operation is not guaranteed with other JREs.

macOS software requirements

e  Xcode must be installed on macOS computers

3.2 Installing/uninstalling STM32CubeMX standalone version

3.21 Installing STM32CubeMX standalone version

To install STM32CubeMX:
1. From an Internet browser, open the page www.st.com/stm32cubemx
2. Click “Get Software” to go to the software download section

On Windows
a) On STM32CubeMX-Win line, click “Get software” to download the package
b) Extract (unzip) the downloaded package

c) Double-click on SetupSTM32CubeMX-VERSION-Win.exe to launch the
installation wizard

d) The installation wizard is displayed (see Figure 3), it gives the choice between two
modes, namely “Install for all users”, and “Install for me only (recommended)”

a. Oracle and Java are registered trademarks of Oracle and/or its affiliates.

a. All other trademarks are the properties of their respective owners.

3
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Figure 3. Select install mode

| STM32CubeMX can be installed for you only, or for all
users (adminisiration privileges required)

% Install for me only ([recommended)
* Install for all users

If you choose “Install for all users” mode:
>  Enter administrator credentials
Welcome panel (Figure 4)

License agreement (Figure 5)
Terms of use (Figure 6)

The default installation path is set to C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeMX (Figure 7)

>  The shortcuts for all users are created by default (Figure 8)

>  Package installation (Figure 9)

> Installation script (Figure 10)

If you choose “Install for me only (recommended)” mode:
Welcome panel (Figure 4)

V V V V

> License agreement (Figure 5)

>  Terms of use (Figure 6)

>  The installation path is set on the home director by default (Figure 17): note
that the default installation folder is, by default, a system hidden folder

>

The shortcut can be created only for the current user (Figure 12)
Package installation (Figure 13)
Installation script (Figure 14)
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Figure 4. Welcome panel
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Figure 5. License agreement
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Figure 6. Terms of use
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Figure 7. Default installation path
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Figure 8. Setup of shortcuts
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Figure 9. Package installation
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Figure 10. Installation script
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Figure 11. Installation path
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Select the installation path:

"I C:\apps\STM32CubeMXE6. 11.0

life.augmented

STMicroelectronics

@ Previous @ Mext ® Quit
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Figure 12. Current user shortcut creation
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Figure 13. Package installation
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Figure 14. Installation completed

&
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Note: Upon successful installation, the STM32CubeMX icon is displayed on the desktop and the
application is available from the Program menu. STM32CubeMX .ioc files are displayed with
a cube icon, double-clicking on it opens the project in STM32CubeMX. Only the latest
installation of STM32CubeMX is enabled in the Program menu. Previous versions can be
kept on your PC (not recommended) when different installation folders have been specified.
Otherwise, the new installation overwrites the previous one(s).

On Linux:
a) On STM32CubeMX-Lin line, Click “Get software” to download the package
b) Extract (unzip) the downloaded package

c) Make sure you have administrator rights to access the target installation directory.
You can run the installation as root (or sudo) to install STM32CubeMX in shared
directories.

d) Do chmod 777 SetupSTM32CubeMX-VERSION to change the properties, so
that the file is executable

e) Double-click on the SetupSTM32CubeMX-VERSION file, or launch it from the
console window
On macOsS:
a) On STM32CubeMX-Mac line, Click “Get software” to download the package
b) Extract (unzip) the downloaded package
c) Make sure you have administrator rights

d) Double-click SetupSTM32CubeMX-VERSION.app application file to launch the
installation wizard

3
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In case of error, try to fix it: - $sudo xattr -cr <Folder where the zip was extracted>

To ensure the best performance, choose the appropriate STM32CubeMX installer for your
Mac. Currently two installers are available, one for Arm64 architecture, one for Intel-based
Macs.

Installing STM32CubeMX from command line

There are two ways to launch an installation from a console window: either in console
interactive mode or via a script.

Interactive mode

To perform interactive installation, proceed as follows:

1. Extract (unzip) to folder the auto-extract installation file (SetupSTM32CubeMX-
VERSION-Win.exe)

2. Open a standard console window to install for the current user, or the console window
with administrator rights to install for all users

3. Go to the extracted folder (cd <folder path>)

4. Runthe command jre\bin\java -jar SetupSTM32CubeMX-<VERSION>.exe -
console

At each installation step, an answer is requested (see Figure 15).

Figure 15. Example of installation in interactive mode
E8 Administrator: CAWindows\system32cmd.exe |ﬂ‘éj

Press 1 to accept, 2 to reject, 3 to redisplay
1

Select target path [C:“Program Files“5TMicroelectronics~53TM32Cube~5TH3I2CubeM® ]
C:“Program Files“M:&
et uninstallMame=8TM32CubeMX(3>

Press 1 to continue, 2 to guit. 3 to redisplay
1

Create shortcuts in the Start—Menu
Enter ¥ for Yes, N for No:

n
Create additional shortcuts on the desktop
Enter ¥ for Yes. N for No:

n

create shortcut for: all users

Enter ¥ for Yes. N for MNo:

Starting to unpack 1
Processing package: Core (1-32> 1
Processing package: 0ld DataBaszes (2.3 1
Proceszsing package: Help (3-3> 1
Unpacking finished 1
Generate an automatic installation script
Enter ¥ for Yes, N for No:

n
Installation was successful

application installed on C:“Program Files-Mid
[ Writing the uninstaller data ...

[ Console installation done 1

C:Uzeprs™ >

During the installation, ignore the warnings.
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Auto-install mode

At end of an installation, performed either using STM32CubeMX graphical wizard or console
mode, it is possible to generate an auto-installation script containing user preferences (see
Figure 16).

Figure 16. STM32Cube installation wizard

&7 STM32CubeMX Installation Wizard (=] [

STM32CubeMX Installation done m

Installation has completed successfully.

£ ' An uninstaller program has been created in:

LT SR C:\Program Files\S TMicroelectronics\S TM32Cube\5 TM32CubeMX_5.0.0\Uninsta...

| [ Generate an automatic installation script |

STMicroelectronics

You can then launch the installation by typing, from a console window (with or without
administrator rights, according to your needs), the command:

SetupSTM32CubeMX-VERSION-Win.exe ABSOLUTE_PATH TO_AUTO_INSTALL.xml

3.23 Uninstalling STM32CubeMX standalone version

Uninstalling STM32CubeMX on macOS®

e Move STM32CubeMX.VERSION.app to the trash
e  Use the following command line:
—  For STM32CubeMX 6.2.x and later versions:
cd SetupSTM32CubeMX-VERSION.app/Contents/Resources/Uninstaller
Juninstall.sh
—  For STM32CubeMX 6.1.x and older versions:

java -jar SetupSTM32CubeMX-
VERSION.app/Contents/Resources/Uninstaller/uninstaller.jar.

)
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Uninstalling STM32CubeMX on Linux

From a shell prompt by launching the uninstall script

For STM32CubeMX 6.2.x and later versions:

cd <STM32CubeMX installation path>/Uninstaller

uninstall.sh

For STM32CubeMX 6.1.x and older versions:
java -jar <STM32CubeMX installation path>/Uninstaller/uninstaller.jar.

From a file explorer

Go to <STM32CubeMX installation path>/Uninstaller
For STM32CubeMX 6.2.x and later versions: double-click the uninstall.sh script

For STM32CubeMX 6.1.x and older versions: double-click the start uninstall
desktop shortcut

Uninstalling STM32CubeMX on Windows

Through the Windows Control Panel:

a)

b)

Select Programs and Features from the Windows Control Panel to display the
list of programs installed on your computer.

Right-click STM32CubeMX and select uninstall.

From a shell prompt, by using the following commands:

For STM32CubeMX 6.10.x and later versions:

with administrator rights:

cd <STM32CubeMX installation path>/Uninstaller
admin uninstall.bat

without administrator rights:

cd <STM32CubeMX installation path>/Uninstaller
uninstall.batcd <STM32CubeMX installation path>/Uninstaller
uninstall.bat

From STM32CubeMX 6.2.x to STM32CubeMX 6.9.x versions:
cd <STM32CubeMX installation path>/Uninstaller
admin uninstall.bat

For STM32CubeMX 6.1.x and older versions:

java -jar <STM32CubeMX installation path>/Uninstaller/uninstaller.jar

Through a Windows File Explorer window:

a)

b)

For STM32CubeMX 6.2.x and later versions:
Go to the Uninstaller folder in STM32CubeMX installation directory, then:

> with administrator rights, right-click on admin_uninstall.bat and “run as
administrator”

> without administrator rights, click on uninstall.bat
For STM32CubeMX 6.1.x and older versions:
Go to the Uninstaller folder in STM32CubeMX installation directory

Double-click startuninstall.exe, or double-click the uninstall shortcut on the
desktop

3
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3.3.1

Note:

3.3.2

3

Launching STM32CubeMX
When running STM32CubeMX behind a proxy, see Section 3.4.1.

Running STM32CubeMX as a standalone application

To run STM32CubeMX as a standalone application on Windows, select STM32CubeMX
from Program Files > ST Microelectronics > STM32CubeMX,or double-click
STM32CubeMX icon on your desktop.

To run STM32CubeMX as a standalone application on Linux, launch the STM32CubeMX
executable from STM32CubeMX installation directory.

To run STM32CubeMX as a standalone application on macOS, launch the STM32CubeMX
application from the launchpad.

There is no STM32CubeMX desktop icon on macOS.

Running STM32CubeMX in command-line mode

To facilitate its integration with other tools, STM32CubeMX provides command-line modes.
Thanks to the commands listed in Table 1 it is possible to:
e |oad an MCU

e load an existing configuration

e save a current configuration

e set project parameters and generate corresponding code
e generate user code from templates

e load a board identified through its part number

o refresh the list of embedded software packages (packs and STM32Cube MCU
packages) and install/remove a package

e select additional software (packs) components to add to the project.

Three command-line modes are available:

e  Torun STM32CubeMX in interactive command-line mode, use the following command
lines:

—  On Windows:
cd <STM32CubeMX installation path>x
jre\bin\java -jar --add-opens java.desktop/java.awt=ALL-UNNAMED --

add-exports java.desktop/sun.awt=ALL-UNNAMED -
Djavax.net.ssl.trustStoreType=WINDOWS-ROOT STM32CubeMX.exe -i

—  On Linux:
cd <STM32CubeMX installation path>
./STM32CubeMX -i
— On macOS:
cd <STM32CubeMX installation path> cd Contents/MacOs

./STM32CubeMX -i
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The “MX>" prompt is displayed, indicating that the application is ready to accept
commands.

To run STM32CubeMX in command-line mode, getting commands from a script, use
the following command lines:

—  On Windows:

cd <STM32CubeMX installation path>

jre\bin\java -jar STM32CubeMX.exe -s <script filename>
—  On Linux and macOS:

./STM32CubeMX -s <script filename>

All the commands to be executed must be listed in the script file. An example of script
file content is shown below:

load STM32F417VETx
project name MyFirstMXGeneratedProject
project toolchain "MDK-ARM v4"
project path C:\STM32CubeProjects\STM32F417VETx
project generate
exit
To run STM32CubeMX in command-line mode getting commands from a script and
without Ul, use the following command lines:
—  On Windows:
cd <STM32CubeMX installation path>
jre\bin\java -jar STM32CubeMX.exe -gq <script filename>
—  On Linux and macQOS:
./STM32CubeMX -q <script filename>
Here again, the user can enter commands when the MX prompt is displayed.

Table 1. Command line summary

Command line Purpose Example

help

Displays the list of available commands. |help

swmgr refresh

Refreshes the list of embedded software

. . swmgr refresh
package versions available for download. 9

swmgr install
stm32cube_<series>
_<version> ask

Installs the specified STM32Cube MCU

package version %) swmgr install stm32cube_f1_1.8.0 ask

swmgr remove
stm32cube_<series>
_<version>

Removes the specified STM32Cube

MCU package version. swmgr remove stm32cube_f1_1.8.0

swmgr install
<packVendor>.<packName>. | Installs the specified pack version.
<packVersion> ask

swmgr install STMicroelectronics.
X-CUBE-NFC4.1.4.1 ask

swmgr remove
<packVendor>.<packName>. | Removes the specified pack version.
<packVersion>

swmgr remove STMicroelectronics.
X-CUBE-BLE1.4.2.0
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Table 1. Command line summary (continued)

Command line

Purpose

Example

pack enable <vendor>
<pack>[/bundle] <version>
<class> <group>[/subgroup]
[variant]

Selects a software pack component to
add in the project.

The presence of “/” in the second and/or
the fifth parameter(s) indicates,
respectively, the explicit mention of a
bundle and/or a subgroup (reference:
Arm CMSIS pack pdsc format).

To find out the pack / bundle / class /
group / subgroup names of the
component to enable, select the
component and click “Hide/Show details”
from the Additional Software window.

pack enable STMicroelectronics
“X-CUBE-BLE1/BlueNRG-MS” 1.0.0
"Wireless" "Controller"

pack validate

Applies in the project all pack
components enabled since the “pack
validate” command was last called.

pack validate

load <mcu>

Loads the selected MCU.

load STM32F101RCTx
load STM32F101Z(F-G)Tx

load <board part number>
<allmodes|nomode>

Loads the selected board with all
peripherals configured in their default
mode (allmodes) or without any
configuration (nomode).

loadboard NUCLEO-F030R8 allmodes
loadboard NUCLEO-F030R8 nomode

config load <filename>

Loads a previously saved configuration.

config load
“C:\Cube\ccmram\ccmram.ioc”

config save <filename>

Saves the current configuration.

config save
“C:\Cube\ccmram\ccmram.ioc”

config saveext <filename>

Saves the current configuration with all
parameters, including those for which
values have been kept to default.

config saveext
“C:\Cube\ccmram\ccmram.ioc”

config saveas <filename>

Saves the current project under a new
name.

config saveas
“C:\Cube\ccmram2\ccmram2.ioc’

csv pinout <filename>

Exports the current pin configuration as a
csv file. This file can be (later) imported
into a board layout tool.

Csv pinout mypinout.csv

script <filename>

Runs all commands in the script file.
There must be one command per line.

script myscript.txt

project couplefilesbyip <0|1>

This option allows the user to choose
between 0 (to generate the peripheral
initializations in the main) and 1 (to
generate each peripheral initialization in
dedicated .c/.h files).

project couplefilesbyip 1

setDriver <Peripheral Name>
<HAL | LL>

For the supported series, STM32CubeMX
can generate peripheral initialization code
based on LL or on HAL drivers. This
command line allows the user to choose,
for each peripheral, between HAL- and
LL-based code generation. By default
code generation is based on HAL drivers.

setDriver ADC LL
setDriver 12C HAL

S74
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Table 1. Command line summary (continued)

Command line

Purpose

Example

generate code <path>

Generates only “STM32CubeMX
generated” code and not a complete
project (including STM32Cube firmware
libraries and toolchains project files).

To generate a project, use “project
generate”.

generate code C:\mypath

set tpl_path <path>

Sets the path to the source folder
containing the .ftl user template files.

All the template files stored in this folder
are used for code generation.

set tpl_path C:\myTemplates\

set dest_path <path>

Sets the path to the destination folder that
will hold the code generated according to
user templates.

set dest_path C:\myMXProject\inc\

get tpl_path

Retrieves the path name of the user
template source folder.

get tpl_path

get dest_path

Retrieves the path name of the user
template destination folder.

get dest_path

SetStructure
<Advanced/Basic>

Selects the project structure to generate.

SetStructure Basic

SetCopyLibrary
<copy all / copy only /
copy as reference>

Selects how the reference libraries are
copied to the projects.

SetCopyLibrary "copy all"

project setCustomFWPath

Specifies a path to STM32Cube MCU
software libraries different from

project SetCustomFwPath

"F:/SharedRepository/STM32Cube_F

<CustomFwLocation> STM32Cube repository path (specified "
. W_F0_V1.11.0
under Help > Updater settings). - -
- ) EWARM
Sr%e.zecg;es the toolchain to be used for the | \\ou Arm
project toolchain <toolchain> project. P Y STM32CubelDE
Use the “project generate” command to Makefil
generate the project for that toolchain. aketile
CMake

project name <name>

Specifies the project name.

project name ccmram

project path <path>

Specifies the path where to generate the
project.

project path C:\Cube\ccmram

project compiler
<compiler/linker>

Set Compiler/Linker.
Possible values:

- GCC

— Starm-Clang

project compiler “GCC”
project compiler “Starm-Clang”

project generate

Generates the full project.“)

project generate

login < email_adress>
<password> <remember_me>

Allows you to login to download software
packages.

login john.smith@st.com
mypassword y

exit

Ends STM32CubeMX process.

exit

1. Use the login command before using this command.
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3.4

3

Getting updates using STM32CubeMX

STM32CubeMX implements a mechanism to access the Internet and to:

e download embedded software packages: STM32Cube MCU packages (full releases
and patches) and third-party packages (.pack) based on the Arm® CMIS pack format

e manage a user-defined list of third-party packs

e check for STM32CubeMX and embedded software packages updates
e  perform self-updates of STM32CubeMX

e refresh STM32 MCUs descriptions and documentation offer.

Installation and update related submenus are available under the Help menu and from the
home page as well.

Off-line updates can also be performed on computers without Internet access (see
Section 3.4.3). This is done by browsing the filesystem and selecting available STM32Cube
MCU packages.

If the PC on which STM32CubeMX runs is connected to a computer network using a proxy
server, STM32CubeMX needs to connect to that server to access the Internet, get
self-updates and download firmware packages. Refer to Section 3.4.2 for a description of
this connection configuration.

To view Windows default proxy settings, select Internet options from the Control panel and
select LAN settings from the Connections tab (see Figure 17).

Figure 17. Displaying Windows default proxy settings
& Internet Properties |M‘

General ] Secuntyl Privacy | Content | Connections | Programs | Advanced

—9 To set up an Internet connection, click ‘ Setup
Setup.

Dial-up and Virtual Private Network settings

| aAdd. |
‘ | addven. |
| R

‘ Choose Settings if you need to configure a proxy
server for a connection.

‘ Never dial a

‘ Local Area Network (LAN) settings

LAN Settings do not apply to dial-up [ LAN settings 3
connections. Choose Settings above for dial-up )
settings.
\
‘ 0K Cancel
L
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Several proxy types exist, and different network configurations are possible:

Without proxy: the application directly accesses the web (Windows default
configuration).

Proxy without login/password

Proxy with login/password: when using an Internet browser, a dialog box opens and
prompts the user to enter its login/password.

Web proxies with login/password: when using an Internet browser, a web page opens
and prompts the user to enter its login/password.

If needed, contact your IT administrator for proxy information (proxy type, http address,
port).

STM32CubeMX does not support web proxies. In this case, the user cannot benefit from the
update mechanism and must manually copy the STM32Cube MCU packages from
http://www.st.com/stm32cube to the repository. To do it, follow the sequence below:

1.

Go to http://lwww.st.com/stm32cube and download the relevant STM32Cube MCU
package from the Associated Software section.

Unzip the zip package to your STM32Cube repository. Find out the default repository
folder location in the Updater Settings tab as shown in Figure 18 (you might need to
update it to use a different location or name).

Running STM32CubeMX behind a proxy server

When proxies are implementing full SSL inspection, STM32CubeMX must be configured to
use the proxy certificate.

On Windows:

Typically, it comes down to using Windows certificate list.

a) there is no additional configuration necessary to run STM32CubeMX executable
(it is already configured to use Windows certificate list)

b) the command line must be adjusted to run STM32CubeMX from the command
line:
cd <STM32CubeMX install path>

jre\bin\java -Djavax.net.ssl.trustStoreType=WINDOWS-ROOT -jar
STM32CubeMX.exe

On Mac/Linux and on Windows systems when the proxy certificate is not in Windows
certificate store, the certificate must be manually imported. This is done using keytool
from a command prompt, as follows:

$ cd <CUBEMX_INSTALL_DIR>/jre

$ bin/keytool -importcert -alias <your certificate alias name> -
keystore lib/security/cacerts -file <path to you proxy certificate
file>.crt

When prompted, enter the password: changeit
When prompted, accept to trust the certificate: yes

Then (Windows only) edit file <CUBEMX_INSTALL_DIR>/STM32CubeMX.14j.ini
and remove the line: -pDjavax.net.ssl.trustStoreType=WINDOWS-ROOT

3
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3.4.2

3

Updater configuration

To perform STM32Cube new library package installation or updates, the tool must be
configured as follows:

1.
2.

Select Help > Updater Settings to open the Updater Settings window.
From the Updater Settings tab (see Figure 18)

a) Specify the repository destination folder where the downloaded packages will be
stored.

b) Enable/Disable the automatic check for updates.

Figure 18. Updater Settings window

[ Updater Settings ﬁ
Updater Settings

«Firmware Repository

Connection Parameters

Repository Folder

[C:\Users\JohnDoe'\STM32Cube\Repository | @

+Check and Update Settings

O Manual Check

@ Automatic Check Interval between two Checks (days)

+Data Auto-Refresh

Interval between two data-refreshs (days)

O Mo Auto-Refresh at Application start
® Auto-Refresh Data-only at Application start
O Auto-Refresh Data and Docs at Application start

In the Connection Parameters tab, specify the proxy server settings appropriate for
your network configuration by selecting a proxy type among the following possibilities
(see Figure 19):

—  No Proxy
—  Use System Proxy Parameters

On Windows, proxy parameters are retrieved from the PC system settings.
Uncheck “Require Authentication” if a proxy server without login/password
configuration is used.
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—  Manual Configuration of Proxy Server

Enter the Proxy server http address and port number. Enter login/password
information or uncheck “Require Authentication” if a proxy server without
login/password configuration is used.

4. Optionally uncheck Remember my credentials to prevent STM32CubeMX to save
encrypted login/password information in a file. This implies reentering login/password
information each time STM32CubeMX is launched.

5. Click the Check Connection button to verify if the connection works. A green check
mark appears to confirm that the connection operates correctly [ / Check Connection ]

Figure 19. Connection Parameters tab - Manual Configuration of Proxy Server

-
[[1 Updater Settings ﬁ
Updater Sottngs

Froxy Server Type
O Mo Proxy
O Use System Proxy Parameters

@ Manual Configuration of Proxy Server

Manual Configuration of Proxy Server

Proxy HTTP  [myproxy.mycompany.com | Port [3080 |

Authentication

Require Authentication Remember my Credentials

User Login JohnDaoe

Password |...........oo...o

|
|
& Check Connection

K =R

6. Select Help > Install New Libraries submenu to select among a list of possible
packages to install.

7. Ifthe tool is configured for manual checks, select Help > Check for Updates to find out
about new tool versions or firmware library patches available to install.

Note: If STM32Cube MX is not connected to the network, or if it detects a connection failure, an
icon is displayed close to the myST menu item showing that there is no network connection.
When the user clicks on that icon, “Configure network” menu is displayed, and by clicking on
it, the “Updater Settings/Connection parameters” dialog pops up. Once the STM32CubeMX
is connected to the network, the network icon disappears.

3
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Figure 20. Connection failure

Help 7= A

RIF Project Manager

Software Packs ~ Pinout

343 Installing STM32 MCU packages

To download new STM32 MCU packages, follow the steps below:

1. Select Help > Manage embedded software packages to open the Embedded
Software Packages Manager (see Figure 21), or use Install/Remove button from the
Home page.

Expand/collapse buttons <= = expands/collapses the list of packages,
respectively.

If the installation was performed using STM32CubeMX, all the packages available for
download are displayed along with their version including the version currently installed
on the user PC (if any), and the latest version available from www.st.com.

If no Internet access is available at that time, choose “From Local ...”, then browse to
select the zip file of the desired STM32Cube MCU package that has been previously
downloaded. An integrity check is performed on the file to ensure that it is fully
supported by STM32CubeMX.

The package is marked in green when the version installed matches the latest version
available from www.st.com.

2. Click the checkbox to select a package then “Install Now” to start the download.

See Figure 21 for an example.

Figure 21. Embedded Software Packages Manager window

[ Embedded Software Packages Manager X
L STM32Cube MCU Packages and embedded software packs releases
ii. n + -
E Releases Information was last refreshed 2 days ago.
RealThread SEGGER portGmbH WolfSSL
&vi STM32Cube MCU Packages &7 STMicroelectronics Cesanta EmbeddedOffice ITTIA_DB

|| opescripton | _installedVersion Available Version

» STM32MP2
v STM32N6
B STM32Cube MCU Package for STM32N6 Series 1.0.0 1.0.0 '

L3 STM32U0
Details
STM32CubeN6 Firmware Package V1.0.0 / 30-October-2024 l

Main Changes
First official release of STM32CubeN6 firmware package supporting STM32N6xx devices

« Drivers

* CMSIS device drivers supporting STM32N6xx devices
* HAL/LL drivers available for all peripherals
« - RQD drivare einnar tina NILICI EONRE7XN.O and STMA9NAE7N.NK haarde

3
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Installing STM32 MCU package patches

Use the procedure described in Section 3.4.3 to download STM32 MCU package patches.

A library patch, such as STM32Cube FW_F7_1.4.1, can be easily identified by the version
number, whose third digit is non-null (e.g. ‘1’ for the 1.4.1 version).

The patch is not a complete library package but only the set of library files that need to be
updated. The patched files go on top of the original package (e.g.
STM32Cube FW_F7_1.4.1 complements STM32Cube FW_F7_1.4.0 package).

Prior to 4.17 version, STM32CubeMX copies the patches within the original baseline
directory (e.g. STM32Cube FW_F7_V1.4.1 patched files are copied within the directory
called STM32Cube_FW_F7_V1.4.0).

Starting with STM32CubeMX 4.17, downloading a patch leads to the creation of a dedicated
directory. As an example, downloading STM32Cube FW_F7_V1.4.1 patch creates the
STM32Cube FW_F7_V1.4.1 directory that contains the original

STM32Cube FW_F7_V1.4.0 baseline plus the patched files contained in

STM32Cube FW_F7_V1.4.1 package.

Users can then choose to go on using the original package (without patches) for some
projects and upgrade to a patched version for others projects.

Installing embedded software packs

Starting from the release 4.24, STM32CubeMX offers the possibility to select third-party
embedded software packages coming in the Arm® Keil™ CMSIS-Pack format (.pack),
whose contents are described thanks to the pack description (.pdsc) file. Reference
documentation is available from http://www.keil.com.

1. Select Help > Manage embedded software packages to open the New Libraries
Manager window (see Figure 22), or use Install/lRemove button from the Home page,
or from the project Pinout & Configuration view (select Software Packs > Manage
Software Packs).

Use Expand/collapse buttons <= = to expand/collapse the list of packages,
respectively.

3
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Figure 22. Managing embedded software packages - Help menu

[ Embedded Software Packages Manager X
[ S$TM32Cube MCU Packages and embedded software packs releases ) .
‘L@ STMicroelectronics packages + —
l ¥  Releases Information was last refreshed 2 days ago.
RealThread SEGGER WES V emotas portGmbH WolfSSL
&7 STM32Cube MCU Packages & STMicroelectronics Cesanta EmbeddedOffice ITTIA_DB

[ status [ Deseripton | AuiableVersion

v X-CUBE-AI X-CUBE-AI package ¢
[m] Artificial Intelligence (Size : 21.48 MB) 10.0.0

[m] Artificial Intelligence (Size : 21.2 MB) 9.1.0

Details

Artificial Intelligence

Click Refresh to get the latest version
-

Click From Local ... button to browse the computer filesystem and select an
embedded software package. STM32Cube MCU packages come as .zip archives and
embedded software packs come as .pack archives.

This action is required in the following cases:

— No Internet access is possible but the embedded software package is available
locally on the computer.

—  The embedded software package is not public and hence not available on
Internet. For such packages, STM32CubeMX cannot detect and propose updates.

Click From URL... button to specify the download location from Internet for one of the
pack .pdsc file or from the vendor pack index (.pidx).

Proceed as follow:
a) Choose From URL ... and click New (see Figure 23).

b) Specify the .pdsc file url. As an example, the url of Oryx-Embedded middleware
pack is https://www.oryx-embedded.com/download/pack/Oryx-
Embedded.Middleware.pdsc (see Figure 24).
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Figure 23. Managing embedded software packages - Adding a new url

m Embedde; X
m User Defined Packs Manager X
ﬂ ﬂ Manage Urls for user defined embedded software packs + -
[ [ vendor | Name [ wRL____________[wiiSSl
TTIA_DB

\
v .
m Add new Url X
0.0
To add packs, please enter url to either one of the following:
- A valid pdsc ( Ex: http://www.vendor.com/pack/Vender.PackName.pdsc)
O - A valid pack index ( Ex: http://www.vendor.com/pack/Vendor.pidx) 1.0

Details

|Release ver

|Release infc

|Artificial Inte
|limprovemen
- stedgeai
- bug fixing

Remove OK

c) Click the Check button to verify that the provided url is valid (see Figure 24).

Figure 24. Checking the validity of vendor pack.pdsc file url

To add packs, please enter url to either one of the following
- A valid pdsc ( Ex: http://www vendor.com/pack/Vendor.PackName. pdsc
- A valid pack index { Ex: http://www.vendor.com/pack/Vendor.pidx)

http://www.oryx-embedded.com/download/pack/Oryx-Embedded Middleware pdsc |

d) Click OK. The pack pdsc information is now available in the user defined pack list

(see Figure 25).
To delete a url from the list, select the url checkbox and click Remove.

3
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Figure 25. User-defined list of software packs

ﬁ Manage Urls for user defined embedded software packs

N I S T

O Oryx-Embedded Middleware hitp:/fwww. oryx-embedded. com/download/pack/Oryx-Embedded Middleware_pdsc

e) Click OK to close the window and start retrieving psdc information. Upon
successful completion, the available pack versions are shown in the list of libraries
that can be installed. Use the corresponding checkbox to select a given release.

Figure 26. Selecting an embedded software pack release

m Embedded Software Packages Manager X

-

i g STM32Cube MCU Packages and embedded software packs releases

Releases Information was last refreshed 1 days ago.

RealThread SEGGER portGmbH wolfSSL

&y STM32Cube MCU Packages &y STMicroelectronics Cesanta EmbeddedOffice ITTIA_DB
|| status | Descripon | AvailableVersion
v |I-CUBE-FS-RTOS
EmbeddedOffice.|-CUBE-FS-RTOS (Size : 951.69 KB) 1.0.1
m| EmbeddedOffice.|-CUBE-FS-RTOS (Size : 950.49 KB) 1.0.0
Details

Release version : 1.0.1
Release date : 2024-06-19

Release information :
Added:
- Small getting startet description

Fixed:
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f)  Click Install Now to start downloading the software pack. A progress bar opens to
indicate the installation progress. If the pack comes with a license agreement, a
window pops up to ask for user’s acceptance (see Figure 27). When the
installation is successful, the check box turns green (see Figure 28).

The user can then add software components from this pack to its projects.

Figure 27. License agreement acceptance

m Embedded Software Packages Manager X
STM32Cube MCU Packages and embedded software packs releases
ﬂg Rel s : . PI . .
_ m Licensing Agreement X
STMicroelectronics X-CUBE-AI 10.0.0 License Agreement
- Please read and accept the following agreement carefully to finish the installation: L EVERT
v 0
10.0.0
Click here to open the license agreement
a 9.1.0
Details
Release versiol
® | have read, and | agree to the terms of this license agreement
Release inforg O I do not accept the terms of this license agreement
improvements/q
- stedgeai command line based on ST Edge Al Core 1.0.0
- bug fixing
From Local ... From Url ... Refresh Install Remove Close
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Figure 28. Embedded software pack release - Successful installation

m Embedded Software Packages Manager X

& -

E STM32Cube MCU Packages and embedded software packs releases

Releases Infarmation was last refreshed less than one hour ago.

RealThread SEGGER | WES | emotas | portGmbH wolfSSL

&y STM32Cube MCU Packages &r STMicroelectronics Cesanta EmbeddedOffice ITTIA_DB

N -

v X-CUBE-Al ®

. Artificial Intelligence 10.0.0

] Artificial Intelligence (Size : 21.2 MB) 9.1.0

Details

Removing already installed embedded software packages

To clean up the repository from old library versions, thus saving disk space, proceed as
follows (see figures 29 and 30)

1. Select Help > Manage embedded software packages to open the Embedded
Software Packages Manager, or use Install/Remove button from the Home page.

2. Click a green checkbox to select a package available in stm32cube repository.

3. Click the Remove Now button and confirm. A progress window opens to show the
deletion status.
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Figure 29. Removing a package
m Embedded Software Packages Manager X

| ! STM32Cube MCU Packages and embedded software packs releases

+ -

Releases Information was last refreshed 1 hours ago.

RealThread SEGGER portGmbH wolfSSL

&yr STM32Cube MCU Packages &y STMicroelectronics Cesanta EmbeddedOffice

Infineon
[ | Description Installed Version | Available Version
|. STM32Cube MCU Package for STM32N6 Series 1.0.0 1.0.0
b STM32U0
Details
STM32CubeN6 Firmware Package V1.0.0 / 30-October-2024 '

Main Changes
First official release of STM32CubeN6 firmware package supporting STM32N6xx devices

« Drivers

Figure 30. Confirmation message

Packages Manager

0 Y ou are about to remove the following package(s) :
Please note: Once package will be removed, Y ou will not anymore be able to generate projects that were based on this package

- FW.N6.1.0.0 (C:\Users\daymarwa\STM32Cube\Repository\STM32Cube_FW_N6_V1.0.0)

Please confirm package(s) deletion

Checking for updates

Starting with version V6.12.0, if there is a new CubeFW, X-Cube, or I-Cube available for
update, an icon is displayed close to the myST menu. The same dedicated icon is displayed
left to the “CHECK FOR UPDATES” button. When the user clicks on that icon, the Update
Manager window opens.

3
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Figure 31. Checking for available updates

[ STM32CubeMX Untitled: STM32N645A0HxQ

File

Existing Projects

Recent Opened Projects

NVIC_threadx_issue.ioc
Last modified date : 24/01/2025 8:25:13

STM32H57x_bootpath.ioc
Last modified date : 23/01/2025 15:50:56

STM32H57x_bootpath.ioc
Last modified date : 23/01/2025 15:50:32

H562_bootpath.ioc
Last modified date : 23/01/2025 15:43:17

H562_bootpath.ioc
Last modified date : 23/01/2025 15:41:27

@ Data collection information notice

-

E P search

HEHBEBHH

Window Help

New Project

I need to :

Start My project from MCU

'ACCESS TO MCU SELECTOR

Start My project from ST Board

ACCESS TO BOARD SELECTOR

Start My project from Example

‘ ACCESS TO EXAMPLE SELECTOR

Other Services

a .ﬂDXO@cX

m STM32N645A0HXQ Y  Uniitled - Pinout & Configuration [ IR AR RATE CODE |

Manage software installations

Check for STM32CubeMX and embedded soft...

CHECK FOR UPDATES

Install or remove embedded software packages

INSTALL / REMOVE

5 About STM32  § External Tools

A @) FRA sa9ev B

When the updater is configured for automatic checks, it regularly verifies if updates are

available.

When automatic checks have been disabled in the updater settings window, the user can
manually check if updates are available:

1. Click the icon to open the Update Manager window or Select Help > Check for
Updates. All the updates available for the user current installation are listed.

2. Click the check box to select a package, and then Install Now to download the update.

Warning:

When performing STM32CubeMX self-updates. administrator

rights are required when downloading the self-update
package and during the STM32CubeMX launch that

completes the update process:

1. Launch STM32CubeMX with administrator account

2. Go to Help > Check for updates menu, select MX update
package and click “Install now” to start the download

3. Re-launch STM32CubeMX with the administrator account
to finish the update process

3
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Figure 32. Help menu: checking for updates

m Check Update Manager X

. Updates are available for STM32CubeMX, STM32Cube MCU Packages.

Update Information was last refreshed 14 days ago.

0O MX.6.1.0
New version of STM32CubeMX Software

FW.F0.1.11.1
STM32Cube MCU Patch Package version 1.11.0 for STM32F0xx Series. (Size : 32.3 MB).

Details

Install Now

3
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4.1

3

STM32CubeMX user interface

STM32CubeMX user interface comes with three main views the user can navigate through
using convenient breadcrumbs, namely the Home page, the New project window, and the
project page. They come with panels, buttons and menus allowing users to take actions and
make configuration choices with a single click.

The user interface is detailed in the following sections.

For C code generation, although the user can switch back and forth between the different
configuration views, it is recommended to follow the sequence below:

1.  From the Project Manager view, configure the project settings.

2. From the Mode panel in the Pinout & Configuration view, configure the RCC
peripheral by enabling the external clocks, master output clocks, audio input clocks
(when relevant for your application). This automatically displays more options on the
Clock configuration view (see Figure 183). Then, select the features (peripherals,
middlewares) and their operating modes relevant to the application.

3. If necessary, adjust the clock tree configuration from the clock configuration view.

4. From the Configuration panel in the Pinout & Configuration view configure the
parameters required to initialize the peripherals and middleware operating modes.

5. Generate the initialization C code by clicking

Home page

This is the first window that opens up when launching STM32CubeMX (see Figure 33).
Closing it closes down the application. It offers shortcuts for some top level menus, an
image carousel displaying STM32 latest news, as well as links to social network sites and
external tools. Top-level menus and social network links remain accessible from the
subsequent project page and are detailed in the following sections.

Figure 33. STM32CubeMX home page

[ STM32CubeMX Untitled: STM32N645A0HQ X
File Window Help ‘ . nu X O @ k
m STM32N645A0HXQ Untitled - Pinout & Configuration GENERATE CODE
Existing Projects New Project g ei

R CPE S Check for STM32CubeMX and embedded soft..
I need to :

NVIC_threadx_issue.ioc V ‘ CHECK FOR UPDATES
Last modified date : 24/01/2025 8:25:13 Start My project from MCU

Y ‘ ACCESS TO MCU SELECTOR Install or remove embedded software packages

INSTALL / REMOVE

STM32H57x_bootpath.ioc
Last modified date : 23/01/2025 15:50:56

Start My project from ST Board
STM32H57x_bootpath.ioc

Last modified date : 23/01/2025 15:50:32 GaCESSHRIECARTIECECICE

iR i s : ‘ Start My project from Example
Last modified date : 23/01/2025 15:43:17

ACCESS TO EXAMPLE SELECTOR 4 »
H562_bootpath.ioc :|
Last modified date : 23/01/2025 15:41:27
Other Proiects = Other Services
@ Data collection information notice
ACCESS TO COMPARE PROJECTS ‘ {%, About STM32 P External Tools
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411 File menu

Refer to Table 2 for a description of the File menu and shortcuts.

Table 2. Home page shortcuts

Name

Keyboard shortcut Description Home page shortcut
To create a new project starting from a board click
Opens a new project window showing
New Project... all supported MCUs and a set of
Ctrl-N STM(i%roeIectronics boards to choose | To create a new project starting from an MCU click
from'"/.
ACCESS TO MCL SELECTOR
Loads an existing STM32CubeMX
Load Project... project configuration by selecting an . . . E
ctri-L STM32CubeMX configuration .ioc file | V"der Other project, click browse icon {7
(see Caution:).
Opens a new window to select the
configuration file to be imported as
Import Project... |well as the import settings. The import None
Ctrl-1 is possible only if you start from an

empty MCU configuration. Otherwise,
the menu is disabled@).

Saves current project configuration
(pinout, clock tree, peripherals,
middlewares, Power Consumption
Calculator) as a new project. None
This action creates a project folder
including an .ioc file, according to user
defined project settings.

Save Project
Ctrl-S

Save Project as...

Ctrl-A Saves the current project. None
Close Project Closes the current project and None
Ctrl-C switches back to the welcome page.
Recent Projects | Displays the list of the five most Under Recent Project, click icon next to
none recently saved projects. the project name.
Generate Report Saves the project current configuration
as two documents (pdf and text None
Ctrl-R
formats).
To close the window and the application click on .
Exit Proposes to save the project (if —_—
Ctrl-X needed), then closes the application. ﬂh

1. On New project: to avoid any popup error messages at this stage, make sure an Internet connection is available
(Connection Parameters tab under Help > Updater settings menu) or that Data Auto-refresh settings are set to No
Auto-Refresh at application start (Updater Settings tab under Help > Updater Settings menu).

2. OnImport, a status window displays the warnings or errors detected when checking for import conflicts. The user can then
decide to cancel the import.
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Caution:

41.2

3

On project load: STM32CubeMX detects if the project was created with an older version of
the tool and if this is the case, it proposes the user to either migrate to use the latest
STM32CubeMX database and STM32Cube firmware version, or to continue.

Prior to STM32CubeMX 4.17, clicking Continue still upgrades to the latest database
“compatible” with the STM32Cube firmware version used by the project.

Starting from STM32CubeMX 4.17, clicking Continue keeps the database used to create the
project untouched. If the required database version is not available on the computer, it is
automatically downloaded.

When upgrading to a new version of STM32CubeMX, make sure to always backup your
projects before loading the new project (especially when the project includes user code).

Window menu and Outputs tabs

The Window menu allows the user to access the Outputs function.

Table 3. Window menu

Name Description

Selecting/deselecting Outputs from the Window menu hides/shows the following

Outputs tabs at the bottom of STM32CubeMX project page (see Figure 34)

— MCUs selection: lists the MCUs of a given family matching the user criteria (series,
peripherals, package,...) when an MCU was selected last("),

Outputs | _ Outputs: displays a non-exhaustive list of the actions performed, raised errors and
warnings (see Figure 35) found upon user actions.
— IP assignment rules
— MMT Output Log
Font size Makes possible to change font size settings. STM32CubeMX must be re-launched for

changes to take effect.

1. Selecting a different MCU from the list resets the current project configuration and switches to the new
MCU. The user is then prompted to confirm this action before proceeding.

Figure 34. Window menu

m STM32CubeMX Untitled: STM32H723VEHx - a X
=
sTizo U File Window Hel a @ n O ‘}(:
 CubeNX P . O X @ ‘1’
STM32H723VEHX Untitled - Pinout & Conf ekl GENERATE CODE I
Display size »
Pinout & Configuration Clock Configuration Project Manager Tools
v Software Packs v Pinout
Q| v] @ ; f Pinout view == System view
g
System Core > b
Analog 2 &
Timers ? 5 DQ.
Connectivity > TFBGA100 (Top view)
Mutimedia > O} o Q [T} o Il | = Q | Unused GPIOs: [8:
avw
MCUs Selection Outpul \Ps assignment rules MMT Output Log
e ] Mo ] oN___ ] Package | _RedquiredPeripherals |
© STM32H7 STM32H723/733 STM32H723VEHx STM32H723VEHE TFBGA100 None
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Figure 35. Output view
mSTMSZCubeMX Untitled: STM32H723VEHx - ) X
SHWF File Window Help a @nu X O @k ‘Yl

Pinout & Configuration

STM32H723VEHx Untitled - Pinout & Configuration

Categories | A->Z

Clock Configuration
v Software Packs

v & M
- ’

System Core

Analog

Timers

Connectivity

Multimedia

Creating: STM32WBA62CGUx
Tnitializing: STM32WBA62CGUX
Creating: STM32H745IITx
Initializing: STM32H745IITx
Creating: STM32WBA62CGUX
Initializing: STM32WBA62CGUX
Creating: STM32H723VEHx
Initializing: STM32H723VEHX
Creating: STM32H723VEHx
Initializing: STM32H723VEHX

avw
MCUs Selection [SOufputs| |Ps assignment rules | MMT Output Log

~ Pinout

{4 Pinout view

Project Manager

=% System view

GENERATE CODE

va

=
TFBGA100 (Top view)

o o =

Q || Unused GPIOs: [82

41.3 Help menu
Refer to Table 4 for a description of the Help menu and shortcuts.
Table 4. Help menu shortcuts
Name -
Keyboard shortcut Description Home page shortcut
Help
F1 Opens the STM32CubeMX user manual. None
About L .
Al-A Shows version information. None
Docs & Resources | Displays the official documentation available for None
Alt-D the MCU used in the current project.
Video Tutorials (_)pens_the Video Tutorial browser that proposes a
AV list of videos and allows the user to launch a video | None
in one click.
Opens a dialog window that proposes to refresh
STM32CubeMX database with STM32 MCU latest
Refresh Data . . o \ .
AR information (description and list of official None
documents), and allows the user to download of
all official documentation in one shot.
Check for Updates Sho_ws the software and firmware release updates Click CHECK FOR UPDATES
Alt-C available for download.
Shows all the embedded software packages
available for installation.
Manage embedded A green check box indicates that the package is
software packages already installed in the user repository folder (the B NSTALL/REMOVE
Alt-U . . o
repository folder location is specified under
Help > Updater Settings menu).
1S74
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Table 4. Help menu shortcuts (continued)

Name

Keyboard shortcut Description Home page shortcut

Opens the Connection & Updates window to
Connection & configure manual or automatic updates, proxy
Updates settings for Internet connections, and repository None
Alt-S folder where the downloaded software and
firmware releases are stored.

Opens the user preference window to enable or

disable collect of features usage statistics. None

User Preferences

41.4 Social links

Developer communities on popular social platforms such as Facebook™, STM32
YouTube™ channel, as well as ST Community can be accessed from the STM32CubeMX
toolbar (see Figure 36).

Figure 36. Link to social platforms

2 X

4.2 New Project window

The New Project window is accessible through the File Menu, or directly through shortcuts
from the Home page (see Figure 37).

3
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Figure 37. New Project window shortcuts

| need to :

start My project from MCU

ACCESS TO MCU SELECTOR

otart My project from ST Board

ACCESS TO BOARD SELECTOR

Start My project from Example

ACCESS TO EXAMPLE SELECTOR

The main purpose is to select from the STM32 portfolio the microcontroller or board that
best fits the user application needs, or simply to get started using an example project.
This window shows three tabs to choose from:

e an MCU selector tab (offering a list of target processors)

e aBoard selector tab (showing a list of STMicroelectronics boards)

e an Example selector tab (allows the user to browse and open an example project)
The new project window also features a Cross selector tab (allows the user to find, for a

given MCU/MPU part number and for a set of criteria, the best replacement within the
STM32 portfolio)

For the STM32L5 series the security features of the Arm Cortex-M33 processor and its
Arm® TrustZone®@) for Armv8-M are combined with ST security implementation. Selecting
an STM32L5 MCU or board requires to choose whether to activate Arm® TrustZone®
(hardware security) or not (see Figure 38). The project is adjusted accordingly:

° if Arm® Trustzone® is not activated, the solution is the same as for other STM32Lx
series

a. Arm and TrustZone are registered trademarks of Arm Limited (or its subsidiaries or affiliates) in the US
and/or elsewhere.
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e if Arm® TrustZone® is activated, the project configuration and the generated project
shows specificities related to the security features (refer to dedicated sections in this
manual).

Figure 38. Enabling TrustZone®

TrustZone feature available X

e Do you want to create a new project
® without TrustZone activated ?

2 with TrustZone activated ?

Ok

The selectors result view can be adjusted (see Figure 39):
e Left click the column to sort
¢ Right click to add/remove columns

Figure 39. Adjusting selector results

[ New Project X
Board Selector | Example Selector
MCUMPU Fiters
@ & o Block Diagram Docs & Resorce AD Resoure Datash Start Proj

Commercia .

Part Num

“ - @

PRODUCT INFO ”

Segment > STM32N6
Series
Line
Marketing Status
Price
Package >
Core ] The first high-performance
Goprocassor > STM32 MCU with Al acceleration
MEMORY
Flash F 512 to 2048 (kEy Right click on the column name to.

ash From 512 0 2048 (Bytes)

[ . MCUS/IMPUs List: 5 items display the list of the possible " Export
512 2048 E
EEPROM =0 (Bytes) cial PartNo___| ce rketing Status X] _Bo cl

— STM32WBAS0KGUS P&tk All Columns UFQFPN 32 5x5x0.55 ... 64 kBytes 20 1024 kBytes 100 MHz
° STM32WBAS0KGUSTR Horizontal Scroll UFQFPN 32 5x5x0.55 ... 64 kBytes 20 1024 kBytes 100 MHz
RAM Total From 64 to 512 (kBytes) STM32WBAS2CEUS UFQFPN 48 7x7+0.55 .. 96 kBytes 35 512 kBytes 100 MHz

g Tote ; .

61 512 STM32WBAS2CEUSTR UFQFPN 48 7x7x0.55 ... 9 kBytes 35 512 kBytes 100 MHz
RAM From 84 to 512 (kBytes) STM32WBAS2CEU7 Reset to Default Columns an UFQFPN 48 7x7x0.55 .. 96 kBytes 35 512 kBytes 100 MHz

-~ STM3WBAS2CEUTTR | Selector Unselectall Colamns  on UFQFPN 48 Tx1055 96 kaytes 35 si2kByes  100MHe
64 512 STM32WBA52CGUS UFQFPN 48 7x7x0.55 ... 128 kBytes 35 1024 kBytes. 100 MHz
CCMRAM =0 (kBytes) STM32WBA52CGUETR UFQFPN 48 7x7x0.55 ... 128 kBytes 35 1024 kBytes 100 MHz

L
) STMIWBAS2CGUT UFQFPN 48 Tx10.55 128 KBytes 35 1024 kBytes 100 MHe
orchip SRAM = 0 (i STUIWEAS2CGUTTR | g Marketing Status Lo UFQFPN 48 Tx1055 128 KBytes 35 1024 KBytes 100 MHe

STMIWBAS2CGUBU s Lo UFQFPN 48 Tx10.55 128 KBytes 35 1024 kBytes 100 MHe

o STM32WBAS2KEUS Package UFQFPN 32 6x5x0.65 .. 96 kBytes 20 512 kBytes 100 MHz

ITCuIDTOM RAM > STUIWBASKELSTR | Lo UFQFPN 32 545055 96 kaytes 20 si2kByies  100MHe
e}

421 MCU selector

MCU selection

The MCU selector enables filtering on a combination of criteria: series, lines, packages,
peripherals, or additional characteristics such as price, memory size, number of I/Os (see
Figure 40), and on their graphics capabilities as well.

3
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Figure 40. New Project window - MCU selector

[ New Project

M

Filters:

Commercial

* R E O

MCU/MPU Seleetor | Board Selector | Example Selector | Cross Selector

“Load favorite MCUs
“Save/Load search arteria
“Reset search criteria

Starting the project after | <
selecting an MCUs

Featu...

STM32C0 Series

Block Diagr...

Quick Access to resources

Docs & Resour...

CAD Resour...

[j Datash...

v

=

Part Number ¥
Mainstream Arm Cortex-M0+ MCU with 32 Kbytes of Flash I
~ - memory, es s z , 2X , timers, s
Q + STM32C011D6Y3TR 6 Kbytes RAM, 48 MHz CPU, 2x USART, ti ADC
comm. I/F, 2-3.6V
PRODUCT INFO v l Unit Price for 10kU (US$) : NA
Q
Segment > Stay tuned ! B \WLCSP 12 1.7x1.42x0.6 P 0.35 mm
Series >
Line 3 The STM32C011x4/x6 are based on high: Am® Cortex®-M0+ 32-bit RISC
core cperatlng at up to 48 MHz frequency. Offering a high level of m(egratlon they are suitable for a wide range of
Marketing Status > in , industrial and I domains and ready for the Internet of Things (loT) solutions.
The devices incorporate a memory protection unit (MPU), high-speed embedded memories (6 Kbytes of SRAM and up
Price 5 e A e £ fm e e e " - \ PRAR o komtin e £ it £ ki
Package >
Core N MCUS/MPUs List: 4682 items MCUs list Export the MCUs list into an excel file 1y Export
Coprocessor > I L [aricin ] _Board X mmmm
P ¥ STM32C011D6Y .. SR STM32C0...Coming s... WLCSP 12 1... 6 kBytes 32 kBytes 48 MHz
STM32C011D6. " STM32C0... Active WLCSP 12 1... 6 kBytes 18 32 kBytes 48 MHz
MEMORY v STM32C011F4P3 STM32C0...Coming s... TSSOP-20 6 kBytes 18 16 kBytes 48 MHz
STM32C011F4P6 STM32CO... Active TSSOP-20 6 kBytes 18 16 kBytes 48 MHz
Flash From 0 to 4096 (kBytes) STM32C011F4P7 STM32CO... Active TSSOP-20 6 kBytes 18 16 kBytes 48 MHz.
O' 40;6 STM32C011F4... STM32... STM32CO... Active TSSOP-20 6 kBytes 18 16 kBytes 48 MHz
EEPROM From 0 to 16384 (Bytes) STM32C011F4U3 STM32C0... Coming s... UFQFPN 20 ... 6 kBytes 18 16 kBytes 48 MHz.
[ 4 STM32C011F4.. STM32CO... Active UFQFPN 20 ... 6 kBytes 18 16 kBytes 48 MHz

Export to Excel

By clicking on the
Excel file.

Ty Export

icon, the user can save the MCU table information to an

Show favorite MCUs

Clicking the i:? icon for an MCU from the list marks it as favorite, see Figure 41.

Figure 41. Marking an MCU as favorite

[ New Project X
MOUIMPU Selecton| Board Selector | Example Selector
MCU/MPU Fitters-
=h @ 2 O Featu B Resor A Dat ot Pojct
Tmmercial
WB/
Part Number Al
, + =
PRODUCT INFO ’I
Segment STM32NG
Series
Line
Marketing Status
Price
Package
cae The first high-performance
Coproessn STM32 MCU with Al acceleration
MEMORY v
Flash From 512 to 2048 (kBytes)
MCUsIMPUS List: 85 items Click Export to get an excel Export
512 2048 1 file conntaining the MCUs list = 0
EEPROM =0 (Bytes) Commercial Part No PartNo | Reforence | Marketing Status x| _Board x| ____Package ___ x| _ran__ -I_: | Frequency ]
= - ™ ... STM32WBABER. .. Active VFQFPN 88 88x1.0 mm512 kBytes 2048 KByles 100 MHz
0 ey s e star tosavp ’|¢ ™ Active VFQFPN 68 8681 0 mm512kBytes 46 2048 kBytes 100 MHz
RAM Total From 84 to 512 (kBytes) * ™: STM32WBABSR... Active VFQFPN 88 8x8x1.0 mm256 kBytes 46 1024 kBytes 100 MHz
o oo * STM32WBABSRGVT  STM32WBAS... STM32WBABER .. Active VFQFPN 68 8810 mm256 kBytes 46 1024 kBytes 100 MHz
RAM. From 64t 512 (Byteg) * ™ . .Preview UFBGA 121 606 P... 512kBytes 86 2048 KBytes 100 MHz
* STM3ZWBAGSPII7 STM3ZWBAB... STMIZWBABSP... Preview UFBGA 121 606 P... 512kBytes 85 2048 KByles 100 MHz
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4.2.2

423

Note:

3

Board selector

The Board selector enables filtering on STM32 board types, series and peripherals (see
Figure 42). Only the default board configuration is proposed. Alternative board

configurations obtained by reconfiguring jumpers or by using solder bridges are not
supported.

When a board is selected, the Pinout view is initialized with the relevant MCU part number
along with the pin assignments for the LCD, buttons, communication interfaces, LEDs, and

other functions. Optionally, the user can choose to initialize it with the default peripheral
modes.

When a board configuration is selected, the signals change to “pinned”, that is, they cannot
be moved automatically by STM32CubeMX constraint solver (an user action on the
peripheral tree, such as the selection of a peripheral mode, does not move the signals). This
ensures that the user configuration remains compatible with the board.

Figure 42. New Project window - Board selector

[ New Project x
Board Selector
Soara Fiters
B B2 o Features Large Picture Docs & Resources [ patasheet [ Buy [ Start Project
Commercial STMI2F3 Series
Part Number .
e — STM32 Nucleo-64 development board with STM32F303RE MCU, supports Arduino and ST morpho
- connectivity
ERODUCT NFO atunter: NUCLEO-£atoRE unlt rice (Uss) : 1032
Product s In mass production er : NUCLEO-F303RE Mounted Device - STUARZE30IRETS
Tyes
oot The STM32 Nucleo-64 board provides an aﬂmdab\e and flexible way for users to try out new concepts and build prototypes
uppliar

by choosing from the various and power features provided by the STM32
| microcontroller. For the compatible boards, e Intamal or extarmal SMPS signifcanty reduces pawer consumption n Run

MCU / MPU Series

Marketing Status. The ARDUING® Uno V3 connectivity support and the ST morpho headers allow the easy expansion of the functionality of

the STM32 Nucleo open development platform with a wide choice of specialized shields.
Prics The STM32 Nucleo-64 board does not require any separate probe as it integrates the ST-LINK debugger/programmer.
The STM32 Nucleo-64 board comes with the STM32 comprehensive free software libraries and examples available with the
STM32Cube MCU Package.
MEMORY

£ Flash_From 0t0 41984 (M)

—
0 41984
Ext. EEPROM _From 0 to 158 (kEytes) Boards List: 211 ftems +
e ! ! o o Export
0 158
Ext. RAM _From 0 to 32768 (MBH)
L - e
0 32768 .
NUCLEO-F303K8 Nuclao-32 Active 1032
FEATURES
Embedded Sensor
User Button NUCLEO-F303RE Nucleo-84 Active 10.32
Camera
cAN
Gomector NUCLEO-F303ZE Nucleo-144 Active 19.0

Memory Card

Example selector

The Example selector allows the user to browse a large set of examples and to start a new
project from a selected example.

An example is always related to a specific board, and, consequently, for the MCU available
with that board.

Thanks to the filter panel it is possible to filter down the example list for a specific board
type, series, peripheral or middleware as well as other characteristics (see Figure 43).
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Figure 43. New project window - Example selector

[ New Project from Example

[ STM32F4
[m]
[ sTM32G0
[m]
[m]

Check/Uncheck All

Check/Uncheck All

Example Selector | C

d 3 O
Features [5p start Project

IWDG_Reset
V1.3.0

Vendor >
Board > Fw pack Beard
STM32Cube_PW_GO_V1.3.0 NUCLEO-GOT0RE Mounied device
Cubenix T STH32GO70RETx
Name 520 P
R
Type " W LoFPes

TeclchainIDE
EWARM, MDK-ARM, $W4STH32

Keywords

O Discovery Kit
[ Evaluation Board
Examples List: 7 items S
[ Nucleo-144 v & Export
[ Nucleo-32 | Board x| _BoardType X] _Series __X| ProjectTyps_X| _river ] CuboMXversion X]
IWDG_RefreshUntilUserEvent W Nucleo-64 STM32F4 Example mn NA
Hucleo-64 IWOG_RefreshUntilUserEvent_Init Nucleo-64 STM32G0 Example L
IWDG _RefreshUntilUserEvent Init Nucleo-64 STM32G0 Example i
IWDG_Reset Nucleo-64 STM32G0 Example HAL
MCU / MPU e IWDG_Reset Nucleo-64 STM32G0 Example HAL
IWDG_WindowMade Nucleo-64 STM32G0 Example HAL
Name IWYDG_WindowMode Nucleo-64 STM32G0 Example HAL
Series v

supported toolchains.

A version is set when the example
can be loaded in STM32CubeMX.
If not available, the example can
solely be opened with one of the

Selecting an example and clicking "Start project" allows STM32CubeMX to copy the
example as a new project (the user can change the default location at this stage).

Warning:

For some examples the “Start Project” button is shown with
an “Under Development” warning icon. Projects created from
these examples may be not functional (they do not compile).

Fixes are in development.

Several options are available to open the newly created project (see Figure 44):
with STM32CubeMX (available only for examples listed with an STM32CubeMX

version set)

with a File explorer

with one of the supported toolchains (provided the toolchain is already installed on your

computer)
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Figure 44. Popup window - Starting a project from an example
[ Start Project from Example *
o Status: Active
Mame: WDG_Reset
Board: NUCLEO-GOTORB
Required Software Package: STM32Cube_FW_G0_V1.6.2
Install Project Directory: C:/Users/beknsli/STM32Cube/Example =
Open with: STM32CubeMX  ~
STM32CubeMX
EVWARM
MDK-ARN
STM32CubelDE
Explarer
Note: If the STM32Cube MCU package needed for the example is missing from the repository,
STM32CubeMX automatically starts the download process.
4.2.4 Cross selector

3

Part number selection

The Cross selector allows users to find the products that best replace the MCU or MPU they
are currently using (from ST or other silicon vendors).

To access this functionality, STM32CubeMX data must be up to date. This is ensured using
Refresh Data from the Help menu (see Figure 45).

Figure 45. Cross selector - Data refresh prerequisite

[ STM32CubeMX Untitled: STM32WBAG5PIIx - o X
s @ File Window Hel @n O ’)(

CubeN P L O X)L
5Pix Untitled - Pinout & Configuration - Help

o GENERATE CODE

About

- Ar
Pinout & Configuration (ST qeNTY] Docs & Resources. A
Tutorial Videos ALV
v Softw:
& B Refresh.Data A
Q| v & o Syst
= ’ User Pl Ty Sytem view
Gheck for Updates

System Core >

Tools

va

Manage embedded software packages AtU

Connection & Updates. s

Analog >

Muttimedia >
Securiy >
Computing >
Middieware and Softwara Packs >
Trace and Debug >
Power and Thermal >

Utiities >

UFBGA121_SMPS_USB (Top view)

~ | Unused GPIOs: 86 /86
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Clicking “ACCESS TO CROSS SELECTOR” under the “Start my project from Cross
Selector” section of the main page opens the New Project window on the Cross selector tab.

Two drop downs menus allow the user to select the vendor and the part number of the
product to be compared to (see Figure 46). A part number can also be entered partially:
STM32CubeMX proposes a list of matching products (see Figure 47).

Figure 46. Cross selector - Part number selection per vendor

m Mew Project from Cross Selector

MCU/MPU Selector | Board Selector [[Crass Selector

[COMPARE CART]

Filters
At first the compare cart is empty.
VENDOR You must select a part number to be compared with.
Part Number Search K < Select your MCU using the pick-lists on the left (you can filter by vendor)
PART NUMBER

nfineon Technologies
»ol is intended to
5 and might
s that you make your purd

C161KLM3VHAFXUMA1-QFP80
61KLMHAFXQMA1-QF P80
610LM3VHABXUMA1-QFPBO
610LM3VHAFXUMA1-QFP80
610LMHABXUMA1-QFPB0
610LMHAFXQMA1-QFP80
61PIL25FCABXUMA1-QFP100
61PIL25FCAFXUMA1-QFP100

Matcl

OO0 o0O000

Figure 47. Cross selector - Partial part number selection completion

[0 New Project from Cross Selector X

MCU/MPU Selector | Board Selector |NCFSSISelector

Filters

€ Select your MCU using the pick-lists on the left (you can filter by vendor)

Part Number Search:

Note:

Partial Part Number
— All terdcrsr

| C161PILF| I

IC161PILF3VCABXUMA1-QFP100
IC181PILF3VCAFXUMA1-QFP100 K
IC161PILFCABXUMA1-QFP100
IC161PILFCAFXUMA1-QFP100

Matching
List

Matcl

Compare cart

Once a part number is selected, a list of matching ST part number candidates is displayed
along with their matching ratio in the Matching ST candidates panel.

By default, the three closest matches are selected and added to the compare cart along with
the part number to be compared to (see Figure 48).
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Figure 48. Cross selector - Compare cart
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This selection can be changed anytime in the Matching ST candidates panel.

The comparison can be customized: the features to be used for comparison can be
unselected when considered as irrelevant and their level of importance can be adjusted.
These choices affect the computed matching ratio.

The comparison is disabled for features that are not supported on the part number to be
compared with, or when the feature information is unavailable.

Buttons are available to manipulate and save a copy of the compare cart view:

e to hide criteria not used for the comparison, or show all of them

e to come back to default STM32CubeMX comparison settings

e to copy and paste the current cart view in a document or email.

MCU/MPU selection for a new project

Clicking an STM32 part number from the compare cart selects it in the MCU/MPU Selector

tab, and clicking on creates a new project for that part number (see
Figure 49).
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Figure 49. Cross selector - Part number selection for a new project
[0 New Project from Cross Selector Click to create a new project X
MCU/MPU Selector | Board Selector NCFOSSISEISCtor .th th t b
Fiters Comparing D17618ABGN100V by Renesas Electronics with STMicroele wi IS par number
@ a
Used ? Importan... Category Parametric D17618ABGN100V STM32H750IBKx =» STM32F7451EKx G+ STM32FT45IGKx =+
Part Number Search:
==l Product Public Price No info USD (for §K) USD (for 10K) USD (for 10K)
Renesas Electronics
D17618ABGN100V-BGA176 -a0  SystemCore busirch 32bit 32 bit 32 bt 32t
woll  SystemGore core SH-2 at 100 MHz ARM Cortex-M7fat 400 MHz ~ ARM Cortex-M7 at 216 MHz  ARM Cortex-M7 at 216 MHz
:::;’::;;zd‘wes (500) = I all re  package BGA176 BGAITS BGA76 BGA176
M: ICHX 4 % ol  SysemCore  GPIO 7810 13810 400 140
%@?E%%.EH if
S 5 > v
Hiiage 1
m Eié i ,g{ I New Project from Cross Selector X
1”3 ;§‘§= % MCUIMPLISEIECton) Board Selector | Cross Selector
S X
§M§ggf‘%§=§ng (=] Features Block Diagram Docs & Resources 4 Datasheet Y G start Project |
e
;
iy STAIHTENS
STMangminglx
Sk aore - T o
g
i heckiUncheck Al |_Parttio | Reference _JB_[Flash] R [ 10 _[6Fx s_coroic] DoR [oeB_[Fwac] rop [ Hwac | Pra [PwR] R | sHA [TAur]
RIMazEdRBlI ARM Cortex-M7 STM32H7... STM32H750...  12..10.. 138 1960..0 o 1 0o 0o o0 o o o0 o0 0
all sl

Clicking the Cross Selector Tab allows the user to go back to the cart and change the

current selection for another part number.

4.3 Project page

Once an STM32 part number or a board has been selected or a previously saved project
has been loaded, the project page opens, showing the following set of views (refer to

dedicated sections for their detailed description):
Pinout & Configuration

Clock Configuration

Project Manager

e Tools

Users can move across the different views without impacting their project configuration.

'\ GENERATE CODE

button is always accessible for the user to click and allows to

generate the code corresponding to the current project configuration. Moreover, thanks to
convenient navigation breadcrumbs (see Figure 50), the user can detect what its current

location is in STM32CubeMX user interface, and can move to other locations:
e to the home page by clicking the Home breadcrumb
e to the new project window by clicking the part number

e back to the project page by clicking the project name (or Untitled if the project does not

have a name yet).
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Figure 50. STM32CubeMX Main window upon MCU selection
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Selecting a board, then answering No in the dialog window requesting to initialize all
peripherals to their default mode, automatically sets the pinout for this board. However, only
the pins set as GPIOs are marked as configured, i.e. highlighted in green, while no
peripheral mode is set. The user can then manually select from the peripheral tree the
peripheral modes required for its application (see Figure 51).

Figure 51. STM32CubeMX Main window upon board selection (peripherals not initialized)
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Selecting a board and accepting to initialize all peripherals to their default mode
automatically sets both the pinout and the default modes for the peripherals available on the
board. This means that STM32CubeMX generates the C initialization code for all the
peripherals available on the board and not only for those relevant to the user application
(see Figure 52).

Figure 52. STM32CubeMX Main window upon board selection
(peripherals initialized with default configuration)
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441

3

Boot chain (STM32 MPUs)

Boot mode configuration

ST embedded software can support complex architectures (such as OpenSTLinux), which
require a complex boot chain, involving several processors, firmware, and a complex boot
sequence. An overview is given in the STM32MPU Wiki portal.

The boot mode defines the processor that starts the software, defines the boot sequence
scheme, and which software services can be started (such as secure services, also known
as TrustZone®).
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Creating a project for a dual core (Cortex-A35 and Cortex-M33) MPU

The first example uses the following boot mode: Cortex-A35 is the master processor,
Cortex-M33 is the secondary one, in non-secure mode.

The master always runs in a secure mode.

e  Select an STM32MP257x MPU

e  Select the option “with A35 Master without Cortex M33 TrustZone activated?” on the
popup window (see Figure 53)

Figure 53. Project choice interface
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e  Six contexts are created in the configuration panel (see Figure 54)

Figure 54. Contexts

Boot time Runtime contexts
A35S A35S5 A35NS A35NS
A35 ROM
s (TF-A_BL2) (OP-TEE) (U-Boot) (Linux)
O O O

e  The Cortex-A35 runs under the OpenSTLinux operating system. It uses the following
firmware:

TF-ABL2
— OP-TEE
— U-Boot
—  Linux
e  The Cortex-M33 is configured using Cube firmware: M33NS Cube FW (HAL & LL)
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Figure 55. IPs interface assignment
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After assigning the IPs context go to “Project Manager” view, save the project, and generate
the code.

The second example uses the following boot mode: Cortex-A35 is the master processor,
Cortex-M33 core is the secondary one, in secure mode.

The master always runs in a secure mode.

e  Select an STM32MP257x MPU

e  Select the option “with A35 Master with Cortex M33 TrustZone activated?” on the
popup window (see Figure 56)

Figure 56. TrustZone option

TrustZone feature available X

e Do you want to create a new project
O A35 Master without Cortex M33 TrustZone activated ?
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e  Six contexts created in the configuration panel (see Figure 57)

Figure 57. Selected context

Boot time Runtime contexts
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ROM
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| O [l

Cortex-A35 runs under the OpenSTLinux operating system. It uses the following firmware:
- TF-ABL2
- OP-TEE
—  U-Boot
—  Linux
Cortex-M33 secure is configured using Cube firmware: TF-M

To assign IPs context go to “Pinout & Configuration” and configure IPs.

Figure 58. Assign IP context
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After assigning the IPs context go to “Project Manager” view, save the project, and then
generate code.

442 Coprocessor initializers (STM32MP2x)

The STM32MP2xx comes with two possible coprocessors (Cortex-M33 or Cortex-M0+).
STM32CubeMX manages only Cortex-M33.

The STM32CubeMX tool indicates which programs running on the main processor can be
started, or if to use the secondary processor.

When the system source code is generated, the settings that determine how the main
processor can use the coprocessor are included in the device tree. These settings are found
in the “rproc” sections (nodes) for each software component that can interact with the
coprocessor. This ensures that, when the system is running, it knows how to handle the
coprocessor according to the predefined configuration.
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As an example:
e OP-TEE is eligible to load the main processor.
Figure 59. OP-TEE selected
Boot time Runtime contexts
E— A35S A35NS M33NS
(TF-A BL2) OP TEE (U- Buot) Linux F-M Cube
e Linux Kernel is eligible to load for the main processor.
. U-Boot will be available when Linux is selected.
Figure 60. U-Boot selection
Boot time Runtime contexts
A358 A35NS A3J5NS M33S M33NS
AR (TF-A BL2) OP TEE (U- Boot}
443 Boot device selection (STM32MP25)

3

The term boot device refers to any storage device from which a microcontroller can load the
initial software used to boot up the system. This initial software is part of the boot process
that starts the computer and loads the operating system.

STM32CubeMX does not handle the configuration of the pins used by STM32 devices to
select the boot source. To configure a correct boot, ensure that the boot device settings
align with the boot pins configuration, programmed in the MCU hardware. This requires
checking the datasheet or reference manual, to understand the boot pin settings, and then
manually configuring the system to match those settings.

A boot device must be assigned to the ROM firmware and the early-stage Boot Loader
(such as TF-A BL2 for OpenSTLinux).

When configuring a microcontroller, consider the constraints that affect the choice of boot
devices, and their dependency upon the selected boot mode. STM32CubeMX checks the
boot configuration of against a set of constraints to ensure that the system boots properly.
This service is called Flexible Software Loader synchronization verification. The results of
this verification are displayed in a dedicated output window (FSBL synchro output),
providing developers with important diagnostic information.

The “FSBL synchro output” panel is displayed with the rule “Faulty state detected for
SDMMC1: FSBL-A assignments possible only if assigned in BootRom”. Users can refer to
this panel to align any misconfigurations.
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Figure 61. FSBL synchronization output
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4.5 Pinout & Configuration view

The Pinout & Configuration view comes with the following main panels, function and
menu:

o A Component list that can be visualized in alphabetical order and per categories. By
default, it consists of the list of peripheral and middleware that the selected MCU
supports. Selecting a component from that list opens two additional panels (Mode and
Configuration) that allow the user to set its functional mode and configure the
initialization parameters that will be included in the generated code.

e APinout view that shows a graphic representation of the pinout for the selected
package (e.g. BGA, QFP) where each pin is represented with its name (e.g. PC4) and
its current alternate function assignment, if any.

o A System view that gives an overview of all the software configurable components:
GPIOs, peripherals, middleware and additional software components. Clickable
buttons allow opening the configuration options for the given component (Mode and
Configuration panels). The button icon color reflects the status of the configuration
status.

e A Software Packs menu with two sub-menus:

— Select Components to select, for the current project, software components not
available by default. This selection updates the Pinout & Configuration view
accordingly

— Manage Software Packs to install/uninstall software packs.

e An Additional Software function that allows to select, for the current project, software
components that are not available by default. Selecting an additional software
component updates the Pinout & Configuration view accordingly.

e  APinout menu that allows the user to perform pinout related actions such as clear
pinout configuration or export pinout configuration as csv file.
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Tips

* You can resize the panels: hovering the mouse over a panel border displays a
two-ended arrow: right-click and pull in a direction to extend or reduce the panel.

e You can show/hide the Configuration, Mode, Pinout and System views using the
open » and close 4 arrows.
Component list

The component list shows all the components available for the project. Selecting a
component from the component list, opens the Mode and Configuration panels.

Contextual help

The Contextual Help window is displayed when hovering the mouse over a peripheral or a
middleware short name.

By default, the window displays the extended name and source of configuration conflicts if
any (see Figure 62).

Figure 62. Contextual Help window (default)

Pinout & Configuration Clock Configuration

Additional Softwares
IRTIM Mode and Configuration
------

InfraRed Interface

Status:
Mot available:
Channel 1 of TIM16 and TIM17 must be configured in one of the availables output modes

NVIC
DOPAMP1
OPAMPZ
OPAMP3
OPAMP4

Clicking the details and documentation link (or CTRL+d) provides additional information
such as summary and reference documentation links (see Figure 63). For a given
peripheral, clicking Datasheet or Reference manual opens the corresponding document,
stored in STM32CubeMX repository folder, at the relevant chapter. Since microcontrollers
datasheets and reference manuals are downloaded to STM32CubeMX repository only upon
user request, a functional Internet connection is required:

e  To check your Internet connection, open the Connection tab from the Help > Updater
Settings menu.

e Torequest the download of reference documentation for the currently selected
microcontroller, click Refresh from the Help > Refresh Data menu window.
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Figure 63. Contextual Help detailed information

Pinout & Configuration

Status:
Mot available:

| Summary:

InfraRed Interface

Clock Configuration
Adc

M

IRTIM Mode and Configuration

Channel 1 of TIM16 and TIM17 must be configured in one of the availables out 15

IRTIM (InfraRed Interface) offers important advantages as a form of wireless communication.
Mowadays, almost all audio and video equipment can be controlled using an infrared remote control.

the information they contain.

Related documentation:

Icons and color schemes

Table 5 shows the icons and color scheme used in the component list view and the

corresponding color scheme in the Mode panel.

Table 5. Component list, mode icons and color schemes

Display

Component status

Corresponding Mode view / Tooltips

Plain black text

Example:
LIARTS

The peripheral is not
configured (no mode is set)
and all modes are available.

L Mode ]
Wode [Disable -

Disabie

Asynehianous

Single Wire (Hat-Duplex)

Multiprocessor Commancation

Cia,

LIM

Gray italic text

Example:

Peripheral is not available
because some constraints
are not solved. See tooltip.

Lightweight TCP/IP sfack

Status:

i Not available

Active only ift ETH IP configured / FREERTOS is enabled when MBEDTLS is enabled.

v @

Example::

+ ETH

The peripheral is configured
(at least one mode is set) and
all other modes are available.
The green check mark
indicates that all parameters
are properly configured, a
cross indicates they are not.

Mode [Mil ~

[ Activate Rx Err signal
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Table 5. Component list, mode icons and color schemes (continued)

Display Component status Corresponding Mode view / Tooltips
The peripheral is not "
X : - [N
Example Conflgured (no mOde IS Set) Intemal FS Phy Disable
o and at least one of its modes O
USB_OTG_HS |is unavailable. O
The peripheral is configured
. (one mode is set) and at least
Example: ) h TP o
one of its other modes is sl
OTG_| unavailable.
@ The peripheral is not
configured (no mode is set) L e ]
and no mode is available. atle z
Example: Move the mouse over the
peripheral name to display
© 12C2 the tooltip describing the
conflict.
. B . lnfraR:ad Interface
Examole: Peripheral is not available Status:
pie: because of constraints. m&:}mmmmﬁ must be configured

4.5.2 Component Mode panel

Select a component from the component list on the left panel to open the Mode panel.

The Mode panel helps the user configuring the MCU pins based on a selection of
peripherals and of their operating modes. Since STM32 MCUs allow a same pin to be used
by different peripherals and for several functions (alternate functions), the tool searches for
the pinout configuration that best fits the set of peripherals selected by the user.
STM32CubeMX highlights the conflicts that cannot be solved automatically (see Table 5).

The Mode panel also allows to enable middleware and other software components for the
project.

Note: For some middleware (USB, FATS, LwiP), a peripheral mode must be enabled before
activating the middleware mode. Tooltips guide the user through the configuration. For
FatFs, a user-defined mode has been introduced. This allows STM32CubeMX to generate
FatFs code without a predefined peripheral mode. Then, it is up to the user to connect the
middleware with a user-defined peripheral by updating the generated user_diskio.c/.h driver

files with the necessary code.
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4.5.3

Pinout view

Select = Pinoutview 4, show for the selected part number, a graphic representation

of the pinout for the selected package (such as. BGA, QFP), where each pin is represented
with its name (such as PC4), its configuration state and its current alternate function
assignment, if any (such as ETH_MIl_RXDO0). See Figure 64 for an example.

Figure 64. Pinout view
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The Pinout view is automatically refreshed to match the user’'s component configuration
performed in the Mode panel.

Assigning pins directly through the Pinout view instead of the Mode panel requires a good
knowledge of the MCU since each individual pin can be assigned to a specific function.
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Tips and tricks

See Table 2 for list of menus and shortcuts.

e Use the mouse wheel to zoom in and out.

e Click and drag the chip diagram to move it.

e Click best fit to reset it to best suited position and size.

e Use Pinout > Export pinout menus to export the pinout configuration as .csv text
format.

e  Some basic controls, such as insuring consistency for blocks of pins, are built-in. See
Appendix A for details.

454 Pinout menu and shortcuts

Table 6. Pinout menu and shortcuts

Name or Icon Shortcut Description

Prevents moving pin assignments to match a new peripheral operating

Keep Current Signals Ctrl-K | mode. It is recommended to use the new pinning feature that can block

Placement each pin assignment individually and leave this checkbox unchecked.
Show User Label None Displays user defined labels in the Pinout view.
Undo Mode and pinout Ctrl-Z | Undoes last configuration steps (one by one).

Redoes steps that have been undone (one by one).

Redo Mode and pinout Ctrl-Y | Warning (limitation): configurations in the platform settings tabs are
not restored.

Resets to “Disabled” all peripherals and middleware modes that have
been enabled. The pins configured in these modes (green color) are
Disable All Modes Ctrl-D | consequently reset to “Unused” (gray color).

Peripheral and middleware labels change from green to black (when
unused) or gray (when not available).

Clears user pinout configuration in the Pinout view.

Ctrl-P Note that this action puts all configured pins back to their reset state
and disables all the peripheral and middleware modes previously
enabled (whether they were using signals on pins or not).

Clear Pinouts

Opens a window showing the list of all the configured pins together with
the name of the signal on the pin and a Label field allowing the user to
specify a label name for each pin of the list.

For this menu to be active, at least one pin must have been configured.
Pins/Signals Option Ctrl-O | Click the pin icon to pin/unpin signals individually.

Select multiple rows then right click to open contextual menu and
select action to pin or unpin all selected signals at once.

Click column header names to sort alphabetically by name or
according to placement on MCU.

Clears signal assignments to pins for signals that have no associated

Clear Single Mapped Signals Ctri-M mode (highlighted in orange and not pinned).

3
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Table 6. Pinout menu and shortcuts (continued)

Name or Icon

Shortcut

Description

Provides a list of MCUs that best match the pin configuration of the
current project. The matching can be:

— An exact match
— A partial match with hardware compatibility: pin locations are the

List Pinout Compatible MCUs Alt-L .
same, pin names may have been changed
— A partial match without hardware compatibility: all signals can be
mapped but not all at the same pin location
Refer to Section 15.
Export pinout ) Generates pin configuration as a .csv text file including alternate
with Alternate functions functions information.
Export pinout Generates pin configuration as a .csv text file excluding alternate
. . Ctrl-U : ) .
without Alternate functions functions information.
Opens a window to specify the number of GPIOs to be freed among
Reset used GPIOs Alt-G the total number of GPIO pins that are configured.
Opens a window to specify the number of GPIOs to be configured
among the total number of GPIO pins that are not used yet.
Specify their mode: Input, Output or Analog (recommended
Set unused GPIOs Ctrl-G | configuration to optimize power consumption).

Caution:  Before using this menu, make sure that debug pins
(available under SYS peripheral) are set to access

microcontroller debug facilities.

Layout reset

Zooms-in the pinout view.

Adjusts the chip pinout diagram to the best fit size.

Zooms-out the pinout view.

Rotates 90 degrees clock wise.

=
Al - Rotate 90 degrees counter-clock wise.
I - Flips horizontally between bottom view and top view.
; - Flips vertically between bottom view and top view.
Q ol This Search field allows the user to search the Pinout view for a pin

name, a signal name, a signal label or an alternate pin name

When it is found, the pin or set of pins matching the search criteria
blinks on the Pinout view.

Click the Pinout view to stop blinking.
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455 Pinout view advanced actions
Manually modifying pin assignments
To manually modify a pin assignment, follow the sequence below:
1. Click the pin in the Pinout view to display the list of all other possible alternate
functions together with the current assignment highlighted in blue (see Figure 65).
2. Click to select the new function to assign to the pin.
Figure 65. Modifying pin assignments from the Pinout view
ETH_CRS |53
ETH_Rx_cLK [ Reset_State
ETH_mpio |3 ADC1_INO
ADC2_IND
ADC3_INO i 2
ETH_CRS a— —
SYS_WKUP 2 8 o &
TIM2_CH1 < B E
TIM2_ETR -
TIMS_CH1 T
TIME_ETR
UART4_TX
USART2_CTS
GPIO_Input
GPIO_Qutput
GPIO_Analog
EVENTOUT
GPIO_EXTIO
Manually remapping a function to another pin
To manually remap a function to another pin, follow the sequence below:
1. From the Pinout view, hold down the CTRL key then left-click on the pin and hold: if
any pins are possible for relocation, they are highlighted in blue and blinking.
2. Drag the function to the target pin.
Caution: A pin assignment performed from the Pinout view overwrites any previous assignment.
Manual remapping with destination pin ambiguity
For MCUs with block of pins consistency (STM32F100x / F101x / F102x / F103x and
STM32F105x / F107x), the destination pin can be ambiguous, e.g. there can be more than
one destination block including the destination pin. To display all the possible alternative
remapping blocks, move the mouse over the target pin.
Note: A “block of pins” is a group of pins that must be assigned together to achieve a given

)

peripheral mode. As shown in Figure 66, two blocks of pins are available on STM32F107xx
MCUs to configure the Ethernet peripheral in RMIl synchronous mode: {PC1, PA1, PA2,
PA7, PC4, PC5, PB11, PB12, PB13, PB5} and {PC1, PA1, PA2, PD10, PD9, PD8, PB11,
PB12, PB13, PB5}.
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Figure 66. Example of remapping in case of block of pins consistency

12
ETH_RMII_MDC

STM32F107VBTx
LQFP100

ETH_RMII_REF_CLK [Z) ETH_RMIL_TXD1
ETH_RMIL_MDIO [ Al ETH_RMII_TXDO

T I HLT
ERT T RTE]

STM32F107VBTx =
LQFP100 ETH_RMII_RXD1

ETH_RMII_RXD0
ETH_RMII_CRS DV

ETH_RMIL_REF_CLK [J08 ETH_RMII_TXD1
ETH_RMIL_MDIO [0 B ETH_RMII_TXDO

NI T LS R

Resolving pin conflicts

To resolve the pin conflicts that may occur when some peripheral modes use the same pins,
STM32CubeMX attempts to reassign the peripheral mode functions to other pins. The
peripherals for which pin conflicts cannot be solved are highlighted in fuchsia with a tooltip
describing the conflict.

If the conflict cannot be solved by remapping the modes, the user can try the following:

e Ifthe Keep Current Signals Placement box is checked, try to select the
peripherals in a different sequence.

e Uncheck the Keep Current Signals Placement box and let STM32CubeMX try all the
remap combinations to find a solution.

e Manually remap a mode of a peripheral when you cannot use it because there is no
pin available for one of the signals of that mode.

Keep Current Signals Placement

This checkbox is available from the Pinout menu. It can be selected or deselected at any
time during the configuration. It is unselected by default.

It is recommended to keep the checkbox unchecked for an optimized placement of the
peripherals (maximum number of peripherals concurrently used).

The Keep Current Signals Placement checkbox should be selected when the objective is
to match a board design.

Keep Current Signals Placement is unchecked

This allows STM32CubeMX to remap previously mapped blocks to other pins in order to
serve a new request (selection of a new peripheral mode or a new peripheral mode
function) which conflicts with the current pinout configuration.

3
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Keep Current Signals Placement is checked

This ensures that all the functions corresponding to a given peripheral mode remain
allocated (mapped) to a given pin. Once the allocation is done, STM32CubeMX cannot
move a peripheral mode function from one pin to another. New configuration requests are
served if feasible within current pin configuration.

This functionality is useful to:

e lock all the pins corresponding to peripherals that have been configured using the
Peripherals panel

e maintain a function mapped to a pin while doing manual remapping from the Pinout
view.

Tip

If a mode becomes unavailable (highlighted in fuchsia), try to find another pin remapping
configuration for this mode by following the steps below:

1. From the Pinout view, deselect the assigned functions one by one until the mode
becomes available again.

2. Then, select the mode again and continue the pinout configuration with the new
sequence (see Appendix A: STM32CubeMX pin assignment rules for a remapping
example). This operation being time consuming, it is recommended to deselect the
Keep Current Signals Placement checkbox.

Even if Keep Current Signals Placement is unchecked, GPIO_ functions (excepted
GPIO_EXTI functions) are not moved by STM32CubeMX.

Pinning and labeling signals on pins

STM32CubeMX comes with a feature allowing the user to selectively lock (or pin) signals to
pins. This prevents STM32CubeMX from automatically moving pinned signals to other pins
when resolving conflicts. Labels, that are used for code generation, can also be assigned to
the signals (see Section 6.1 for details).

There are several ways to pin, unpin and label the signals:

1. From the Pinout view, right-click a pin with a signal assignment. This opens a
contextual menu:

a) For unpinned signals, select Signal Pinning to pin the signal. A pin icon is then
displayed on the relevant pin. The signal can no longer be moved automatically
(for example when resolving pin assignment conflicts).

b) For pinned signals, select Signal Unpinning to unpin the signal. The pin icon is
removed. From now on, to resolve a conflict (such as peripheral mode conflict),
this signal can be moved to another pin, provided the Keep user placement option
is unchecked.

c) Select Enter User Label to specify a user defined label for this signal. The new
label replaces the default signal name in the Pinout view.
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2. From the Pinout menu, select Pins/Signals Options
The Pins/Signals Options window (see Figure 67) lists all configured pins.

Figure 67. Pins/Signals Options window

[ Pinout Signal Option &

| PinName | SignalName |  UserLabel |
[ | E1TH_NL
PC2 ETH_TXD2
PC3 ETH_TX_CLK
PAOAVELIP ETH_CRS
P& ETH_RX_CLK
Paz ETH_MDIO
Pa3 ETH_COL
o PAd DAaC_OUTH DACH
o PAS DAC_OUTZ DACZ
PaAT ETH_RX_DW
P4 FTH R¥NN

a) Click the first column to individually pin/unpin signals.

b) Select multiple rows and right-click to open the contextual menu and select
Signal(s) Pinning or Unpinning.

c) Select the User Label field to edit the field and enter a user-defined label.

d) Order list alphabetically by Pin or Signal name by clicking the column header.
Click once more to go back to default i.e. to list ordered according to pin
placement on MCU.

Even if a signal is pinned, it is still possible however to manually change the pin signal
assignment from the Pinout view: click the pin to display other possible signals for this pin
and select the relevant one.

Pinout for multi-bonding packages

Multi-bonding has been introduced for packages with low pin counts (less than 20 pins)
such as SO8N, TSSOP20 and WLCSP18 packages. it consists of having several MCU pads
share a same pin on the package.

Multi-bonding has been introduced on the STM32GO0 series for the STM32G031/G041
MCUs.

STM32CubeMX pinout view allows to displays all signals arriving on the pin and allows to
select only one per pin, except for analog signals that can be combined with other analog
GPIOs.
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Figure 68. Pinout view: MCUs with multi-bonding

nal Software

~ Pinout

i Pinout view === System view

PBO
Reset_State
ADCA_INS
1251_WS
LPTIM1_OUT
SPI1_NSS
TIM1_CH2N
TIM3_CH3
GPIO_Input
GPIO_Output
GPIO_Analogf
GPIO_EXTI0

) /4

STM32G031F4Px
TSSOP20

PB1 PB2 PA8
Reset_State Reset_State Reset_State
ADC1_IN9 ADC1_IN10 LPTIMZ_CUT
LPTIM2_IN1 LPTIM1_OUT] RCC_MCO
LPUART1_DE SPI2_MISO SPI2_NSS
LPUART1_RTS} GPIO_Input TIM1_CH1
TIM14_CH1 GPIO_Output]  GPIO_Input
TIM1_CH3N GPIO_Analogy GPIO_Output]
TIM3_CH4 EVENTOUT GPIO_Analog
GPIO_Input GPIO_EXTI2 EVENTOUT
GFIO_Output GPIO_EXTI8
GPIO_Analog
EVENTOUT
GPIO_EXT

STM32CUbeMX offers also an extended mode selected by right-clicking the pin: it allows to
select more than one signal per pin. This mode is meant for test purposes such as loopback
tests. It is to be used with caution as it can lead to electrical conflicts or increased power

consumption that can damage the device.

Figure 69. Pinout view: multi-bonding with extended mode

' I H Enter User Label
PA Signal Unpinning
pa, Fin reservation

A:;GD to Extended Mode  m=i

STM32G031F4Px
TSSOP20

Reset_State
ADC1_ING
251_Ws
LPTIM1_OUT
SPI1_NSS
TIM1_CHZN
TIM3_CH3
GPIO_Input
GPIO_QOutput
GPIO_Analog
GPIO_EXTI0

PB1 PAB
Reset_State Reset_State Reset_State
ADC1_ING ADC1_IN10 LPTIMZ_OUT
LPTIM2_IN1 LPTIM1_OUT] RCC_MCO
LPUART1_DE SPI2_MISO SPI2_NSS
LPUART1_RTS|  GPIO_Input TIM1_CH1
TIM14_CH1 GPIO_Output]  GPIO_Input
TIM1_CH3N GPIO GPIO_Output
TIM3_CH4 EVENTOUT GPIO_Analog
GPIO_Input GPIO_EXTI2 EVENTOUT
GPIO_Output GPIO_EXTIg
GPIO_Analog
EVENTOUT
GPIO_EXTI1
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System view

Select System view to show all the software configurable components: GPIOs,
peripherals and middleware. Clickable buttons allow the user to open the mode and
configuration options of the component. The button icon reflects the component
configuration status (see Table 7 for configuration states and Figure System view).

When the user changes the component configuration from the Configuration panel, the
system view is automatically refreshed with the new configuration state.

If the user disables the component from the Mode panel, the system view is automatically
refreshed and there is no longer a button showing for that component.

Figure 70. System view

[T STM32CubeMX Untitled*: STM32F423VHHx { = g
sz @ File Window Help & n oy *}(‘. £
CubeNIX /4
Untitled - Pinout & Configuration GENERATE CODE
Clock Coenfiguration Project Manager
Additional Softwares v Pinout
Cptions e : #F Pinout view == System view
{
Middlewares
System Core >
Timers >
System Core Analog Timers Connectivity Multimedia Security Computing
Connectivity >
Table 7. Configuration states
Icon Description

Configuration is complete and correct.

Configuration is correct but some parts remain to be configured (optional).

8 3

Configuration is invalid and must be fixed for the generated C project to be functional.
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GPIO, DMA and NVIC settings can be accessed either via a dedicated button (like other
peripherals, or via a tab in the Configuration panel (see Figure 71).

Figure 71. Configuration window tabs (GPIO, DMA, and NVIC settings for STM32F4 series)

I2C1 Mode and Configuration :
28]12C v|

Configuration

Reset Configuration

@ Parameter Settings | @ User Constants | @ NVIC Settings ([ GPIO Settings | @ DMA Settings

Search Signals
| r | [ Show only Modified Pins

| Pin Mame | Signal on Pin |GPIO Pin State| GPIO mode |GPIO Pull-upd... User Label Hudlﬁed

FPB& 12C1_SCL nia Alternate Fun... Pull-up High
FB9 12C1_SDA n/a Alternate Fun... Pull-up High |:|

4.5.10 Component configuration panel

This panel appears when clicking on a component name in the left panel. It allows the user
to configure the functional parameters required to initialize the peripheral or the middleware
in the selected operating mode (see Figure 72). STM32CubeMX uses these settings to
generate the corresponding initialization C code.

The configuration window includes several tabs:

o Parameter settings to configure library dedicated parameters for the selected
peripheral or middleware,

e NVIC, GPIO and DMA settings to set the parameters for the selected peripheral (see
Section 4.5.14, Section 4.5.12 and Section 4.5.13).

° User constants to create one or several user defined constants, common to the whole
project (see Section 4.5.11).
Invalid settings are detected and are:

e reset to minimum / maximum valid value if user choice is, respectively, smaller / larger
than minimum / maximum threshold

e reset to the previous valid value if the previous one is neither a maximum nor a
minimum threshold value

e highlighted in fuchsia.
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Figure 72. Peripheral mode and Configuration view
[0 STM32CubeMX Uritiu;i: sTmazFaaviix 0 ¢ w S
Sw;g‘l ;ﬁ File Window Help (cH n oYy k IS77
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L

Untitled - Pinout & Configuration

Pinout & Configuration Clock Configuration

Additional Softwares

» Pinout

GENERATE CODE

Project Manager

Options Q 12C1 Mode and Configuration :
| Coicoore: LA bode
¢ i2€[zc ~]
il
GPIO
A 12C1 Configuration
12c2
12C3 Reset Configuration
1251
1252 @ Parameter Settings @ GPIO Settings | @ DMA Settings
1253 (Configure the below parameters : |
1254
1285 @ ®
25t al l o ©
LIBJPEG ~ Waster Features
rb\?éhghs 12C Speed Mode Standard Mode
NVIC 12C Clock Speed (Hz) 100000
~ Slave Features
QUADSPI Clock No Stretch Mode Disabled
;ﬁg Primary Address Length selection 7-bit
RTC Dual Address Acknowledged
sAl Primary slave address 0
sDIo General Call address detection Disabled
SPI
SP12
SPI3
SPI4
SPI5 Dual Address Acknowledged
DualAddresshlode
Diagnostic:
TIM2 When primary address is 7 bits length we can have 3 dual address
TIM3
Tin4
TIM5

Table 8 describes peripheral and middleware configuration buttons and messages.

Table 8. Peripheral and Middleware configuration window buttons and tooltips

Buttons and messages

Action

Shows / hides the description panel.

Tooltip

Guides the user through the settings of

Enabled

parameters with valid min-max range.

Disabled
Enabled

To display it, move the mouse over a

WEEULLE |7C DUALADDRESS ENABLE

parameter value from a list of possible
values.

[2C Clock Spaed (Hz)

v Decimal
Hexadecimal
Mo check

Clicking on the gear icon allows to
select whether to display hexadecimal
or decimal values, or any value
unchecked (No check option).

| =

Search

P
Reset Configuration

Resets the component back to its
default configuration (initial settings
from STM32CubeMX).
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No check option

By default, STM32CubeMX checks that the parameter values entered by the user are valid.
This check can be bypassed by selecting the option No Check for a given parameter. This
allows entering you any value (such as a constant) that might not be known by
STM32CubeMX configuration.

The validity check can be bypassed only on parameters whose values are of integer type
(either hexadecimal or decimal). It cannot be bypassed on parameters coming from a
predefined list of possible values or on those which are of non-integer or text type.

To go back to the default mode (decimal or hexadecimal values with validity check enabled),
enter a decimal or hexadecimal value and check the relevant option (hexadecimal or
decimal check).

When a parameter depends upon another parameter that is set to No Check:

e  Case of a parameter depending on another parameter for the evaluation of its minimum
or maximum possible value: If the other parameter is set to No Check, the minimum or
maximum value is no longer evaluated and checked.

e Case of a parameter depending on another parameter for the evaluation of its current
value: If the other parameter is set to No Check, the value is no longer automatically
derived. Instead, it is replaced with the formula text showing as variable the string of
the parameter set to No check (see Figure 73).

Figure 73. Formula when input parameter is set in No Check mode

LTDC Mode and Configuration
Display Type [RGBBEE (24 bits) v

Configuration

® Parameter Settings | @ Layer Settings | @ User Constants | @ NVIC Settings | @ GPIO Settings

Configure the below parameters

~ Synchronization for Width
Horizontal Synchronization Width MY_HSYNC_VALUE pixels
Horizontal Back Porch 7 pixels
Active Width 640 pixels
Harizontal Front Porch G pixels v

~ Synchronization for Height
Vertical Synchronization Height
Vertical Back Parch 2lines
Active Height 480 lines

User Constants configuration window

The User Constants tab is available to define user constants (see Figure 74). Constants
are automatically generated in the STM32CubeMX user project within the main.h file (see
Figure 75). Once defined, they can be used to configure peripheral and middleware
parameters (see Figure 76).
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Figure 74. User Constants tab

SWPMI Mode and Configuration :
'

Mode |FuII-DupIex (normal mode) V|

@ Parameter Settings | @ User Constants @ GPIO Settings | @ DMA Settings

Search Constants

[SearhlcArn ] EN EXE

CONSTANT_1 10

CONSTANT_2 0nff

CONSTANT_3 CONSTANT_1

CONSTANT_4 (CONSTANT_3 + CONSTANT_1)*100/CONSTANT_1
CONSTANT_5 (CONSTANT_2 - CONSTANT_1)

Figure 75. Extract of the generated main.h file

/* Inclwdes -------------------—-—-—---------------- - -- -+ ""”0666oe l S =/
/* USER CODE BEGIN Includes */

/* USER CODE END Includes */

/* Private d4efine ------——1-"—"—"-"-"-"--"-"-"""""""""""""""""" *f
#define CONSTANT 1 10

#define CONSTANT 2 Oxff

#define CONSTANT 3 CONSTANT 1

#define CONSTANT 4 (CONSTANT 3+CONSTANT 1)*100/CONSTANT 1

#define CONSTANT S5 (CONSTANT 2 - CONSTANT 1)

/* USER CODE BEGIN Priwvate defines +*/

S* USER CODE END Priwvate defines */
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Figure 76. Using constants for peripheral parameter settings

Configuration

& Parameter Settings | @ User Constants | @ NVIC Settings | @ GPIO Settings | @ DMA Settings

Configure the below parameters

Q

~ Basic Parameters
Voltage Class Class B

Bit Rate Prescaler COMSTANT 1|

Transmission Buffering Mode Mo Software buffer
Reception Buffering Mode Mo Software buffer

Creating/editing user constants

Click the Add button to open the User Constants tab and create a new user-defined
constant (see Figure 77).
A constant consists of:
e A name that must comply with the following rules:
— It must be unique.
— It must not be a C/C++ keyword.
— It must not contain a space.
— It must not start with digits.
e Avalue, which can be (see Figure 74 for examples):
— asimple decimal or hexadecimal value
— a previously defined constant

— aformula using arithmetic operators (subtraction, addition, division, multiplication,
and remainder) and numeric value or user-defined numeric constants as operands

— acharacter string: the string value must be between double quotes (example:
“constant_for_usart”).

Once a constant is defined, its name and/or value can be changed: double-click the row that
specifies the user constant to modify. This opens the User Constants tab for edition. The
change of constant name is applied wherever the constant is used. This does not affect the
peripheral or middleware configuration state. Changing the constant value impacts the
parameters that use it and might result in invalid settings (such as exceeding a maximum
threshold). Invalid parameter settings are highlighted in fuchsia.
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Figure 77. Specifying user constant value and name

& ~
User Constants ﬁ

constant Mame [COMSTANT 1
constant Value |10

L

Deleting user constants
Click the Remove button to delete an existing user-defined constant.

The user constant is then automatically removed except in the following cases:

o When the constant is used for the definition of another constant. In this case, a popup
window displays an explanatory message (see Figure 78).

Figure 78. Deleting an user constant is not allowed when it
is already used for another constant definition

r N
[[1 Delete user constant warning: ﬁ

Cannot delete, the selected user constant is used in the definition of another constant |

ok Cancel

o  When the constant is used for the configuration of a peripheral or middleware library
parameter. In this case, the user is requested to confirm the deletion since the constant
removal results in a invalid peripheral or middleware configuration (see Figure 79).

Figure 79. Confirmation request to delete a constant for parameter configuration

F |
[0 Delete user constant warning: ﬁ

The selected user constant is used in the configuration of some ips! Are you sure you want to delete it ?

=y

A

Clicking Yes leads to an invalid peripheral configuration (see Figure 80).

3
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Figure 80. Consequence when deleting a user constant for peripheral configuration

& Parameter Seitings | @ User Constants | @ NVIC Settings

@ GPIO Settings | @ DMA Settings
[Configure the below parameters :

a | " | () e

~ @ Basic Parameters
Voltage Class

Class B
Bit Rate Prescaler & CONSTAMT_1
SWPMI Clock frequency 64000 kHz
Bit Rate 16000 kBitsis

Transmission Buffering Mode

Mo Software buffer
Reception Buffering Mode

No Software buffer

Searching for user constants

The Search Constants field makes it possible the search of a constant name or value in the
complete list of user constants (see Figure 81 and Figure 82).

Figure 81. Searching for a name in a user constant list

@ NVIC Settings | @ GPIO Settings | @ DMA Settings
@ Parameter Setting

& User Constants

Search Constants

|CONSTANT 1 | m remove
Constant Mame Constant Value

COMNSTAMNT 1 10

COMNSTANT_3 COMSTANT_1j+ COMNSTAMT_2

I

Figure 82. Searching for a value in a user constant list

@ NVIC Settings @ GPID Settings @ DMA Settings
@ Parameter Settings

& User Constants
Search Constants

o] | | acd JEIEE

Constant Name Constant Value
CONSTANT_1 10 |
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GPIO configuration window

Click GPIO in the System view panel to open the GPIO configuration window to configure
the GPIO pin settings (see Figure 83). The configuration is populated with default values
that might not be adequate for some peripheral configurations. In particular, check if the
GPIO speed is sufficient for the peripheral communication speed, and select the internal
pull-up whenever needed.

GPIO settings can be accessed for a specific peripheral instance via the dedicated window
in the peripheral instance configuration window. In addition, GPIOs can be configured in
output mode (default output level). The generated code is updated accordingly.

Figure 83. GPIO configuration window - GPIO selection

GPIO Mode and Configuration

[ Group By Peripherals

Search Signals
I | [ Show only Modified Pins

[Pin Na.___[Signal on Pl GPIO outp._] GPIO mode JGPIO Pull-__[Maximum o.f Fast Mode | User Label | _Modified ]

PA9 nia nia External Int... No pull up ... nfa n/a
PB15 nia Low Qutput Pus... No pull up . Low n/a I:I
PC3 nia nfa Input mode  MNo pullup ... n/a n/a O

Click on a row or select a set of rows to display the corresponding GPIO parameters:
e GPIO PIN state

Changes the default value of the GPIO output level. It is set to low by default and can
be changed to high.

e  GPIO mode (analog, input, output, alternate function)

Selecting a peripheral mode in the Pinout view automatically configures the pins with
the relevant alternate function and GP1O mode.

e  GPIO pull-up/pull-down
Set to a default value, can be configured when other choices are possible.
e  GPIO maximum output speed (for communication peripherals only)
Set to Low by default for power consumption optimization, can be changed to a higher
frequency to fit application requirements.
e User Label
Changes the default name (such as GPIO_input) into a user defined name. The Pinout

view is updated accordingly. The GPIO can be found under this new name via the Find
menu.
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The Group by Peripherals checkbox allows the user to group all instances of a peripheral
under the same window (see Figure 84).

Figure 84. GPIO configuration grouped by peripheral

Group By Peripherals
& GPIO

Search Signals
| r | [ Show only Modified Pins

PES nia Low DutputF‘u No pull-u.. Low m'a
PE14 nfa nia Analog m... Mo pull-u... n/a n/a |:|
PF15 nia nia Input mode Mo pull-u... nia nl/a O

As shown in Figure 85, row multi-selection can be performed to change a set of pins to a
given configuration at the same time.

Figure 85. Multiple pins configuration

Group By Peripherals
@ GPIO

Search Signals
| r | O Show only Modified Pins

m

PBEG 121 SCL nia Alternate. Mo pullu Low D|sable

PB9 12C1_SDA nfa Alternate ... Pull-up Low Dizable
PF1 12C2_SCL nfa Alternate . Pull-up Low nla
FFED 12C2_SDA nfa Alternate ... Pull-up Low nia
PAS 12C3_SCL nfa Alternate ... Pull-up Low nia
PCo 12C3_SDA nfa Alternate . Mo pull-u... Low nia O

- PBY#PF1#PFI#PAS Configuration :

GPIO mode | v|
GPIO Pull-up/Pull-down [Pull-up v|
Maximum output speed | v|
User Label | |
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4.5.13

Note:
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DMA configuration window

Click DMA in the System view to open the DMA configuration window.

This window is used to configure the generic DMA controllers available on the MCU. The
DMA interfaces allow to perform data transfers between memories and peripherals while the
CPU is running, and memory to memory transfers (if supported).

Some peripherals (such as USB or Ethernet) have their own DMA controller, which is
enabled by default or via the Peripheral Configuration window.

Clicking Add in the DMA configuration window adds a new line at the end of the DMA
configuration window with a combo box proposing to choose between possible DMA
requests to be mapped to peripherals signals (see Figure 86).

Figure 86. Adding a new DMA request

Configuration

& DAY DMAZ | @ MemTolMem

DA Request [ sweam | Diecon | Prority |

Select )
DMA_GEMERATORT

o [Cose: ]

12C1_TX
[2C2_RX

1202 TX y
[2C3_RX H

[12C3 TX ] ncrement Address ] ]
MEMTOMEM

Use Fifo O Threshaold Data Width | | | |

DMA Request Generator Settings

request generation =igna | |

Rrequest number | |

Selecting a DMA request automatically assigns a stream among all the streams available, a
direction and a priority. When the DMA channel is configured, it is up to the application code
to fully describe the DMA transfer run-time parameters such as the start address.

The DMA request (called channel for STM32F4 MCUs) is used to reserve a stream to
transfer data between peripherals and memories (see Figure 87). The stream priority is
used to decide which stream to select for the next DMA transfer.

DMA controllers support a dual priority system using the software priority first, and in case of
equal software priorities, a hardware priority that is given by the stream number.

3
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Figure 87. DMA configuration

& DMAT DMAZ Y @ MemToMem

DIIA Request
12C1_TX DWAT Stream 0 Memory To Peripheral Low
12C1_RX DMAT Stream 1 Peripheral To Memory Low
Add Delete
DMA Request Settingsi
Peripheral Memary
Mode |Normal v | Increment Address O
UseFifo O Threshold [ ] Data Width [Byte v] | [Byte v]
Burst Size | | | |

+DMA Reguest Generator Settings

Request generation Signal | |

Signal polarity | |

Additional DMA configuration settings can be done through the DMA configuration
window:

Mode: regular mode, circular mode, or peripheral flow controller mode (only available
for the SDIO peripheral).

Increment Add: the type of peripheral address and memory address increment (fixed
or postincremented, in which case the address is incremented after each transfer).
Click the checkbox to enable the post-incremented mode.

Peripheral data width: 8, 16, or 32 bits

Switching from the default direct mode to the FIFO mode with programmable threshold:
a) Click the Use FIFO checkbox.

b) Configure the peripheral and memory data width (8, 16, or 32 bits).

c) Select between single transfer and burst transfer. If you select burst transfer,
choose a burst size (1, 4, 8, or 16).

In case of memory-to-memory transfer (MemToMem), the DMA configuration applies to a
source memory and to a destination memory.

3

UM1718 Rev 51 109/636




STM32CubeMX user interface UM1718

4.5.14

110/636

Figure 88. DMA MemToMem configuration

@ DMAT, DvA2Z  |[E MemTolMem

DIIA Request [ steam | Direction | Proity |
MEMTOMEM DMA1 Stream 2 Memaory To Memory Low
Add Delete

DMA, Request Settings

Src Memory Dst Memaory
Mode [Mormal v | Increment Address
Use Fifo Threshold Data Width [Byte v || PByte v|
Burst Size |Single v | |Sing|e v |

DMA Request Generator Settings

NVIC configuration window

Click NVIC in the System view to open the Nested Vector interrupt controller configuration
window (see Figure 89).

Interrupt unmasking and interrupt handlers are managed within two tabs:

e NVIC, to enable peripheral interrupts in the NVIC controller and to set their priorities
e Code generation, to select options for interrupt related code generation

Enabling interruptions using the NVIC tab view

The NVIC view (see Figure 89) does not show all possible interrupts, but only the ones
available for the peripherals selected in the Pinout & Configuration panels. System
interrupts are displayed but can never be disabled.

Check/uncheck the Show only enabled interrupts box to filter or not enabled interrupts.

When DMA channels are configured in the project, check/uncheck “Force DMA channels
interrupts” to automatically enable/disable DMA channels interrupts in the generated code.

Use the search field to filter out the interrupt vector table according to a string value. As an
example, after enabling UART peripherals from the Pinout panel, type UART in the NVIC
search field and click the green arrow close to it: all UART interrupts are displayed.

Enabling a peripheral interrupt generates NVIC function calls HAL_NVIC_SetPriority and
HAL_NVIC_EnablelRQ for this peripheral.
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Figure 89. NVIC configuration tab - FreeRTOS disabled

E 5TM32CubeMX Untitled™ STM32F401CBUx - [m] *
-
sTMz2 W File Window Help @ n oYy k L
CubeMX ,’
Ha CBUx Untitled - Pinout & Configuration GENERATE CODE
® Clock Configuration Project Manager
v Software Packs v Pinout
NVIC Mode and Configuration :
.
System Core ~ i
- Priority Group |4 bits for pre-emption priority 0 bits for su... V| [ Sort by Premption Priority and Sub Priority [ Sort by interrupts names
DMA
GPIO Search | ‘ © (@ Show |available interrupts ~ Force DMA channels Interrupts
IWDG
NVIC. NVIC Interrupt Table Enabled | Preemption Priority Sub Priority
Ecz Mon maskable interrupt 0 0
v \7\;\!\7[]G Hard fault interrupt 0 0
Memory management fault 0 0
Pre-fetch fault, memory access fault 0 0
N Undefined instruction or illegal state 0 0
Analog System service call via SWI instruction 0 0
T N Debug manitor 0 0
imers Pendable request for system senice 0 0
Comnectivt 5 Time base: System tick timer 18 0
e PVD interrupt through EXT1 line 16 O 0 0
Multimedia 5 Flash global interrupt 0o o 0
RCC global interrupt O o 0
Computing 3y DMA1 stream0 global interrupt 0 0
DMA1 streamé global interrupt 0 0
Middleware “ 12C1 event interrupt 0o o 0
12C1 error interrupt O o 0
$ SPI1 global interrupt O o 0
FATFS DMAZ stream0 global interrupt 0 0
EEEEE;OS DMAZ stream3 global interrupt 0 0
MBEDTLS USB On The Ga FS global interrupt O 0 0
FPU global interrupt O o 0
USB_HOST
- O Preemption Priority || Sub Priority [ ]

When FreeRTOS is enabled, an additional column is shown (see Figure 90).

In this case, all the interrupt service routines (ISRs) that are calling the interrupt safe
FreeRTOS APIs must have a priority lower than the priority defined in the
LIBRARY_MAX_SYSCALL_INTERRUPT_PRIORITY parameter (the highest the value, the
lowest the priority). The check in the corresponding checkbox guarantees that the restriction
is applied.
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If an ISR does not use such functions, the checkbox can be unchecked and any priority level
can be set. It is possible to check/uncheck multiple rows (see rows highlighted in blue in
Figure 90).

Figure 90. NVIC configuration tab - FreeRTOS enabled

& NVIC | @ Code generation

Priority Group |4 bits for pre-emption priori... V| [ Sort by Premption Priority and Sub Priority

Search | ' | © @ [ Show only enabled interrupts

MVIC Interrupt Table F'reemphc-n Pri... Uses FreeRTDa fun...

Mon maskable interrupt

Hard fault interrupt

Memaory management fault

Pre-fetch fault, memaory access fault
Undefined instruction or illegal state
System senvice call via SWI instruction
Debug maonitor

Fendable request for system service
Time base: System tick timer

PVD interrupt through EXTI line 16
Flash global interrupt

RCC global interrupt

I2C1 event interrupt

121 error interrupt

SPI1 global interrupt

USBE On The Go FS global interrupt
FPU global interrupt

O Preemption Priority I:I Sub Priority l:l O

OO0O000000O e EE

momm onnnmimm - = O O OO o O
o

=R o o R e e R e R e e R o e B e e B R R

< f<f< << << mim|mimjjmimim

Peripheral dedicated interrupts can also be accessed through the NVIC window in the
configuration window (see Figure 91).

Figure 91. 12C NVIC configuration window

& NVIC Settings | @ GFPIO Seitings | & DMA Settings

@ Parameter Setting @ User Constants

NVIC Interrupt Table Enabled Preemption Priority

12C1 event interrupt
12C1 error interrupt |:|

(8]

EI
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STM32CubeMX NVIC configuration consists in selecting a priority group, enabling/disabling
interrupts and configuring interrupts priority levels (preemption and sub-priority levels):

1.

Select a priority group

Several bits allow to define NVIC priority levels, they are divided in two groups,
preemption priority and sub-priority. For example, in the case of STM32F4 MCUs, the
NVIC priority group 0 corresponds to 0-bit preemption and 4-bit sub-priority.

In the interrupt table, click one or more rows to select one or more interrupt vectors.
Use the widgets below the interrupt table to configure the vectors one by one or several
at a time:

— Enable checkbox: check/uncheck to enable/disable the interrupt.

—  Preemption priority: select a priority level. The preemption priority defines the
ability of one interrupt to interrupt another.

—  Sub-priority: select a priority level. Defines the interrupt priority level.

Code generation options for interrupt handling

The Code Generation view allows customizing the code generated for interrupt initialization
and interrupt handlers:

Selection/Deselection of all interrupts for sequence ordering and IRQ handler
code generation

Use the checkboxes in front of the column names to configure all interrupts at a time
(see Figure 92). Note that system interrupts are not eligible for init sequence reordering
as the software solution does not control it.

Figure 92. NVIC Code generation — All interrupts enabled

PR

@ MNVIC | @ Code generation

. ___ nerm pttable Select for init sequence ordering Generate IRQ handler

Memory management fault

Pre-fetch fault, memaory access fault
Undefined instruction or illegal state
System senvice call via SWI instructi...
Diebug monitor

Pendable request for system service
Time basze: System tick timer

RCC global interrupt

ADCH, ADCZ and ADC3 global inter...
CAMNT TX interrupts

[2C1 eventinterrupt

Interrupt unmasking ordering table (interrupt init code is moved after all the peripheral init code)

m Interrupt namea

BRSO 000000O
<< e <]

ADCT, ADCZ and ADC3 global interrupts
CAM1 TX interrupts

12C1 event interrupt

RCC global interrupt

i
—
[
—

ove up
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e Default initialization sequence of interrupts
By default, the interrupts are enabled as part of the peripheral MSP initialization
function, after the configuration of the GPIOs and the enabling of the peripheral clock.
This is shown in the CAN example below, where HAL NVIC_SetPriority and
HAL _NVIC_EnablelRQ functions are called within stm32xxx_hal_msp.c file inside the
peripheral msp_init function.
Interrupt enabling code is shown in bold:
void HAL_CAN MspInit (CAN HandleTypeDef* hcan)
{
GPIO_InitTypeDef GPIO_InitStruct;
if (hcan->Instance==CAN1)
{
/* Peripheral clock enable */
__CAN1_CLK_ENABLE() ;
/**CAN1l GPIO Configuration

PDO  -—---- > CAN1_RX
PD1  —----- > CAN1_TX
*/

GPIO_InitStruct.Pin = GPIO_PIN_0|GPIO_PIN_1;

GPIO_InitStruct.Mode GPIO_MODE_AF_PP;
GPIO_InitStruct.Pull GPIO_NOPULL;
GPIO_InitStruct.Speed = GPIO_SPEED_FREQ VERY HIGH;

GPIO_InitStruct.Alternate = GPIO_AF9 CAN1;
HAL_GPIO_Init (GPIOD, &GPIO_InitStruct);

/* Peripheral interrupt init */
HAL NVIC_SetPriority(CAN1l TX IRQOn, 2, 2);
HAL_NVIC_EnableIRQ(CAN1l_TX IRQn);
}
}
For EXTI GPIOs only, interrupts are enabled within the MX_GPIO_Init function:
/*Configure GPIO pin : MEMS_INT2 Pin */

GPIO_InitStruct.Pin MEMS_INT2_ Pin;
GPIO_InitStruct.Mode GPIO_MODE_EVT RISING;
GPIO_InitStruct.Pull = GPIO_NOPULL;

HAL_ GPIO_Init (MEMS_INT2_ GPIO_Port, &GPIO_InitStruct);

/* EXTI interrupt init*/
HAL_NVIC_SetPriority (EXTI15_10_IRQn, 0, 0);
HAL_NVIC_EnableIRQ(EXTI15_10_IRQn);

For some peripherals, the application still needs to call another function to actually
activate the interruptions. Taking the timer peripheral as an example, the

HAL _TIM_IC_Start_IT function needs to be called to start the Timer input capture (IC)
measurement in interrupt mode.
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e Configuration of interrupts initialization sequence
Checking Select for Init sequence ordering for a set of peripherals moves the
HAL_NVIC function calls for each peripheral to a same dedicated function, named
MX_NVIC_Init, defined in the main.c. Moreover, the HAL_NVIC functions for each
peripheral are called in the order specified in the Code generation view bottom part
(see Figure 93).
As an example, the configuration shown in Figure 93 generates the following code:
/** NVIC Configuration
*/
void MX NVIC_Init (void)
{
/* CAN1_TX_ IRQn interrupt configuration */
HAL_NVIC_SetPriority(CAN1_TX IRQn, 2, 2);
HAL_ NVIC_EnableIRQ(CAN1_TX_IRQn);
/* PVD_IRQn interrupt configuration */
HAL_NVIC_SetPriority(PVD_IRQn, 0, 0);
HAL_NVIC_EnableIRQ(PVD_IRQn);
/* FLASH IRQn interrupt configuration */
HAL NVIC_SetPriority(FLASH IRQn, 0, 0);
HAL_ NVIC_EnableIRQ(CAN1l_IRQn);
/* RCC_IRQn interrupt configuration */
HAL_NVIC_SetPriority(RCC_IRQn, 0, 0);
HAL_ NVIC_EnableIRQ(CAN1l_IRQn);
/* ADC_IRQn interrupt configuration */
HAL_NVIC_SetPriority(ADC_IRQn, 0, 0);
HAL_ NVIC_EnableIRQ(ADC_IRQn);
}
¢ Interrupts handler code generation
By default, STM32CubeMX generates interrupt handlers within the stm32xxx_it.c file.
As an example:
void NMI_Handler (void)
{
HAL RCC_NMI_IRQHandler():
}
void CAN1_TX IRQHandler (void)
{
HAL_CAN_ IRQHandler (&hcanl);
}

The column Generate IRQ Handler allows the user to control whether the interrupt
handler function call can be generated or not. Deselecting CAN1_TX and NMI
interrupts from the Generate IRQ Handler column as shown in Figure 93 removes the
code mentioned earlier from the stm32xxx_it.c file.

3
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Figure 93. NVIC Code generation - IRQ Handler generation

& NVIC | & Code generation
Enabled interrupt table Select for init sequence ordering Generate IRC handler

Man maskable interrupt

Hard fault interrupt

Memaory management fault
Pre-fetch fault, memaory access fault
Undefined instruction or illegal state
System service call via SW instructi...
Debug monitor

Pendable request for system senvice
Time base: System tick timer

RCC global interrupt

CAM1 TX interrupts

<< mimimimimimimjm}n
@HHHHHHHHHE

Interrupt unmasking ordering table (interrupt init code is moved after all the peripheral init code)

 Rank |  nteruptrame |
ADCA, ADCZ2 and ADC3 global interrupts

CANT TX interrupts

12C1 event interrupt

RCC global interrupt

Xy

4.5.15 FreeRTOS configuration panel

Through STM32CubeMX FreeRTOS configuration window, the user can configure all the
resources required for a real-time OS application, and reserve the corresponding heap.
FreeRTOS elements are def/ined and created in the generated code using CMSIS-RTOS
API functions. Follow the sequence below:

1. In the Pinout & Configuration tab, click FreeRTOS to reveal the Mode and
Configuration panels (see Figure 94).

2. Enable freeRTOS in the Mode panel.

3. Go to the configuration panel to proceed with configuring FreeRTOS native parameters
and objects, such as tasks, timers, queues, and semaphores. In the Config tab,
configure Kernel and Software settings. In the Include parameters tab, select the API
functions required by the application and this way, optimize the code size. Both Config
and Include parameters are part of the FreeRTOSConfig.h file.

3
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Figure 94. FreeRTOS configuration view

[Z1 STM32CubeMX Untitled*: STM32F420VITx = [ [
. :
o i i 9 n *}( L
a3 File Window Help oy S 72

Untitled - Pinout & Configuration GENERATE CODE

Pinout & Configuration Clock Configuration
Additional Softwares

Project Manager

v Pinout
FREERTOS Mode and Configuration

Mode
System Care > Enabled
Analog >
Timers b
c ity > Configuration
annectivity
Reset Configuration
Multimedia  » — r=—
Securit > —
v [Configure the following parameters |
> ) . .
Computing Q] ( ( (i)
Middleware v Versions
TOS ~ Kernel settings
USE_PREEMPTION Enabled
LIBJPEG CPU_CLOCK_HZ SystemCoreCloc!
TICK_RATE_HZ 1000
MBEDTLS MAX_PRIORITIES 7
MINIMAL_STACK_SIZE 128 Words
MAX_TASK_NAME_LEN 16
E— USE_16_BIT_TICKS Disabled
IDLE_SHOULD_YIELD Enabled
Application > USE_MUTEXES Enabled
USE_RECURSIVE_MUTEXES Disabled

Tasks and Queues tab

As any RTOS, FreeRTOS allows structuring a real-time application into a set of independent
tasks, with only one task being executed at a given time. Queues are meant for inter-task
communications: they allow to exchange messages between tasks or between interrupts
and tasks.

The FreeRTOS Tasks and Queues tab enables the creation and configuration of such
tasks and queues (see Figure 95).

The corresponding initialization code is generated within main.c or freeRTOS.c if the option
“generate code as pair of .c/.h files per peripherals and middleware” is set in the Project
Settings menu, or within main.c by default, or within freeRTOS.c if the option “generate
code as pair of .c/.h files per peripherals and middleware” is set in the Project Manager
menu.
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Figure 95. FreeRTOS: configuring tasks and queues

@ Timers and Semaphores
arameters nclude pa @ User Constants
Tasks
| TaskName | Priority  [tack Size Wor.] Entry Function | Code Generati..| Parameter | _Allocation | Buffer Name _[Control Block .|
defaultTask osPriorityMormal 128 StartDefaultTask Default MULL Dynamic MULL MULL
Task_A osPriorityHigh 128 StarTask_A Default MNULL Dynamic MNULL MULL
myTask_B osPriorityLow 256 StanTask_B Default MNULL Dynamic MULL MULL

Queues
Conirol Block Name
16

myQueue_1 uint16_t Dynamic NULL NULL
myQueue_2 3z uint16_t Dynamic MULL MULL
e Tasks

Under the Tasks section, click the Add button to open the New Task window where
task name, priority, stack size and entry function can be configured (see Figure 96).
These settings can be updated at any time: double-clicking a task row opens again the
new task window for editing.
The entry function can be generated as weak or external:
— When the task is generated as weak, the user can propose a definition different
from the one generated by default.

— When the task is extern, it is up to the user to provide its function definition.
By default, the function definition is generated including user sections to allow
customization.

e Queues
Under the Queues section, click the Add button to open the New Queue window
where the queue name, size and item size can be configured (see Figure 96). The
queue size corresponds to the maximum number of items that the queue can hold at a
time, while the item size is the size of each data item stored in the queue. The item size
can be expressed either in number of bytes or as a data type:

e 1 byte for uint8_t, int8_t, char and portCHAR types

e 2 bytes for uint16_t, int16_t, short and portSHORT types

e 4 bytes for uint32_t, int32_t, int, long and float

e 8 bytes for uint64_t, int64_t and double
By default, the FreeRTOS heap usage calculator uses four bytes when the item size
cannot be automatically derived from user input.

These settings can be updated at any time: double-clicking a queue row opens again
the new queue window for editing.
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Figure 96. FreeRTOS: creating a new task

Tasks

Entiy Function [ Code Generai... ontrol Block ..

defaultTask osPriorityMormal 128 StartDefauliTask Default MULL Dynamic MULL MULL
Task_A osPriorityHigh 128 StarfTask_A Default NULL Dynamic MULL MNULL
myTask_B osPriorityLow 256 StarTask_B Default NULL Dynamic MULL MNULL

Add Delete

@
Conirol Block Name
myQueue_1 16 uint16_t Dynamic NULL NULL
myQueue_2 32 uint16_t Dynamic MULL MULL

Add Delete

The following code snippet shows the generated code corresponding to Figure 95.

/* Create the thread(s) */
/* definition and creation of defaultTask */
osThreadDef (defaultTask, StartDefaultTask, osPriorityNormal, 0, 128);
defaultTaskHandle = osThreadCreate(osThread(defaultTask), NULL);

/* definition and creation of Task A */
osThreadDef (Task_ A, StartTask_ A, osPriorityHigh, 0, 128);
Task_AHandle = osThreadCreate(osThread(Task_ A), NULL);

/* definition and creation of Task B */
osThreadDef (Task_B, StartTask B, osPriorityLow, 0, 256);
Task_ BHandle = osThreadCreate(osThread(Task_B), NULL);

/* Create the queue(s) */

/* definition and creation of myQueue_1 */

osMessageQDef (myQueue_ 1, 16, 4);

myQueue_lHandle = osMessageCreate (osMessageQ (myQueue_1), NULL);

/* definition and creation of myQueue 2 */
osMessageQDef (myQueue_2, 32, 2);
myQueue_2Handle = osMessageCreate (osMessageQ (myQueue_2), NULL);

Timers, Mutexes and Semaphores

FreeRTOS timers, mutexes and semaphores can be created via the FreeRTOS Timers and
Semaphores tab. They first need to be enabled from the Config tab (see Figure 97).
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Figure 97. FreeRTOS - Configuring timers, mutexes and semaphores

Reset Configuration
Heap Usage
@ User Constants
rTimers
Callback ode Generation Op..| _Parameter | ___Allocation | Contral Block Name
myTimerQ1 Callback01 osTimerPeriodic Default MULL Dynamic MULL
myTimer0d2 Callback02 osTimerOnce Default NULL Dynamic MNULL
r Binary Semaphores
Semaphore Name Control Block Name
myBinarySem01 Dynamic MULL
rCounting Semaphores
Semaphore Name Control Block Name

myCountingSem01 2 Dynamic MULL

Under each object dedicated section, clicking the Add button to open the corresponding
New <object> window, where the object specific parameters can be specified. Object
settings can be modified at any time: double- clicking the relevant row opens again the New
<object> window for edition.

Note: Expand the window if the newly created objects are not visible.
e Timers
Prior to creating timers, their usage (USE_TIMERS definition) must be enabled in the

software timer definitions section of the Configuration parameters tab. In the
same section, timer task priority, queue length and stack depth can be also configured.

The timer can be created to be one-shot (run once) or auto-reload (periodic). The timer
name and the corresponding callback function name must be specified. It is up to the
user to fill the callback function code and to specify the timer period (time between the
timer being started and its callback function being executed) when calling the
CMSIS-RTOS osTimerStart function.

e  Mutexes / Semaphores

Prior to creating mutexes, recursive mutexes and counting semaphores, their usage
(USE_ MUTEXES, USE_RECURSIVE_MUTEXES,
USE_COUNTING_SEMAPHORES definitions) must be enabled within the Kernel
settings section of the Configuration parameters tab.

The following code snippet shows the generated code corresponding to Figure 97.

/* Create the semaphores(s) */
/* definition and creation of myBinarySem0l */
osSemaphoreDef (myBinarySem01) ;

myBinarySem0OlHandle = osSemaphoreCreate (osSemaphore (myBinarySem0l), 1);

/* definition and creation of myCountingSem01l */
osSemaphoreDef (myCountingSem01) ;

myCountingSem0OlHandle = osSemaphoreCreate (osSemaphore (myCountingSem01),
7):
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/* Create the timer(s) */
/* definition and creation of myTimerO0l */
osTimerDef (myTimer0l, CallbackOl);

myTimer0OlHandle = osTimerCreate (osTimer (myTimer0l), osTimerPeriodic,
NULL) ;

/* definition and creation of myTimer02 */
osTimerDef (myTimer02, Callback02);

myTimer0O2Handle = osTimerCreate (osTimer (myTimer02), osTimerOnce, NULL);

/* Create the mutex(es) */
/* definition and creation of myMutex0l1l */
osMutexDef (myMutex01) ;

myMutex0OlHandle = osMutexCreate (osMutex(myMutex01));

/* Create the recursive mutex(es) */
/* definition and creation of myRecursiveMutex01l */
osMutexDef (myRecursiveMutex01) ;

myRecursiveMutex0lHandle =
osRecursiveMutexCreate (osMutex (myRecursiveMutex01l));

FreeRTOS heap usage

The FreeRTOS Heap usage tab displays the heap currently used and compares it to the
TOTAL_HEAP_SIZE parameter set in the Config Parameters tab. When the total heap
used crosses the TOTAL_HEAP_SIZE maximum threshold, it is shown in fuchsia and a
cross of the same color appears on the tab (see Figure 98).

Figure 98. FreeRTOS heap usage

@ FreeRTOS

ude parameters

v Summary

HEAP STILL AVAILABLE 0 Bytes
Total amount for tasks 33328 Bytes
Total amount for queues 3396 Bytes
Total amount for timers 96 Bytes
Total amount for mutexes and semaphores 176 Bytes

w FreeRTOS tasks
Idle task (FreeRTOS internal) G624 Bytes
Timer service task (FreeRTOS internal) 1136 Bytes
defauliTask 524 Bytes
Task_A 15472 Bytes
myTask_B 15472 Bytes

TOTAL HEAP USED

Total amount of the heap used by known objects (user abjects, internal freertos objects)

WARNING

Current computed value is greater than the configTOTAL_HEAP_SIZE value setin Config parameters tab

To avoid runtime issues, you should increase config_TOTAL_HEAP_SIZE, remove/adjust some defined objects (tasks, queues, timers, mutexes, semaphores) or change
the Memory Management scheme to heap_3

More about FreeRTOS Heap:
FreeRTOS uses a region of memory called Heap (into the RAM) to allocate memory for tasks, queues, timers, semaphores, mutexes and when dynamically creating
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Setting HAL timebase source

By default, the STM32Cube HAL is built around a unique timebase source, the
Arm® Cortex® system timer (SysTick).

However, HAL-timebase related functions are defined as weak, so that they can be
overloaded to use another hardware timebase source. This is strongly recommended when
the application uses an RTOS, since this middleware has full control on the SysTick
configuration (tick and priority) and most RTOSs force the SysTick priority to be the lowest.

Using the SysTick remains acceptable if the application respects the HAL programming
model, that is, does not perform any call to HAL timebase services within an Interrupt
Service Request context (no dead lock issue).

To change the HAL timebase source, go to the SYS peripheral in the Component list panel
and select a clock among the available sources, such as SysTick, TIM1, TIM2 (see
Figure 99).

Figure 99. Selecting a HAL timebase source (STM32F407 example)

Pinout & Configuration Clock Configuration

Additional Softwares

SYS Mode and Configuration

¢ Debug |Disat}|e Vl
21?1 O system Wake-Up
SDIo Timebase Source |SysTick r
= SysTick
TIM1
Pt vz
TIM3
TIMA TIM4
TIM2 TIMA
TIM3 —‘HME r
Tin4 TIMT

When used as timebase source, a given peripheral is grayed and can no longer be selected
(see Figure 100).
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Figure 100. TIM1 selected as HAL timebase source

SY'5 Mode and Configuration

Debug |Disable w

] System Wake-Up

Timebase Source (TIM1 w

As illustrated in the following examples, the selection of the HAL timebase source and the
use of FreeRTOS influence the generated code.

Example of configuration using SysTick without FreeRTOS

As illustrated in Figure 101, the SysTick priority is set to 0 (High) when using the SysTick
without FreeRTOS.

Figure 101. NVIC settings when using SysTick as HAL timebase, no FreeRTOS

& NVIC | @ Code generation

Priority Group |4 bits for pre-emption priority 0 bits for __. V| [ Sort by Premption Priority and Sub Priority
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Interrupt priorities (in main.c) and handler code (in stm32f4xx_it.c) are generated
accordingly:
e main.c file
/* SysTick_ IRQn interrupt configuration */
HAL_ NVIC_SetPriority(SysTick IRQn, 0, 0);

3
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o stm32f4xx_it.c file

/**

* @brief This function handles System tick timer.

*/

void SysTick_Handler (void)

{
/* USER CODE BEGIN SysTick_IRQn 0 */
/* USER CODE END SysTick_IRQn 0 */
HAL_ IncTick();
HAL_SYSTICK_IRQHandler();
/* USER CODE BEGIN SysTick IRQn 1 */

/* USER CODE END SysTick_IRQn 1 */
}

Example of configuration using SysTick and FreeRTOS

As illustrated in Figure 102, the SysTick priority is set to 15 (Low) when using the SysTick
with FreeRTOS.

Figure 102. NVIC settings when using FreeRTOS and SysTick as HAL timebase
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Search | { | @ @ [ Show only enabled interrupts
Mon maskable interrupt 0 0
Hard fault interrupt 0 0
Memaory management fault 0 0
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Undefined instruction or illegal state 0 0
System senvice call via SWI instruction 0 0
Debug monitor 0 0
Pendable request for system service 0 0
Time base: System tick timer [15 ~|0
PYD interrupt through EXTI line 16 O 0 0
Flash global interrupt O o 0
RCC global interrupt O o 0
SPI2 global interrupt O o 0
TIMG global interrupt, DACT and DACZ underrun error interrupts O 0 0
FPU global interrupt O o 0

As shown in the following code snippets, the SysTick interrupt handler is updated to use
CMSIS-o0s osSystickHandler function.

e main.c file
/* SysTick_IRQn interrupt configuration */
HAL_NVIC_SetPriority(SysTick IRQn, 15, 0);

3
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e stm32f4xx_it.c file
/**
* @brief This function handles System tick timer.
*/
void SysTick Handler (void)
{
/* USER CODE BEGIN SysTick IRQn 0 */

/* USER CODE END SysTick IRQn 0 */
HAL_ IncTick();

osSystickHandler();

/* USER CODE BEGIN SysTick IRQn 1 */

/* USER CODE END SysTick_IRQn 1 */
}

Example of configuration using TIM2 as HAL timebase source

When TIM2 is used as HAL timebase source, a new stm32f4xx_hal_timebase TIM.c file is
generated to overload the HAL timebase related functions, including the HAL_InitTick
function that configures the TIM2 as the HAL time-base source.

The priority of TIM2 timebase interrupts is set to 0 (High). The SysTick priority is set to 15
(Low) if FreeRTOS is used, otherwise is set to 0 (High).

Figure 103. NVIC settings when using FreeRTOS and TIM2 as HAL timebase
@ NVIC | @ Code generation

Priorty Group |4 bits for pre-emption priority 0 bits for . V| [ Sort by Premption Priority and Sub Priority
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Hard fault interrupt 0 0
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ystem tick timer 15 | 0
PVD interrupt through EXTT ine 16 L 1] 0
Flash global interrupt O o 0
RCC global interrupt O o 0
Time base: TIMZ global interrupt 0 | 1]
SPIZ global interrupt [ M) u 0
TIME global interrupt, DAC1 and DACZ underrun error interrupts | 0 0
FPU global interrupt O o 0

The stm32f4xx_it.c file is generated accordingly:

e  SysTick_Handler calls osSystickHandler when FreeRTOS is used, otherwise it calls
HAL_SYSTICK_IRQHandler.

e TIM2_IRQHandler is generated to handle TIM2 global interrupt.
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Pinout & Configuration view for STM32 MPUs

For STM32MPUs the Pinout & Configuration view allows the user to:
e assign components to one or several run time contexts

e  configure peripherals as boot devices

select the peripherals to be managed by boot loaders

assign GPIOs to one runtime (see Figure 105).

These possibilities are offered in two different panels (see Figure 104):

e from the component tree panel, listing all supported peripherals and middleware (the
“Show contexts” option must be enabled)

o from each component mode panel, opened by clicking the component name.

Figure 104. STM32MPUs boot devices and runtime contexts
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Figure 105. STM32MPUs: assignment options for GPIOs
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4.6.1 Run time configuration
On these multi-core (Arm® Cortex®-A7 dual-core and Cortex-®M4) and multi-firmware
devices, each firmware is executing on one of the cores. The association between firmware
and core defines a runtime context. Three runtime contexts are available:
1. Cortex-A7 Non Secure running the Linux kernel
2. Cortex-A7 Secure running the SP_min
3. Cortex-M4 running the STM32Cube firmware.
Assigning a component to a runtime context means specifying which context(s) will control
the component at runtime. Assignments to a Cortex-A7 context are reflected in the device
tree code generation, while assignments to the Cortex-M4 context are reflected in
STM32Cube based C code generation (refer to code generation sections for more details).
The component assignment to a context is done in the context dedicated column.
4.6.2 Boot stages configuration

3

Boot ROM peripherals selection
Several execution stages are needed by the microprocessor to be up and running.

The binary code embedded in the ROM is the first to be executed. It uses a default
configuration to initialize the clock tree and all peripherals involved in the boot detection.

The peripherals managed by the boot ROM program can be selected as boot devices. This
choice is done in the Boot ROM column (see Figure 106).

Figure 106. Select peripherals as boot devices
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When a peripheral is set as boot device, it imposes a specific pinout: some signals have to
be mapped exclusively on pins visible by the boot ROM and only these signals/pins are
taken into account by the boot ROM program.

When a functional mode of a ROM-bootable peripheral is set, the pinout linked to this mode
is the same of that for a runtime context except for the signals imposed on specific pins by
the boot ROM code.
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During the boot step (boot ROM code execution), the peripheral is running only with the
sub-set of bootable signals and pins. After boot, during runtime, the peripheral runs with all
signals necessary to the selected functional mode.

Boot loader (A7 FSBL) peripherals selection

When the board starts, the launching of each of the Cortex-A7 runtime contexts (Secure and
Non Secure) on which a firmware executes (for example Linux kernel for Cortex-A7 Non
Secure) preceded by an early boot execution stage, that is before U-Boot relocation in DDR.

The Boot loader (A7 FSBL) column is used to define which devices can be managed during
this Boot loader stage.

This assignment are reflected in the different device trees generated (refer to code
generation sections for more details).

RIF configuration

Some STM32 products, like the STM32MP25x, have a special feature called RIF (resource
isolation framework), used as a security guard for the their peripherals and memory. RIF
decides which blocks the CPU can use, and manages the support systems for them. For
details on how RIF operates, visit the STM32MPU Wiki website.

When the user sets up RIF in the STM32CubeMX program, the basic steps are the same,
independently from the used device, even if there are several available options.

Configuration approach

In STM32CubeMX, the way the RIF keeps blocks safe is controlled by how user sets up
them by software. When the settings change, STM32CubeMX checks them, translates what
the user has done, and shows the updates in a special section called RIF panel.

User cannot set the access level or their special functions only by using software settings.
This is managed by the main, trusted part of the software, with special access (Privileged
mode). If there is need to use a setup where some blocks are used by less trusted software
without special access (non-Privileged mode), user can make the changes in the RIF panel.

Blocks that user cannot set up with a software tool (like some memory areas in the
STM32MP25), can still be protected by using the RIF panel.

The RIF panel is designed to display the security settings for the whole microcontroller
(SOC level) in a way is similar to what detailed in the reference manual.
In the final steps:

e The system creates a set of rules (RIF configuration) that determine who is allowed to
use different parts of the microcontroller. These rules are written out as source code.

e  The code that sets up the microcontroller hardware blocks (like memory and
peripherals) is made to match the software settings and the access rules user has set.
This ensures that everything works together, without conflicts.

RIF global configurations

The RIF configuration panel can be conveniently accessed through the IP panel itself. This
is because the RIF is integrated as a regular security IP within the STM32CubeMX system.
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RIF global configurations for STM32MP2

The RIF configuration panel contains only one configuration, named Default configuration.
The user can either lock down unused resources to prevent access, or leave them open for
unrestricted use.

Two choices are proposed:

e No access: blocks the use of the resource. No one can read from it, write to it, or use it
in any way.

e Full access: the resource can be used, it can be read and written without any
restriction.

Figure 107. Default configuration

Pinout & Configuration Clock Co Pinout & Cenfiguration Cloe

Default Configuration Default Configuration

I Ho access o @D Full access

o

For the STM32MP2 series, there is a unique RIF configuration provided to the user. The
radio button is disabled and indicates “No access” (see Figure 108): the user cannot read,
write, or use it in any form.

Figure 108. Default configuration for the STM32MP2 series
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RIF global configurations for STM32N6
For the STM32NG6 series, the RIF default configuration is not supported.

UM1718 Rev 51 129/636




STM32CubeMX user interface UM1718

130/636

Figure 109. RIF configuration extension in IPs panel for the STM32MP2 series
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Figure 110. RIF configuration extension in IPs panel for the STM32N6 series
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Peripherals protection

Microcontroller peripherals can be classified by their function or by how they are protected:
e  Sorted by function:

—  Standard peripherals: do processing and can interact with other devices (such as
I2C and UART).

—  Service peripherals: do processing but do not interact with other devices (such as
CRYP and HASH).

—  System peripherals: provide services to other peripherals (such as RCC, GPIO,
DMA).

e  Sorted by protection scheme:

—  The whole peripheral is protected (non-RIF-aware IP). Access rules are set for the
whole peripheral. The RISUP subsystem manages the protection.

—  Protection by specific function (RIF-aware and pseudo-RIF-aware IP). Access
rules are based on specific functions/features. The peripheral itself controls the
protection. For pseudo-RIF-aware IPs, although they are RIF-aware, their feature
protection is managed by the RISUP.

In STM32CubeMX, the security for the microcontroller peripherals is set through the RIF,
based on the software settings. The program figures out the security rules automatically,
based on which parts (IP or IP features) are assigned to various parts of the software. When
a part is assigned to a software area, it must be decided who can use, who can set it up, and
what is allowed to do with it.

The configuration of access rights are available within the RIF panel:

e Non RIF-aware and pseudo RIF-aware |IPs: access rights are managed through the
RISUP panel.

e RIF-aware IPs: access rights for these IPs are configured in the RIF-aware IPs panel.

Peripheral instance protection

Peripheral instance protection for STM32MP2

The assignment of IPs (or IP features in the case of pseudo-RIF-aware IPs) to software
contexts directly determines access rights. These rights are then displayed in the RIF
RISUP configuration panel, which outlines the level of protection provided by the RIF, and
where advanced configurations can be specified for each peripheral instance.

The RISUP configuration panel for STM32MP2 series is composed of:

e The list of IPs and features of pseudo-RIF-aware IPs

e |P identifiers (ID), as defined in the reference manual

e |IP master owners compartment Identifiers (CID) and security states

e  The RIF privilege level for each IP

e The lock state for each IP
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Figure 111. RISUP configuration panel
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The Lock blocks any change after boot (that is, after configuration in STM32CubeMX), to
prevent software from subsequently making changes to the RIF elements.

The Local Lock defines a Lock on independent elements.

Global Lock defines a Lock on a set of elements. By default, it is OFF. (_J Global lock : OFF

Configuration example

Figure 112 shows on left hand side the IP allocation per software context, and, on the
right-hand side the equivalent in the RISUP configuration panel.

Figure 112. Software context configuration vs. RISUP configuration
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For example, if the user sets ADC3 to Cortex-A35 secure context, on the RIF panel ADC3 is
allocated to CID 1, and set secure. The user can then configure the privilege and the lock. If
a peripheral is set in two contexts (Cortex-A35 and Cortex-M33), the allocated CID is 1&2.

Figure 113. Example of IP assignment to one context and result in RISUP
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If the user selects an IP in a Cortex-A35 Non Secure context and a Cortex-M33 Non Secure
context, the CID is set to 1&2 and the Secure column is unticked, as shown in Figure 114.

If the IP is not assigned to any software context, the CID column contain a —, and the Secure
column is unticked (in the case of Full Access).

Figure 114. Example of IP assignment to two contexts and result in RISUP
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The RISUP table contains entries for peripherals not supported by the MPU, such as
CRYP1, CRYP2 on STM32MP251DAIx. These entries have the CID and lock cells
permanently set and cannot be modified. The RISUP table is primarily read-only, with
modifications limited to the MPU configuration.
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Figure 115. Lock and privilege in RISUP table
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Some IPs in RISUP do not exist in peripheral list, and some IPs are coupled. They show-up
in the Peripheral column as one. As an example, ADC1 and ADC2 are shown as ADC12,
ICACHE and DCACHE are shown as ICACHE_DCACHE.

The features of the pseudo RIF-aware IPs are also visible in the RISUP table, as shown in
Figure 116.

Figure 116. Pseudo RIF-aware IP assignment
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Peripheral instance protection for STM32N6

The RISUP panel for STM32N6 series (Figure 117) does not have the CID column because
the STM32N6 contains a single M55 core. Consequently, the CID column is unnecessary as
all peripherals in the STM32N6 are allocated by default to CID1, and the indication of RIF
unused with a — is no longer available.
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The panel is composed of five columns:

Peripherals column: list of pseudo-RIF-aware IPs and features
ID column: IP identifiers (as defined in the reference manual)
Secure column: security state for each IP

Privilege column: privilege level for each IP

Lock column: lock state for each IP

Figure 117. Peripherals (RISUP) panel for the STM32N6 series
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If the user chooses to create a new project as full secure (Figure 118), the column “Secure”
is hidden, as all peripherals are working in secure mode (Figure 119).

Figure 118. Creation of a new project for the STM32N6 series - Secure projects
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Figure 119. Peripherals (RISUP) panel for the STM32N6 series - Secure projects
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IP feature protection

In certain scenarios, feature assignment can depend upon the feature assignment of
another IP within the system.

Feature assignments are managed through the Features Configuration panel associated

with each RIF-aware IP. For non-RIF-aware IPs, although access rights are inferred from

the feature-to-software context assignments, they are documented in the IP sub-panel

found within the RIF-aware IPs configuration panel.

The features assignment is combined with the IP modes:

e  The features define which functionalities can be accessed, by which firmware

e The modes define which features are effectively used and initialized and open access
to initialization parameters

The initialization parameters set depend on the corresponding feature assignment:

e  HAL parameters when feature is assigned to a Cube firmware

e No parameters for firmware initialized via a device tree system (such as an
OpenSTLinux firmware)

Configuration example

In the following example, the FMC IP is configured to work as a RIF-aware IP:

e Click on FMC IP in Pinout & Configuration panel

e The FMC related features is displayed on the configuration panel on the right-hand side
e  Select A35S (OP-TEE) for the features FMC_CFGR

e Inthe FMC Mode and Configuration panel, pick “NE1” in the “Chip select” drop down

e Inthe Configuration panel, three tabs are displayed (Parameter Settings, Features,
GPIO Settings)

3
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Figure 120. FMC configuration
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Configuring FMC in a RIF panel:

e  Click on the RIF tab

e  Select the RIF aware IP tab on the left-hand side

e Choose FMC

Each feature can be configured as secure or privileged.

e  The CID column represents the hardware context

e The security column comes from the security of software context
e  The privilege column is set to false by default

Figure 121. RIF FMC panel
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Figure 122. RTC features
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Figure 123. RTC mode
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Figure 124. RTC parameters setting
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3

When integrating software, there are specific guidelines for setting up access to integrated
peripheral features, and to ensure that the software works correctly with the intended
STMicroelectronics software architecture. These guidelines are recommendations, not
mandatory requirements. STM32CubeMX provides a helpful feature in the Feature
Assignment panel to follow these guidelines. It uses a color coding system and instructions
to make the process easier.
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Figure 125. Color coding system and instructions
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Masters configuration

Masters configurations for STM32MP2

The RIMU is one of the core components of RIF. It allows some IPs (with data transfer
capabilities) to be configured as a master. It can be used to assign an IP to a security
domain by defining the secure, privilege, and compartment ID (CID).

RIMU allows the user to:

See the list of master IPs (in their default configuration) for new domain creation
Create new domain from each masters

Configure the RIF security level of each master

Configure the RIF privilege level of each master

Configure global lock

Between RIMU and RISUP there is an inheritance relationship for common IPs. This
relationship allows the IP to inherit the CID, security state, and privilege state from RISUP
when the user does not define its own values.

3
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The user interface for STM32MP2 is composed of a table containing six columns:
IP name

IP id, which are unique

CID SELECTION, to select CID

Master CID, to change the CID value

Secure state, inherited from RISUP

6. PRIVILEGE state, when enabled

A global lock button on the top of RIMU table can be used to lock the RIMU.

The RIMU table may contain entries for peripherals not supported by the MPU. The
configuration of these unsupported peripherals is possible, but the code generation process
excludes any code related to them. This restriction is applicable only to MPU configurations
within the RIMU table.

N

Figure 126. RIMU user interface
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To define a CID for an IP, activate CID SELECTION, and then choose a value from 0 to 6, as
shown in Figure 127.
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Figure 127. Assigning a CID to an IP in RIMU
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To change the security or privilege value for an IP, activate the appropriate CID SELECTION
checkbox, as shown in Figure 128.

Figure 128. Modification of the security and privilege values
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RIF-Aware IPs

The inheritance relationship between RISUP and RIMU is established and valid only if the
IP is assigned to a context in the Pinout & Configuration panel.
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In the context of inheritance relationships, the user cannot change the value of security and
privilege if they are false in RISUP, it can only change them from true to false if they are true.

Figure 129. IP assignment to a context
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Figure 130

. Result in RISUP of an IP assignment to a context
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Figure 131. Inheritance of CID, state of security, and privilege from RISUP
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Note that:
° Some IPs have default values

e Ifthe user does not have the right to change values in the RIMU, these cells are greyed
out

e If the user creates an STM32MP25xx project and selects the Cortex-M33 as the
master, M33S (secured) the global lock button is activated by default

e  When an IP is not used (CID = -) and the user checks the related CID SELECTION, a
default value is assigned to the CID of the IP equal to the value of the TD CID

Figure 132. Default values for IPs and user modification restrictions
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Masters configurations for STM32N6 series

The Domains (RIMU) panel for these series is composed of a table with five columns:
e  RIMU IP: the name for each IP

e RIMU ID: unique for each IP

e MASTER CID: to set CID value for each IP

e  SECURE: inherited from RISUP

e PRIVILEGE: privilege state if the IP is activated

Figure 133. Domains (RIMU) panel for STM32N6 series
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4.7.8

3

Service peripherals protection

Service peripherals are special components that perform tasks or provide data for other
parts of the system, and they do not have input/output ports (IOs). These peripherals are
known as RIF-aware IPs, which means they are aware of the security and access
framework RIF.

The user can set up these peripherals by configuring their features and modes to ensure
that they are secure (protected) and ready to be used (enabled). The security settings are
based on the assigned features, these settings are shown in a special area of the software
called the RIF-aware IPs panel. Each type of RIF-aware IP has its own unique panel,
different from the standard setup mentioned earlier. The peripherals available on
STM32MP25 devices are detailed below.

HSEM

HSEM is not configurable in STM32CubeMX, but it is visible in RIF Panel to show and
generate a default protection. It defines the filter access (secure and privilege) to HSEM
features (16 HSEM semaphores).

As the IP is not used in the system, the protection is not configurable and forced to the
“Default configuration”.

HSEM contains two tables, the first represents the CPU allocation per context, the second
contains the features, their “CPU Whitelist” (CPU_WL), the security states and privileges.

All the features (semaphores in case of HSEM IP) are secured and privileged, as shown in
Figure 134.
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Figure 134. RIF HSEM panel
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For STM32MP21 products HSM is not present among RIF-aware IPs.

TAMP protection

TAMP for the STM32MP2 devices (Figure 135) contains two tabs:

. In the first, the user can configure the available resources, making them secure or
privileged.

e Inthe second, the user can configure the memory zone area storing critical
applications data.

— Each zone can be resized using a dedicated panel available in the RIF
configuration panel

— Each zone is associated to a resource: the resource assignment defines the
firmwares that can access a zone, and the access rights

For STM32N6 devices, the TAMP Ul includes only a table that lists features along with their
security and privilege statuses (see Figure 136). Users can select a value between 0 and 32
to define the security level (in SECURE column) for the two features backup registers
protection offset (write, read/write) of the TAMP.

3
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Figure 135. RIF TAMP panel (STM32MP2 devices)
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Figure 136. RIF TAMP panel (STM32N6 devices)
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IPCC configuration

In the IPCC tab, the user can configure available resources, such as Resource features 0, 1
and 2, by setting their security levels or assigning privileged status.

PWR configuration

The PWR tab allows the user to manage settings for Resource 0, Resource 1, and
Resource 2, providing options to secure these resources, or grant them special privileges.
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System peripherals (STM32MP2 and STM32N6 series)

System peripherals are components that share their functions and resources with other
integrated peripherals (IPs). These system peripherals are designed to be RIF-aware, which
means they are compatible with a certain security and access control system.

While these system peripherals generally use the same security setup as other RIF-aware
IPs, they also have some unique features. The specific RIF configurations and what makes
them different are described in the following subsections.

The RIF-aware IPs for STM32N6 are fewer than for STM32MP2, namely: EXTI1, GPDMA1,
GPIO, HPDMA1, PWR, RCC, RTC, and TAMP. There is no need to display CID, as these
MCUs are based on a single core.

Figure 137. RIF-aware peripherals for STM32N6 MCUs
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10 configuration

There are two main types of 10 (input/output) configurations:

e  Alternate function IO (AF 10): used to transmit signals that the peripherals process.

e  General purpose 10 (GPIO) and external Interrupt 10 (EXTI 10): serve general
input/output functions and manage external interrupts.

For both types, security settings are automatically determined, based on their connections:

e  For non-RIF-aware IPs, the security comes from the IP they are connected to

e For RIF-aware IPs, it is based on the specific features of the IP they are linked with

For GPIO and EXTI, the IO sets the security.

The assignments of 10 to software contexts are displayed in the features panel specific to
the GPIO IP. Additionally, the security settings (RIF protection) for these 10 configurations
can be found in the RIF-aware IP panel, under the GPIO sub-section

3
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Figure 138. 10 protection inheritance for a non-RIF-aware IP (12C)
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Figure 139. GPIO IP panel
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Figure 140. Inheritance in RIF GPIO panel
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DMA configuration

For STM32MP2 MPUs, DMA channels can be secured to prevent unauthorized access.
Each channel is treated as a security feature within the DMA IP (integrated peripheral).

The approach to protecting DMA channels is similar to how IO protection is handled:

e  The settings for which software contexts can use a DMA channel are determined by the
peripheral that needs the DMA service. These settings are then shown in the DMA

feature panel.

e  The specific protection for each DMA channel is based on these settings and is

displayed in the RIF-aware IP panel, under the DMA section.

For STM32N6 MCUs, the security of DMA channels is user-defined and not automatically

inherited from the IPs, see Figure 142.
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Figure 142. HPDMA1 features with RIF implementation (STM32N6 MCUs)
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An example (based on STM32MP2 MPUs) is given for the 12C peripheral.

Figure 143. 12C IP panel
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Figure 144. 12C mode panel
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Figure 145. 12C features panel
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Figure 146. DMA RIF-aware IP inheritance
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Clock configuration

Clock is a RIF-aware IP. Each clock is a RIF feature that can be protected thanks to the
software context assignments of the feature.

The feature protection is then reported in the RIF-aware IP RCC panel.
The RCC feature assignment follows a different scheme, dependent on its type.

Three clocks feature types exist:
e  The root clocks:

—  Their assignment is SOC family dependent.

— On STM32MP25 devices, these features are fixedly assigned to a unique context.
e  The HW resource clocks (RAM or peripherals clocks)

—  Their assignments are inherited from the HW resource assignments it clocks.

—  These clocks may be associated to an additional configuration (the System Mode)
allowing to correctly protect the clock when it is shared between several CPU. This
is the case for STM32MP25 devices.

e  The system resource clocks:
—  These are the remaining clocks.
—  Their configuration should be done manually from the feature panel of RCC IP.

Example of the clock protection of the HW resource BKPSRAM:
. For RCC the user can lock the features.

e  Some features have a system mode, it is enabled if the feature has a CID equal to
“1&2” as we can see in case of BKPSRAM_CFGR feature above (Figure 147).

3
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Figure 147. RIF RCC panel (STM32MP2 MPUs)
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For STM32N6 devices, features security are not automatically configured, but are defined

by the user.

Figure 148. RCC features with RIF implementation (STM32N6 MCUs)
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External interrupts protection

STM32CubeMX does not display a dedicated EXTI IP in the Pinout & Configuration section.
However, EXTI can be secured in two ways:

1. From peripherals: the security for the interrupts is automatically taken from the
peripheral that creates them. For example:

—  EXTI to wake up from peripheral: when assigning an IP, STM32CubeMX identifies
and assigns the same security level and context ID to the pins connected to this
IP. The security level and context ID are determined by the software context
chosen, without any need to adjust settings in the Pinout View or GPIO
configuration. The RIF configuration panel uses the IP software context to set the
security level and context ID.

—  EXTI for PWR_WKUP: for power wake-up lines associated with a peripheral, the
software context assignment is managed through the PWR configuration panel.

2. From system resources: these must be set up manually. To do this, adjust the settings
in the EXTI sub-panel found within the RIF-aware IPs panel.

Any other EXTI not mentioned has a preset security configuration, which can viewed in the
EXTI sub-panel of the RIF-aware IPs panel.

For STM32N6 MCUs, the security settings for EXTI are not automatically assigned but are
instead defined by the user, who can set the privilege level.

Figure 149. RIF panel for EXTI1 (STM32N6 MCUs)
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Memory protection for STM32MP2 series

The memory protection is configured through two RIF controllers:

o RISAF (resource isolation slave unit for address space protection full) acts as a firewall,
allowing to define access rights for memory regions of DDR and external mapped flash
memories

o RISAB (resource isolation slave unit for address space protection block-based) acts as
a firewall, allowing to define access rights for memory regions of the internal SRAM.
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In the next we will cover only the RISAF, but the process is the same for RISAB. The first is
for managing internal memory and the second is for external memory.

RISAF configuration

RISAF is a mechanism allowing the user to configure memory access. Each memory is
divided into zones. Each zone can be configured to be read-only or read/write.

The user can also specify if privileges are required, if the memory zone should be secured
or encrypted.

The configuration happens at a compartment level.

Through RISAF registers, a trusted application (or the application to which the configuration
has been delegated) assigns memory regions and subregions to one or more security
domains (secure, privilege, compartment). RISAF includes the DDR memory.

Through RISAF the user can:

o  See the list of the different memories

e Access the memory configuration

e  Configure the parameters of the memory regions (Start address, region size, Master
CID, Read-Write-Privilege)

e  Protect memory regions of DDR and external memories by clicking on the dedicated
memory.

RISAF includes four memories, namely RISAF1 (BKPSRAM), RISAF2 (OCTOSPI 1&2),
RISAF4 (DDR), and RISAF5 (PCIE).

Figure 150. RISAF configuration
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Internal memeries (RISAB)

RIF-Aware IPs.

Each memory table contains several columns, such as region ID, region name, start
address, region size in hexadecimal, seven groups for Master CID 0 to 6, secure and
encrypt.

For each subregion, the user can change the region name and the region size. Each
memory has its default configuration.
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Figure 151. Configuration of a new subregion
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RISAF1: backup static random access memory (BKPSRAM)

BKPSRAM is divided into four regions with id 1 to 4 by default. The memory is divided into
two equal subregions. The user cannot add or remove regions.

To remove a region, the user must increase the size of another. To add a region, the user
must decrease the size of another region.

Two columns are not editable: RISAF region id and start address. The user can change the
name of subregion. If the name is empty or the region size is equal to 0, this subregion is not
generated.

The start address and the ID column are not editable.

Figure 152. Non editable columns
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The region size should not exceed the total region memory, or a warning is displayed.
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Figure 153. Warning

Message X

0 The region size off all subregions should not exceed 0x2000

The user can assign a subregion to a master CID 0 to 6. CID 7 (not configurable in the Ul) is
reserved for debugging.

RISAF2: OCTOSPI1&2 memory configuration

The OCTOSPI1&2 Master CID group column is inherited from RISUP peripherals
OCTOSPI1 and OCTOSPI2. By default, in OCTOSPI1&2 memory there are two subregions,
mm_ospi1 and mm_ospiZ2.

Figure 154. OCTOSPI1&2 configuration
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OCTOSPI1&2 use the Memory mapped mode: the two controllers are sharing the same
256 MB memory region.

By default, OCTOSPI2 takes the whole region. By clicking on the region size cell of
mm_ospi1, a list appears, allowing the user to select the region size. Possible
configurations are 0/256, 64/192, 128/128, 192/64, and 256/0 MB (see Figure 155). The
start address changes automatically.
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Figure 155. OCTOSPI1&2 memory mapping
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The master CID column group read/write/privilege are inherited from the RISUP table.

If the OCTOSPI1 peripheral in RISUP is assigned to CID1, Master CID group column 1 is
accessible, and the other CIDs are grayed out. If it is privileged in RISUP, it is privileged in
Master CID1 privilege column, as shown in Figure 157.

Figure 157. OCTOSPI1&2 inheritances from RISUP
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If OCTOSPI1 is secure in RISUP, it is secure and grayed out in RISAF2. The checkboxes
inherit their values from RISUP. Changes to the secure or to the privilege state must be
performed in the RISUP table.

If OCTOSPI1 is CID1&2 in RISUP, the two Master CID 1 and CID 2 are activated in RISAF2.
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Figure 158. OCTOSPI1&2 Master CID activation example
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OCTOSPI2 is not assigned to any CID in RISUP, so the Master CID 0 is activate

RISAF4: DDR memory configuration

d by default.

By default, the DDR is configured to handle 4 Gbytes of RAM divided into 15 subregions.

Figure 159. DDR memory configuration
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To change the memory size, go to the Pinout & Configuration tab, select the
DDR_CTRL_PHY, and choose the desired memory size.

Figure 160. DDR_CTRL_PHY activation
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When returning to RISAF4 (DDR) panel, a new configuration of the DDR memory appears
in table:

e  The region sizes can be one of the following values: 521 Mbytes, 1 Gbyte, or 2 Gbytes,
depending on the user's choices.

e The number of regions decreases from 15 to 14.

e If the user decreases the size of a region, the decreased value is added to the size of
the linuxkernell.

e  There is no empty region in the new implementation.

e Forthe DDR 4 GBytes, if the user decreases the size of a region, the decreased value
is added to the size of the linuxkernel2.

Figure 161. Conflguratlon of RISAF4 (DDR)
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Internal memories (RISAB)

As BKPSRAM memory, the user can assign a subregion to a master CID 0 to 6, set the
region as read / write, privilege, secure and encrypt.

RISAF 5: PCIE memory configuration

The PCIE memory is similar to BKPSRAM, except by default it has one subregion that takes
the whole memory region size, and the user can add maximum three other regions, set the
name, the read/write access rights, the privilege, secure and encrypt.

Figure 162. PCIE memory configuration
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For STM32MP21 products:

e  The scope of RISAF2 table scope is limited to OCTOSPI1, the unique OCTOSPI
instance supported. Additionally, there is no RISAF5 (PCIE) table on these devices.

e When the cortex M33 is chosen, there is more than one memory region.

Figure 163. RISAF table for STM32MP21 products
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Figure 164. RISAF table for STM32MP2x devices in the Cortex M33 master
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Figure 165. RISAB table for STM32MP21 products
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Default memory protection

When starting a new project using the RISAB / RISAF configuration panels, there is a
default memory protection scheme already in place. This default setup includes predefined
region names, start addresses, and sizes that correspond to a memory map designed for
the ST software architecture user is targeting.

The configuration can be modified, even if some areas are reserved. The user can modify
this default memory map to suit the needs of a new application. For instance, when working
with the STM32MP25 hardware, the OpenSTLinux software configuration for the 4-GByte
DDR memory is always pre-loaded as the default setting. However, there are certain
regions, specifically those related to the Cortex-M33NS, where the names of the memory
regions are fixed and cannot be altered.

Memory mapping generation (MPUs only)

This section discusses the generation of memory mappings for an MPU designed for use
with the OpenSTLinux architecture, and supporting the RIF. Note that this MPU does not
support the Memory Management Tool.

STM32CubeMX utilizes the RISAF/RISAB configuration as a basis for generating the
memory mapping. This mapping is specifically for the master secured firmware associated
with the MPU.

The memory mapping created by STM32CubeMX includes only the base-memory regions.
These are the regions predefined in the RISAF/RISAB configuration panels.

If an application requires additional memory sub-regions beyond the base-memory regions,
these must be defined manually. The definitions go into the User Sections within the
initialization code of the firmware that necessitates these extra sub-regions.

For the STM32MP25 hardware, when it is set to A35TD boot mode, a specific memory
mapping is produced for the OP-TEE firmware.

This mapping is saved in a file named <project name>-mx-resmem.dtsi, where
<project name> is a placeholder for the actual name of the project.
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Memory protection for STM32N6 series

The memory protection is configured through one RIF controller. RISAF (resource isolation
slave unit for address space protection full) acts as a firewall, allowing to define access
rights for memory regions of DDR and external mapped flash memories

RISAF configuration

RISAF is a mechanism allowing the user to configure memory access. Each memory is
divided into zones. Each zone can be configured to be read-only or read/write.

The user can also specify if privileges are required, if the memory zone should be secured
or encrypted.

The configuration happens at a compartment level.

Through RISAF registers, a trusted application (or the application to which the configuration
has been delegated) assigns memory regions and subregions to one or more security
domains (secure, privilege, compartment). RISAF includes the DDR memory.

Through RISAF the user can:

e  See the list of the different memories

e Access the memory configuration

e  Configure the parameters of the memory regions (Start address, region size, Master
CID, Read-Write-Privilege)

e  Protect memory regions of DDR and external memories by clicking on the dedicated
memory.

Configure memory access with RISAF for STM32N6 MCUs
The STM32N6 RISAF panel has a global lock, unlike the STM32MP2.

Figure 166. Global lock in RISAF panel for STM32N6 MCUs

Global lock G
N

b

Pinout & Configuration Clock Configuration Project Manager

Peripherals (RISUP) RISARMRIXSPIJ RISAF 13(XSPI3) | RISAF 14(FMC) | RISAF

Memory regionsconfiguration™ \emory sub-regions configuration|

15(CACHEAXI configuration port) | RISAF 21(AHB RAM1)

Domains (RIMU) 1 region 1 0x0000 0x0000 0 0 0
2 region 2 0x0000 0x0000 ] 0 [] 1]
3 region 3 0x0000 0x0000 ] 0 o o
Interrupts (IAC) 4 region 4 0x0000 0x0000 a 0 ] o
5 region & 0x0000 0x0000 ] 0 ] ]
L] region & 0x0000 Cx0000 ] 0 [} -]
7 region 7 0x0000 0x0000 O 0 o ]
%

RIF-Aware IPs
non editable column

The RISAF is divided into subcontrollers for 17 memory zones, assigned to security
domains through the RISAF subcontrollers listed below:

e RISAF1(TCM)
e RISAF2 (CPU AXI RAMO)

3
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RISAF3 (CPU AXI RAM1)
RISAF4 (NPU master 0)
RISAF5 (NPU master 1)
RISAF6 (CPU master)
RISAF7 (FLEXRAM)
RISAF8 (CACHE AXI RAM)
RISAF9 (VENCRAM)
RISAF11 (XSPI1)

RISAF12 (XSPI2)

RISAF13 (XSPI3)

RISAF14 (FMC)

RISAF15 (CACHEAXI configuration port)
RISAF21 (AHB RAM1)
RISAF22 (AHB RAM2)
RISAF23 (Backup RAM)

Each RISAF subcontroller manages a specific number of memory regions. By default, it
controls seven regions, but some subcontrollers manage 11 regions, while others handle
only two regions.

In the user interface Each RISAF sub controller is represented by 2 tables: Memory regions
configuration and Memory sub-regions configuration.

Memory regions configuration table contains the following columns:

Region ID: this column is non editable.
Region name

Start Address Offset and Region size: this value must be within a specific range for
each region. If the user sets an incorrect value, a popup appears indicating that the
value is out of range.

Filtering
Secure
Read, Write, and Privilege: values range from 0 to 255.
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Figure 167. RISAF configuration for STM32N6 series
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RISAF also covers the configuration of the memory sub-regions in the Memory sub-regions
configuration table. Each regions have two dedicated sub-regions (see Figure 168).

Subregions are not accessible by default (grayed). To activate a given subregion, activate
the related filtering parameter in the Memory regions configuration table (see Figure 169).
Memory sub-regions configuration table contains the following columns:

e  RISAF region ID

e  SubRegion name

e  Start Address Offset and Region size: this value must be within a specific range for
each region. If the user sets an incorrect value, a popup appears indicating that the
value is out of range.

e  SubRegion CID: values range from 1to 7.
e  Filtering

e Delegated CID

e  Delegation enabled

e Read
o  Write
e  Secure
e  Privilege
e Lock
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Figure 168. Sub-regions activation in RISAF (showing activated subregions)
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Figure 169. Sub-regions activation in RISAF (check the filtering parameter)
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RIF code generation

The RIF configuration code generation is handled by the STM32CubeMX, which
incorporates it into the initialization code of the project. The format of the generated code
depends upon the type of driver used to manage the RIF. The options include HAL
(Hardware Abstraction Layer) code for the Cube driver and dts-v1 (Device Tree Source
version 1) code for the OpenSTLinux driver.

Only dts-v1 code generation is supported.

In the context of the STM32MPU OpenSTLinux (OSTL), RIF configuration code is
generated using the dts-v1 format.

The code generation adheres to the generic principles are outlined in Section 9.
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The generated code is placed in a file named <project name>-mx-rif.dtsi, which is part of the
master Secured firmware. Additionally, code relevant to the First Stage Bootloader (FSBL)
firmware is generated in a file named <project name>-mx-fw-config.dts.

The specific syntax and semantic rules for the generated code are detailed in the RIF
binding file. For more information, refer to the STM32MPU Wiki portal.

The next section details examples, including user interface screenshots and the
corresponding generated code snippets. The procedure is straightforward: configure the
RIF panels, click the GENERATE CODE button, and the code is produced in two files, with
the RIF configuration landing in a file named <project name>-mx-rif.dtsi.

Flgure 170. Example RISUP configuration and generated code
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P25_RIFSC_ADF 1_ID, EMPTY_SEMWL, . RIF_CID0, RIF SEMLEN, RIF CFEN
RIFPROT(STM32MP25_RIFSC COV'nCPH " ID, RIF.| U\tLE' RIF_CID1, RIF_SEM_DIS, RIF_CFEN)
RIFFROT(STM32MP25_RIFSC_CRC_ID, EMPTY_SEMWL, RIF_| UN.OG\ RIF. SEC RIF_NFRIV. RIF. cmo RIF_SEM_EN, RIF_CFEN)
RIFPROT(STM32MP25_RIFSC_CRYP1_ID. RIF_UNUSED, RIF_UNLOCK, RIF_SEC, RIF_FRIV, RIF_CID1, RIF_SEM_DIS, RIF_CFEN)
RIFFROT(STM32MF25_RIFSC_CRYPZ_ID, RIF_UNUSED. RIF_UNLOCK, RIF_SEC RIF_PRIV, RIF_CID2, RIF_SEM_DiS, RIF_CFEN}
RIFPROT(STM32MP25_RIFSC_CSI_ID. RIF_UNUSED, RIF_UNLOCK, RIF_SEC, RIF_NPRIV, RIF_CID1, RIF_SEM_DIS, RIF_CFEN)
RIFPROT(STM32MP25_RIFSC_DCMIPP_ID, RIF_UNUSED, RIF_UNLOCK, RIF_SEC, RIF_PRIV, RIF_CID1, RIF_SEM_DIS, RIF_CFEN)
RIFPROT(STM32MF25_RIFSC_DCMI_PSSI_ID, EMPTY_SEMWL, RIF UNLOCK, RIF SEC, RIF_ NPRIV, RIF_CID0, RIF SEM_EN, RIF CFEN)
RIFFROT(STM32MF25_RIFSC_DSI_RDFIFO_ID, RIF_UNUSED, RIF_UNLOCK, RIF_NSEC, RIF_NPRIV, RIF_UNUSED, RIF_SEM_DIS, RIF_CFDIS)
RIFPROT(STM32MP25_RIFSC_DSI_TRIG_ID, RIF_UNUSED, RIF_UNLOCK, RIF_NSEC, RIF_NPRIV, RIF_UNUSED, RIF_SEM_DIS, RIF_CFDIS)
RIFPROT(STMI2MP25_RIFSC_DS|_CMN_ID. RIF_UNUSED, RIF_UNLOCK, RIF_NSEC, RIF_NPRIV, RIF_UNUSED, RIF_SEM_DIS, RIF_CFDIS)
RIFPROT(STM32MP25_RIFSC_DTS_ID, EMPTY_SEMWL, RIF_UNLOCK, RIF SEC, RIF_NPRIV, RIF_CICD, RIF_SEM_EN, RIF_CFEN)
RIFPROT(STM32MP25_RIFSC ETHI_ID, RIF_UNUSED, RIF_ UNLOCK, RIF_SEC, RIF_NPRIV, RIF_CID1, RIF_SEM_DIS, RIF_CFEN)
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RIFPROT(STM32MP25_RIFSC_ETHSW_ACM_MSGBUF_ID, RIF_UNUSED, RIF_UNLOCK, RIF_NSEC, RIF_NPRIV, RIF_UNUSED, RIF_SEM_DIS. RIF_CFDIS)
>

Figure 171. Example: RISAF configuration and generated code
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Additionally, as described in Memory mapping generation (MPUs only), a partial memory
mapping is generated.

4.7.13 Implementation of illegal access controller (IAC) feature on
STM32N6 series
The STM32N6 MCUs support a new feature, the illegal access controller (IAC).

The IAC manages all the interrupts, and the RIF utilizes the IAC feature to centralize the
detection of any illegal access related to the RIF, which is managed by a secure application.
The Interrupts (IAC) panel is composed of two columns:
e [P: The name of the IP.
e IP IAC Activation: Enables the user to activate or deactivate the interrupt related to a

given IP.

Figure 172. IAC feature
e @ - - * Gl xQax L7
ExTT M (AR
ST Ay B
4.8 Pinout & Configuration view for STM32H7 dual-core

3

products

Some STM32H7 products come with an Arm Cortex-M7 core, an Arm Cortex-M4 core, and
three power domains.
For such products, the Pinout & Configuration view allows the user to:

e  For each peripheral and middleware: assign it to one core context or both, whenever
possible. in case both contexts are selected, assign an “initializer” core to indicate on
which core the peripheral or middleware initialization function shall be called.

e  For each peripheral: view the power domain it belongs to.

e For GPIOs: assign it to a core or leave it free for other components that may require it.
In this last case the GPIO initialization are performed on the same core as the
component reserving it (code is generated accordingly).
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For peripherals and middleware, these possibilities are offered in two different panels:

1. From the component tree panel, which lists all supported peripherals and middleware
(clicking the gear icon enables the “Show contexts” option), see Figure 173

2. From each component mode panel, opened by clicking the component name.

Figure 173. STM32H7 dual-core: peripheral and middleware context assignment
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For GPIOs (see Figure 174), assignment is done through the Pinout view directly or later
and automatically through its selection in the platform settings panel of a middleware.

Figure 174. STM32H7 dual-core: GPIOs context assignment
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4.9.1

3

Enabling security in Pinout & Configuration view
(STM32L5 and STM32US5 series only)

The STM32L5 MCU series harnesses the security features of the Arm Cortex-M33
processor and its TrustZone for Armv8-M combined with ST security implementation.

STM32L5 MCUs support
e two levels of privilege
— unprivileged: software has limited access to system resources

—  privileged: software has full access to system resources, subject to security
restrictions

e  two security states, Secure and Nonsecure: TrustZone security is activated when the
TZEN option bit is set in the FLASH_OPTR register. Security states are orthogonal to
mode and privilege, therefore, each security state supports execution in both modes
and both levels of privilege.

In STM32CubeMX the choice to activate TrustZone is made at project creation (see
Section 4.2). When TrustZone is enabled, STM32CubeMX Pinout & Configuration view is
adjusted accordingly, with a split between secure (M33S) and nonsecure context (M33NS),
and more security-related configuration options (see Figure 175).

Figure 175. Pinout & Configuration view for TrustZone-enabled projects
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Privilege access for peripherals, GPIO EXTIs and DMA requests

Independently of TrustZone, STM32CubeMX enables privilege access:

o for each peripheral: in the GTZC configuration panel (see Section 4.9.5), as shown in
Figure 176

e for each GPIO EXTI: in the GPIO configuration panel, as shown in Figure 177

o for each DMA channel: in the DMA configuration panel (see Section 4.9.4), as shown in
Figure 178.
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When TrustZone is active, either all or none of the RCC registers can be put in privilege
mode. In STM32CubeMX, this is done by selecting “Privileged-only attribute” check box
from RCC mode panel (see Figure 179). In privilege mode, all RCC registers configuration
are reserved for the privilege application through the PWR_CR_PRIVEN bit, which is
secured when Trustzone is activated.

Figure 176. Setting privileges for peripherals

GTZC Mode and Configuration

Runtime contexts:

Cortex-M33 secure Cortex-M33 non secure

Reset Configuration

|Cunﬂgure the below parameters :

Fr e ] 0 © o

Configure Privilege IP by Individual Privileging from full Not Privileged

vilegeable Periphera

ADC12 not privileged

COoMP1|2 not privileged
CRC not privileged
CRS
DACA not privileged
DFSDM1 not privileged
FDCAN1 not privileged
FMC not privileged
HASH not privileged
12C1 privileged
12C2 privileged
12C3 not privileged
12C4 not privileged
ImArHE DER ret e leeed
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Figure 177. Setting privileges for GPIO EXTls

Configuration

|Gruup By Peripherals ~

[ Show only Modified Pins

Pin Privilege access _|GPIOo..] __GPIOmode _[GP._[Ma..{Fa._]Us._.[Mo_]
PAS n'a Free nia nia Analog mode No...nfa n/a
PC13 nfa Free Privileged-only access |nfa External Interrupt Mode .. No ___nfa n/a
PC15-0... nfa Free n/a n/a Input mode No..nfa nfa
PH1-0S... nfa Cortex-... |n/a n/a Input mode No..nfa nfa

+PC13 Configuration :

Pin Context Assignement |Free ~ |
Pin Privilege access \UF'riviIeged-unly access] ~ |
GPIO mode |E>derna| Interrupt Mode with Rising edge trigger detection V|
GPIO Pull-up/Pull-down |No pull-up and no pull-down V|
User Label | |
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Figure 178. Configuring security and privilege of DMA requests

DMA Mode and Configuration

Configuration

& DMATSDMAZSS @ MemToMem

DA Request

MEMTOMEM DMAT Channel 1 Memory To Memory Low
UART4_RX DMA1 Channel 2 Peripheral To Memory Low
UART4 TX DMA1 Channel 3 Memaory To Peripheral Low
SPI3_RX DMA1 Channel 4 Peripheral To Memory Low

-DMA Request Settings

Peripheral Memory
Mode ‘Nnrmal ~ Increment Address O
\:‘ Data Width Byte v| ‘ [Byte
-DMA Request Security/Privilege )
Enable Channel as Secured Enable Channel as Privileged
Enable Source as Secured Enable Destination as Secured

Figure 179. RCC privilege mode

RCC Mode and Configuration

Runtime contexts:

Cortex-M33 secure Cortex-M33 nan secure
Privileged-only attribute
High Speed Clock (HSE}|DisabIe v|
Low Speed Clock (LSE) [Disable v

[ Master Clock Output

[ LSCO Clock Qutput

[ SAI1 Extern Clock

[ 5412 Extern CLock

CRS SYNC [Disable v
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Secure/nonsecure context assignment for
GPIlO/peripherals/middleware

STM32CubeMX allows the user

e to assign each peripheral and middleware to one of the contexts

e to assign a GPIO input or output to one of the context or to leave it free for other
components that may require it. In this last case the GPIO assignment is in the same
context as the component reserving it. By default all I0s are secured.

The assignment is done in different panels:

e  For peripherals and middleware only: from the component tree panel when “Show
contexts” option is enabled (clicking the gear icon) or from the mode panel.

e  For peripherals only: from the GTZC configuration panel (peripherals only).

e  For GPIOs only: from the configuration panel or from the Pinout view, through a
right-click on the GPIO pin and by selecting “Pin Reservation”.

e  For DMA requests: from the DMA configuration panel.
RCC resources can be secured through the Clock configuration view (see Section 4.10.2).

For middleware requiring a peripheral the middleware can only be assigned to the context
the peripheral is already assigned to.

NVIC and context assignment for peripherals interrupts

When TrustZone is enabled, the interrupt controller is split into NVIC NS for the nonsecure
context and NVIC_S for the secure context. Two SysTick instances are available as well,
one for each context: they are visible, respectively, under SYS_NS and SYS_S.

By default, all interrupts are secured.

Peripherals interrupts are automatically assigned to the interrupt controller relevant to the
context:

e  For peripherals assigned to the nonsecure context, interrupts are enabled on
NVIC_NS.

e  For peripherals assigned to the secure context, interrupts are enabled on NVIC_S.

DMA (context assignment and privilege access settings)

STM32CubeMX allows the user to set as privileged the DMA channel and in some cases, to
secure the DMA channel, source and destination see Figure 180.
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Figure 180. Configuring security and privilege of DMA requests

DMA Mode and Configuration

& DMAT DMAZS & MemToMem

DMA Request

MEMTOMEM DMA1 Channel 1 Memory To Memory Low
UART4 RX DMAT Channel 2 Peripheral To Memory Low
UART4 TX DMA1 Channel 3 Memary To Peripheral Low
SPI3_RX DMA1 Channel 4 Peripheral To Memaory Low

-DMA Request Settings

Peripheral Memary
Mode ‘Normal ~ Increment Address O
\51 Data Width Byte v| ‘ [Byte
-DMA Request Security/Privilege }
Enable Channel as Secured Enable Channel as Privileged
Enable Source as Secured Enable Destination as Secured

The DMA channel is set to non-privileged by default. The choice to set it as privileged is

always available.

The choice to secure the DMA channel, source, and destination depends
characteristics.

There are four cases:

on the request

e  The request is either a memory to memory transfer request or a DMA generator
request: the channel is not secure by default but can be secured. The source and

destination can be secured only when the channel is secure.

e Therequestis for a peripheral assigned to the nonsecure context: channel, source and
destination cannot be secured (checkboxes are disabled) and so they are forced to the

nonsecure context.

e The request is a peripheral to memory request for a peripheral assigned to the secure

context: channel and source are automatically secured (checkboxes
be disabled), while there is a choice to secure or not the destination.

enabled, cannot

e The requestis a memory to peripheral request for a peripheral assigned to the secure
context: channel and destination are automatically secured (checkboxes enabled,
cannot be disabled), while there is a choice to secure or not the source.
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GTZC

To configure TrustZone system security, STM32L5 series come with a Global TrustZone®
security controller (GTZC). Refer to RM0438 “STM32L552xx and STM32L562xx advanced
Arm®-based 32-bit MCUs” for more details.

In STM32CubeMX, for projects with TrustZone activated, GTZC is enabled by default and
cannot be disabled. For projects without Trustzone active, GTZC can be enabled and gives
only the possibility to set privileges.

GTZC is made up of three blocks that can be configured through STM32CubeMX using
dedicated tabs in GTZC configuration panel:
e TZSC (TrustZone security controller)

Defines which peripherals are secured and/or privileged, and controls the
nonsecure area size for the watermark memory peripheral controller (MPCWM).
The TZSC block informs some peripherals (such as RCC or GPIOs) about the
secure status of each securable peripheral, by sharing with RCC and /O logic.

The privileges are set in the TrustZone® Security Controller - Privilegeable
Peripherals tab.

The secure states are set in TrustZone® Security Controller - Securable
Peripherals tab (they match the assignment to context (M33S or M33NS) done on
the Tree view or in the Mode panel).

The MPCWM configuration is done through the TrustZone® Security Controller -
Memory Protection Controller Watermark tab.

e MPCBB (block-based memory protection controller)

Controls secure states of all blocks (256-byte pages) of the associated SRAM. It is
configured through the Block-based Memory Protection Controller tab.

e  TZIC (TrustZone illegal access controller)

Gathers all illegal access events in the system and generates a secure interrupt
towards NVIC. It is configured through the TrustZone® lllegal Access Controller
tab.
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Figure 181. Securing peripherals from GTZC panel

8¢ GTZC Mode and Configuration

Runtime contexts
Cortex-M33 secure Cortex-M33 non secure

® Enable

O

| O

O o . )
Configure Secure IP by Individual Securing from full Not Secured
Securable Peripheral Secure Attribute

O O ADCH2 not secured

O o COMP1|2 not secured

o o ( CRC secured )

O O CRS not secured

O O DACH secured

O O DFSDMA not secured

0 O FDCANA secured

O O FMC not secured

0 O EE?H no: securej

not secure
= C 12C2 not secured

= wleaawed

OTFDEC

On-the-fly decryption engine (OTFDEC) allows the user to decrypt on-the-fly AHB traffic
based on the read request address information. When security is enabled in the product
OTFDEC can be programmed only by a secure host.

Figure 182. OTFDEC secured when TrustZone is active

OTFDECA Mode and Configuration

Runtime contexts:
Cortex-M33 secure Cortex-M33 non secure

Activated
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Clock Configuration view

STM32CubeMX Clock Configuration window (see Figure 183) provides a schematic
overview of the clock paths, clock sources, dividers, and multipliers. Drop-down menus and
buttons can be used to modify the actual clock tree configuration, to meet the application
requirements.

Figure 183. STM32F469NIHx clock tree configuration view

-
[7] STM32CubeMX Unfitled?: STM32F469NIHx [P~
sz @ File Window Help © oy x Ly
CubeMX
Untitled - Clock Cenfiguration GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager Tools
9 Resolve Clock Issues
SDIO Clock Mu
RTC Clock Mu: L
i sk | ey
. . |:ch SDIO (MHz)
rassc| o
l:l Ta RTC (KH2)
- 16 Ethernet PTP cle
KHz
System Clack Mux To Cortex Syste
HSI RC
HSI [~
L/ e PR FCLK Cortex clo.
e e SYSCLK (MHz) AHE Prescaler  HCLK (MHz) APB1 Prossaler
: (o] ‘ % /1 v|—>| I }«-—-{ I Vf—.—b [APB1 periphera
18D MHz max
PLLOLK|
PLL Source Mux [o) [ & |are1Timerdo
HSZF;‘ \ + APB2 Prescaler o -
PLLM
e 116 vidxie V] 2 AT EEECSS PLLASCLK Mux {ie i 30 Mz mx APM peripher
o/ N o b . [APB2 timer cloc
e >
" ] PUR 48 MHz Clocks
. 7 - PLLSAIR O‘ B VSai-\Il‘—:-'\S:u‘:ellu:
R - s G (5
2 O SAI-A Clocks M
T e
PLSAT [2 48 |LCD-TFT clacks
R SAI1-B Source Mu:
*N
Hoe W7 ] SAL-8 Clacks (M
e 125 Source Mu o
PUI2S e ;b .
B S
L

Actual clock speeds are displayed and active. The used clock signals are highlighted in
blue.
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Out-of-range configured values are highlighted (as shown in Figure 184) to flag potential
issues. A solver feature is proposed to automatically resolve such configuration issues.

Figure 184. Clock tree configuration view with errors

— B
(1] STM32CubeMX Untitled*: STM32F469NIHx b‘&u
sz @ File Window Help B li oy *}( IS7]

CubeMX =
[ B Untitled - Clock Cenfiguration GENERATE CODE
Pinout & Configuration o Clock Configuration Project Manager Tools
fa] O Resolve Clock Issues
SDIO Clock M
RTC Clock Mu: L S
‘ o I:ln SDIO [MHz)
| o
I:l To RTC (KHz)
st 150 |Ethernet PTP cl
KHz
System Clock Mux o~ o Cortex Syste
o e SYSCLK (MHz) AHE Prescaler  HCLK (MHz) R FCLK Cortex clo
— (o] ‘ 150 /1 v|—>| }. -Apm periphera
PLL Source Mux e R APB1 Timer clox
HSI| +
PLLM |APB2 periphera

116 ~laxise v g2 [ IREEE] PLL4SCLK Mux

&)
LR 48 MHz Clocks

»
Q P

APH2 timer cloc
]
]
=
]

X192 W —‘ 2 SAI-A Clocks M
N "
'y He
]
PLSA T LCD-TFT clacks
R e Mu:
N
SNENRS, RN a2 Clods (1

PLLIZS

Reverse path is supported: just enter the required clock speed in the blue filed and
STM32CubeMX attempts to reconfigure multipliers and dividers to provide the requested
value. The resulting clock value can then be locked by right clicking the field to prevent
modifications.

STM32CubeMX generates the corresponding initialization code:

e  main.c with relevant HAL_RCC structure initializations and function calls

e stm32xxxx_hal_conf.h for oscillator frequencies and Vpp values.

Clock tree configuration functions

External clock sources

When external clock sources are used, the user must previously enable them from the
Pinout view available under the RCC peripheral.

3
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Peripheral clock configuration options

Other paths, corresponding to clock peripherals, are grayed out. To become active, the
peripheral must be properly configured in the Pinout view. This view allows the user to:

Enter a frequency value for the CPU clock (HCLK), buses or peripheral clocks

STM32CubeMX tries to propose a clock tree configuration that reaches the desired
frequency while adjusting prescalers and dividers and taking into account other
peripheral constraints (such as USB clock minimum value). If no solution can be found,
STM32CubeMX proposes to switch to a different clock source or can even conclude
that no solution matches the desired frequency.

Lock the frequency fields for which the current value should be preserved

Right click a frequency field and select Lock to preserve the value currently assigned
when STM32CubeMX searches for a new clock configuration solution.

The user can unlock the locked frequency fields when the preservation is no longer
necessary.

Select the clock source that will drive the system clock (SYSCLK)

—  External oscillator clock (HSE) for a user defined frequency.

— Internal oscillator clock (HSI) for the defined fixed frequency.

— Main PLL clock

Select secondary sources (as available for the product)

—  Low-speed internal (LSI) or external (LSE) clock

— 12S input clock

—  Other sources

Select prescalers, dividers and multipliers values

Enable the Clock Security system (CSS) on HSE when it is supported by the MCU

This feature is available only when the HSE clock is used as the system clock source
directly or indirectly through the PLL. It allows detecting HSE failure and inform the
software about it, thus allowing the MCU to perform rescue operations.

Enable the CSS on LSE when it is supported by the MCU

This feature is available only when the LSE and LSI are enabled and after the RTC or
LCD clock sources have been selected to be either LSE or LSI.

Reset the Clock tree default settings by using the toolbar Reset button

This feature reloads STM32CubeMX default clock tree configuration.

Undo/Redo user configuration steps by using the toolbar Undo/Redo buttons
Detect and resolve configuration issues

Erroneous clock tree configurations are detected prior to code generation. Errors are
highlighted in fuchsia and the Clock Configuration view is marked with a fuchsia
cross (see Figure 184).

Issues can be resolved manually or automatically by clicking the Resolve Clock Issue
button that is enabled only if issues have been detected.

The underlying resolution process follows a specific sequence:
a) Setting HSE frequency to its maximum value (optional).

b) Setting HCLK frequency then peripheral frequencies to a maximum or minimum
value (optional).

c) Changing multiplexers inputs (optional).
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d) Finally, iterating through multiplier/dividers values to fix the issue. The clock tree is
cleared from fuchsia highlights if a solution is found, otherwise an error message
is displayed.

To be available from the clock tree, external clocks, 12S input clock, and master clocks must
be enabled in RCC configuration in the Pinout view. This information is also available as
tooltips.

The tool automatically performs the following operations:

e Adjust bus frequencies, timers, peripherals and master output clocks according to user
selection of clock sources, clock frequencies and prescalers/multipliers/dividers values.

e  Check the validity of user settings.

e Highlight invalid settings in fuchsia and provide tooltips to guide the user to achieve a
valid configuration.

The Clock Configuration view is adjusted according to the RCC settings (configured in
RCC Pinout & Configuration views) and vice versa:

e Ifin RCC Pinout view, the external and output clocks are enabled, they become
configurable in the Clock Configuration view.

e Ifin RCC Configuration view, the Timer prescaler is enabled, the choice of Timer clocks
multipliers is adjusted.

Conversely, the clock tree configuration may affect some RCC parameters in the
configuration view:

e  Flash latency: number of wait states automatically derived from Vpp voltage, HCLK
frequency, and power over-drive state.

e  Power regulator voltage scale: automatically derived from HCLK frequency.
e  Power over-drive is enabled automatically according to HCLK frequency. When the

power drive is enabled, the maximum possible frequency values for AHB and APB
domains are increased. They are displayed in the Clock Configuration view.

The default optimal system settings that is used at startup are defined in the
system_stm32f4xx.c file. This file is copied by STM32CubeMX from the STM32CubeF4
MCU package. The switch to user defined clock settings is done afterwards in the main
function.

3
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Figure 183 gives an example of Clock tree configuration for an STM32F429x MCU, and
Table 9 describes the widgets that can be used to configure each clock.

Table 9. Clock configuration view widgets

Format Configuration status of the Peripheral Instance
HiIRC
B Active clock sources
Unavailable settings are blurred or grayed out (clock sources, dividers,...)
i =
AHE Prezcaler
W Gray drop down lists for prescalers, dividers, multipliers selection.
K1 Multiplier selection
HSE C&C
L B User defined frequency values
HCLEK (MHzZ)
P Automatically derived frequency values
_ User-modifiable frequency field
,_| PRI P MHz) Right click blue border rectangles to lock/unlock a frequency field. Lock to
lock preserve the frequency value during clock tree configuration updates.
v Unlock

Securing clock resources (STM32L5 series only)

When the TrustZone security is activated, the RCC is able, through the security
configuration register, to prevent nonsecure access to system clock resources.
Accordingly, STM32CubeMX allows the user to configure as secure:

e system clock sources with a fixed frequency: HSI, LS|, and RC48

e system clock sources with a configurable frequency: HSE (+CSS), MSI and
LSE (+CSS)

e two multiplexers: CLK48 clock multiplexer, System Clock (+MCO source) multiplexer

e other system configurations: PLLSYS, PLLSAI1, PLLSAI2 phase-locked loops and
AHB/APB1/APB2 bus pre-scalers
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In the Clock Configuration view, these securable resources are highlighted with a key icon.
Security is enabled using the Secure checkbox accessed through a right-click on the
resource. Once the resource is secure, it is highlighted with a green square.

Configurable resources can be locked to prevent further configuration changes: this is done
by selecting the Lock checkbox accessed through a right-click on the resource.

There is also a shortcut button to lock/unlock in one click all resources that are both
securable and configurable.

When a peripheral is configured as secure, its related clock, reset, clock source and clock
enable are also secure. In STM32CubeMX the peripheral is configured as secure in the
Pinout & Configuration view and its clock source is automatically highlighted as secure
using a green square in the Clock configuration view.

Table 10. Clock Configuration security settings

-

View Description
PLL Source Mux
MS| - . O
HSI RC - . .
-°' o | | | Example of non-configurable system clock resource that is secured.
-
15 wrz| B Secure

I sl |
> HSE

Secure
] Lock
\

Example of the system clock HSE clock source that is secured and
remains open for editing: the frequency value can be changed.

- - a
HSE
_ Secure

Lock
\

—»

Example of the system clock HSE clock source that is secured and has
been locked for editing: the frequency value cannot be modified.

System Clock Mux

4 O Lock

g Enable CS5

Example of the system clock multiplexer that is secured and unlocked:
the clock source can be changed.

= Secure
~ M Lock
PLLSAM Source Mux

wsi [ -
- ‘7 L

Example of the main PLL multiplexer that is secured and locked. The
clock source is HSE and cannot be changed. PLLxxM, PLLxxN, PLLxxP,
PLLxxQ and PLLxxR are secured and locked for editing as well.
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Table 10. Clock Configuration security settings (continued)
View Description
UART4 Clock Mux
FOLKT [ Example of the UART4 clock source multiplexer: the clock source is
i secured because the UART4 peripheral is configured as secure in the
- Pinout & Configuration view. It is set to PCLK1 and can be changed as
= 1 the Lock checkbox is unchecked.
»( [ Lock
L~
UART4 Clock Mux
Peuct B, Example of the UART4 clock source multiplexer: the clock source is
svscik| | - secured because the UART4 peripheral is configured as secure in the
Sl | Pinout & Configuration view. It is set to PCLK1 and can no longer be
e | changed as Lock is on.
'-l' _ M Lock
I T Example of securing and locking the access to AHB prescaler. APB1 and
eree o | smeese | APB2 prescalers are locked as well.
.|:| - -
LSIRC

32 KHz

Example of LSI highlighted as a securable resource using the key icon.

Clock Configuration

Lock/Unlock All button (active only for secure and configurable
resources).
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4.10.3 Recommendations

The Clock Configuration view is not the only entry for clock configuration, RCC and RTC
peripherals can also be configured.

1. From the Pinout & Configuration view, go to the RCC mode panel to enable the
clocks as needed: external clocks, master output clocks and Audio 12S input clock
when available. Then go to the RCC configuration panel, and adjust the default settings
if needed. Changes are reflected in the Clock Configuration view. The defined
settings may change the settings in the RCC configuration as well (see Figure 185).

Figure 185. Clock tree configuration: enabling RTC, RCC clock source
and outputs from Pinout view
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Go to the RCC configuration in the Pinout & Configuration view. The settings
defined there for advanced configurations are reflected in the Clock configuration
view. The defined settings may change the settings in the RCC configuration.
Figure 186. Clock tree configuration: RCC peripheral advanced parameters
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4104 STM32F43x/42x power overdrive feature

3

STM32F42x/43x MCUs implement a power overdrive feature that allows them to work at the
maximum AHB/APB bus frequencies (for example, 180 MHz for HCLK) when a sufficient

Vpp supply voltage is applied (for example, Vpp > 2.1 V).

Table 11 lists the different parameters linked to the power overdrive feature and their

availability in STM32CubeMX user interface.
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Table 11. Voltage scaling versus power overdrive and HCLK frequency

Parameter

STM32CubeMX panel

Value

Vpp voltage

Power regulator
voltage scaling

Power over-drive

Configuration (RCC)

User-defined within a predefined range.
Impacts power over-drive.

Automatically derived from HCLK frequency
and power over-drive (see Table 12).

This value is conditioned by HCLK and Vpp
values (see Table 12). It can be enabled only
if Vpp=2.2 V.

When Vpp 2 2.2 V it is automatically derived
from HCLK, or can be configured by the user
if multiple choices are possible (as an
example, HCLK = 130 MHz)

HCLK/AHB clock
maximum frequency value

APB1/APB2 clock
maximum frequency value

Clock Configuration

Displayed in blue to indicate the maximum
possible value. For example: maximum value
is 168 MHz for HCLK when power overdrive
cannot be activated (when Vpp £2.1V),
otherwise it is 180 MHz.

Displayed in blue to indicate the maximum
possible value.

Table 12 gives the relations between power-over drive mode and HCLK frequency.

Table 12. Relations between power over-drive and HCLK frequency

HCLK frequency range:
Vpp > 2.1V required to enable power over-drive (POD)

Corresponding voltage scaling
and power over-drive (POD)

<120 MHz

— Scale 3
— POD is disabled

120 to 144 MHz

— Scale 2
— POD can be enabled or disabled

144 to 168 MHz

— Scale 1 when POD is disabled
— Scale 2 when POD is enabled

168 to 180 MHz

— POD must be enabled
— Scale 1 (otherwise frequency range

not supported)
4.10.5 Clock tree glossary
Table 13. Glossary
Acronym Definition
HSI High speed Internal oscillator: enabled after reset, lower accuracy than HSE
HSE High speed external oscillator: requires an external clock circuit
PLL Phase locked loop: used to multiply above clock sources
LSI Low speed Internal clock: low power clocks usually used for watchdog timers

188/636

UM1718 Rev 51

S74




UM1718

STM32CubeMX user interface

Table 13. Glossary (continued)

Acronym Definition

LSE Low speed external clock: powered by an external clock

SYSCLK System clock

HCLK Internal AHB clock frequency

FCLK Cortex free running clock

AHB Advanced high performance bus

APB1 Low speed advanced peripheral bus

APB2 High speed advanced peripheral bus
4.11 Project Manager view

This view (see Figure 187) comes with three tabs:

e  Project: to specify the project name, location, toolchain, and firmware version.

e Code Generation: to set code generation options, such as the location of peripheral
initialization code, library copy/link options, and to select templates for customized
code.

e  Advanced Settings: dedicated to ordering STM32CubeMX initialization function calls.

Figure 187. Project Settings window
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‘

out & Configuration Clock Configuration Project Manager Tools

Project g

Project Name [ |

Prajset Location ]

Application Structure [Advanced ~| O Do not generate the main()
Toolchain Folder Location |
Code Generator
Toolchain / IDE EWARM ~ Min Version  [V9.30 ~l o
[EwARM
IMDK-ARM
Linker Settings—————[9TM32CubelDE
Makefile
Advanced Settings Minimum Heap Size
[CMake
Minimum Stack Size [ox400

Thread-safe g
Cortex-MO+NS
[ Enable multi-threaded support
Thread-safe Locking Strategy [Default - Mapping suitable strategy depending on RTOS selection. |
Mtu and Firmware
Mcu Reference [sT™M32C011D6EYxX |
Firmware Package Name and Version [sTM32Cube FW_cO V140 |
4 Use Default Firmware Location
Firmware Relative Path [ Browse
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If the user chooses the CMake toolchain, a new field named “Default Compiler/Linker”
appears, to enable the selection of the desired compiler (GCC/Starm-Clang).

Figure 188. Compiler option for CMake toolchain

m STM32CubeMX Untitled™: STM32C011D6Yx - o X
st @ File Window Hel a ® n oDx0) -3(_‘ K
CubeMX P N X @ /4
6%x ) Untitled - Project Manager GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools

Project Setting

Project Name [ |
Project Location [ ]
Application Structure [Advanced ~| [ De not generate the main()
Toolchain Folder Location [ |
Code Generator

Taclchain / DE o
Default CompileriLinker 6ce ~

5 C

Advanced Settings (Linker 9 [Starm-Clang

Minimum Heap Size 0x200
Minimum Stack Size [0x400

Thread-safe g
Cortex-MO+NS
[ Enable mutithreaded support
Thread-safe Locking Strategy [Default — Mapping suitable strateqy depending on RTOS selection |

Mcu and Firmware g
Meu Reference [5TM32C011D6Yx |
Firmware Package Name and Version [sTM32Cube FW_cO V1.4.0 |
Use Default Firmware Location
Firmware Relative Path [ ] Browse

The code is generated in the project folder tree shown in Figure 189.

Figure 189. Project folder

> b Projec u Name

\. Drivers
I EWARM
. Inc
L. Src
mxproject
m Projectl.ioc

Note: Some project setting options become read-only once the project is saved. To modify these
options, the project must be saved as new, using the File > Save Project as menu.

3
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Caution:

4111

3

STM32CubeMX uses reserved folder names. User cannot create new folder named
Middlewares or Utilities inside project folder generated by STM32CubeMX, because, after
code regeneration, those folders are deleted or modified.

Project tab

The Project tab of the Project Settings window allows configuring the following options
(see Figure 187):

Project settings:

—  Project name: name used to create the project folder and the .ioc file name at a
given project location

—  Project location: directory where the project folder is stored.

—  Application structure: select between Basic and Advanced options.
Basic structure: recommended for projects using one or no middleware. This
structure consists in placing the IDE configuration folder at the same level as the
sources, organized in sources and includes subfolders (see Figure 190)
Advanced structure: recommended when several middleware components are
used in the project, makes the integration of middleware applications easier (see
Figure 191)

—  Toolchain folder location: by default, it is located in the project folder at the same
level as the .ioc file.

—  Toolchain/IDE: selected toolchain

—  For the STM32MPUs, OpenSTLinux settings: location of generated device tree
and manifest version and contents for current project (see Figure 192). These
information enable the synchronization of the right SW components versions with
STM32CubeMP1 for Cortex® M and Linux, tf-a, u-boot for Cortex® A. It is
important to take them into account especially to ensure one Cube firmware
version is aligned with SW components for Cortex® A around
OpenAMP / RPM link and resource management API.

Selecting Makefile under Toolchain/IDE leads to the generation of a generic gcc-based
makefile.

Additional project settings for STM32CubelDE toolchain:

Select the optional Generate under root checkbox to generate the toolchain project
files in STM32CubeMX user project root folder or deselect it to generate them under a
dedicated toolchain folder.

STM32CubeMX project generation under the root folder allows the user to benefit from
the following Eclipse features:

—  Optional copy of the project into the Eclipse workspace when importing a project.
—  Use of source control systems such as GIT or SVN from the Eclipse workspace.

Choosing to copy the project into workspace prevents any further synchronization
between changes done in Eclipse and changes done in STM32CubeMX, as there will
be two different copies of the project.
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e Linker settings: value of minimum heap and stack sizes to allocate for the application.
The default values are 0x200 and 0x400 for heap and stack sizes, respectively. These
values may need to be increased when the application uses middleware stacks.

e Firmware package selection when more than one version is available (this is the case
when successive versions implement the same API and support the same MCUs). By
default, the latest available version is used.

. Firmware location selection option
The default location is the location specified under the Help > Updater Settings menu.
Deselecting the Use Default Firmware Location checkbox allows the user to specify
a different path for the firmware that will be used for the project (see Figure 193).

Figure 190. Selecting a basic application structure

Projectl

4& & & & &

|

| stm32fde_hal_msp.c
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Drivers
EWARM

Inc

main.h
stm32tdoc_hal_confh
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usb_hosth
usbh_conf.h
Middlewares
Src

main.c

stm32fdeit.c
system_stm32fdwc
usb_host.c
usbh_conf.c
mxproject

mx.scratch

Projectlioc
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Figure 191. Selecting an advanced application structure

|, Project3

I Core
b Inc
«1 main.h

« stm32fdx_hal_conf.h
« stm32fhocith

i Src
= main.c
« stm32fdw_hal_msp.c
4 stm32fhocitc
W system_stm32fdw.c
I Drivers

| EWARM
I Middlewares

. USB_HOST

I App

«4 usb_hostc
4 usb_hosth
. Target

« usbh_conf.c

« usbh_confh

mxproject
mx.scratch

%™ Project3.ioc

Figure 192. OpenSTLinux settings (STM32MPUs only)

OpenSTLinux Settings

DeviceTree Root Location

CASTM32CubeMX_Projects\DiscoMP1_project\DeviceTreel

Manifest Version

4,19-thud-mp1-19-01-11 |

Manifest Content
Firmware Name

Community Version
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Figure 193. Selecting a different firmware location

Mecu and Firmware Package
Mecu Reference
STM32F401CDUx

Firmware Package Mame and Version

Ube FW _F4 V124 0 Use latest available version

Use Default Firmware Location
| | Browse

The new location must contain at least a Drivers directory containing the HAL and
CMSIS drivers from the relevant STM32Cube MCU package. An error message pops
up if the folders are not found (see Figure 194).

Figure 194. Firmware location selection error message

Choice Firmware Library Directory ﬁ

The selected Firmware should contain at least 'Drivers\STM32Fdxx_HAL_Driver” and 'Drivers\CMSIS' folders.

To reuse the same Drivers folder across all projects that use the same firmware
location, select the Add the library files as reference from the Code generator tab
(see Figure 195).

Figure 195. Recommended new firmware repository structure

[ - —_— e ‘:'El‘ |
S Le &

- . .
W |« CUBEMX » MyProjectsRepository » v|$1- |I| Search MyProjectsRepository ,0|
| - —
¢ File Edit View Tools Help
Organize = Include in library = Share with ~ New folder =~ O G
-
I CUBEMX i Name Date modified I
MyProjectsRepository
: | Drivers 11/17/2016 12:16 .
=l Projectt 11/17/2016 1219,
I Project? 11/17/2016 2:14 PM
v 4 Tt bl
H
3 items i
|

(% —

Caution: STM32CubeMX manages firmware updates only for this default location. Choosing another
location prevents the user from benefiting from automatic updates. The user must manually
copy new driver versions to its project folder.
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4.11.2 Code Generator tab
The Code Generator tab allows specifying the following code generation options (see
Figure 196):
e  STM32Cube Firmware Library Package option
e  Generated files options
e  HAL settings options
e  Custom code template options

Figure 196. Project Settings code generator

m STM32CubeMX Untitled: STM32MP211AALx

= o X
sz @ File Window Help a @nu X0 Q »}q Lys
CubeMX
STM32MP211AALX Untitled - Project Manager GENERATE CODE
Pinout & Configuration Clock Configuration RIF Project Manager Tools
@ Copy only the necessary library files
Project O Add necessary library files as reference in the toolchain project configuration file
Generated files
[ Generate peripheral initialization as a pair of ".c/.h' files per peripheral
[ Backup previously generated files when re-generating
Keep User Code when re-generating
Delete previously generated files when not re-generated
Advanced Settings
HAL Settings
[ Set all free pins as analog (to optimize the power consumption)
[ Enable Full Assert
User Actions
Before Code Generation
After Code Generation
Template Setting:
Select a template to generate customized code m
T——

STM32Cube Firmware Library Package option

The following actions are possible:
e  Copy all used libraries into the project folder
STM32CubeMX copies to the user project folder the drivers libraries (HAL, CMSIS)
and the middleware libraries relevant to the user configuration (such as FatFs, USB).
e  Copy only the necessary library files:
STM32CubeMX copies to the user project folder only the library files relevant to the
user configuration (e.g., SDIO HAL driver from the HAL library).
e Add the required library as referenced in the toolchain project configuration file

By default, the required library files are copied to the user project. Select this option for
the configuration file to point to files in STM32CubeMX repository instead: the user
project folder will not hold a copy of the library files but only a reference to the files in
STM32CubeMX repository.

3
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Generated files options

This area allows the user to define the following options:

e  Generate peripheral initialization as a pair of .c/.h files or keep all peripheral
initializations in the main.c file.

e  Backup previously generated files in a backup directory
The .bak extension is added to previously generated .c/.h files.
Keep user code when regenerating the C code.

This option applies only to user sections within STM32CubeMX generated files. It does
not apply to the user files that might have been added manually or generated via ftl
templates.

e Delete previously generated files when these files are no longer needed by the current
configuration. For example, uart.c/.h file are deleted if the UART peripheral, that was
enabled in previous code generation, is now disabled in current configuration.

HAL settings options

This area allows selection one HAL settings options among the following:
e Set all free pins as analog to optimize power consumption

. Enable/disable Use the Full Assert function: the Define statement in the
stm32xx_hal_conf.h configuration file is commented or uncommented, respectively.

Custom code template options

To generate custom code, click the Settings button under Template Settings, to open the
Template Settings window (see Figure 197).

The user is then prompted to choose a source directory to select the code templates from,
and a destination directory where the corresponding code will be generated.

The default source directory points to the extra_template directory, within the installation
folder, to use for storing all user defined templates. The default destination folder is located
in the user project folder. STM32CubeMX then uses the selected templates to generate
user custom code (see Section 6.3).

Figure 198 shows the result of the template configuration of Figure 197: a sample.h file is
generated according to sample_h.ftl template definition.

3
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Figure 197. Template Settings window

m Template Settings

Template Settings

Source Folder
Use default location
Location: Browse
 Select your templates
Available Templates Selected Templates
<< Remove
Add All >>
<< Remove All

Destination Folder

Use default location
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Figure 198. Generated project template
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Advanced Settings tab

This tab comes with three panels (see Figure 199):

e The Driver selector panel, to select the driver (HAL or LL) to be used when generating
the initialization code of a peripheral instance.

e The Generated Function Calls panel, to choose whether the function calls must be
generated or not, generated as static or not and in which order.

e The Register callback panel, to select the peripherals for which the register callback
define must be generated as part of the stm32xxxx_hal_conf.h file.

As an example, when ADC is enabled in the register callback panel, STM32CubeMX

generates

#define USE_HAL ADC_REGISTER_ CALLBACKS 1U

Choosing not to generate code for some peripherals or middlewares

By default, STM32CubeMX generates initialization code. This automatic generation can be
disabled per peripheral or middleware in the Generate code column.

Ordering initialization function calls

By default, the generated code calls the peripheral/middleware initialization functions in the
order in which peripherals and middleware have been enabled in STM32CubeMX. The user
can then choose to re-order them by modifying the Rank number, using the up and down
arrow buttons.

The reset button allows the user to switch back to alphabetical order.

Disabling calls to initialization functions

If the “Not to be generated” checkbox is checked, STM32CubeMX does not generate the
call to the corresponding peripheral initialization function. It is up to the user code to do it.

Choosing between HAL and LL based code generation for a given peripheral
instance

Starting from STM32CubeMX 4.17 and STM32L4 series, STM32CubeMX offers the
possibility for some peripherals to generate initialization code based on Low Layer (LL)
drivers instead of HAL drivers: the user can choose between LL and HAL driver in the
Driver Selector section. The code is generated accordingly (see Section 6.2).

3
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Figure 199. Advanced Settings window
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Unselecting the Visibility (Static) option, as shown for MX_I2C1_init function in Figure 199,
allows the generation of the function definition without the static keyword, and hence
extends its visibility outside the current file (see Figure 200).

Figure 200. Generated init functions without C language “static” keyword

/* Private function prototypes -————-——-
void SystemClock Config(void);

static void MX GPIO Init(void);

static void MX_LPTIM1 Init(void);
static void MX LPTIMZ2 Init(void);
@oid MX I2C1 Init(void) ;j

static void MX T2C2 TInit(void);

static void MX SPI1 Init(void);

static void MX SPI2 Init(void);

static void MX USART1 UART Init(void);
static void MX USART2 Init(void);

Caution:  For the STM32MPUs
By default the SystemClock_Config function is called in STM32Cube Cube firmware main()
function, as the “Not generate Function call” box in Project Manager/Advanced Settings
panel is not activated by default (see Figure 199).
This configuration is valid for running STM32Cube firmware in engineering (Cortex-M4
stand-alone) mode, and is not valid for running STM32Cube firmware in production mode:
the “Not generate Function call” box must be checked under Project Manager/Advanced
Settings panel, so that there is no call to SystemClock_Config() in the main() function.
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Import Project window

Import Project feature for STM32MCU projects

The Import Project menu eases the porting of a previously-saved configuration to another
MCU. By default the following settings are imported:

Pinout tab: MCU pins and corresponding peripheral modes.The import fails if the same
peripheral instances are not available in the target MCU.

Clock configuration tab: clock tree parameters.
Configuration tab: peripherals and middleware libraries initialization parameters.
Project settings: choice of toolchain and code generation options.

To import a project, proceed as follows:

1.

Select the Import project icon [ that appears under the File menu after starting a
New Project and once an MCU has been selected.

The menu remains active as long as no user configuration settings are defined for the
new project, that is just after the MCU selection. It is disabled as soon as a user action
is performed on the project configuration.

Select File > Import Project for the dedicated Import project window to open. This

window allows to specify the following options:

—  The STM32CubeMX configuration file (.ioc) pathname of the project to import on
top of current empty project.

—  Whether to import the configuration defined in the Power Consumption
Calculator tab or not.

—  Whether to import the project settings defined through the Project > Settings
menu: IDE selection, code generation options and advanced settings.

—  Whether to import the project settings defined through the Project > Settings
menu: IDE selection and code generation options.

3
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Whether to attempt to import the whole configuration (automatic import) or only a
subset (manual import).

a) Automatic project import (see Figure 201)

Figure 201. Automatic project import

¢Import Status

Import Project

¢Imported Project

‘CZ\STM32CUbQMXﬁUM\\man I0CNOC to import'fd_demo.ioc

¢Import MX Settings

[ Import Power Consumption Calculator Settings

[ Import Project Settings

¢Import Pinout/Clock Configuration/Configuration Setting
(® Automatic Import

O Manual Import

¢ Peripheral List \
From STM._| To STM32F722ICKx '
ETH MNone

ADCH import ta

lanc? ¥ imnnrt to [ADC?

Try Import Show View

Initializing: STM32F427I(G-I)Hx

Import Analysis: C:\5TM32CubeMX UM\Import ICC\IOC to importh\f4 demo.ioc project
The Mcu (STM32F427IGHx) found in the Project being imported is not the same as the Mcu (STM32FT722ICEx) currently edited
® Inport error: ETH peripheral doesn't exist in STM32F722ICEx
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b) Manual project import

In this case, checkboxes allow the user to select manually the set of peripherals
(see Figure 202). Select the Try Import option to attempt importing.

Figure 202. Manual project import

[ Import Project J— o S

I Imported Project I
“CI\STMSQCUbeMX_UM“mpDI'l IOCNOC to import'f4_demo.ioc | -‘

Import MX Settings

[J Import Power Consumption Calculator Settings
[ Import Project Settings
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O Automatic Import
® Manual Import
Import Pinning Status
Import Peripherals Configuration

| Peripheral List \
Fomsm.f . ToSTMRF22CKx |
L ETH Mone
ADCH import to |ADC1 ~
ADC2 import to |ADC2 v
ADC3 import to |ADC3 e
Ml |cant CAN
NWIC NVIC
Ml |rcc RCC
SPI import to [SPI1 e
SPI5 impaort ta |SPI5 v
SPlg import ta |SPI2 ~
SYS SYS

Try Import Show View

Initializing: STM32F427I (G-I)Hx

Import Bmalysis: C:\5TM32CubeM¥ UM\Import IOCAIOC to importhf4 demo.ioc project

The Mcu (S5TM32F427IGHx) found in the Project being imported is not the same as the Mcu (5
@ Import error: ETH peripheral doesn't exist in STM32F722ICEx

Import Status

The Peripheral List indicates:
— The instances configured in the project to be imported

— The instances, if any exist for the MCU currently selected, to whom the
configuration must be imported. If several instances are candidate for the import,
the user must choose one.
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Conflicts can occur when importing a smaller package with less pins or a lower-end
MCU with less peripheral options.

Click the Try Import button to check for such conflicts: the Import Status window and

the Peripheral list get refreshed to indicate errors (see Figure 203), warnings, and

whether the import has been successful or not:

— Warning icons indicate that the user has selected a peripheral instance more than
once, and that one of the import requests will not be performed.

— Across sign indicates that there is a pinout conflict, and that the configuration
cannot be imported as such.

The manual import can be used to refine import choices and resolve the issues raised

by the import trial. Figure 204 gives an example of a successful trial, obtained by

deselecting the import request for some peripherals.

The Show View function allows switching between the different configuration tabs

(pinout, clock tree, peripheral configuration) to check the impact of the “Try Import”

action before actual deployment on the current project (see Figure 204).

Figure 203. Import Project menu - Try Import with errors
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Import Analysis: C:\5TM32CubeM¥ UM\Import ICCAICC to importh\f4 demo.ioc project
The Mcu (S5TM32F427IGHx) found in the Project being imported is not the same as the Mcou |
® Import error: ETH peripheral doesn't exist in STM32F722ICEx

Import Try @
® import ADC

2 partly failed
® error: External-Trigger-for-Injected-conversion: Set mode doesn't exist in STM32F72

® import ADC3 part failed
® error: External-Trigger-for-Injected-conversion:5et mode doesn't exist in 5TM32F72

Importing project completed
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Figure 204. Import Project menu - Successful import after adjustments
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«Import Status

Import Rnalysis: C:A\STW32CubeMX UM\Import ICOCAICC teo import\f4 demn.icc project

= 4 in the Project being imported is not the same as the Mcu |
Importing project completed

Lo o |

3.  Choose OK to import with the current status or Cancel to go back to the empty project
without importing.
Upon import, the Import icon is grayed while the MCU is configured, and it is no longer
possible to import a non-empty configuration.

Import Project feature for STM32MPU projects

The pin-to-pin feature is a powerful tool for managing pin configurations across
STM32MP2x designs. It is possible to transfer a complete pinout setup from one project
(source MPU) to another (target MPU). This feature is tailored for STM32MP2x products
supporting the VFBGA 361 10x10 mm package (part numbers ending with ALXx).

Devices must share the same third digit after “MP”: as an example if source is
STM32MP211AAL3, target third digit must be 1.

The supported bidirectional pin-to-pin compatibilities (under the above conditions) are
STM32MP21 « STM32MP25 and STM32MP21 — STM32MP23. This is because these
devices are pin-to-pin compatible in both directions. They can be interchanged without
modifications to the pin connections (except some particular cases).

Compatibility is strictly limited to the explicitly mentioned conversions and conditions. The
boot mode must be the same between the source and target MPUs. For more check the
following table.
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Table 14. Pin-to-pin compatibility

STM32MP23/5 (source) STM32MP21 (target)
STM32MP257xx NA
STM32MP255xx STM32MP215xx
STM32MP253xx STM32MP213xx
STM32MP251xx STM32MP211xx
STM32MP237xx NA
STM32MP235xx STM32MP215xx
STM32MP233xx STM32MP213xx
STM32MP231xx STM32MP211xx

The pin-to-pin compatibility is accessible through File > Import Project Menu.

Example

1. Create a new project using an STM32MP2 product supporting the pin-to-pin feature.

Figure 205. Creating an STM32MP211AAL3 project

EEPROM = 0 (Bytes)
®

[ New Project from a MCU/MPU X
IMCU/MPU Selector| Board Selector | Example Selector | Cross Selector
MCU/MPU Filters
* E\ 2 O Featu..  Block Diagr Docs & Resour. CAD Resour. Datash [=» Start Proj...
Commercial STM32MP211AAL3 STM32MP2 Series
Part Number

*
B k7] A KV-V\I No description found in PRMIS

Q v + -
Unit Price for 10kU (USS) : NA
[cominG soon]
PRODUCT INFO | Stay tuned ! &= VFBGA 361 10x10X1.0 P 0.5 mm
Segment No description found in PRMIS
Series Only 1010 packages are supporting the pin-to-pin
Features compatibility feature
Line
Marketing Status «N/A
Price
Package
Core
Coprocessor
MEMORY
MCUS/MPUs List: 1 item & Export
Fla'sh = 0 (kBytes) ) Commercial Part No_ | Part No | Reference ] Board - d.. {Freq
0 * STM32MP211AAL3  STM3.. STM32M... . VFBGA 361 10x10X1.0 ... 4... ... OkBytes 0 MHz

2. Perform configuration (such as activate an IP, set its mode and parameters), and save

this initial project.
3. Start a second project using an

STM32MP25 or STM32MP23 product associated with

the initial product (refer to the above conversions rules and to Table 14).
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Figure 206. STM32MP251 MPU (compatible with STM32MP211)
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0

EEPROM = 0 (Bytes)
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STM32MP2 Series

MPU with Arm Cortex-A35 @1.2GHz, Cortex-M33 @400MHz, l

1xEthernet
E VFBGA 361 10x10X1.0 P 0.5 mm

STM32MP25xA/D devices are based on the high: single or dual Arm® Cortex®-A35 64-bit RISC
core operating at up to 1.5 GHz. The Cortex®-A35 processor includes a 32-Kbyte L1 instruction cache for each CPU,
a 32-Kbyte L1 data cache for each CPU, and a 512-Kbyte L2 cache. The Cortex®-A35 processor uses a highly
efficient 8-stage in-order pipeline that has been extensively optimized to provide full Armv8-A features while
maximizing area and power efficiency.

STM32MP25xA/D devices also embed a Cortex®-M33 32-bit RISC core operating at up to 400 MHz frequency. The
Cortex®-M33 core features a floating point unit (FPU) single precision which supports Arm® single-precision data-
processing instructions, and data types. The Cortex®-M33 supports a full set of DSP instructions, TrustZone®, and a
memory protection unit (MPU) which enhances application security.

The devices also embed a Cortex®-M0+ 32-bit RISC core operating at up to 200 MHz frequency (16 MHz when
running from backup regulator). This processor is located in the SmartRun domain, and can be used to ensure very-
low-power peripheral activity when all other processors and domains are stopped.

Unit Price for 10kU (USS) : 10.62

Product is in mass
production

MCUs/MPUs List: 1 item

| [ CommercialPartNo | PartNo | Reference |.X]
STM32MP251AAL3  STM3... STM32M... ...

Ty Export

Board x|
VFBGA 361 10x10X1.0 ... 80.

...... 0 kBytes 1200 MHz

Navigate to File > Import Project, then click Import Project.

Figure 207. Import Project window
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Select the previously saved project file from your local drive and click OK.
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Figure 208. Importing the STM32MP211 project
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Figure 209. Confirm the project import
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The pinout view is updated with the first project configuration, and the “Pin to pin
compatibility” console appears, in case of warnings detection.
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Figure 210. Pinout view after the project import
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Usually IP names, signals, and modes match, but there can be some differences.

IP instances name, signals and pins

During conversion from STM32MP23/25 projects to STM32MP21 projects there can be a
reduction in the IP instances. As an example, OCTOSPIM is removed, while, during
conversion from STM32MP21 to STM32MP23/MP25, OCTOSPIM is set with a non-
multiplexed configuration.

Table 15. Available IP instances

STM32MP25 STM32MP23 STM32MP21
FDCAN1, FDCAN2, FDCAN3 FDCAN1, FDCAN2
ADC1,2,3 ADC1, 2 (ADC3 renamed ADC2)
12C1,2,3,4,5,6,7,8 12C1, 2, 3 (12C8 renamed 12C3, removed 12C3, 4, 5, 6, 7)
13C1,2,3,4 13C1, 2, 3 (13C4 renamed I3C3, removed I3C3)
SPI1,2,3,4,5,6,7,8 SPI1, 2, 3, 4, 5, 6 (removed SPI6, 7, SPI8 renamed SPI6)
Timers No TIM20
UART4,5,7,8,9 UART4, 5,7
USB3DR USB_OTG_HS
PCIE -
UCPD1 -

)
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Table 15. Available IP instances (continued)

STM32MP25 STM32MP23

STM32MP21

DSIHOST DSI

OCTOSPI1, OCTOSPI2, OCTOSPIM

OCTOSPI1

LVDS

ETHSW

VENC

VDEC

GPU

HASH1

HASH1, 2

OTFDECH1, 2

OTFDEC1

LPDMA1

ADF1

RNG1

RNG1, 2

When transitioning to STM32MP21, there can be a reduction in the number of accessible
GPIOs and/or dedicated peripheral pins compared to the STM32MP23/25 products.

The associated signals are lost if an IP with existing signals in STM32MP25 is not found in
STM32MP21. A warning appears in the Pin to pin console.

Table 16. Unavailable pins

STM32MP23/25

STM32MP21

PI10, PZ8, PH3, PI11, PZ9

PBO, PHG6, PZ2, PB4, P12, PZ4, PBS, PI3, PZ5, PF14, P17, PZ6, PG6, P19, PZ7, PH2,

VDDA18COMBOPHY, VDDCOMBOPHY

COMBOPHY_TX1P, COMBOPHY_RX1P, COMBOPHY_TX1N, COMBOPHY_RX1N

COMBOPHY_REXT

VDDCOMBOPHYTX

PCIE_CLKINN, PCIE_CLKOUTN

PCIE_CLKINP, PCIE_CLKOUTP

VDDPCIECLK

Not available

Modes

When migrating an existing project from the STM32MP23/25 series to an STM32MP21
device and vice versa, it is essential to account for differences in their operating modes. The
following figures show differences for the OCTOSPI1 and USB_OTG_HS peripherals.
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Figure 211. Modes matching: OCTOSPI1, STM32MP211 to STM32MP251
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Figure 212. Modes matching: USB_OTG_HS, STM32MP211 to STM32MP251
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Figure 213. Modes matching: USB_OTG_HS
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Figure 214. Modes matching: USB_OTG_HS, STM32MP251 to STM32MP211,
modes OVRCUR and VBUSEN)
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Set unused/reset used GPIOs windows

These windows are used to configure in the same GPIO mode several pins at the same
time.

To open them:

e Select Pinout > Set unused GPIOs from the STM32CubeMX menu bar.

The user selects the number of GPIOs and lets STM32CubeMX choose the actual pins to
be configured or reset, among the available ones.

Figure 215. Set unused pins window
[ [@ set unused GPIOs ﬁ1

O
0 22 51

MNumber of GPIOs
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e  Select Pinout > Reset used GPIOs from the STM32CubeMX menu bar.
Depending whether the Keep Current Signals Placement option is checked or not on
the toolbar, STM32CubeMX conflict solver is able to move or not the GPIO signals to
other unused GPIOs:

When Keep Current Signals Placement is off (unchecked), STM32CubeMX
conflict solver can move the GPIO signals to unused pins in order to fit in another
peripheral mode.

When Keep Current Signals Placement is on (checked), GPIO signals is not
moved and the number of possible peripheral modes is limited.

Refer to Figure 217 and Figure 218 and check the limitation(s) in available peripheral
modes.

Figure 216. Reset used pins window
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Figure 218. Set unused GPIO pins with Keep Current Signals Placement unchecked
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414 Update Manager windows

Three windows can be accessed through the Help menu available from STM32CubeMX

menu bar:

1. Select Help > Check for updates to open the Check Update Manager window and
find out about the latest software versions available for download.

2. Select Help > Manage embedded software packages to open the Embedded
Software Package Manager window and find out about the embedded software
packages available for download. It also allows checking for package updates and
removing previously installed software packages.

3. Select Help > Updater settings to open the Updater settings window and configure
update mechanism settings (proxy settings, manual versus automatic updates,
repository folder where embedded software packages are stored).

Refer to Section 3.4 for a detailed description of these windows.

415 Software Packs component selection window

This window can be opened by clicking Middleware and Software Packs from the
Pinout & Configuration tab, at any time when working on the project. It allows the user to

3
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select Software Packs components for the current project. It features four panels, as shown

in Figure 219:

Filters panel

Can be hidden using the “Show/hide filters” button. It is located on the left side of the
window and provides a set of criteria to filter the pack component list.

Packs panel
Main panel, displays the list of software components per pack that can be selected.
Component dependencies panel

Can be hidden using the “Show/hide dependencies” button. It displays dependencies, if
any, for the component selected in the packs panel. It proposes solutions when any is

found.
Dependencies that are not solved are highlighted with fuchsia icons.

Once the dependency is solved (by selecting a component among the solution
candidates) it is highlighted with green icons.

Details and warnings panel

Can be hidden using the “Show/hide details” button. It is located on the right hand side.

It provide informations for the element selected in the Pack panel.

This element can be a pack, a bundle or a component. It offers the possibility to install
a version of the pack available but not yet installed, and allows the user to migrate the

current project to a newer version of the pack, raising incompatibilities that cannot be
automatically resolved.

Figure 219. Additional software window
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See Section 10 for more details on how to handle additional software components through

STM32CubeMX CMSIS-Pack integration.
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4.15.1

4.15.2

4.15.3

3

Introduction on software components

Arm® Keil™ CMSIS-Pack standard defines the pack (*.pdsc) format for software
components to be distributed as Software Packs. A Software pack is a zip file containing a
*.pdsc description file.

STM32CubeMX parses the pack .pdsc file to extract the list of software components. This
list is presented in the Packs panel.

Arm® Keil™ CMSIS-Pack standard defines a software component as a list of files. The
component or each of the corresponding individual files can optionally refer to a condition
that must resolve to true, otherwise the component or file is not applicable in the given
context. These conditions are listed in the Component dependencies panel.

There are no component names. Instead, each component is uniquely identified for a given
vendor pack by the combination of class name, group name and a version. Additional
categories, such as sub-group and variant can be assigned. These details are listed in the
Details & Warnings panel.

Filter panel

Click on to open the Filter panel

To filter the software component list, choose pack vendor names and software component
classes or enter a text string in the search field.

The resulting software component table is collapsed. Click the left arrow to expand it and
display all the components that match the filtering criteria.

Table 17. Additional software window - Filter icons

Icon Description

Show only favorite packs.
A pack is set as favorite in the Details and Warnings panel by clicking

Show only selected components.

@ Components are selected in the Packs panel through checkboxes or variant selection
when several implementation choices are available for the same component.

Show only installed packs.
Enables to show or hide not yet installed packs.
Not yet installed packs are distinguished with the icon U

Show only packs compatible with this version of STM32CubeMX.
Packs not compatible with this version are distinguished with the icon e

Show only packs compatible with the MCU used for the current project.

Reset all filters

Packs panel

By default, the Packs panel shows a collapsed view: all known packs are displayed with
their name and for one given version (latest version is the default). Icons are used only to
highlight the status of a pack version or of a component (see Table Packs panel icons).
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Details and warnings and Component dependencies panels are used to provide detailed
information.

The default view can be expanded by clicking the left arrows, revealing the next level, which
can be a Bundle or a top component. The lowest level is the component level.

From this panel, clicking an icon highlighting a limitation or an action opens the relevant
secondary panel (Details & Warnings or Component Dependency resolution).

Some packs can have conditions on Arm® cores or STM32 products, visible only when the
selected MCU meets the criteria. For example, a pack stating the “<accept Dcore="Cortex-
M4'"/>” condition shows up, but is grayed for MCUs without Cortex®-M4 core.

A pack may promote an APl and be shown under the “exposed APIs” entry. Clicking the API
name allows to display additional information in the Details & warnings panel. Selecting the
component implementing the API selects the APl itself. STM32CubeMX generates the
project with both the API .h definition file and the APl implementation .c file.

Some components, highlighted in gray in the component panel, are shown as read-only.
They are software components (HAL peripheral drivers or middleware offers) coming with
STM32Cube MCU embedded software package and are natively available in
STM32CubeMX.

Table 18. Additional Software window — Packs panel columns

Column name Description

At pack level, shows the <name of the Software pack>

At bundle level, shows the <Name of the Class>_<Bundle name, if any>
At component level, shows the <Group name>/<Subgroup name, if any>.
Class names are standardized by the Arm CMSIS standard(")

Pack/Bundle/Component

Shows the version that has been selected from a list of one or more
available versions of a pack.

Version Bundle and components can either inherit the version of the pack or have
their own specific version. The version is shown in the Details and
Warning panel.

Selects a component through a checkbox when only one implementation

Selection . . L . .
is available, or from a list if variants exist.

1. The Arm® Keil™ CMIS-Pack website, http://www.keil.com, lists the following classes:
- Data Exchange: Software components for data exchange
- File System: File drive support and file system
- Graphics: Graphic libraries for user interfaces
- Network: Network stack using Internet protocols
- RTOS: Real-time operating systems
- Safety: Components for testing application software against safety standards
- Security: Encryption for secure communication or storage
- USB: Universal serial bus stack
- Wireless: Communication stacks such as Bluetooth®, WiFi®, and ZigBee®.

Table 19. Additional Software window — Packs panel icons

Icon Description

The pack has been added to the user favorite list of packs.
Use the Details and Warnings panel to add/remove packs from list of favorites.

8 The pack version is not compatible with this STM32CubeMX version.
Solution: select a compatible version.

UM1718 Rev 51 ‘7]




UM1718 STM32CubeMX user interface

Table 19. Additional Software window — Packs panel icons (continued)

Icon Description

The pack version is not yet installed.

| ¢ I Solution: go to the Details and Warnings panel to download the pack version to use it
for a project.

The component is not available for selection.
@ Solution: download the pack this component belongs to.

A component is selected and at least one condition remains to be solved.

Select the line of the component with such icon to refresh the Component
dependencies panel with the list of dependencies, status and solutions if any found.

At least one component is selected and all conditions, if any, are met.

Other pack versions are available to switch to.
Solution: use the Details and Warnings panel to proceed with a change.

i

Highlights the components natively available in STM32CubeMX for the currently
selected MCU. They correspond to peripheral drivers and middleware stacks.

For such components, the dependencies cannot be automatically resolved: go to the
STM32CubeMX pinout view and enable the relevant peripheral instance or
middleware in the mode panel. They will appear as selected (green checkbox) in the
Component Selector.

3

UM1718 Rev 51 217/636




STM32CubeMX user interface UM1718

4.15.4 Component dependencies panel

The conditions are dependency rules applying to a given software component. When a
component is selected, it shows with a green icon if there is no dependency to resolve, with
a warning icon otherwise. Click to open the dependency panel (see Figure 220).

Figure 220. Component dependency resolution
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Application
> STMicroelectronics. X-CUBE- LAY Ein ] 1.0.0

Component dependencies

* Component BlueNRG-2 / Controller (from bundle [Vireless BlueNRG-2)

~ Requires: companent bundle BlueNRG-2, class Wireless, group BlueNRG-2, sub Utils, version 3.0.0 Missing
~ Solutions in STMicroelectronics. X-CUBE-BLE2 3.0.0-

Component BlueNRG-2/Utils

The panel is refreshed when selecting a component, providing details on the dependencies
to solve and the available solutions, if found (see Table 20):

e  click the Show button to show the component solving the dependency
e click the Select button to select the component solving the dependency
e when available, click Resolve button to automatically resolve the dependencies.
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Table 20. Component dependencies panel contextual help

Contextual help Description

Component dependencies

All conditions are solved.

EEPROM in pack STMicroelectronics X-CUBE-EEPRMA1.3.0.0) | No dependency to solve.

Component dependencies

EEPROM in pack STWicroelectronics XCUBEEEPRWA1300)  [TLEE Dependency to solve but issue encountered (no solution
Denies: component bundle EEPROM, class Board Part, group M24 @ Issue found or COﬂﬂICt)

Conflicts in STMicroelectronics. X-CUBE-EEPRMA1.3.0.0:

swu:RG r:s in pack STMicroelectronics X-CUBE-BLE1.6.2.0) mﬁ
a onent bundle BlueNRG.MS, class Wireless, group BlueNRG.MS, sub Utils, version 5.1.0 Missing Dependency to solve and at least one solution found

ronics X-CUBE-BLE1.6.2.0:

3

Details and Warnings panel

Click on U | to show the panel (see Figure 221).
This panel is refreshed upon selecting a line from the Packs panel.

The following actions are possible from this panel:

e Add/remove the pack from the list of favorite packs
e Install the pack

e Access the pack documentation through links

e  Migrate the project to a new pack version

To migrate a project to a new software pack version:

1. Open the project

2. Migrate to the new pack version

3. Generate the code

Known issue: performing step 2 after step 3 (migrating after code generation) leads to errors
(wrong file path generation and project compilation failure). To fix such issue, the project
must be saved as new, and the code must be generated again. Actions are possible in this

panel, namely adding/removing the pack to/from the list of favorite packs, installing a pack,
accessing pack documentation through links.
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Figure 221. Details and Warnings panel

Details and warnings

Fack details

Name #-CUBE-MEMS1
Vendor STMicroelectronics
Version 6.2.0

+,
m

L]

S T —
.

LSO

Warnings (1)

€3 This version of the pack is not compatible with the current version of
STM32CubeMX
It is compatible with STM32CubeMX from 5.2 0 upto 5.2.1

Description
Drivers and sample applications for MEMS components

Documents

License
Documentation

Updating the tree view for additional software components

Once the selection of the software components required for the application is complete (see
Figure 222), click OK to refresh STM32CubeMX window: the selected component appears
in the tree view under Additional Software (Figure 223).

The current selection of additional software components appears in the tree view (see
Figure 223). The software components must be enabled in the Mode panel and may be
configured further if any parameter is proposed in the configuration panel. Hovering the
mouse over the component name reveals contextual help with links to documentation.

3
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Figure 222. Selection of additional software components

~Packs
Version | Selection &
v © STMicroelectronics X-CUBE-Al
~ [ Artificial_Intelligence_Application
- Application |SystemF'erﬁ3rmanc; w |
~ ) Artificial_Intelligence X-CUBE-AI
@ Core
> STMicroelectronics X-CUBE-BLET
> STMicroelectronics X-CUBE-GMNSS1 3.0.0
> STMicroelectronics X-CUBE-MEMS1
> STMicroelectronics X-CUBE-NFC4 14084
Figure 223. Additional software components - Updated tree view
[ sTm32CubeMx Al_to_migrateioc®: STM32F42971Yx - O X
Swsgjlﬁ File Window Help oy < 4

Al_to_migrate.ioc - Pinout & Configuration GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager

Additional Software v Pinout

al_______]

STMicroelectronics. X-CUBE-AI.4.0.0 Mode and Configuration

Ewm Mode
System Core > Artificial Intelligence X-CUBE-AI
Artificial Intelligence Application
Analog >
Timers > Vendor - STlMicroelectronics Name - X-CUBE-Al Version : 4.0.0Pack description : Artificial Intelligence
Software component for Bundle - Application and class - ArtificialOolntelligence using components(s)
Connectivity > group : Application [variant:SystemPerformance]
Multimedia b Summary:
Component class : Aificial Intelligence
Security > description - Al Application, System Performance
group: , variant: , version:
Computing N Diagnostic - This component should operate correctly.
Related documentation:
Middleware > Reset Configuratior _
Application >
+Model manager y
Additional Software [ Name ] RAM____ | Flsh | _ Complexity | Validation Status
n Total (0) - . |

STMicroelectronics. X-CUBE-AI4.0.0]

4.16 LPBAM Scenario & Configuration view

Starting with STM32CubeMX 6.5.0, for projects without TrustZone activated and on the
STM32U575/585 product line, users can optionally create LPBAM applications using the
LPBAM Scenario & Configuration view (see Figure 224).

Starting with STM32CubeMX 6.6.0, users can create LPBAM applications for projects with
TrustZone activated on the STM32U575/585 product lines.

3
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Thanks to this view it is possible to:
e add/remove LPBAM applications
e for each LPBAM application, create queues

e for each queue, create functional nodes using the LPBAM firmware API available for
peripherals on the Smart Run Domain

e for each LPBAM application, configure the pinout, the clock tree, and HAL-related
configurations for the peripherals on the Smart Run Domain.

For details on how to work with this view, refer to Section 18: Creating LPBAM projects.

Figure 224. LPBAM window

m@

File Window Help

T ” i views.
Untitied - Tools LPBAM Scenario & Configuration GENERATE CODE
e ———————————
LPBAM Scenario & Configuration

Information available on Wiki

BHoxQaxar

LPBAM Mar

Please create or activate a LPBAM application first

CAD Resources view

STM32CubeMX CAD Resources view allows the user to quickly access and download
schematic symbols, PCB footprints and 3D CAD models for one or more design toolchains.
It requires STM32CubeMX to be connected to the Internet.

To configure and check the Internet connection select Help > Updater settings to open
STM32CubeMX updater settings window.

CAD Resources can be accessed from the MCU Selector window and from STM32CubeMX
project view.

Access from MCU selector

e  Open the MCU selector from STM32CubeMX homepage

e  Select an MCU commercial part number (Marketing status must not be “Coming soon”)

e Select the CAD Resources tab to see the CAD resources (see Figure 225).

e Use the slider to go down the panel and access the different resource views (Symbols,
Footprint, and 3D models).

For MCU commercial part numbers in “Coming Soon” Marketing status, there are no CAD
resources available (see Figure 226).
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To select the resources for download (see Figure 227)
e  Select the design toolchain

e  Select the CAD formats

e  Accept terms and conditions

e Click to download

e  Specify the download location

Figure 225. CAD Resources view

0 New Project from a MCUMPU x

MCUMPU Filters

R B © Features Block Diagram Dacs & Resauces CAD Resources. [ Datashest O By E

Enieoores o] | | STMazcoRees

h STM32G030F6P6

Commercial
Part Number

al 7] -

PRODUCT 1O v lesse chose CAD fomat - Romove  ChOProus (SRR
Segment >

COMPONENT SEARCH ENGINE

Series >
Line >

Marketing Status.

ice >
P CCAD Models
>

Paciage
s N [ I have read and agree to the Component Search Engine Terms and Conditions.
Coprcessr ,

w £ Symbol

WewoRY v

Flash =32 (kBytes)
2

EEPROM =0 (Bytes) . r

—L-ipB7/pBS PB3/PB4/PB5/PB6 o
0 —5-PB9/PC14-05C32_IN PA15/PA14-BOOTO —¢
A Total <5 () R AT aaia 18

8

RAM =8 (Bytes) MCUSIMPUS List 2 tems.

@ Export

CCMRAM =0 (kBytes)
0
On.chip SRAM = 0 (KBytes)

‘STMI2G030F6Px  Active 0.4521 TSSOP-20 2kBytes 8kBytes 1 64 MHz
STM32G030FRETR Active 04521 TSSOP-20 32 kBytes 8 kBytes 17 64 MHz

0
TCM/DTCM RAM >
DRAM Support

Flash Support >

Dual Bank Flash >

Figure 226. CAD Resources not available

roject X

X New P
MCU/MPUSEIECtors| Board Selector | Example Selector | Cross Selector

MCU/MPU Filter

[E) E‘? O Featu... Block Diagr... Docs & Resor... CAD Resour... [ patash... .. [ start Proj...

Commercial [sTM32c011D6Y3TR  ~ STM32C011DEYSTR
Part Number k4

STM32C011D6Y3TR

Q v| -
! Currently there are no CAD models. Stay tuned !

PRODUCT INFO - l
Segment >
Series >
Line >
Marketing Status >
Price >
Package > MCUS/MPUs List: 1 item ) Export

Core " || Commercial Part No___[Part No| Reference | Warketing Status x| __ Package . X]>] _Flash ] Frequency ]

STM32C011D6Y3TR  STM... STM32CO... Coming soon WLCSP 12 1.7x1.42%0.6 ...... ... 32kBytes 48 MHz
Coprocessor

MEMORY b

Flash = 32 (kBytes)

®

32

EEPROM =0 (Bytes)
®
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Figure 227. CAD Resources selection for download

B & o Fuatures Black Diagram Docs & Resources CAD Resources [ atashest [ 8uy ET
oo, Emovres ] STMIZGO0F6PE
P N STM32G030F6P6
Q] 4=
PRODUCT INFO - s . Remove CADProduct Famiy
Segment > Acls
Open IMPONENT SEARCH ENGINE
Seres > u IFC Standard
Lin >
o Open
> o o) standard
Prics > a
[~ N ] Acis Acis
Core >
fo— > crooses [1]
I ave resd nd seree tothe Component Sesrch Engine Terms and Conditions
MEMORY v
Flash =32 (cBytes) $ Symbol
[ L
Ex
EEPROM = 0 Bytes)
0
RAM Total_=3 (Bytes)
° 1 24
[ —L{pe7/pes P3/PBa/PBS/PBG
e — —Z1PB9/PC14-05C32_IN PA15/PA14-B0OTO ¢
o 3 pC15-05C32_0UT P13 L
o —&- VDD VDDA PA12[PA10]
CoMRAM =0 (Bytes
OIRAM =0@Bytes) —2-VSS/VSSA PALL[PA9 | 1Y
0 —7{NRST PBO/PB1/PB2/PA8 i
onen ; A PA7 4
i chip SRAM_= 0 (Byes)
0
[ s | vousnPus Lt 2ems Eaport
DRAM Support >
STM32G030F6Px  Active 04921 TSSOP-20 32 kBytes 8 kBytes A 64 MHz.
Flash Support > STM2GO30FEPETR Actie 04521 Tss0P20 2kytes Bkbyes 17 o4 iz
Dusl Bank Fiash >

Access from STM32CubeMX project view

e  Open an STM32CubeMX project (the MCU must not be in “Coming Soon” Marketing
status)

e  Select the CAD tab from the Tools panel to access CAD Resources (see Figure 228).

Figure 228. CAD Resources in Tools panel

STM32G030F6P6 PinNaming

OPinname O Project naming © Dual

Compare Projects

i Remove ChDProduct o
Acis waew
. 225 CoMPONENT SEARCH ENGINE
i} acis acis B
cromores  [1]
Refresh symbol previews
in ind agree to the Component Search Engine Terms and Conditions
Symbol & 3D Model
1 [oe77700 ey e =
—2-PBO/PC14-0SC32_IN PA15/PAL4-BOOTO —o-
=+ PCIS-0sC32 OUT o 1 |4 |
—2- vDD/VDDA PA12[PA10] &
BN e [—— =
—S—NRST PBO/PB1/PB2/PAB —17-
—bne pa7 24 |6 | | _15 |
—5-PA1 PA6 5>
2 ea2 pas 12 | _14 |
e L [~ =
| 10 | | 11 |
Normal Basic

The Symbol view reflects the STM32CubeMX project pinout configuration and, optionally,
the labeling (see Figure 229). The downloaded CAD files are aligned with the pinout
configuration and optionally, with the labels as well.
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Figure 229. CAD Resources for STM32CubeMX project

m STM32CubeMX Untitled: STM32G030F6Px o X

sz W File Window Help a @nu X O @\k ‘y, |

CubeMX

STM32G030F6Px Untitled - Tools GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager |
a

Compare Projects CAD Models
Refresh symbol previews

I have read and agree to the Component Search Engine Terms and Conditions

PCC

£ Symbol

_%PB7/PBS PB3/PB4/PBS/PBE%

—3 PB9/PC14-0SC32_IN PA15/PA14-BO0OTO 18

—; PC15-0SC32_OUuT PA13 =5~

5 'VDD/VDDA PA12[PA10] 16

% VSS /VSSA PA11[PA9] 15

] PBO/PB1/PB2/PAS —17- STM32G030F6Px
——— PA® PA7 53

-5 pa1 PAG - TSSOP20
-5 PA2 PAS =5

10 | PA3 PA4 L

4.18 Boot path
STM32CubeMX introduces the possibility to configure the boot path for the STM32H5

series.
Figure 230. Boot path configuration ecosystem
STM32CubeH5 STM32CubeMX STM32CubeProgrammer
Booth path Project STM32H5 creation TPC
configuration files * Boot path selection
and configuration
o Linker files update Configuration
¢ Post-build command file editing
update
e Code generation
 Provisioning
IDE
Code compilation
Cod Download on
Post-build command ode target
execution for code encryption (provisioning) Target
encryption via TPC 2
©
5
Note: STM32H56x and STM32H503 do not support cryptographic hardware accelerator (a feature

needed for the ST-IROT and ST-uROT), therefore the full spectrum of boot paths is not
available for these MCUs.

For details about boot path and its usage, read the wiki page available on www.st.com, and
the guide located under the Utilities folder of the STM32Cube firmware package.

3
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This section details, through examples, how to configure a boot path and generate the
associated code. It includes compilation, encryption, and provisioning.

4.18.1 Available boot paths

The following tables give an overview of the different boot paths supported by
STM32CubeMX, depending upon the device.

Table 21. Boot paths without TrustZone (TZEN = 0)

MCU Application OEM-iRoT OEM-iRoT— uRoT ST-iRoT ST-iRoT — uRoT
PP — Application — Application — Application — Application
STM32H503x \/ V - - B

Table 22. Boot paths with TrustZone (TZEN = 1)()

MCU SINS OEM-iRoT — S/NS application, and OEM- | ST-iRoT — | ST-iRoT — uRoT S/NS application,
application iRoT — S/NS application (assembled) S application | and ST-iRoT— S/NS application
STM32H56x 3 J - -
STM32H57x 3 J J J
STN32H523 3 J - -
STM32H533 3 J -
STM32H54 3 J J

1. S:secure, NS: nonsecure.

Table 23. Boot paths for STM32H7RS devices(!)

MCU Application | OEM-iRoT — application | ST-iRoT — application | ST-iRoT — OEM-uRoT — application

STM32H7RSx J \/ 3 J

1. S:secure, NS: nonsecure.

The following figures indicate the boot paths that STM32CubeMX can configure, and the
entry points after reset.

The related user option bytes are configured automatically (through Trusted Package
Creator installed with STM32CubeMX), and programmed during the provisioning stage.

Figure 231. Boot paths for STM32H57x devices

User option bytes

@;z STRoT ST-RoT |-
= OEM-iRoT Optional NS application
e # OEM-iRoT MOEM-uRoT
S application

MS56285V4
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Figure 232. Bootpath scheme for STM32H5_4M devices

User option bytes

: STiRoT ST-ROT -3

= OEM-iRoT Optional NS application
— OEM iRoT MOEM uRoT
S application

MS74976V1

Figure 233. Boot paths for STM32H56x devices

User option byte
P v Optional

@H OEM-iRoT HOEM uRoT

NS application

S application

DT56286V3

Figure 234. Application boot paths (legacy and ST-iRoT projects)

- Legacy ST-iRoT — Secure user application

0 >

8 o

[y A B

C GEJ—[ m NS-user application | —| S-user application |

o e

)

e

2 o Bootloader | | Bootloader |

E g | Debug authentication | | Debug authentication |

JoE | ST-iRoT (secure boot) | J ST-iRoT (secure boot) | N

»n £ Reset z

s STSFIIRSS | | STSFIRSs | R
6
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gure 235. Application boot path (OEM-iRoT)

User
flash memory

System
flash memory

OEM-iRoT — Secure/Nonsecure
user application

NS-user application |

S-user application

OEM-iRoT"

| (*) Source code not generated by STM32CubeMX

| Debug authentication |
| ST-iRoT (secure boot) |
| STSFIRSS |

Reset

Bootloader

MS56290V3

Figure 236. Application boot path (OEM-uRoT assembled)

ST-iRoT — uRoT — Project execution (assembled)

e TLV MCU boot
g NS user application Single image
. . d
5 GE) | s S user application (secure and nonsecure)
EIJ) E Header MCU boot
% TLV MCU boot
= N OEM-uRoT Not generated by STM32CubeMX
N Header MCU boot
-
> | Bootloader |
)
5 & | Debug authentication |
n £ 7| -
> ) ST-iRoT (secure boot) ®
n ﬁ Reset | E
ke | STSFIRss | 3
©
[a]
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Figure 237. Application boot path: ST-iRoT and uRoT secure/nonsecure project

ST-iRoT — uRoT — Secure/Nonsecure user application

NS-user application

—>  S-user application
: OEM-uRoT
| Bootloader |

Debug authentication |

—

ST-iRoT (secure boot) |

Reset

|  STSFIRSS |

Source code not generated by
STM32CubeMX

DT56422V3

Figure 238. Application boot path:
ST-iRoT and secure/nonsecure user application assembled

ST-iRoT — Secure/Nonsecure user
application (assembled as single image)

User flash
memory
]

System flash
memory
|

Reset

NS-User application

Single image

S-User application

| Bootloader

| Debug authentication |

ST-iRoT (secure boot) |

|  STSFIRSS

(Secure and Nonsecure)

DT56423Vv2

Figure 239. Application boot path: ST-iRoT dual figure

ST-iRoT — Secure/Nonsecure user application

—

User flash
memory
I

memory
|

System flash

g |

NS-User application

S-User application

Bootloader |

| Debug authentication |

ST-iRoT (secure boot) |

Reset

| STSFIRSs |

DT56423V3
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Figure 240. Application boot path:
(OEM-iRoT and secure/nonsecure user application assembled)

OEM-iRoT — Secure/Nonsecure user application
(assembled as single image)

~
< > NS-User application Single image
O o . (Secure and Nonsecure)
= £ 4 |j S-User application
o 9
Q€ - Source code not generated by
> — OEM-iRoT STM32CubeMX
. Reset
'(Cc@ o g | Bootloader |
E E | Debug authentication |
Qo 2 | ST-iRoT (secure boot) | g
7] g
@ |  STSFIRSS | 2

N~

4.18.2 Creating a boot path project: an example

Prerequisites
e Hardware: Discovery board STM32H573I-DK-REVC
e Tools
—  STM32CubeMX-6.8.0 or later
—  Trusted Package Creator (embedded in STM32CubeMX installation folder)
—  CubeFW must be installed through STM32CubeMX
-~ IAR Embedded Workbench® rev 9.20.4 or later

418.3 How to configure an OEM-iRoT boot path

The following instructions describe how to generate an OEM immutable Root of Trust
(OEM-iRoT) boot path. The procedure to generate other boot paths is similar, but the data
required for the configuration can be different.

3
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Step 1: Selecting the MCU

Figure 241. Select the device or board

] STM3CubeX Untited

v Fie Window Help

Existing Projects New Project

Recent Opened Projects
I need to

test_erorbootpath.ioc
Last modfied date : 041072022 11:41:15

test_6.8.0-H6.ioc ACCESS TO MCU SELECTOR

Last modfied date : 13092022 10-1327

My project from ST Boa

H563_test ioc

Last modfied date - 16092022 16:58.56 ACCESS T0 BOARD SELECTOR

Test2_Mustang_Main.ioc
Last modfied date : 09092022 14:46:19

Test_MustangMainBranch.ioc
Last modted date - 030372022 10:34.03

Other Projects.

B HHHBHAB

Click here to access the list of supported boards,
or use the MCU selector for a custom product

Check for STM32CubeMX and embedded software packages updates.

CHECK FOR UPDATES

|
|
Install or remove embedded software packages ‘

All STM32 & STM8
MCUs in one place ,

DT56292

Figure 242. Select the STM32H5 device

I NewProjec from s MCUIMPY

Lage Pt Docs & Res
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STM32H5 Series

Part Number : STWI2HST3LDK
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I audio codec stereo with audio jack inputioutput, MEMS digital microphone,

Aa tab]

and others) help users to interface with the STMi32+5 MCU penipherals and develop their applications. Several connectors such as
ARDUING® Uno V3, Pmod™, and SThiog+ are also available on the board 1o provide an easy way 1o connect extension shields or
aughterboards for specifc applications.

The STM32H573.DK Discovery kit Integraes an STLINK-V3EC embedded in-cicuit debugger and programmer for the STIS2

=R
=RV
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MEMORY > |
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Figure 243. Peripheral initialization

Q Initialize all peripherals with their default Mode ?

Yes

I Click No I

DT56294

If you click yes, there will be an error during the secure code compilation. By default, all
peripherals are set as secure, and the memory allocation for the secure code (defined

through the OEM-iRoT_boot application) is too small.

Step 2: Project creation with OEM-iRoT boot path
For this example, enable TrustZone (TZEN = 1).

Figure 244. Boot paths for STM32H56x devices

User option bytes

DT56295V2

NS application

OEM-iRoT

TZEN disabled S application

Select the option “with TrustZone activated ?” on the popup window, as shown below.

Figure 245. Activate TrustZone

TrustZone feature available X

0 Do you want to create a new project
O without TrustZone activated ?

© with TrustZone activated ?
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Step 3: Device and peripherals configuration

The device and its peripherals can be configured. In this example, the default configuration

is kept.
Figure 246. Device and peripherals configuration
| Select the Project Manager tab to save the project, and to set and configure the boot path |
v Pinout
0 Pinoutview "l System vaw
System Core
e MIIS  MIINS
CORTEX_M33 .
CORTEX_M33_S
| o o
| GPOMA1 . .
| GPOMA2
| o o
: . o o
: SYS S C-) 5
2=
| Timers
: Mutimedia
: * M33S  MINS
o o
GTZC_NS
[ 8 .
o (o]
OTFDECT ®
o o
o o
o o]
Computing ?
Mddleware >
Trace and Debug
Power and Thermal > ©
D
Uriities > 8
UFBGA176 +25 (Top view) ﬁ
[a]
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Step 4: Overall configuration

Configure the application (Figure 247), then save the project (Figure 248).

Figure 247. Configuring the project

[ STM32CubeMX h573_boot_path_tz1.ioc*: STM32HS73AIKQ - O

ST e»? File Window Help a @“u X 0 Q@ -}q "‘

Pinout & Configuration Clock Configuration
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Project Manager

i Choose project nd
Project Name] [ Choesoprofec ame [h573_boot_path_tz1

Project Project Location | Browse

- S- and NS-application . .
Project Structure] > Secure Project Non Secure Project

Application Structure ‘Advar\csd [J Do not generate the main()

Toolchain Folder Location [ea OneDrive - STMi i proj 3_boot_path_tz1\

Code Generator oolchain / IDE EWARM v Min Version ~ |V9.20 ~| [ Generate Under R

Linker Setting

M33s M33NS
Minimum Heap Size [ox200 0x200 |
Advanced Settings Minimum Stack Size [ox400 lox400 |
Thread-safe Setting
CortexM
[J Enable multi-threaded support
Boot Path
Thread-safe Locking Strategy Default - Mapping suitable strategy ing on RTOS selection
CortexM33N:
and Debug Authentication X
[ Enable multi-threaded support
Thread-safe Locking Strategy Default - Mapping suitable strategy ing on RTOS selection

Mcu and Firmware Packaae

Mcu Reference  [fhereededtiesseconied | [STM 32H573A1IXQ

T
(ExrTware Packags Name and Verson—] | STM32Cube FW_H5 V1.5.0RC1

Use Default Firmware L

irmware Relative Path)=> Browse

Figure 248. Saving the project

[ STM32CubeMX h573_boot_path_tz1.ioc: STM32HS73AIXQ - o X

swhén? File Window Help a @nu X O Q@ -}q ‘W

STM32H573AlIxQ } D o Sl i o - Project Manager GENERATE CODE
Load Project...  CulL
Pinout & Configuratio k Configuration Project Manager E
S ™ MinVersion  |v9.20 | [JGenerate Under Ro:
Sl Save the current Project
Close Projec
Project Generate Report CirlR
Recent Projects > :> Name Status Date modified Type
Exit - Binary [©) 2/6/2025 6:05 PM File folder
um Stack ROT_Provisioning @ 2/6/2025 6:05 PM File folder
[ h573_boot_path_tz1.ioc ) 2/6/2025 9:04 PM STM32CubeMX
Thread-safe Settings————————1
Code Generator CortexM33;
[ Enable multi-threaded support |
Thread-safe Locking Strategy Default - Mapping sitable strategy depending on RTOS selection.
CortexM
Advanced Settings [ Enable multi-threaded support
Thread-safe Locking Strategy Default - Mapping sitable strategy depending on RTOS selection.
Mecu and Firmware Packag
Mecu Reference STM32H573AIIxQ
Boot Path
Firmware Package Name and Version ~ [STM32Cube FW_H5 V/1.5.0RC1
and Debug Au icati Use Default Firmware Location
Firmware Relative Path Browse 9
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Step 5: Boot path selection
The possible first stages are proposed according to selected device and project structure.

Figure 249. Boot path selection

o x

m STM32CubeMX STM32H5_OEMIROT_Dema.ioc: STM32H5731IKxQ STM32H5731-DK. —
&
& mysT SO XD x Ly

STM32 ﬁ File Window Help
CubeMX
T3IKxQ - € 573 STM32HS_OEMIROT_Demo.ioc - Project Manager GENERATE CODE

Project Manager Tools

Clock Configuration

Pinout & Confi
[

- STM32CubePrag Path §
Use Default Path ] Browse ‘
(Debug §
onfigurs O] Generate DA Folder ‘
Code Generator L J
(Boot Path Sel §
No boot path selected (Nothing to configure) @
Advanced Settings Application (Default Boot Path)

Select boot path

e  Select OEM-iRoT for this example
Figure 250. Select OEM-iRoT

[ Boot Path

Kyj 0efne your boot Path

TZEN=1Dual Non Secure / Secure’ project Graphical Boot Representation

Boot Step#1

O Secure Application

O OEM immutable Root of Trust (OEM-iRoT)

Select OEM-iRoT — 8@ M

O ST immutable Root of Trust (ST-RoT)

DT56304V2

NEXT FINISH CANCEL.

m

BACK
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Figure 251. First boot path stage

[ Boot Path

Ky Define your boot Path

TZEN=1Dual Non Secure / Secure’ project

Boot Step#1

O Secure Application

® OEM immutable Root of Trust (OEM-RoT)

O ST immutable Root of Trust (ST-RoT)

X

Graphical Boot Representation

Non Secure Secure

i <— The first stage is shown

N
>
3
@
vor IS £
All possible boot paths for the second stage are proposed according to the selected
device and project structure.
Select “Secure Application”, it generates secure and nonsecure codes.
Figure 252. Select Secure Application
[ Boot Path X
Ky Define your boot Path
TZEN=1 Dual Non Secure / Secure’ project Graphical Boot Representation
Boot Step#2
Select Secure Application - | O sscurs Appication e | e
O updatable Root of Trust (uRoT)
‘0EM-iRoT
= ] N
>
3
@
: =
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e  Click on FINISH to generate the binary, RoT_Provisioning folder, and sub-folders.

Figure 253. Last boot path stage

[ Boot Path X
Ky Define your boot Path
TZEN=1 Dual Non Secure / Secure’ project Graphical Boot Representation
Boot Step#2
Secure Application Non Secure Secure
I Complete boot
l path displayed
Application W“‘f"h
O updatable Root of Trust (uRoT)
Click on FINISH to complete the
boot path selection and to go
back to the configuration panel
e
N
=
‘4 | §
o £
Figure 254. Project provisioning
[ Boot Path X
Ky Define your boot Path
TZEN=1Dual Non Secure / Secure’ project Graphical Boot Representation & OSDisk (C:) ~ Name
Boot Step#2 STM32H5_OEMIROT_Demo Binary
Binary Config
Secure Application Non Secure Secure ROT_Provisioning Images
OEMIROT Keys
- Binary ob_flash_programming.bat
Application “s’:;. Config obkey_programming.bat
provisioning.bat
O updatable Root of Trust (uRoT) Images
Keys
These default files are copied from Cube
firmware (installed with STM32CubeMX)
) )
®
g
NExT E
Note: If a selected boot path is not supported, a warning message is displayed, and the “FINISH”
button is grayed out.
Note: For STM32H56x and STM32H523x devices it is not possible to configure the OEM-iRoT

boot path if the flash size of the current MCU is not aligned with the FLASH_SIZE entry in
the map.properties file. A pop-up window (see Figure 255) is displayed.

3
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Figure 255. Flash size not aligned

[ warniNG x

Mot possible to set OEM_IROT boot path:

- The flash size of this SOC (1024 kB) is not aligned with the map.properties FLASH_SIZE property value
- DEM-IROT should be recompiled accordingly.

- The previous boot path will be restored meanwhile.

oK

Figure 256. Boot path and debug authentication panel

[ STM32CubeMX HS6TZ1_bootpath.ioc*: STM32HST3AIQ

- X
st File Window Hel L ®OFloexOaxkL
CubeMX P ‘ '+ X @ ”
STM32H573A1IXQ H56TZ1_bootpath.ioc - Project Manager GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager

- STM32CubeProgrammer Path
Use Default Path [ Browse
Project Debug Authentication
Redirection to the STM32 Trusted Package Creator
Configure Generate DA Folder The button is clickable if the is checked
Boot Path Selection
EM IROT @\ Fill all the fields, then
Redirection to the Boot Path window to select the boot path type| click on Edit Config
Code Generator Use Default Reference Location Files button to open
Trusted Package
Reference Location [ Browse | creator
Config Files Location e neDrive - STI _proj Y| Edit Config Files 9
Advanced Settings Linker (Boot Path Image
OEM-iRoT Location e TM32C pository\STM32Cube_FW_H5_V/1.4.0\Projects\¢ Non Secure
] Reinitalze Linker File(s)l-s, [elete the linker file content if checked

M33S M33NS Memory location from which
the initial program is loaded for
Start address aselected boot mode

End address

Step 6: Authentication and encryption keys regeneration, option byte file
generation
Customization of OEM-iROT configuration file (OEMIROT_Config.obk):

o The default configuration file of CubeFW can be used, but the default keys must be
regenerated or replaced

e To customize the configuration file, proceed as follow:

a) Launch Trusted Package Creator and select STM32H5 (click edit in Project
Manager as indicated in Figure 254)

b) Open OBkey tab
c) The default keys can be regenerated

d) The OEMIROT_Config.obk file is generated. The modified parameters are saved
in OEMIROT _Config
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Figure 257. Authentication and encryption keys regeneration

Contextual help displayed when
hovering the mouse on editing areas

Default keys can
be regenerated

XML e

[C:/Demo_Cuberx/STM32+5_OBMIROT_Demo/ROT Provissoning I0EM_ROT/Cond,

Secure firmware and data
images authentication key

paroT_contio e

Informatson

OEMIRoT configuration

R
[ Ve Comar Aot 5o [ open | ] Rogenerate ]
Non-secure firmware and data
images authentication key V owpat e [ory CowaT_Cart 3 [Esocavin =)
Authentication non secure key
[ eroRaT_Asmenication 16 9o [ open |[TmTTRE]  regenerate | ‘

OEMIiRoT_Config.obk
file generated

Encryption key

e e -wm =
Key to|encrypt firmware and data images [ conconey | E
e The H5-Image Gen1 and Gen2 tabs indicate the location of the image configuration
files and the path of the binary input and output files. Keep the default settings.
Figure 258. Secure image configuration
{5 STM32 Trusted Package Creator - a X
File Edit Options Help Doc "’ [—

XML file

[c:/sTM32CUbEMX_Projects/Demo_CubeMx/STM32H5_OEMIROT_Demo/STM32H5_OEMIROT_Demo/ROT_Provisioning OEMROT /Images /OEMROT_S_Code_Image xml

(o [2]

Firmware secure image generation

Dependency with otherimage

[to0

-

Version

[0

Firmware binary input file

[--/.-1-.I5ecure_nsdib/STM32H5_OEMIROT_Demo_s hex

Image output file

i |

[~/ f--Binary/STM32H5_OEMIROT Demo_S_enc_sign-hex

The purpose of this tool is to generate signed and encrypted images using the imgtool.
The tool input is an XML file describing the commands and parameters to be passed to the imgtool.
The imgtool is embedded in the STM32CubeProgrammer package.

Save Configuration
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Figure 259. Nonsecure image configuration

{35 STM32 Trusted Package Creator - a X

File Edit Options Help Doc ‘,’ life.augmented

H5-Image Gen1 | HS-Image Gen2 OBkey
XML file
[CH/STME2CBEMI_Projects/Demo_CubeMy/STM32HS_OEMIRT Dema/STM32HS_OEMIROT Demo/ROT_Provisaning OEMROT/Images/OEMROT NS Code_Image.sml [ open ] 9
Firmware non secure image generation
Dependency with other image

[oo

Version

[100

Firmware binary input file

[t 5_OEMIROT_Demo,_ 5_OEMIROT_Demo_NS. hex

Image output file

r
[-<fe-f--Binary/STM32H5_OEMIROT_Demo_Ns_enc_sign.hex m

Tool Description:

The purpose of this tool is to generate signed and encrypted images using the imgtool.
The tool input is an XML file deseribing the commands and parameters to be passed to the imgtool.
The imgtool is embedded in the STM32CubeProgrammer package.

Save Configuration

Step 7: Code generation

Figure 260. Generate the code

I smzc . OEMIROT Demod - o x

Help & myST

Window

Clock Configuration

Use Default Path

Generate DA Folder

bug Authentication . §
Configu ‘

Click here to generate the code

Boot Path

Code Generator [ p— and the IDE environment

Use Default Reference Location

e
Advanced Seftings e
Config Files Location Users\kroutb BootpathProjects\STM3Z2H5_OEMIROT_DemotRoT Provsioning OF1] [T NE e Ty
Linker Boot Path
OEM-RaT Location [C\Users\kroutb\STM32Cube\Repository\STM32Cube_FW_HE V1 2 0VProjects\STM3]
Enable Linker Fle(s) Update NonSecuro  Soar

] Reinitalze Linker File(s)

Sign Binaryies)

Mapping

Start address

End address.

DT56314V3
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Figure 261. Code is generated

m Code Generation X
Generating user source code
‘ The Code is successfully generated under :
C:/Demo/H5_STiRoT_Demo
Copying libraries files. Project language : C
Open Folder [§ Open Project m g
8
[a]
Additional directories, including the IDE environment, are created.
Figure 262. Secure and nonsecure IDE directories
Demo_CubeMx N Name
STM32H5_OEMIROT_Demo Binary
Binary Drivers
Drivers EWARM :‘:‘S:‘“"
EWARM NonSecure @ Projecteww
Open the project
| &
File Edit View Project ST-link Tools Window Help
DORS & LXKQ OC < Q
JVorkspace |
STM32H5_OEMAOT_Demo_S - STM32HS_OEMROT_Demo_S
Files
B ClProject A secure application and a %
|-® ® STM32H5_OEMIROT_D _S - STM32H5_OEMIROT_D _S ‘ i H —
La .STM32H5_OEMIRIOT_DEMZ'_’;:'S'STM32H5_0EMIRO+_DEI’“D_?\I'§° nonsecure appllCatIOn 8
code have been generated 0
[a]

The S and NS applications can be developed using the generated code skeletons.

Step 8: Code compilation

Select Project — Option — Build Actions. The links to the Trusted Package executable, and
to the secure and nonsecure application xml files are filled automatically.

3
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Figure 263. IDE post build commands

(] (-]
File Edit View Project ST-Link Toels Window Help File Edit View Project ST-link Tools Window Help
NN RS = il - Qo S e s el =N - R Ciln! - L Q> 5 E
Workspace > 8 X | mainc x Workspace v 2 X | mane x
Files o Jer || Fles o ra
& CProject * 8 OProject +*
@ STM32H5_OEMIROT_De NS - STM32H5_OEMIROT_Demo_NS v N [ JSTM32H5_OEMIROT_Demo_NS - STM32H5_OEMIROT_Demo_NS -
[ ]STM32H5_OEMIROT Demo M3ZHE_OEMIFOT Demo S v : @ STh32H5_OEMIROT_Demo_S - STM32H5_OEMIROT Demo_S v :‘
. :
; :
: .
. :
Categony: : Category: :
General Cptions 1 General Options x
Static Analysis ’ Static Analysis N
Runtime Checking * Runtime Checking *
€/C++ Compiler Build Actions Corfiguration 1 €[C++ Compiler Build Actions Corfiguration P
Assembler N Assembler L7
Output Converter Pre-build command line Output Converter Prebuild command ine: |
Custom Buld ] o Custom Buld s
Fosid command I Pastbuid command e
Linker " s " rx q Anker "$PROJ_DIRS/.././ROT_Provisioning/postbuild bat" "nonsecure™ *
Demoer ["sPROJ_DIRS/./../ROT_Provisioning /postbuild bat" "secure ] Debugger [ ] |
Simulator / Simulator
g | caor “>'>
I | r CMSIS DAP <
5]
8
xml configuration for secure application xml configuration for nonsecure application 5

The secure code must be generated before the nonsecure one. Compile each code
separately (right click on Project — Rebuild all). The secure and nonsecure signed and
encrypted binaries are generated during the post build phase.

Figure 264. Trusted Package Creator output directory

Demo_CubeMx Name
STM32H5_OEMIROT_Demo STM32H5_OEMIROT_Demo_NS_enc_sign.hex
Binary STM32H5_OEMIROT_Demo_S5_enc_sign.hex

Step 9: Provisioning of the board

The program cannot be flashed using an IDE. Use provisioning scripts found in the user
environment, and double click on the provisioning.bat file (Figure 265). During provisioning,

log files are generated to inform the user about the activity. Follow the on-screen
instructions (Figure 266).

3
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Figure 265. Board provisioning

5 CAST_MMS\CodeGeneration\Branch_6_8 RCA\OEMIRoT_Dual LED\ROT_Provisioning\QEMIROT =

Pin to Quick y ¥ i Jelete New
e s 10 B - folder - & Histary
Clipl
« - 1 Branch_6_8_RC4 » OEMiRoT_Dual LED * ROT_Provisioning * OEMIROT v L
OEMiRoT A Nam Jate modifiec
QEMIRaT_Dual LED
Binary
Binary Config
Drivers Images
EWARM Keys
Middlewares ob_flash_programming bat
NonSecure obkey_programming.bat

ROT_Provisioning provisioning.bat

DA
Binary
Certificates
Config
Keys
QEMIROT
Secure

Secure_nsclib

Figure 266. On-screen instructions

In the user environment, STM32CubeMX has generated an env.bat file, containing the
information required for provisioning. Do not change this file.
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A pop-up (see Figure 267) appears if you forget to compile the project OEMiRoT_Boot in
the CubeFW.

Figure 267. Error message

gramming.bat” AUTO

418.4 How to configure an ST-iRoT boot path

The configuration for an ST immutable Root of Trust (ST-iRoT) boot path. The requirements
are the same of the previous example.

Step 1: Generating the code

e  Select an STM32H57x MCU

e Create a project with TrustZone activated (TZEN = 1)

e In Project Manager, choose “Secure Project”

e  Save the project

e Go to “Boot Path and Debug Authentication” tab, and press the Select button
e Choose ST immutable Root of Trust (ST-iRoT)

3
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Figure 268. Select ST-iRoT

[ Boot Path

‘1’ Define your boot Path

TZEN=1"Only Secure’ project

Boot Step#i

O Secure Application

O OEM immutable Root of Trust (OEM-RoT)

ST immutable Root of Trust (ST-RaT)

Graphical Boot Representation

Hon Secure Secure

ST-RoT

MNEXT FINISH CANCEL

e  Select Secure Application
Figure 269. Final boot path stage
[ Boot Path ®
m Define your boot Path
TZEN=1"Only Secure’ project Graphical Boot Representation
Boot Step#2
® Secure Application Non Secure Secure
Application
O updatable Root of Trust (uRoT)
STM32
o  Click “FINISH”, the boot path configuration panel is displayed (see Figure 270), use it

to configure the application, then press the GENERATE CODE button to generate the

code for the selected toolchain
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Figure 270. Boot path and Debug Authentication tab

I STMB2CubeMX ST-ROTioc's SMEZHSTAIKGQ

o

BHox09x a7

X

sz @ File Window Hel
CubeMX P & myST
- STM32H573IKxQ ST-ROT.ioc - Project Manager GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager Tools
 STM32CubeProg
o I Use Default Path [ ] Browse
Debug
2 Genee DA Foter }
Path Selection
Code Generator Boot Path Selectio
B o 8
Use Default Reference Location
- Reference Location Browse
Advanced Settings ! v [ |
Config Files Location [ jects\ST-ROT\ROT 0T J| Edit Conig Files

- (Boot Path Image

Linker
Enable Linker File(s) Update

[ Reinitialize Linker File(s)

Non Secure:

Sigr

Sign Binary(ies)

Secure.
Applcation

M338

Start address

End address

Figure 271. Select the project structure

Start address

Boot Path End address

and Debug Authentication

m STM32CubeMX h573_boot_path_tz1.ioc: STM32H573AlIxQ - [} X
STM3 File Window Hel a @ n [ » ] O -}( £
CubeNiX P . X Q > /4
STM32H573AIXxQ » h573_boot_path_tz1.ioc - Project Manager GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager Tools
Project Use Default Reference Location
Reference Location [ | Browse
Config Files Location e OneDrive - STI _proj EMJ  Edit Config Files
Code Generator Linker Boot Path Imag
[ Reinitialize Linker File(s) Non Secare
. Secure
Advanced Settings R Application
Mapping
M33s M33NS

For this boot path, only the secure project is generated.
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Figure 272. Code is generated

Generating user source code. Copying libraries files

2] Code Generation x

The Code is successfully generated under :
C:/ST_MMS/CodeGeneration/Branch_6_8_Final_RC/STiRoT
Project language : C

Open Folder

Additional directories, including the IDE environment are created.

Figure 273. Secure project completed

ST-iRoT A Name A e eeeeiis
Binary Secure
Drivers settings
EWARM © Project.eww

Secure

settings
ROT_Provisioning
Secure

Secure_nsclib

Open the project

DT56334V2

A secure application code is generated

Secure applications can be developed using the generated code skeletons.

The Post build command creates a secure compiled encrypted code for the provisioning.

Step 2: Code compilation

The generated binaries are automatically encrypted
e Open the project in the selected toolchain, for example IAR
—  Select: Project — Option — Build Actions

— Thelinks to the Trusted Package executable and to the secure application xml are
filled automatically

—  Compile secure (right click on Project — Rebuild all)

)
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Figure 274. IDE post build commands
Options for node "STiRoT_S" X Bu'ld
Catgon Messages
oo stm32h5xx_hal_pwr.c
e o ol Actons Conurton stm32h5xx_hal_icache.c
v et Pr b commar e stm32h5xx_hal_gpio.c
Custom Build
I | rosouis conmans e stm32h5xx_hal_flash_ex.c
D:bi;ger "$PROJ_DIRS!..../ROT_Provisioning/postbuild.bat" "secure” Stm32h5)0( hal thC.C
Simulator - i
e stm32h5xx_hal_rcc.c
o sene stm32h5xx_hal_rcc_ex.c
o STiRoT_S.out
o STiRoT_S hex
ST-LINK .
Thickparty Drver Post-build command
THse.rer
e 5. 4
= Total number of errors: 0
Total number of wamings: 0
. Build succeeded
Post build command added
v STiRoT & Name
Binary [] STiRoT_S_enc_sign.hex
Drivers
v EWARM
Secure
settings
Middl .
v Trusted Package Creator generates an encrypted binary
ROT_Provisioning Q
Secure é
Secure_nsclib E

ST-iRoT board provisioning

The program cannot be flashed using an IDE, use the provisioning scripts found in the user

environment.

e Double click on the provisioning.bat file (Figure 275)
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Figure 275. Board provisioning

ST-iRaT " Mame
Binary Binary
Drivers Config
EWARM Image
Secure Keys
settings ob_flash_programming.bat

bk isioning.bat
ROT_Provisioning UREYprovisioningBe

provisicning.bat
DA

update_appli_setup.bat
—— update_ob_setup.bat
Binary
Config
Image
Keys
Secure

Secure_nsclib

e During provisioning, log files are generated to inform the user about the activity
e Follow the on-screen instructions (Figure 276)

Figure 276. On-screen instructions

BN CAWINDOWS\systen32\cmd.exe - call “update_ob_setup.bat” AUTD - call "ob_flash_programming.bat® AUTD - call “cbkey_provisicning.bat” AUTD - m] =

In the user environment STM32CubeMX has generated an env.bat file containing the
required data for provisioning, do not change it.
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Figure 277. Environment configuration file

v STiReT 2 MName
Binary DA
Drivers STIROT
v | | EWARM [%] env.bat

Secure
settings
Middlewares
v ROT_Provisioning
DA
w STIROT

Binary
Config
Image
Keys

Secure

Secure_nsclib

4.18.5 How to configure an assembled boot path
The configuration described below is an example of an assembled boot path.

Prerequisites:

e Hardware: Discovery board STM32H573I-DK-REVC or later

e Required tools
—  Secure manager package, to be downloaded and installed from www.st.com
—  STM32CubeMX-6.9.0 or later

—  STM32 Trusted Package Creator (embedded in STM32CubeMX installation
folder)

— |AR Embedded Workbench rev 9.20.4 or later, and the patch in the
STM32CubeH5 firmware (Version 1.1.0 or later), named
EWARM/EWARMv8_STM32H5xx_Vx.x.x.zip.

Step 1: Configure flash_layout.h file

e  Go to STM32Cube\Repository\STM32Cube_FW_H5_VX.X.X\Projects\
STM32H573I-DK\Applications\ROT\OEMIROT_Boot\Inc
e  Open flash_layout.h

. Set the value of this define to 1 to assemble the secure and nonsecure binaries into
one: #define MCUBOOT_APP_IMAGE_NUMBER 1.

3
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Figure 278. The flash_layout.h file

51M321D/SUR_UEMIHU1_toot v
Files &
[ JProject - STM32H573-DK_OEMIiROT_Boot
21 8 Application
Le ser

ses_altc

bl2_nv_services.c

boot_hal.c

ecdsa_altc

ecp_altc

ecp_curves_altc

keys_map.c

low_level_com.c

low_level_device.c

low_level_flash.c [ #ifndef _FLASH_LAYOUT_H

low_level_obkeys.c #define __FLASH_LAYOUT H_
level_obkeys_device.c

_level_mg.c B8/

B low_level_security.c

B mpu_srmvBm_drv.c

8 D rsa_altc

B sha2s6_sitc

Ha @ startup_stm32h5xcc

8 @ stm32hSxc_hal_msp.c

L@ Biicke

& o Doc

@ W Drivers

@ s Middlewares [ #define MCUBOOT_OVERWRITE_ONLY

L@ & Output

[] #define MCUBOOT_EXT_LOADER

[] #define MCUBOOT_APP_IMAGE_NUMBER 1] /*
[ #define MCUBOOT_S_DATA_TMAGE_NUMBER @  /*

[ #define MCUBOOT_NS_DATA_TMAGE_NUMBER © /*

Project <

Build

Messages File
tve

Projectout

OEMIROT_Bootbin

Postbuild command

run confi Appli with windows executable

Total number of errors: 0
Total number of wamings: 0

Build succeeded

f#define MCUBOOT_APP_IMAGE_NUMBER 1 /* 1: S

DT56420V1

Step 2: Compile OEMIROT_Boot project

e  Open OEMIROT_Boot with your preferred tool chain, and recompile the project.

—  The map.properties file is automatically updated
(CODE_IMAGE_ASSEMBLY=0x01)

—  The image file (OEMiRoT_NS_Code_Image.xml) is automatically updated
(firmware area size)

Step 3: OEMIROT (assembled) code generation

e  Open STM32CubeMX application and create a new project with the H5 series
(example: choose “STM32H573ZITxQ”)

e  Go to Project Manager window, and select secure and nonsecure application

e Add a name for the project and save it

e Go to Boot Path and Debug Authentication Panel: in Boot path selection, click on
Select button

e  Select OEM-iRoT in the boot path wizard window, and click Next
e  Select Secure application, and click Finish

3
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Figure 279. The map.properties file

OEMIROT_Appli_TrustZone

v OEMIROT_Boot

Binary

EWARM

Inc

MDK-ARM

Src

STM32CubelDE
SMAK_Appli
STIROT_Appli
STIROT_Appli_TrustZone
STIROT_OEMUROT_Appli

() Name

Binary
EWARM
Inc
MDK-ARM
Src
STM32CubelDE
[5] APACHE-2.0.xt
auto_rot_update.bat
[%] auto_rot_update.sh
map.properties
@ readme.htm!
il README.md

[~ map properties E3 l

Date modified

6/14/2023 11:16 AM
6/14/2023 11:16 AM
11:16 AM
5:20PM
6/13/2023 5:20 PM
5:20 PM
6/9/2023 11:55 AM
6/14/2023 11:12 AM
6/9/2023 11:55 AM
6/14/2023 11:17 AM
6/9/2023 11:55 AM
6/9/2023 11:55 AM

1 [BootPathType]
bootPath=0EMiROT

MCUBOOT OVERWRITE ONLY=0x1
TRAILER SIZE=0x40

0x1

[Secure]
S _CODE REGION START=0xC018000
S_CODE_REGION SIZE=0x6000
9 S DATA=0x0
10 S DATA REGION START=0x0
11 S DATA REGION SIZE=0x0
12 HEADER SIZE=0x400
13 [NonSecure]
14 NS_CODE REGION START=0x801E000
15 NS_CODE _REGION SIZE=0xA0000
16 NS_DATA=0x0
17 NS _DATA REGION START=0x0
18 NS _DATA REGION SIZE=0x0
19 HEADER SIZE=0x400
20 [Memory Region]
21 ROT REGION START=0x0
22 ROT REGION SIZE=0x18000
23 SCRATCH REGION START=0x18000
24 SCRATCH REGION SIZE=0x0

Type

File folder

File folder

File folder

File folder

File folder

File folder

Text Document
Windows Batch File
Shell Script

Properties Source ...

Chrome HTML Do...

Markdown file

25 DOWNLOAD S_CODE_REGION START=0xBE000
26 DOWNLOAD NS_CODE_REGION START=0x0
27 DOWNLOAD S_DATA REGION START=0x0

28 DOWNLOAD NS DATA REGION START=0x0

Size

12KB
1KB
1KB
1KB
61KB
6KB

DT56426V1

e  Generate and build the project

Figure 280. Secure generated project

Project - IAR Embed

File Edit View Project ST-Link Tools

A RBEBIXDEDC < Qo <D0 IRe-=0.""%5

ench IDE - Arm 9.20.1

Window Help

'orkspace

OEMiRoT_Assembled_S

Options for node "OEMiRoT_Assembled_S"

Files

I Drivers
L@ i Middlewares

=] MiRoT_Assembled_S - OEMiRoT_Assembled_S

Category:

General Options

Static Analysis

Runtime Checking
C/C++ Compiler
Assembler
Output Converter

Build Actions Configuration

Pre-build command line:

Custom Build

Build Actions

Post-build command line:

Linker
Debugger

Simulator
CADI

CMSIS DAP
GDB Server
Ijet
Iink/)-Trace
TI Stellaris
Nu-Link

PE micro
STHLINK
Third-Party Driver

TIMSP-FET
TIXDS
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Figure 281. Nonsecure generated project

v ax

‘Workspace

OEMRoT_Assembled NS

~

&
=L JOEMiRoT_Assembled_NS - OEMiRoT_Assembled_NS [ v |

Files

Options for node "OEMiRoT_Assembled_NS" X
= 8 Drivers
L@ i Middlewares

Category:

General Options

Static Analysis

Runtime Checking
C/C-++ Compiler Build Actions Configuration
Assembler
Output Converter Pre-build command line:
Custom Build ‘

FP——
Linker

'SP RS/../../ROT_Provisioning/f il " "l

Debunices [ 'SPROJ_DIRS/. YOT_Provisioning/postbuild bat" “nonsecure’ |U

Simulator

CADI

CMSIS DAP

GDB Server

et
J-ink/J-Trace
TI Stellaris
Nu-Link

PE micro

STLINK
Third-Party Driver
TIMSPFET
TIXDS

=

oo

Figure 282. Compilation project

OEMiRoT_Assembled_NS.out

OEMiRoT_Assembled_NS hin

Post-build command

“Wed Jun1411:36:28 2023 : [INF]

Executing i command

“ed Jun 1411:36:28 2023 : [INF] AppliCig.exe oneimage b OEMiRoT_Assembled_S.bin -sh OEMiRoT_Assembled_NS.bin -o 0x6000 -ob OEMiRoT_Assembled_assembled.bin —vb

“Wed Jun 1411:36:28 2023 : [INF] First binary : 'CAST_MMS\CodeGeneration\Branch_E_3_Beta_7\OEMiRoT_Assembled\ROT_Provisioningy. /Secure_nsclit\OEMiRoT_Assembled_S bin'

“Wed Jun 1411:36:28 2023 : [INF] Second binary :'C\ST_MMS\CodeGeneration\Branch_6_9_Beta_7\OEMiRoT_Assemblec\ROT_Provisioningy/. /EVWARM/MNonSecure\OEMIRoT_Assembled_NS\Exe\OEM
iRoT_Assembled_NS hin'

‘Wed Jun 1411:36:28 2023 : [INF] Extra padding will be added atthe end of the first binary

“Wed Jun 1411:36:28 2023 : [INF] Image assembly success

“Wed Jun 1411:36:28 2023 : [INF] Final image size '29966'

STM32 Trusted Package Creator v2.14.0-803

-pb CAST_MMS\CodeGeneration\Branch_B_3_Beta_T\OEMIRoT_AssemblecAROT_ProvisioninghOEMIROT\Images\OEMIROT_NS_Code_Imagexm|

Image generated successfully

Total number of errors: 0
Total number of warnings: 0

Build succeeded

Open the project folder. A Python script assembles both binaries (Secure, Non
Secure), then the TPC signs them:

—  Assembled_OEMiRot_Boot_Path_Example_assembled.bin — File assembled by
the Python script

Assembled_OEMiRot_Boot Path Example_enc_sign.hex — File signed by the
TPC
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Figure 283. Project folder

v £ Assembled_OEMiRot_Boot_Path_Example
v ) Binary
Assembled_OEMiRot_Boot_Path_Example_assembled.bin
Assembled_OEMiRot_Boot_Path_Example_enc_sign.hex
Drivers
EWARM
NonSecure
v 8 ROT_Provisioning
DA
OEMIROT
env.bat
output.txt
postbuild.bat
Secure
Secure_nsclib
.mxproject
Assembled_OEMiRot_Boot_Path_Example.ioc

e  The post build command is added only for the Non Secure project.

How to configure OEM-uRoT (STiRot uROT) boot path

e  Select an STM32H57x MCU
e Create a project with TrustZone activated (TZEN = 1), see Figure 284
e In Project Manager, save the project, see Figure 285

e Go to “Boot Path and Debug Authentication” tab, and press the Select button, see
Figure 286

e  Select “ST immutable Root of Trust (ST-iRot)”, then click “NEXT”, see Figure 287
e  Select “OEM updatable Root of Trust (OEM-uRoT)”, then click “NEXT”, see Figure 287
e  Select “Secure Application”, then click “FINISH”, see Figure 288

e The panel of boot path configuration is displayed, use it to configure the boot path in
the “Boot Path and Debug Authentication” tab, see Figure 289

e Generate and build the project, see Figure 292 and Figure 293

3
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Figure 284. Project creation

T File Window Help a @ nu X O Q k KYI
[ Hoe

Existing Projects New Project ] ei

OGO CHEer] EE Check for STM32CubeMX and embedded so..

TrustZone feature available X CHECK FOR UPDATES

1 e Do you want to create a new project

h573_boot_path_tz1.ioc
Last modified date : 06/02/2025 21:04:43

Install or remove embedded software packa...

INSTALL / REMOVE

H56TZ1_bootpath.ioc O without TrustZone activated ?

Last modified date : 05/02/2025 15:23:08

H56TZ0_bootpath.ioc
Last modified date : 05/02/2025 14:30:55

bootpathh5.ioc
Last modified date : 05/02/2025 14:22:48

Start My project from Example

ACCESS TO EXAMPLE SELECTOR ‘

H503_bootpath.ioc
Last modified date : 05/02/2025 14:13:10

Yy HEHHHHBH

Othar Praiarte OtheriServices

@ Data colection information notice
ACCESS TO COMPARE PROJE @5 About STM32  §# External Tools

Figure 285. Save the project

[ STM32CubeMX Untitled: STM32

, - O
ST™M ﬁ File Window Help ‘ @ nu X o @ k ‘

| CubeM
m STM32H573AlIxQ Untitled - Pinout & Configuration GENERATE CODE

Project Manager

Clock Configuration

Pinout & Configuration

‘ Save In: [ cubemx_projects v B o s gEs :
System Core > 2m_Il_generation cmake_security_flag
161GAFW_test Common
Analog > bootpathhs COMP_1M_code-gen
build_error_CO Comp_1m_gen
Timers > CO11_code_gen_test COMP_EAMPLE_2M
cMm4 comp_example
Connectivity > cm7 comp_example_m1
Multimedia > —
Folder name:  |H57x |pootpath_project
Security ’ Files of Types |STM32CubeMX project Files v
>
Middleware and Software Packs >
Trace and Debug > _
A UFBGA169 (Top view)
Power and Thermal >
> . e
Utilties @ o = ol i | = Q | Unused GPIOs: |-
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Figure 286. Boot path and debug authentication panel

[ STM32CubeMX cubemx_projects.ioc: STM32H573AIKQ

X

- a
stz W File Window Hell a @n O -}( y<
CubeMX i i u x @ ,,
STM32H573A1IXQ cubemx_projects.ioc - Project Manager GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools
(STM32CubeProgrammer Path

[ Browse w

Project

Debug
[ Configure [ Generate DA Folder J

Boot Path Selection

ISR o boot path selected (Nothing to configure) @

Code Generator Application (Default Boot Path)

Advanced Settings

Figure 287. First (left) and second (right) boot path stage

[ Boot Path X Boot Path X
‘,I Define your boot Path ‘,’ Define your boot Path
TZEN=1"Dusl Non Secure / Secure’ project Graphics| Boot Representat r TZEN=1 Dusl Non Secure / Secure’ project Graphical Boot Reprasentat
Boot Step#1 r Boot Step#2
Non Secure Secure Non Secure Secure
O Secure Application O Secure Application
O OEM immutable Root of Trust (OEM-iRoT) OEM updatable Root of Trust (OEM-uRoT)
OEM-uRoT
ST-RT ST-RoT
® ST immutable Root of Trust (ST-iRoT)
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Figure 288. Final boot path stage

[ Boot Path X

‘,’ Define your boot Path

TZEN=1 "Dual Non Secure / Secure’ project Graphical Bocot Reprasentat. r

Boot Step#3 F
Non Secure Secure

® Secure Application

BACK NEXT FINISH CANCEL

Figure 289. Boot path and debug authentication tab

[ sTM32CubeMx cubemx_projects.ioc*: STM32H573A1xQ o X

i W File Window Hel a @ n O -}( £
CubelX P i oX Q Y/
STM32H573A1IxQ cubemx_projects.ioc - Project Manager GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager

Home

Use Default Reference Location

Reference Location \ \ Browse
Config Files Location e a\OneDrive - ST! _proj YW Edit Config Files

Linker Boot Path Image—}

Project

OEM-uRoT Location L a\STM32C pository’ TmazCube_Fw_Hs_w.5.0Rc1xproje\ D

Code Generator
[ Reinitialize Linker File(s)

Application

Mapping

Advanced Settings

M33S M33NS

Start address

End address

Boot Path

and Debug Authentication q

M o carn
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Figure 290. map.properties file
~ =) OEMUROT Test
[ Binary
» L Drrivers
» 1 EWARM
» 1.2l NonSecure
v ROT_Provisioning
> 1./ DA
7} STIROT_OEMuROT
L Binary
_ Config
a2/ Images
. Keys
.| 5T
cbkey_provisioning.bat
ob_flash_programming.bat
provisioning.bat
env.bat
postbuild.bat
» . Secure
» . Secure_nsclib
mxproject
OEMuROT _Test.ioc

L

Figure 291. Code generation with EWARM

@ Project - 1AR Embedded Workbench IDE - Arm 9.202 a X

File Edt View Project ST-link Tools Window Help

LDOR@ 8 x@h ©C ERScRR LR RACACE L E N K
Workspace ¥ B X | mainc x
OEMUROT_Test_NS - DEMuROT _Test NS X 1
5 -
v ernee
* @file main.c
* @brief Main program body
* @attention
* Copyright (c) 2024 STMicroelectronics.
- * ALL rights reserved.
|71 B stm32hSxx_hal_msp.c 4
] B) stm32ZhGnc_itc * This software is licensed under terms that can be found in the LICENSE file
vars. * in the root directory of this software component.
oMsIs * If no LICENSE file comes with this software, it is provided AS-IS.
STM3ZHS HAL Diiver
Output L
OEMUROT_Test_S- OEMUROT _Tast_S v o UaER CO0E B ir 57
Application /* Includes o/
#include "ma:
< >
Buid v a
Messages File Line *
Reading project nodes
Cleaning... Ofiles
startup_stm32h5730cs
stm32h5ix_hal_msp.c
main.c
stm3ZhSxex_hal.c
Build Debug Log
Ready Errors 0, Wamnings 0 Ln 1, Col 1 System CAP NUM OVR
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Figure 292. Nonsecure generated project

° Project - IAR Embedded Workbench IDE - Arm 9.20.2
File Edit View Project ST-link Tools Window Help
NAM@ = XB[0 DC| Q2 S DS A0 B®= 0 0 il
Worepace Options for node "OEMuROT_Test_NS” X
OEMuROT_Test_NS - OEMuROT_Test_NS L
Files
=l JOEMuROT Test NS - OEMuROT _Test NS Category: B
B A_pp|icaliun General Options
EVVARM Static Analysis "
ser Runtime Checking - - -
\_E & NonSecure C/C++ Compiler Build Actions Configuration
Lo i Core Assembler
i ine: r
main.c Output Converter Pre-build command line:
[2) stm32hBxc_hal_msp.c Custom Buiid ‘
stm32h5ic_ite Post-buid command ine: ke
(] W Drivers Linker ‘”sPROLDIHSI /./ROT_Provisk build bat” " . . ft
& CMSIS Debugger <
L i STM32H50_HAL_Driver i"[';h“" L,
B Output QSIS DAP
] @ OEMUROT_Test_S - OEMuROT_Test_S GDB Server
-:Applicminn et L
m Eﬂwers J-Link/J-Trace
o RIS I Stelaris
[Overview DEMUROT_Test NS | DEMuROT_Test S Nu-Link L
: PE micro =
Build ST-LINK £
Messages Third-Party Driver
Read ‘ectnod TI MSP-FET
eading project nodes... TIXDS
Cleaning... 0 files.
startup_stm32h573ux.s Cancel
stm32hbxoc_hal_msp.c
main.c
stm3ZhBxx halc
Figure 293. Secure generated project
[}
File Edit View Projet ST-link Tools Window Help
DORS = XK DC g 2= 8 0 NN.Re. 5.0 08T
Workspace > 8 X mainc %
OEMUROT_Test_NS - DEMUROT_Test NS Options for node *OEMuROT_Test S* X {
£ M NonSecure L
i Core General Optons
E) main.c Static Analysis:
B stm32h5x<_hal_msp.c Runtme Checking
L@ B stm32hSx_itc €/Cs-+ Compler B i Conrguansn b
& g ics.
Ao Pro-buid command o
Custom Buid terms that can be found in the LICENSE file
Post-buid command iine: ftware component.
Linker “$PROJ_DIRS/. /. /ROT_Provisisning/postbuid bat” "sacure” s software, it is provided AS-IS.
Debugger
‘Simulator besssss
Ca0l
- Qsis DA
STM32HSo_HAL_Driver petecn | | || T T SRraLIEY o
utput Tjet
Hiok/}Trace
Overview OEMuROT_Test NS | OEMuROT Test S T1 Stellaris: >
Nu-Link
L PE miro [ va
ST-LING
Messages “Thid-Party Driver Line
Reading projectnodes.. T MSP-FET
TS
Cleaning... 0files.
startup_stm32h5730cs Cancel
stm32h5xx_hal_msp.c
mainc
stm32hSxx_hal.c '
Build Debug Log
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4.18.7 How to configure ST-iRoT boot path with STM32H7RS devices

Go through the following steps:
1. Select an STM32H7S3Vx MCU (Figure 294)

2.  Apopup (see Figure 295) asks to preconfigure the Memory Protection Unit. It is
recommended to optimize the speculative read access of the core. Select “Yes” to keep
the default configuration.

3. In Project Manager Window, check only “Appli Project”’, name the project, and save it
(Figure 296).

4. Go to “Boot Path and Debug Authentication” tab and press the Select button
(Figure 297).

5. Select “ST immutable Root of Trust (ST-iRoT)”, then click “NEXT” (Figure 298).
6. Select “Application”, then click “FINISH” (Figure 299).

7. The panel of boot path configuration is displayed (see Figure 300), use it to configure
the boot path in the “Boot Path and Debug Authentication” tab.

8. Generate and build the project (see Figure 301).

Figure 294. Boot path project

[ New Project from a MCU/MPU

s STM32HT Series
High-Performance Arm Cortex-M7 MCU, 600MHz, 64KB Bootflash, 620KB l
STMS2H7SIVEHe SRAM, with DSP, cache, USB HS PHY
PRODUCT INFO .
I (acwve) Unit Price for 10kU (USS): 4.1131 .
Segment Product is in mass production TFBGA 100 8x8x1.2P 0.8 mm

STM32H7Sxx8 devices are based on the high-performance Am® Cortex®-M7 32-bit RISC core operating at up to 600 MHz. The
Cortex -M7 core features a floating point unit (FPU) which supports Arm double-precision (IEEE 754 compliant) and single-
reting Status precision data-processing instructions and data types. The Cortex -M7 core includes 32 Kbytes of instruction cache and 32

Kbytes of data cache. STM32H7Sxx8 devices support a full set of DSP instructions and a memory protection unit (MPU) to
anhanca annlicatinn cariirity

[umtmce e o] Bosrs ] Pecwege o men ] Raw
41131 TFBGA 10 64 kBytes 620 kBytes

T

Figure 295. Use default configuration

x| Memory Protection Unit for Cortex-M7 X

For this Cortex-M7 device, it is highly recommended to preconfigure the Memory Protection Unit
to optimize the Speculative Read access of the core.

Do you want to apply now such default configuration ?

3
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Figure 296. Configure the project

H7S_StiRot_Demo.ioc - Project Manager GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools
Project Setting
Project Name [H7S_StiRot_Demo
Project Location [ ] Browse
Project Structure [ Boot Project B Appli Project  [] ExtMemLoader Project
Application Structure [Advanced | O Do not generate the main()
Toolchain Folder Location [c:\STM32CubeMX_Projects\H7S_StiRot_Demo\ ]
Toolchain / IDE Min Version [me
Linker Seting
Boot App ExtMemLoader
Minimum Heap Size [0x200 ] [ox200 ] px200 |
Minimum Stack Size [oxd00 ] [oxa00 ] px400 |
Thread-safe g
[ Enable multi-threaded support
Thread-safe Locking Strategy [Default — Mapping suitable strategy depending on RTOS selection
(Ao
[ Enable multi-threaded support
Thread-safe Locking Strategy [Default - Mapping suitable strategy depending on RTOS selection. |
T, Ncu and Fimware g
Weu Reference [STM32H7S3V8Hx ]
and Debug Authentic Firmware Package Name and Version [5TM32Cube FW_H7RS V1.1.0RC1 ]
Use Default Firmware Location
Firmware Relative Path [ ] Browse

Figure 297. Select the project

HTS_StiRot_Demo.ioc - Project Manager GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools
STM32C g

Use Default Path [ ] Browse ‘

Debug

Configue [ Generate DA Folder ‘

Boot Path

No boot path selected (Nothing to configure) @

Application (Default Boot Path)

Advanced Setting

Boot Path

and Debug Authentication
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Figure 298. First boot path stage

[ Boot Path x

‘1’ Define your boot Path

Only Application project Graphical Boot Representation

Boot Step#1

O Application

(O OEM immutable Root of Trust (OEM-iRoT)

ST-IRoT

@® ST immutable Root of Trust (ST-iRoT)

BACK NEXT FINISH CANCEL

Figure 299. Final boot path stage

[ Boot Path x

‘1’ Define your boot Path

Only Application project Graphical Boot Representation
Boot Step#2
© Application
Application
O updatable Root of Trust (uRoT)

ST-IRaT

BACK NEXT FINISH CANCEL
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Figure 300. Boot path and debug authentication panel

H7S_StiRot_Demo.ioc - Project Manager GENERATE CODE

ut & Configuration Clock Configuration Project Manager Tools
- STM32Cs g

Use Default Path [ ] Browse ‘

Debug

Boot Path

B o e

Use Default Reference Location

Reference Location [ ] Browse

Config Files Location [c:\STM32CubeMX_Projects\H7S_StiRot_Demo\ROT | STIROT J| Ecit config Files

Linker ~ (Boot Path Imag
[ Reiniialize Linker File(s)

Advan

Aopllcation

Appl
Start address
Boot Path End address

STiRoT.

and Debug Authentication

Figure 301. Generate the code

HTS_StiRot_Demo.ioc - Project Manager GENERATE CODE

Project Manager

Clock Configuration

STM32CubeProg

Use Default Path [ ] Browse ‘

Project ‘

Boot Path Sel

o e
Use Default Reference Location rm Code Generation X
Reference Location feci] | Browse
The Code i generated under :
Config Files
Config Files Location [C\STM32Cubeix | CSTMICubeMX. ProjectsHTS. StiRot Demo ] it config Files

Project language - C

Linker

Open Fol
O Rz Lo i)

- (Boot Path Imag:

Appication

Appli
Start address

et End address

STRoT

and Debug Authentication

Figure 302. Application IDE directories

v 1 H7S_StiRot_Demo
L Appl
[ Binary
» 1 Drivers
» - EWARM
~ 7| ROT_Provisioning
v 1 DA
» 1 Binary
v ) sTiROT
» 1 Binary
» 1./ Config
env.bat
postbuild.bat
mxproject
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Note:

419

4.19.1

264/636

For STM32H5 devices with a 4-Mbyte flash size, the Boot Path feature is only supported in
TrustZone-enabled projects. Its configuration is no longer performed in the STM32CubeMX
user interface.

In the STM32CubeMX user interface, links are provided to wiki pages for each supported
Boot Path type. These pages guide the user on how to configure the Boot Path both before
and during the provisioning stage.

Figure 303. The supported Boot Path in STM32H5 with 4-Mbyte devices

Window Help a @ “ o X O Q ‘k ‘Y_I

GENERATE CODE

Clock Configuration Project Manager Tools

MS74977V1

HSP middleware "HSP_Engine"

Outline of HSP

The hardware signal processor (HSP) is an on-chip hardware accelerator that is used to
compute intensive signal-processing tasks instead of the CPU.

Using the HSP improves real-time performance and reduces CPU load. It is intended for:
e Running real-time control loops

e  Performing metering and measurement calculations

e  Processing small convolutional neural networks

e Handling general signal-processing tasks

The main component of the HSP is a high-performance signal processor engine (SPE). It

supports computations in both 32 bit floating-point and 8 bit integer formats, and is
responsible for running the HSP microcode, or firmware.
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4.19.2

STM32CubeMX implementation for HSP

STM32CubeMX enables the configuration of:

e  The HSP features - including middleware parameters and modes

e  Peripheral settings

e  Clock tree

e  GPIO pins.

It automatically generates the code required to run applications that make use of the HSP.

The implementation of this feature is divided into two parts at STM32CubeMX level:
e  HSP peripheral [HSP1]
o  HSP Middleware [HSP_ENGINE]

HSP peripheral [HSP1]

3

The HSP configuration screen is illustrated in the following figure.

Figure 304. HSP1 Modes and configuration in STM32CubeMX

[T STM32CubeMX Untitled*: STM32U3B5CITx = o X
=
sTM U File Window Hel @Hu O }q
CubeX P 4 X ) @ Lyy
STM32U3B5CITx Untitled - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager
v Software Packs ~ Pinout
Q HSP1 Mode and Configuration | i Pinout view == System view
S 4

USART1 Activat ’
USART2 cuivate
USART3 O Debug
uss

Multimedia >

Security >

Computing v

. e
LaFpas

ADF1 Reset Configuration
CRC

&@HSP1 ® Parameter Settings'| @ NVIC Settings

Middleware and Softw..>

B Warning: This peripheral has no parameters to be configured

L)
FILEX - - _— )

LIFP-SNS-MOTENV1 "’ i = ol al

MS74978V1

HSP1 supports the following two modes:
—  The Activation mode without parameters
—  The Debug mode

The activation of these modes is illustrated in Figure 305: Activating the debug mode for the
HSP1 peripheral.
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Figure 305. Activating the debug mode for the HSP1 peripheral

m STM32CubeMX Untitled*: STM32U3B5CITx — [m] X
N
g i Window Help 2 @lloxQaxiy
STM32U3B5CITx Untitled - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager
v Software Packs
Q HSP1 Mode and Configuration ; ) Pinout view = System view
— g
usB Activate
Debug
Multimedia 3
Security >
Computing hd
ADF1
eRC
M
Reset Configuration After
is
‘ ® NVIC Settings © GPIO Settings enabled, the
Middleware and Softw...> ® Paels St o
- switchedon
Trace and Debug >
Power and Thermal > Warning: This peripheral has no parameters to be
configured
Utilities > o] 5 Q L &l Q‘
MS74979V1

The interruptions are managed in the IP, through the NVIC settings tab as illustrated in
the figure below.

Figure 306. NVIC interrupt table for the HSP1 peripheral
Ty e e e e N

Clock Configuration

Pinout & Configuration

w Software Packs

HSP1 Mode and Configuration

“’

Systemn Core M Activate
[ Debug
Analog 3
Timers >
Caonnectaty »
Multimedia »
Security >
Computing w

ADF1 Reset Configuration
CRC
VIET

& NVIC S‘ﬂlin;s

NVIC Interrupt Table m‘l
HSP1 global intermupt
Middieware and Software Pac... ™~

©cmsis

£ CMSIS-DSP

£} CMSIS-NN
FATFS

MS74980V1

— HAL drivers are copied into the project directory.
— Once HSP1 IP is enabled the corresponding HSP_Engine middleware is enabled
automatically.

— MX_HSP_Engine_Init method is called in main.c and its implementation is in
hsp_engine.c.

S74
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HSP Middleware [HSP_ENGINE]

e The HSP_ENGINE is used by the application to run one of the following tasks:
- DsP
— CNN
— direct
—  processing list.
e It supports two modes:
—  Accelerator mode
—  Sequencer mode

Accelerator mode

—  The Accelerator mode allows users to configure parameters listed under the
general tab once the “Accelerator” option is checked in the mode.

—  The configurations by STM32CubeMX are illustrated in the screenshot listed
below.

The following figures illustrate the activation of HSP_Engine in Accelerator mode:

Figure 307. Activating the HSP in Accelerator mode

Untitled - Pinout & Configuration

Pinout & Configuration Clock Configuration
v Software Packs
HSP_ENGINE Mode and Corfiguration

Computing
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Middleware and Software Pa... ™/

Gousis

LCMSIS-OSP
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o, HSP_ENGINE middleware could be enabled only if HSP1 IP
8 is enabled
iFPSv,SS'IBOM
MS74981V1
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Figure 308. Parameters to be configured for HSP feature in the Accelerator mode
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GENERATE CODE
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Figure 309. STM32CubeMX after activating the Accelerator mode
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FILEX
© General
Hardware signal processor Engine
Summary:
HSP Engine is the Middlewara interface for the HSP peripheral.
It provides High level AP, to ease the configuration of the HSP.
It provides Firmware resources required to boot the HSP peripheral
Plugins can also be loaded to add extra processing functions.
= Direct Lib
- DSP lib
= CNN lib
QLTI For Sequencer mode, the middleware provides semvices to
- Record Processing List (Sequencer mode)
- Configure Event (STREAM, TRGIN, ADC....) to trigger Processing List
MS74983V2
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Figure 310. Parameters to be configured for HSP feature in the Accelerator mode
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Figure 311. Clock configuration for HSP in Accelerator mode
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Figure 312. Clock configuration view for HSP in Accelerator mode
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The following figures illustrate the steps before code generation:

Figure 313. Code generation for HSP in Accelerator mode
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Figure 314. Files copied from firmware while generating the code
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Figure 315. Generated project tree for HSP in Accelerator mode
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Sequencer mode
The Sequencer mode is implemented in STM32CubeMX Ul via tabs under the configuration
section as described below.
e  General tab
The “General tab” contains:
—  General settings of the middleware.
—  Settings of the modules to be integrated.
—  Clock settings.

The parameters in this tab may relate either to the Sequencer or to the Accelerator
mode. The tab is illustrated in the figure below.

Figure 316. General tab

m STM32CubeMX Untitled*: STM32U3C5VIYXQ . o X
=
SE‘ﬂ\bE,r File Window Help a @ nu X O @ k ‘Y’
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Analog
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|
>

Timers > ® Buffers | ® State Buffers | ® Processing List Events | ® Output Triggers
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Qlse F [i]
Multimedia > “ Generic settings
HSP Firmware CRAM version 17
Security > BRAM region size for Al 0 word
BRAM region size for Al in bytes 0
Computing v BRAM Access Arbitration 16 cycles
. SPE Smart Clocking Enabled
ADF1 MMC Smart Clocking Enabled
cRe Controller Smart Clocking Enabled
VHSP1 Lock configuration Disabled
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* Modules
Middleware and Software Packs v Direct library Enabled
DSP library Disabled
® CNN library Disabled
8 ~ System Clock
FILEX T e
MS74990V1
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Processing List tab
The Processing List tab is illustrated in the figure below.

Figure 317. The processing list tab

[ STM32CubeMX Untitled*: STM32U3B5CGTx

o X
-
sTvz W File
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CRC
VHSP1 Sequencer
Middleware and Software Packs L —
M © Output Triggers @ User Constants
uF\LEX © State Buffers @ Processing List
LIFP-SNS-MOTENV1 Processing Lists Pri ingListE: 1\ BigC deDF1
] ProcessingListExample
] {5%[BiqCascadeDF1 Info
L]
] Function
“ Argument
Trace and Debug >
Power and Thermal >
Utilities > [O) ra D) Y
add List [ Add Function [ Delete | Show snippet code . I
MS74991V1

A portion of the microcode (firmware) is stored in a dedicated private ROM and

provides optimized signal processing routines, referred to as processing functions.

The HSP is capable of executing ordered sequences of these operations, called

processing lists.

A given processing list is characterized by its name:

—  The processing list name must be unique since it distinguishes one processing list
from another.

— The UseEvent parameter is represented as a checkbox. When this checkbox is

selected, an additional GUI section appears, allowing the configuration of the
associated event such as source, type, synchronization, and so on.
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Figure 318. A processing list associated with an event
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&% BiqCascadeDF1 Description: [Description
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FILEX W0s P ID: [1 v
LIFP-SNS-MOTENV1
) UseEvent: UseEvent parameter checked
] vent onfig
B Event Type For Processing List RX/TX Buffer v
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The event acts as a trigger, and the processing list defines the sequence of operations

that the HSP performs when that trigger occurs. Each task links one event to one
processing list.
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Actions that can be performed on a processing list:

— Add list: Creates a new list.

— Add function: Insertse functions into the created lists.

—  Delete: Clears the whole processing list.

—  Show snippet code: Displays the appearance of the generated code.

Figure 319. Snippet code action

m Snippet code for HSP Sequencer
P”
* @brief Record ProcessingListExample5 Processing list (Processing List name : ProcessingListExample5)
* inBuff type:float32_t size in word: 256 allocated in BRAM
* Input_buffer2 type:uint16_t size in word: 512 allocated in BRAM
* Input_buffer type:float32_t size in word: 512 allocated in BRAM
* outBuff type:float32_t size in word: 256 allocated in BRAM
* coefBuff type:float32_t size in word: 32 allocated in BRAM
* @param hsp_engine_context_t
* @retval uint32_t
*
uint32_t MX_HSP_SEQ_Record_PL_ProcessinglListExample5(hsp_engine_context_t *hmw)
{
uint32_t error = QUL;
hsp_core_status_t mw_status;
I* must use the PL id */
mw_status = HSP_SEQ_StartRecordPL(hmw, HSP_SEQ_EVENT_1);
if (mw_status 1= HSP_CORE_OK) error++;

mw_status = HSP_SEQ_BiguadCascadeDf1_f32(hmw,,,,,256, HSP_SEQ_|OTY PE_DEFAULT);
if (mw_status 1= HSP_CORE_OK) error++;

mw_status = HSP_SEQ_StopRecordPL{hmw);
if (mw_status 1= HSP_CORE_OK) error++;

return error;

MS74993V1

— The elements of a processing list are functions.
— Agiven function is characterized by:
A function.
An argument which is a list that changes depending on the chosen function.
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Figure 320. Function category
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MS74994V1

e Buffers tab
The buffer tab groups the following items:

—  The argument parameter depends on other HSP GUI elements, which are buffers
found under the Buffers tab.

— BRAM provides the memory space that holds the data used by the processing list
and the created buffers.

—  The processing list uses buffers to read/write data from/to BRAM.
This is illustrated in the figure below.
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Figure 321. Buffers tab
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For a buffer, the value could be a CSV file, imported with the button
« import » For « Pointer Of Pointer », the value must be a reference to
another resource declared in this table

Aloc Mods Statc

MX must check for each resource declaration:
overflow of BRAMAB region (BRAM size Max)
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. State Buffers tab

A state buffer is used whenever an algorithm needs to preserve internal information
between successive processing calls.

The Ul allows the declaration of state buffer resources in HSP BRAM memory space.
These kinds of resources are required for “FIR & IIR” processing functions used by the
processing list.

Figure 322. State buffers tab
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Note:

278/636

e Events tab
The processing list tab is linked with another tab which is the events one.

The events tab lists the used events that are generated during the execution of that list
and how they are handled.

A used event is an event associated with a processing list through the combo box ID, with
the box "UseEvent" checked.

Only events with ID in the range [1, 22] can be used and configured, Event IDs outside this
range can be associated to a processing list but cannot be used or configured since the
checkbox "UseEvent” is unchecked and grayed out.

The Event tab is a read only tab. It displays only the events linked to the processing list.

Figure 323. A processing list linked with an event
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Figure 324. Events tab
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Output Triggers tabs

The output trigger is a signal generated by the HSP (or by the processing list logic) to
indicate that a specific event related to the processing list has occurred. This is
illustrated in the figure below.

Figure 325. Output Triggers tab
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Computing ~ Trigger 2 Output Source HSP_CORE_TRGO_NONE
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When the Trigger Output is enabled and the source for a given trigger is selected from
the dropdown list, the corresponding code is automatically appended to the end of the
hsp_engine.c file in the generated project.
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/* Configure the Trigger Output */

if (HSP_CORE_OUTPUT_ SetConfig(&hmw, HSP_CORE_TRGO_O,
HSP_CORE_TRGO_SRC_STREAM) != HSP_CORE_OK)

{
Error Handler();
}
if (HSP_CORE_OUTPUT_ Enable(&hmw) != HSP_CORE_OK)
{

Error Handler();}

e The code generation
a) For Accelerator mode:

The section below lists the generated code for an STM32CubeMX project that
configures HSP_ENGINE middleware in Accelerator mode.

The project tree for the HSP configured in Accelerator mode.

3
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Figure 326. Generated Project tree for HSP configured in Accelerator mode
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a-1) Under HSP_Engine/App folder:

The app_hsp_bram_alloc.c file contains the instructions for memory allocation of
BRAM

The app_hsp_engine_process.c file contains the declaration and initialization of

the middleware, located in the App folder for the HSP_Engine.

a-2) Under HSP_Engine/Target folder:

The hsp_engine.c implements the function that initializes the low-level portion of

the driver, HSP_Engine_IF_Init(). It also implements the functions that enable and
disable the peripheral clock, HAL_HSP_Msplnit() and HAL_HSP_MspDelnit().

b) For Sequencer mode:

3
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The section below lists the generated code for an STM32CubeMX project that
configures HSP_ENGINE middleware to treat two processing lists:

—  ProcessingListExample1
—  ProcessingListExample2
The project tree for the HSP configured in Sequencer mode:

Figure 327. Generated Project tree for HSP configured in sequencer mode
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In the main.c file located in the User/core directory, the MX_HSP_Engine_Init()
and MX_HSP_Engine_Process() functions are called.

Generated files for HSP configured in Sequencer mode:
b-1) Under HSP_Engine/App folder:

The app_hsp_bram_alloc.c file: generated file to implement all memory allocation
in BRAM

The app_hsp_engine_process.c file: generated template file that allows the user
to implement his own process functions for example Run Direct, DSP, CNN
commands Run Processing with CDEG or CSEG interfaces

app_hsp_engine_seq.c file:

This file contains the definitions of the functions listed below (the logic for the
record and configuration of Processing lists):

— MX HSP_SEQ_Record_PL_ProcessingListExample1()
— MX_HSP_SEQ_Record_PL_ProcessingListExample2()
The hsp_engine.c contains instructions to perform the following steps:
1) Enabling HSP event generation
2) Allocating BRAM resources
3) Handling the processing list (calling the recording PL functions)
4) Configuring the trigger output

Note: For the both Accelerator and Sequencer modes, the content for files under Drivers and
Middlewares folder are copied from the firmware into the project tree.
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4.20 PLAY feature presentation
4.20.1 Introduction
The PLAY IP is a programmable logic array integrated into STM32 devices to allow users to
create custom logic and state machines directly within the MCU, without the need for
external programmable logic devices like FPGAs. This document describes how to manage
and configure the PLAY IP in STM32CubeMX, specifically for the STM32H5 4M series.
4.20.2 Peripheral overview

3

PLAY is a flexible logic array composed of programmable logic elements (look-up tables,
LUTs) with four inputs and one output each. It supports complex logic functions by
cascading these elements. Inputs and outputs can be selected from external GPIOs,
internal peripheral signals, or software registers.

Figure 328. PLAY feature in STM32CubeMX
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Activation and mode selection

Activate the PLAY feature by selecting the checkbox located in the Mode tab of the user
interface.

When the “Activated” option is selected, two groups of parameters (two main modes) are
accessible in the Mode section:

e Inputs activated: A list of 16 check-boxes, each representing a GPIO signal required for
the operation of the PLAY IP, is named PLAY_IN.

o  Outputs activated: A list of 16 check-boxes, each representing a GPIO signal
generated by the PLAY IP, is named PLAY_OUT.
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Each group corresponds to a tab in the Configuration part:

e Input MUX settings: 16 independent multiplexers each dedicated for configuring a
specific input.

e  Output MUX settings: 16 independent multiplexers each dedicated for configuring a
specific output.

Figure 329. Activating the PLAY feature
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4.20.3

3

Key features

16 inputs

Sixteen inputs are selectable from a maximum of 128 signals. The system implements 16
independent multiplexers (MUXs), each supporting eight input signals. One input per MUX
is sourced from a GPIO signal, which must be activated at the beginning.

The 128 signals include 16 external GPIOs and internal signals from peripherals such
as TIM, SAl, MDF, or clocks such as LSE, HSI.

Figure 330. Input Signals
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For each selected input, the user can perform the following actions:

Change the signal names to simplify the configuration. By default, the system uses the
name of the signal.

Set the minimum pulse width. Configure the filtering mode by specifying the minimum
pulse width. The mode can be set to bypass (default) or to a value from 1 to 255.

Set the edge detection by defining the kind of edge transition (rising, falling or both).
The Bypass option is used to disable the mode which is the default option.

Start by selecting the source for MUX n. After a signal is chosen, the system automatically
displays options for the user name, minimum pulse width, and edge detection settings.
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Figure 331. Input settings to be filled by the user
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16 Outputs

Sixteen discrete MUX units are implemented. Each MUX acts as a 32-to-1 selector,
providing access to a pool of 16 immediate LUT outputs and 16 clock-stabilized registered
outputs.

An output can be direct or registered with clock-enable options.

Figure 332. Setting the Output Source for the MUXO0 from the list of outputs
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Figure 333. Output settings
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Feedback of registered outputs to inputs enables finite state machine creation.

Logic elements

Configure the logic elements by using the "Look Up Table Settings” tab in the
STM32CubeMX user interface.

e The "Look Up Table Settings" tab contains 16 groups of settings.

e  Each group of settings is named LookUp Table X (where X can be a value from 0 to 15)
and has the following parameters:

—  Input0

- Input1

—  Input2

—  Input3

—  LUT truth table
—  Clock gate
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Figure 334. Entries for the Look Up table
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Input X:
Once an input X is enabled, the following parameters are added to the GUI:
—  Signal Type X
—  Signal Name X

e  Signal Type X:
A drop down list used to select the input category.
The available categories are:
—  Output of IN MUX
—  SW Trigger
—  LUT direct output signal
—  LUT registered output signal
e  Signal Name X:
A dependent field where the content is determined by the value selected in Signal Type
X.

After a type is chosen, this field presents the list of all valid signals for that category and
allows the user to select one of them (The list depends of Input Category).

For Output Registered Signals a warning should be displayed if the corresponding Clock
Enable Parameter is Off.

For Input Signals, the list of User Names should be displayed and grayed out if not enabled
from I/Os Activated Mode or if the peripheral is deactivated.

By default, the value is set to SWIN 15.

3
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LUT Truth table
Figure 335. LUT truth table parameter
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The LUT truth table consists of two elements:

e Field 1: Afield that displays the result of the calculation performed on the input,
depending on the output required by the user in the “OUT column”.

e  Field 2: A grid icon that, when selected, opens the visual representation of the LUT
truth table.

This is a dynamic visual representation. If the user enables any input, the system adds rows
and populates them with the already configured input.

To obtain the result, which is a compact representation of how OUT behaves for all possible
input combinations, the user must select the “OK” button.’
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Figure 336. LUT Calculation table
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Clock gate:
A graphical user interface parameter that indicates whether the clock toggles the flip-flop
(normal operation), or not.

Figure 337. LUT calculation table example
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When some inputs are disabled in the "Logic Element Settings", the table is simplified. All
inputs remain visible, but unused ones are marked with "x".

In the previous representation in[3] and in[1] are enabled, in[2] and in[4] are disabled.

X X X X
L=

0
1
1

In the next representation all the inputs are enabled.

S74
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Figure 338. LUT inputs enabled
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4.20.4 Pinout and signal mapping
e Inputs: Up to 16 inputs are selectable from GPIOs and internal signals, each input can
be customized and synchronized.
e  Outputs: PLAY GPIOs are selectable as outputs, with options for registered or direct
output.
e  The signal interconnect matrix is product-specific and unique to each STM32
derivative.
e Only one GPIO input per PLAY input is permitted.
4.20.5 Configuration in STM32CubeMX

3

The PLAY IP can be enabled by selecting the checkbox in the Logic Array section.

Configure inputs and outputs are configured in

UM1718 Rev 51

the Pinout & Configuration tab.
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4.20.6

4.20.7

4.20.8
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Input settings include custom naming, minimum pulse width (bypass or 1-255), edge
detection mode, and input source selection from the interconnect matrix.

Logic element settings allow the selection of inputs by category, such as input multiplexer
outputs, software inputs, and output signals.

LUT values can be edited directly or via a popup helper.

Output MUX settings allow the selection of output sources (direct or registered), with a
default disabled state.

NVIC settings allow the configuration of PLAY interrupt events.

STM32CubeMX validates configurations, for example, warns if a flag transition is set without
kernel clock enabled.

Functional description

The PLAY logic array processes input signals by programmable LUTs to generate outputs.

Inputs can be filtered to ignore pulses shorter than a configured minimum width or to detect
specific edge transitions.

Registered outputs are clocked by selectable clocks, to enable synchronous logic and state
machines.

Outputs can generate flags. These flage can trigger interrupts handled by the processor.
Feedback loops enable complex finite state machine implementations.

The configuration interface in STM32CubeMX provides intuitive control over all parameters,
to ensure valid setups.

Typical use cases

Custom logic implementation within STM32 MCUs without external FPGA/PLD.
Finite state machines for control applications.

Signal conditioning and filtering for asynchronous inputs.

Interrupt generation based on complex input conditions.

Embedded logic for industrial, automotive, or lIoT applications that require low-latency logic.

Software and middleware support

PLAY configuration is generated by STM32CubeMX as initialization code (HAL and LL
layers).

Arrays for input MUX, LUT settings, and output MUX are created
in MX_PLAY1_Init function.

Disabled sources are not generated in code.
HAL and LL drivers support the configuration of inputs, LUTs, and outputs.

STM32CubeMX generates code that is consistent with the configured parameters. The
generated code includes synchronization and interrupt setup.
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4.20.9 Example configuration and code snippet

Input mux settings

Configure inputs from GPIO and internal signals. The INPUTO is configured in the example
below.

Set the minimum pulse width and edge detection for filtering.
LUT Settings (Look Up Table 0 is configured in the example)
Enable inputs used in LUT calculation.

Use the pop-up window to calculate LUT truth table values.
Output mux Settings

Select output source as direct or registered signal.

Enable clock for registered outputs if filtering is used.

Code snippet generated by CubeMX (simplified):
/**

* @brief PLAY1l Initialization Function
* @param None
* @retval None
*/
static void MX_PLAY1_Init(void)

{

/* USER CODE BEGIN PLAY1_Init @ */

/* USER CODE END PLAY1_Init © */

HAL_PLAY_IN_ConfTypeDef configINPUTs[CONFIGURED_INPUT_NBR];
HAL_PLAY_LUT_ConfTypeDef configLUTs[CONFIGURED_LUT_NBR];
HAL_PLAY_OUT_ConfTypeDef configOUTPUTs[CONFIGURED_OUTPUT_NBR];

/* USER CODE BEGIN PLAY1l_Init 1 */

/* USER CODE END PLAY1_Init 1 */

3
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hplayl.instance = PLAY1;

if (HAL_PLAY_Init(&hplayl) != HAL_OK)
{

Error_Handler();

/** Configure Input O

*/

configINPUTs[@].min_pulse_width = 0;
configINPUTs[0].mode = HAL_PLAY_EDGE_DETECTION_BYPASSED;
configINPUTs[@].source = HAL_PLAY1_IN_TIM3_TRGO_MUXO;

if (HAL_PLAY_INPUT_SetConfig(&hplayl, configINPUTs,
CONFIGURED_INPUT_NBR) != HAL_OK)

{

Error_Handler();

/** Configure the Logic Element ©
*/

configlUTs[@].1ut = HAL_PLAY_LUTO;
configlUTs[@].truth_table = 0x88;

configlUTs[@].input_source[HAL_PLAY_LUT_INPUTO]
HAL_PLAY_LUT_INPUT_SWTRIG15;

configlUTs[0@].input_source[HAL_PLAY_LUT_INPUT1]
HAL_PLAY_LUT_INPUT_SWTRIG15;

configlUTs[0@].input_source[HAL_PLAY_LUT_INPUT2]
HAL_PLAY_LUT_INPUT_LUT@_OUT_DIRECT;

configlUTs[@].input_source[HAL_PLAY_LUT_INPUT3]
HAL_PLAY_LUT_INPUT_SWTRIG15;

configlUTs[@].clk_gate_source = HAL_PLAY_LUT_CLK_GATE_OFF;

if (HAL_PLAY_LUT_SetConfig(&hplayl, configlLUTs, CONFIGURED_LUT_NBR) !=
HAL_OK)

{
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Error_Handler();

/** Configure Output @
*/
configOUTPUTs[O].output_mux

HAL_PLAY_OUT®;

configOUTPUTs[0].1lut_output = HAL_PLAY_LUT1_OUT_REGISTERED;

if (HAL_PLAY_OUTPUT_SetConfig(&hplayl, configOUTPUTs,
CONFIGURED_OUTPUT_NBR) != HAL_OK)

{

Error_Handler();

}
/* USER CODE BEGIN PLAY1_Init 2 */

/* USER CODE END PLAY1_Init 2 */

4.21 Notification Service

4211 Introduction

The Notification Service in STM32CubeMX allows users to subscribe to notifications,
updates, or premium content when downloading or installing STM32 software.

The objective is to obtain user consent to allow ongoing communication related to STM32
software, such as new releases and documentation updates.

Behavior overview:

e The Notification Service window in STM32CubeMX is accessible via a tab named
Notification Service under the help menu, then Connection & Updates option.

3
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Figure 339. Notification Service window in STM32CubeMX
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A subscription proposal for the software is triggered if the user tries to download or
install it (If there is no existing notification subscription).

Figure 340. Popup appearing while installing a package for non-registered users
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The Notification Service prompts the user to subscribe at the following entry points:
e  When downloading an STM32Cube firmware package.

e  When generating code.

¢ Inthe "Project Manager Settings" dialog.

e Inthe "Check for Update" window.

¢ Inthe Example Selector.

e In the Bootpath configuration.

e Inthe Third Parties window.

e Inthe "Connection & Updates" window.

The subscription proposal appears at each download attempt until the user selects "Don't
ask me again".

Choosing “Don't ask me again” automatically checks the “Hide notification service
subscription prompt” box under the Notification Service window.

Figure 341. Hiding notification service prompt
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4.21.2

298/636

Figure 342. Subscription proposal appearing while installing firmware
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Users who want to subscribe must click the 'Register' button in the Notification Service
window. This opens a registration form that must be completed to access the 'Subscribe'
button. Once subscribed, users can:

o View their notification subscription status, including the current email address used.
e  Update the notification subscription (change the email address).
e  Clear the email address (see details below).

Subscription / Unsubscription

Subscription

To subscribe, the user must complete the registration form for the notification service.
e  Subscription form elements:

—  Email (mandatory):
The user provides an email address.
The form implements basic formatting validation to check the email syntax.
—  Company (optional):
The user may provide a company name.
— Link to privacy notice:
The form includes a link to the ST standard corporate privacy policy.
—  Checkbox to keep local history (if any exists):
Select this option to retain and associate previous local download history with the
new subscription.
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Figure 343. Register form
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Subscription requirements

e Avalid and operational email address.

e  The user must have access to the email inbox used for the subscription.

The subscription starts only after the user validates the email address by clicking on the
verification link sent to the inbox.

Figure 344. Popup for email validation
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Figure 345. Email validation
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e  After the user selects the Validate now button in the received email, the browser
redirects the user to an ST web page that displays the subscription details.

Figure 346. ST Web page to validate the subscription
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This process prevents users from subscribing using someone else's email address.

Subscription to the Notification Service does not require any account creation on st.com.
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Figure 347. The view of Notification Service tab after a user subscription

[ Connection & Updates

Updater Settings | Connection Parameters | Notification Service

Notification service can keep you updated with latest updates availability.

You are registered as: <user_name>@st.com
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Subscription flow
e When the end-user subscribes to the Notification Service:
— The user's credentials are saved under the user's home folder.

—  Each subsequent software download from STM32CubeMX (Software download
history) is included in the user's preferences and notification.

—  Prior to email verification, the STM32CubeMX generates a local file to save the
user's preferences.

—  When the user validates the email, the local history is removed from the user's
machine.

— The download history is displayed on the subscription page “My Subscriptions -
STMicroelectronics” (the user should log with an account).

Figure 348. The subscription page
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v

MS81236V1

e  The user can handle the preferences in the following page “My Communication
preferences - STMicroelectronics”
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Figure 349. The preferences page
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Figure 350. Communication preference center
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MS81238V1

e  STM32CubeMX exposes the subscribed email address in its Ul so that the user can:

Update it to fix a typo, or change email for example.
Clear it (see next section).
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Figure 351. The user name exposed in the Notification Service window after email
validation

[] Connection & Updates X

Updater Settings | Connection Parameters [ Notification Service

Notification service can keep you updated with latest updates availability.

You are registered as <User_email>

After the subscription the user can either
Clear email Change email <j change the used email or remove that email

(clear email)

MS81241V1

4.21.3 Clearing the email in STM32CubeMX

If the user clears the email address in STM32CubeMX:
e  STM32CubeMX stops sending the software download history to the backend database.

e The user's existing subscription to notifications is not automatically canceled.
Notifications may continue according to the configuration stored on the server side
(preferences center / st.com).

Clearing the email in STM32CubeMX is a local application action and is not necessarily
propagated as an unsubscription to the backend database.
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Figure 352. Clear the Email in STM32CubeMX
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Figure 353. Clear the email configuration
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Unsubscription

Unsubscription from notifications occurs through links provided in notification emails.
Each notification email will contain:
e Adirect link to an unsubscribe page.

e Alink to the Preference Center (under login on st.com), where the user can manage all
the preferences and notifications.
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The Preference Center is responsible for the actual activation/deactivation of email
notifications.

Figure 354. The unsubscription action

C (@ https://www.st.com/content/my_st_com/en/my-space/my-preferences/my-subscriptions.html QAN 3|8 = :L‘ :, Update =+
@ Careers 17 Sample & buy v ©) Support & community v B&E X English 4
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MS81242V1

4.21.5 Notification logic of firmware and software preferences

Start of notifications

After successful email validation, notification sending starts. The user must click the link
sent to the inbox to validate the email address.

Frequency

Notifications are sent on a weekly basis at most.

A weekly email is sent only if there are changes relevant to the user's preferences.

Notification content

Each notification email may include:

e New versions of preferred STM32 software such as STM32Cube firmware packages
and so on.

e New versions of technical documents associated with the user's software preferences.
e Alink to the product folder on st.com

—  This implies that the new software version is published on st.com.
e Asummary of the user preferences (software and other preferences).

The email explicitly mentions that the software can be downloaded directly inside
STM32CubeMX.

Links in notification Email

At the bottom of the notification email, there are two links:

3
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1. Unsubscribe
Stop the notification subscription according to backend rules.

2. My preference center

Alink to the full preference center on st.com (under login).
The user can manage and update:

—  All subscriptions,

—  All notification channels,

—  All software and other preferences.

About window

This window displays STM32CubeMX version information. To open it, select Help > About
from the STM32CubeMX menu bar.

Figure 355. About window
[ About X

STIV|3ZCubeNIX

Version 6.17.0
https:iiwww.st.com/stm32cubemx

Copyright (c) 2010-2026 STMicroelectronics

‘ ' I life.dugmentad

MS56201V6
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5.1

5.2

5.21

3

STM32CubeMX tools

External Tools

This panel is accessible from the home page. It provides an overview of the tools relevant
for the STM32 product portfolio (see Figure 356):

e click ﬂ to open the tool information note

e click E| to open the tool webpage on www.st.com

e click () tolaunch the tool.

Figure 356. ST Tools

S§TM32CubeMX Untitled - u] X
File Window Help Q) n , -}’\‘ ‘Yl
Existing Projects New Project Manage software installations

Recent Opened Projects Check for STM32CubeMX a. .

I need to :
test1.ioc
Last modified date - 22/10/2020 19:09:37 St
ACCESS TO MCU SELECTOR Install or remove embedded
Other Projects ﬁi

STM32 Tools

ACCESS TO EXAMPLE SELECTOR

. ' . ' .
STMicroelectronics Application Tools
-’ .
o || 2 ||
. . .

Dmagntate

® About STM32 ¥ External Tools

Compare Projects

This new feature is designed to enable the comparison of two projects, based on the same
or on different microcontrollers. This tool allows users to efficiently analyze and correlate
similarities and differences in IP configurations and project structure between two projects.

User interface of the Compare Projects tool

The user can activate this function from the Tools panel by clicking the Compare Projects
field (see Figure 357), or from the home page (see Figure 358) by clicking ACCESS TO
COMPARE PROJECT under Other services (even before creating any project).
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Figure 357. Reaching Compare Project from the Tools panel
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Figure 358. Reaching Compare Project from the home page
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ACCESS TO COMPARE PROJECTS

Other Projects

Get started with a series of step-by-step videos
for developers, from beginners to experienced

@ About STM32 P Extemal Tools

The tool is composed of:
e  Two main panels, named Project 1 and Project 2.
— Each field contains a “Browse” button from where we can load the desired .ioc file.

—  The check box “Use Current project” in the first panel is to use the opened project
in STM32CubeMX instead of loading a saved one in the local device.

e Three check boxes, named Project 1, Project 2, and “Show differences only”:

—  Once the second project is loaded, the Project 1 and Project 2 check boxes are
checked systematically, indicating that the output table contains all the parameters
of Project 1 and Project 2 (whether they are different or not).
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— If the user wants to see only the parameters that are different between the two
projects, it can check “Show differences only”.

e Refresh button: once clicked, it performs an instantiated comparison.

e  Export button: allows users to save or transfer the result of the comparison to an
external file in Excel format.

Figure 359. User interface of the Compare Projects tool

[ STM32CubeMX Untitled: STM32C011D6Yx

- o x
=
sTm2 U File Window Hel a @ n Q -}(
P . O X ) Qx Ly
STM32C011D6Yx » Untitled - Tools GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager Tools
[ Project 1 | Project 2 \
L || — ] -
| browse |
[ Use current project Path of thefirst project Path of the second project
PCC Check box checked only if the user want
to show only the differences between
the 2 projects
CAD

Refresh button  Export button

5.2.2 Comparing two projects

1. Load the first project from the local device (Figure 360).

— Once the first .ioc is loaded, a popup appears to indicate the need to upload the
second .ioc.

2. Load the second project (Figure 361).
—  After uploading the second .ioc file, the output is displayed in the Ul (Figure 362).

— If the user uploads the same .ioc file (having the same path) into the two fields, a
popup appears to indicate that it is irrelevant to perform a comparison
(Figure 363).

— If the two projects have the same structure and the user checks “Show differences
only”, only the headers of the respective tables “Target”, “Peripherals &
Middleware”, and “Project Settings” are shown, no data are displayed
(Figure 364).

3
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Figure 360. Load the first .ioc file
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Figure 362. Result of the comparison
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Figure 363. Loading the same project
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Figure 364. The result of comparing two projects having the same structure
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The user has the following options for comparing a current project:
1. Load a project from local and start comparing it as the current project (Project 1).

2. Compare a newly created project (after configuration), even unsaved, with a saved
project, see Figure 365.

3. Compare a currently open project with itself (the popup blocking the comparison of two
similar projects does not appear), see Figure 366:

a) Load a the first project saved on the local as the current project (current project
automatically ticked and the configuration can be modified after loading)

b) Load the same project file from the local in the Project 2 field.
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Figure 365. Compare the current non saved project with another project
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Figure 366. Compare a currently open project with itself
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The output of the comparison

After starting the comparison, the following elements are added to the Ul:

Target table (Figure 367): provides a comparison of the parameters used in each project. It
clearly shows differences in:

e Part numbers

e Number of IOs

Package types

Core configurations

Available flash memory sizes

The Target table is composed of 3 column:

e  Structure: a listing of the MCU parameters.

e  Project 1: the values corresponding to the MCU parameters of the first project.

e  Project 2: the values corresponding to the MCU parameters of the second project.

The user has the option to:
e  Side-by-side comparison: showing data from both projects simultaneously.

e Individual inspection: inspect each file separately by selecting the Project 1 or Project 2
checkbox.

e Focus on differences: exclusively view the differences between 2 projects by checking
‘Show differences only’.

The Target table offers a quick and straightforward overview of key differences between the
two projects. It represents an invaluable tool for project migrations and initial hardware
evaluations.

Peripherals & Middleware table (Figure 368): displays the differences and similarities in
the configuration of each peripheral or middleware used in the two projects (the sub-
parameters and the corresponding values).

The data are presented by lines. It is composed of the following columns:

e Category name

e [P name

e Mode

e  Parameters settings

e Project1

e Project2

The table includes a highlighting feature, which uses color coding to visually differentiate
parameters:

e  Specific parameters for project 1 are marked in blue color

e  Specific parameters for project 2 are marked in pink color

e  The common parameters for the two projects are marked in black color

All peripheral categories are displayed collectively, with the option of sorting in alphabetical
order.

Project Settings table (Figure 369), helping the users to know the software environment
required for each project, and to determine the necessary tools for ensuring project
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compatibility and facilitating migration. The table contains information about the firmware
package used for each MCU and about the toolchain used for building each project.
It is composed of three columns:
e  Settings:
—  CustomerFirmwarePackage
—  FirmewarePackage
—  ProjectStructure
— TargetToolchain
e  Project 1
e  Project2

Figure 367. Target table

[ STM32CubeMX Untitled: STM32C011D6Yx X

File Window Help

- O
2 Bliox0axLy
Clock Configuration Project Manager

Project

Pinout & Configuration
[ Project 1

Project 1

Desktop\cubemx_projects\build_error_CO\build_error_C0.ioc|| |:op\cubemx_projects\FLASH_init_issue\FLASH_init_issue.ioc

Browse Browse

[ Use current project

Project 2

[ Show differences only

Peripherals & Middleware | Project Settings

TFBGA240
ARM Cortex-M4

LQFP48
[ARM Cortex-MO0+

The MCU parameters The values taken by the parameters appear in different color so that there

is no similarities between the 2 projects regarding those parameters.

If a parameter has the same value in the 2 projects it's going to appear with
the same color into Project 1 and Project 2 columns

Figure 368. Peripherals & Middleware table
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RCC Not Used Not Used
wic Used Used
wic 15 15
NVIC o o
wic °
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Figure 369. Project Settings table

Window Help o | @nu X 0 Q’}Cﬁ

GENERATE CODE

Project Manager

B Project 1

B Froject 2
Show differances only
Target | Peripherals & Middleware |SRIojEctSatings

CustomerFirmuarePackege
Firma arePackage
FrojectSuructure
TargetTockchain

PCC

Saving the comparison result of the two projects

In the user interface of the “Compare Projects” tool, there is an Export button that allows
users to save the result of the comparison in an external Excel file.

By clicking the Export button, a window named Save appears to allow the user to choose a
name for the resulting file and save it (Figure 370).

The available format:
e  The result is exported into three sheets in an Excel format (Figure 371).
o Each sheet represents a table (Target, Peripherals & Middleware, Projects Settings).

If the user wants to get only the differences in the exported file, they should click on “Show
differences only”.

3
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Figure 370. Choosing the Excel format to save the comparison result

ut & Configuration

| Project 1

File

Window Help

2 SHlox(axiy,

Configuration Project Manager

| a\OneDrive - ST o] iee

[ Use current

Flash(KB)
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Custom Office Templates VITS
| My Data Sources

Office Scripts

Sound recordings
@ filteringjxbrowserd 1. xlsb.xisx
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File Name compare_result
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Figure 371. Comparison result in Excel format
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Figure 372. Comparison result in Excel format - Peripherals and middleware

W avoswe @or) B D~ D = comparesiiasiix @ ST Restricted + Last Modified: 1mago~ | O Search ® - o x
File Home Insert Pagelayout Formulas Data Review View Automate Developer Help Classification © Comments
R1C1 v S v
1 2 3 4 5 6 7 8 9 10 &
4 Category Name - IpName - Mode. - Parameters Settings ~|  Project1 - Project 2 -
5 Middleware ILEX. Used Not Used
7 Middleware ILEX FileX Core FX_EXFAT_MAX_CACHE_SIZE 512 not set
8 Middleware ILE FileX Core FX_MAX_LAST_NAME_LEN 256 not set
9 Middleware ILE) FileX Core FX_DISABLE_ERROR_CHECKING Disabled not set
1 Middleware ILE) FileX Core FX_NO_TIMER Enabled not set
12 Middleware ILE) FileX Core FX_DRIVER_USE_64BIT_LBA Disabled not set
13 Middleware FILEX FileX Core MAX_SECTOR_CACHE_NB_BIT r 8 not set
15 Middleware FILEX FileX Core FX_FAULT_TOLERANT Disabled not set
16 Middleware FILEX FileX Core FX_FAULT_TOLERANT_DATA Disabled not set
17 Middleware FILEX FileX Core FX_UPDATE_RATE_IN_SECONDS 10 not set
19 Middleware FILEX FileX Core FX_MEDIA_STATISTICS_DISABLE Disabled not set
20 Middleware FILEX FileX Core FileX memory pool si 1024 not set
21 Middleware FILEX FileX Core FX_MAX_LONG_NAME_LEN r 256 not set
2 Middleware FILEX FileX Core FX_EXFAT_MAX_CACHE_SIZE_N8_BIT r 9 not set
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25 liddlew: FILEX FileX Core FX_SINGLE_OPEN_LEGACY Disabled not set
26 Middleware FILEX FileX Core FX_DISABLE_FORCE_MEMORY_OPERATION Disabled not set
27 Middleware FILEX FileX Core FileX version 40 not set
28 Middleware FILEX FileX Core FX_ENABLE_FAULT_TOLERANT Disabled not set
29 Middleware FILEX FileX Core FX_DISABLE_FILE_CLOSE Disabled not set
30 Middleware FILE} FileX Core FX_DISABLE_FAST_OPEN Disabled not set
31 Middleware FILE) FileX Cort FX_DISABLE_BUILD_OPTIONS Disabled not set
32 Middleware FILE FileX Core FX_FAT_MAP_SIZE 128 not set
33 Middleware FILE FileX Core FX_FAULT_TOLERANT_CACHE_SIZE_NB_SIZE 10 not set
34 Middleware FILE] FileX Core FX_RENAME_PATH_INHERIT Disabled not set
35 Middleware FILEX FileX Core FX_DISABLE_CACHE Disabled not set
36 Middleware FILE FileX Core FX_MAX_FAT_CACHE 16 not set
37 Middleware FILE FileX Core FX_UPDATE_RATE_IN_TICKS 1000 not set
38 Middleware FILE) FileX Core FX_DISABLE_CONSECUTIVE_DETECT Disabled not set
40 Middleware FILE FileX Core FX_NO_LOCAL_PATH Enabled not set
a1 Middleware FILE FileX Core FX_FAULT_TOLERANT_BOOT_INDEX not set
42 Middleware FILEX. FileX Core FX MEDIA DISABLE SEARCH CACHE Disabled not set “
Target | Peripherals & Middleware | Project Settings ® : »
Figure 373. Comparison result in Excel format - Project settings
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Power Consumption Calculator view

For an ever-growing number of embedded systems applications, power consumption is a
major concern. To help minimizing it, STM32CubeMX offers the Power Consumption
Calculator tab (see Figure 374), which, given a microcontroller, a battery model and a
user-defined power sequence, provides the following results:
e  Average current consumption
Power consumption values can be taken from the datasheet or interpolated from a user
specified bus or core frequency.
e Battery life
e  Average DMIPs
DMIPs values are directly taken from the MCU datasheet and are neither interpolated
nor extrapolated.
e Maximum ambient temperature (Tamax)
According to the chip internal power consumption, the package type, and a maximum

junction temperature of 105 °C, the tool computes the maximum ambient temperature
to ensure good operating conditions.

Current Tapyax implementation does not account for I/O consumption. For an accurate
estimate, 1/0 consumption must be specified using the Additional Consumption field.
The formula for 1/0O dynamic current consumption is specified in the microcontroller
datasheet.

The Power Consumption Calculator view allows developers to visualize an estimate of
the embedded application consumption and lower it further at each power sequence step:
e make use of low power modes when available

e adjust clock sources and frequencies based on the step requirements

e enable only the peripherals necessary for each phase.

For each step the user can choose Vg g as possible power source instead of the battery,

impact battery life. If power consumption measurements are available at different voltage
levels, STM32CubeMX also proposes a choice of voltage values (see Figure 377).

An additional option, the transition checker, is available for STM32L0, STM32L1, STM32L4,
STM32L4+, STM32G0, STM32G4, STM32H7 and STM32WB series. When enabled, the
transition checker detects invalid transitions within the currently configured sequence. It
ensures that only possible transitions are proposed to the user when a new step is added.
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5.3.1 Building a power consumption sequence
The default starting view is shown in Figure 374.
Figure 374. Power Consumption Calculator default view
mSTMSZ(ubEMX Untitled: STM32F469NIHx — a X ‘
b File Window Help fav x &G;
Home » STM32F469NIHx > Untitled - Tools \ GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager
~ Power
STM32F469NIHx : Sequence
T, 25°C/ Vg 33V New Step = o
I:l i — P o v [l ey JCPUBue - {Ceer Cora] Pegrera [Sp Coren " Durster
[ seext |
Information Notes
Help
Display
MCUs Selection | Output
Series Lines
STM32F4 STM32F469/479 STM32F469NIHx TFBGA216 None
Selecting a Vpp value
From this view and when multiple choices are available, the user must select a Vpp value.
Selecting a battery model (optional)
Optionally, the user can select a battery model. This can also be done once the power
consumption sequence is configured.
The user can select a predefined battery or choose to specify a new battery that best
matches its application (see Figure 375).
320/636 UM1718 Rev 51 Kys




UM1718 STM32CubeMX tools

Figure 375. Battery selection

bTM32CubeMX PCC: Battery Database Management

User Battery

Edit
\ Batteries Table
Capacity (mah) Nominal Voltag...|Max Cont Curr...|Max Pulse Curr.. |
AlkalindfAA LRG) 2850.0 0.3 1.5 1000.0 0.0 Default
AL.. 1250.0 0.3 1.5 400.0 0.0 Default

LR14) 8350.0 0.3 1.5 3000.0 0.0 Default
A_R20) 20500.0 0.3 1.5 7500.0 0.0 Default

Alkaline (8 625.0 0.3 9.0 200.0 0.0 Default
Li-MnO2(CHR12... 48.0 0.12 3.0 1.0 5.0 Default
Li-MnO2(CRA&... 125.0 0.12 3.0 1.5 10.0 Default
Li-MnO2(CR 225.0 012 3.0 3.0 15.0 Default
Li-MnO2(CHAdd Battery X
Li-MnO2(CH User Battery

Li-SOCLZ(A \ame Battery_29|

t:gggtg?: Capacity (mAh) 0.0

Li-SoCL2(0 Self Discharge (%/month) 0.0

Li-sOCL2(g Nominal Voltage (V) 0.0

Ni-Cd{AA11| Max Cont Current (mA) 0.0

N?—Cd(MTO Max Pulse Current (mA) 0.0

::g::gigg * Max Pulse Current is not currently used in calculation

Ni-Cd(F700(

Ni—Ml"}(AAA! uu) Buu.u auu 1.2 ouu (TRY] %HMI
Ni-MH(AA1800) 1800.0 30.0 1.2 360.0 0.0 Default

" The Battery selection is optional oK m_

Power sequence default view

The user can now proceed and build a power sequence.

Managing sequence steps

Steps can be reorganized within a sequence (Add new, Delete a step, Duplicate a step,
move Up or Down in the sequence) using the set of Step buttons (see Figure 376).

The user can undo or redo the last configuration actions by clicking the Undo button in the
Power Consumption Calculator view or the Undo icon from the main toolbar

Figure 376. Step management functions

Step —  Sequence
New Step = i

Adding a step

There are two ways to add a new step:

e Click Add in the Power Consumption panel. The New Step window opens with empty
step settings.

e  Or, select a step from the sequence table and click Duplicate. A New Step window
opens duplicating the step settings (see Figure 377).

3
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Figure 377. Power consumption sequence: New Step default view
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x|

Enabled Peripherals
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Warnings

Once a step is configured, resulting current consumption and Ty ax values are provided in

the window.

Editing a step

To edit a step, double-click it in the sequence table, this opens the Edit Step window.

Moving a step

By default, a new step is added at the end of a sequence. Click the step in the sequence
table to select it and use the Up and Down buttons to move it elsewhere in the sequence.

Deleting a step

Select the step to be deleted and click the Delete button.
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Using the transition checker

Not all transitions between power modes are possible. The Power Consumption Calculator
power menu proposes a transition checker to detect invalid transitions or restrict the
sequence configuration to only valid transitions.

Enabling the transition checker option prior to sequence configuration ensures that the user
will be able to select only valid transition steps.

Enabling the transition checker option on an already configured sequence will highlight the
sequence with a green frame if all transitions are valid (see Figure 378), or in fuchsia if at
least one transition is invalid (fuchsia frame with description of invalid step highlighted in
fuchsia, see Figure 379). In the latter case, the user can click the Show log button to find
out how to solve the transition issue (see Figure 380).

Figure 378. Enabling the transition checker option on an already
configured sequence - All transitions valid

Sequence Table
-IE__W
1 RUN Range3-Low  FLASH 1000000 Hz MSI 166.9 A 1ms
2 RUN 3.0 Range2-Medi... FLASH 8 MHz HSEBYP 1.3 mA 1ms
3 RUN 3.0 Range1-High  FLASH 8 MHz HSEBYP COMP1 COM... 1.85 mA 1ms
4 SLEEP 3.0 Rangel-High ~ FLASH 8 MHz HSEBYP 380 pA 1ms
5 RUN 30 Range3-Low  FLASH 4.2 MHz M8 COMP1 COM... 623.66 pA 1ms
6 RUN 3.0 Range1-High ~ FLASH 8 MHz HSEBYP 1.55 mA 1ms
T STOP 30 NoRange n/a 0 Hz ALL CLOCKS . 410 nA 1ms

Figure 379. Enabling the transition checker option on an already
configured sequence - At least one transition invalid

Table
-IEE__ Range/Scale Crubus el Ceckcoric | _Peripherals | Step Current | _ Duration |
Range3-Low  FLA 1000000 Hz MS 166.9 pA 1ms
2 RUN 3.0 Range2-Medi... FLASH 8 MHz HSEBYF’ 1.3 mA 1ms
3 RUMN 30 Rangei-High ~ FLASH 8 MHz HSEBYP COMP1 COM__. 1.55 mA 1ms
5 RUMN 3.0 Range3-Low FLASH 4.2 MHz MS! COMP1 COM... 623.66 pA 1ms
& RUN 3.0 Range1-High  FLASH 8 MHz HSEBYP 1.55 mA 1ms
T STOP 3.0 NoRange n/a 0 Hz ALL CLOCKS... 410 nA 1ms
8 SLEEP 30 Rangei-High  FLASH 8 MHz HSEBYP 380 pA 1ms
Figure 380. Transition checker option - Show log
[@ Log for current sequence - O P

==================== Transition allowed!

Check transition between step 6 (RUM, Range1-High) and step 7 (STOP, NoRange)
FPossible next step(s): RUM [Range1-High, Range2-Medium, Range3-Low]
FPossible next step(s): LOWPOWER_RUN [Range3-Low]
FPossible next step(s): SLEEP [Range1-High, Range2-Medium, Range3-Low]
FPossible next step(s): LOWPOWER_SLEEF [Range3-Low]
Possible next step(s): STOP [MoRange]

==================== Transition allowed!

Check transition between step 7 (STOP, MoRange) and step 8 (SLEEP, Range1-High)
Possible next step(s): WU_FROM_STOF [MNoRange]
==================== Transition not possible!

o I -
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Configuring a step in the power sequence

The step configuration is performed from the Edit Step and New Step windows. The
graphical interface guides the user by forcing a predefined order for setting parameters.

Their naming may differ according to the selected MCU series. For details on each
parameter, refer to glossary in Section 5.3.4 and to Appendix C, or to the electrical
characteristics section of the datasheet.

The parameters are set automatically by the tool when there is only one possible value (in
this case, the parameter cannot be modified and is grayed out). The tool proposes only the
configuration choices relevant to the selected MCU.

To configure a new step:

1. Click Add or Duplicate to open the New step window or double-click a step from the
sequence table to open the Edit step window.

2. Within the open step window, select in the following order:

The Power Mode
Changing the Power Mode resets the whole step configuration.
The Peripherals

Peripherals can be selected/deselected at any time after the Power Mode is
configured.

The Power scale

The power scale corresponds to the power consumption range (STM32L1) or the
power scale (STM32F4).

Changing the Power Mode or the Power Consumption Range discards all
subsequent configurations.

The Memory Fetch Type

The Vpp value if multiple choices available

The voltage source (battery or VBUS)

A Clock Configuration

Changing the Clock Configuration resets the frequency choices further down.

When multiple choices are available, the CPU Frequency (STM32F4) and the
AHB Bus Frequency/CPU Frequency(STM32L1) or, for active modes, a user
specified frequency. In this case, the consumption value will be interpolated (see
Using interpolation).

3. Optionally set

A step duration (1 ms is the default value)

An additional consumption value (expressed in mA) to reflect, for example,
external components used by the application (external regulator, external pull-up,
LEDs or other displays). This value added to the microcontroller power
consumption will impact the step overall power consumption.

4. Once the configuration is complete, the Add button becomes active. Click it to create
the step and add it to the sequence table.

3
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Using interpolation

For steps configured for active modes (Run, Sleep), frequency interpolation is supported by
selecting CPU frequency as User Defined and entering a frequency in Hz (see Figure 381).

Figure 381. Interpolated power consumption

[ MNew Step

Reset Step Settings ESGHEMERSINIZEN Disable All IPs E

Power/Memory

Enable IPs from Pinout

—Peripherals Selection

Enabled Peripherﬁls

Power Scale |Scale1—High V| :i; Bu B
Memory Fetch Type [FLASHREGON v ADC3 (oac] (pew)
BusMatrix
Vottage Source [Battery ~] e [GPIOA] [GPIOB] [GPIOC] [GPlOD]
CPU Freguency |User—deﬂned V| CRC
Interpolation Ranges [150 MHz — 188 MH= 0T DAC.
1 OUTH
| user choice 1z) |=ph160000000 | [ ouTts0uT2
Clock Configuration [HsE pLL ~] Ul out2
DCMI
Clock Source Freguency |-l MHz ~ | 4 pmat
Optional Settings 1_Stream
Step Duration [1 [[ms V| [ 2_streams
- . O 3_Streams
Additional Congumption |EI ||m-¢\ V| O] 4 st
_Streams
Results ] 5_Streams
Step Consumption  [103 65 m& | [] 6_Streams [UARW] [UF\F‘-TS] [USART1]
Without Peripherals [24 mé. | [ 7_streams (usartz) (usarTs) (usarTs)
Peripherals Part  [59.65 mA (A 5.6 mA - D: 54.05 mA) | L DMAZD 8_Streams [usa o1G_Fs) (UsB_0TG_HS)
Ta Max (*C) lps.08 | 1_stream
Warnings

Available use cases: 1 Max: 60

Add

Cancel
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Importing pinout

Figure 382 illustrates the example of the ADC configuration in the Pinout view: clicking
Enable IPs from Pinout in the Power Consumption Calculator view selects the ADC
peripheral and GPIO A (Figure 383).

The Enable IPs from Pinout button allows the user to automatically select the peripherals
that have been configured in the Pinout view.

Figure 382. ADC selected in Pinout view

Pinout & Configuration Clock Configuration
Additional Softwares
Ii'|:-ti-:-na Cl ADC Mode and Cnnﬁguratlnn "
d IND
@ COMP1 N1
COMP2
CRC N2
DAC mpE
DA,
FATFS (e
FREERTOS
GPIO L1 NS
12C1
1202 O s
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Selecting/deselecting all peripherals
Clicking Enable All IPs allows the user to select all peripherals at once.

Clicking Disable All IPs removes them as contributors to the consumption.

Figure 383. Power Consumption Calculator configuration window:
ADC enabled using import pinout

[T New Step / X

Reset Step Settings | Enable All IPs JaEEGIS Enable IPs from Pinout

Power/Memory election—— Enabled Peripherals
Power Mode RUN Peripherals
[Japct
Power Scale Scale2-Medium D ADC2
Memory Feich Type FLASH/REGON |:| ADC3
Voo [ | BKPSRAM
|:| BusMatrix
Voltage Source Battery
attery <
Clocks
P Frequency — Peripherals Selection—— Enabled Peripherals
Peripherals -
i AaDC1
[Japc2
Clock Configuration D ADC3
Clock Source Frequency [ BKPSRAM
|:| BusMatrix

Optional Settings e

Step Duration 1 ms — 2_Streams
|| 3_Streams
] maA —
Additional Consumption 0 A []4_Streams
Results | 5_Streams
Step Consumption || 6_Streams
Without Peripherals 40 mA — 7_Streams
| | 8_Streams
Peripherals Part 0nA (A OnA-D:0nA) . DMAZ
Ta Max (°C) 101.17 : 1_Stream
Warnin:
[ Add
5.3.3 Managing user-defined power sequence and reviewing results

The configuration of a power sequence leads to an update of the Power Consumption
Calculator view (see Figure 384):

e The sequence table shows all steps and step parameters values. A category column
indicates whether the consumption values are taken from the datasheet or are
interpolated.

e The sequence chart area shows different views of the power sequence according to a
display type (e.g. plot all steps, plot low power versus run modes)

e  The results summary provides the total sequence time, the maximum ambient
temperature (Tamax), Plus an estimate of the average power consumption, DMIPS, and
battery lifetime provided a valid battery configuration has been selected.

3
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Figure 384. Power Consumption Calculator view after sequence building
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Managing the whole sequence (load, save and compare)

From the power menu (see Figure 385), the current sequence can be saved, deleted or
compared to a previously saved sequence that will be displayed in a dedicated popup
window.

Figure 385. Sequence table management functions
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Managing the results charts and display options

In the Display area, select the type of chart to display (e.g. sequence steps, pie charts,
consumption per peripherals). You can also click External Display to open the charts in
dedicated windows (see Figure 386).

Right-click on the chart to access the contextual menus: Properties, Copy, Save as png
picture file, Print, Zoom menus, and Auto Range to reset to the original view before zoom
operations. Zooming can also be achieved by mouse selecting from left to right a zone in
the chart and Zoom reset by clicking the chart and dragging the mouse to the left.

Figure 386. Power Consumption: Peripherals consumption chart
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Overview of the Results summary area

This area provides the following information (see Figure 387):
o Total sequence time, as the sum of the sequence steps durations.

e  Average consumption, as the sum of each step consumption weighed by the step
duration.

e  The average DMIPS (Dhrystone million instructions per second) based on Dhrystone
benchmark, highlighting the CPU performance for the defined sequence.

e  Battery life estimation for the selected battery model, based on the average power
consumption and the battery self-discharge.

e Tamax: highest maximum ambient temperature value found during the sequence.

Figure 387. Description of the Results area

Results Summary

Sequence Time/ TaMax 7 ms/104.42°C Average Consumption 1.33 mA

Battery Life Estimation 8 months , 20 days & 9 hours Average DMIPS 6.52 DMIPS
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5.3.4 Power sequence step parameters glossary

The parameters that characterize power sequence steps are the following (refer to
Appendix C: STM32 microcontrollers power consumption parameters for more details):
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Power modes

To save energy, it is recommended to switch the microcontroller operating mode from
running mode, where a maximum power is required, to a low-power mode requiring
limited resources.

Vcore range (STM32L1) or Power scale (STM32F4)

These parameters are set by software to control the power supply range for digital
peripherals.

Memory Fetch Type

This field proposes the possible memory locations for application C code execution. It
can be either RAM, FLASH or FLASH with ART ON or OFF (only for families that
feature a proprietary Adaptive real-time (ART) memory accelerator which increases the
program execution speed when executing from flash memory).

The performance achieved thanks to the ART accelerator is equivalent to 0 wait state
program execution from flash memory. In terms of power consumption, it is equivalent
to program execution from RAM. In addition, STM32CubeMX uses the same selection
choice to cover both settings, RAM and flash memory with ART ON.

Clock Configuration

This operation sets the AHB bus frequency or the CPU frequency that will be used for
computing the microcontroller power consumption. When there is only one possible
choice, the frequencies are automatically configured.

The clock configuration drop-down list allows to configure the application clocks:
— the internal or external oscillator sources: MSI, HSI, LSI, HSE or LSE
—  the oscillator frequency

—  other determining parameters, among them PLL ON, LSE Bypass, AHB prescaler
value, LCD with duty

Peripherals

The peripheral list shows the peripherals available for the selected power mode. The
power consumption is given assuming that peripherals are only clocked (e.g. notin use
by a running program). Each peripheral can be enabled or disabled, their individual
power consumption is displayed in a tooltip. An overall consumption due to peripheral
analog and digital parts is provided in the step Results area (see Figure 388).
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Figure 388. Overall peripheral consumption
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The user can select the peripherals relevant for the application:
— none (Disable All)
— some (using peripheral dedicated checkbox)
— all (Activate All)
— orall from the previously defined pinout configuration (Import Pinout).

Only the selected and enabled peripherals are taken into account when computing the
power consumption.

e  Step duration

The user can change the default step duration value. When building a sequence, the
user can either create steps according to the application actual power sequence or
define them as a percentage spent in each mode. For example, if an application
spends 30% in Run mode, 20% in Sleep and 50% in Stop, the user must configure a
3-step sequence consisting in 30 ms in Run, 20 ms in Sleep and 50 ms in Stop.
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Additional consumption

This field allows entering an additional consumption resulting from specific user
configuration (e.g. MCU providing power supply to other connected devices).

5.3.5 Battery glossary

Capacity (mAh)
Amount of energy that can be delivered in a single battery discharge.
Self-discharge (% / month)

This percentage, over a specified period, represents the loss of battery capacity when
the battery is not used (open-circuit conditions), as a result of internal leakage.

Nominal voltage (V)
Voltage supplied by a fully charged battery.
Max. continuous current (mA)

This current corresponds to the maximum current that can be delivered during the
battery lifetime period without damaging the battery.

Max. pulse current (mA)

This is the maximum pulse current that can be delivered exceptionally, for instance
when the application is switched on during the starting phase.

5.3.6 SMPS feature

Some microcontrollers (e.g. STM32L496xxxxP) allow the user to connect an external
switched mode power supply (SMPS) to further reduce power consumption.

For such microcontrollers, the Power Consumption Calculator tool offers the following
features:
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Selection of SMPS for the current project

From the left panel, check the Use SMPS box to use SMPS (see Figure 389). By
default, ST SMPS model is used.

Selection of another SMPS model by clicking the Change button

This opens the SMPS database management window in which the user can add a new
SMPS model (see Figure 390). The user can then select a different SMPS model for
the current sequence (see Figure 391, Figure 392 and Figure 393)

Check for invalid SMPS transitions in the current sequence by enabling the SMPS
checker

To do this, select the checkbox to enable the checker and click the Help button to open
the reference state diagram (see Figure 394).

Configuration of SMPS mode for each step (see Figure 395)

If the SMPS checker is enabled, only the SMPS modes valid for the current step are
proposed.

3
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Figure 389. Selecting SMPS for the current project
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Figure 390. SMPS database - Adding new SMPS models

STM32CubeMX PCC: SMPS Database Management pd
User SMPS

SMPS Table
: QCurrent
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Figure 391. SMPS database - Selecting a different SMPS model
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3

UM1718 Rev 51




UM1718 STM32CubeMX tools

Figure 392. Current project configuration updated with new SMPS model

SMPS2 User b
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Figure 393. SMPS database management window with new model selected
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SMPS1_ST 30 2500 500.0 11 85 External Default
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Figure 394. SMPS transition checker and state diagram helper window
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Figure 395. Configuring the SMPS mode for each step
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5.3.7

Bluetooth Low-Energy®/ZigBee® support (STM32WB series only)

The Power Consumption tool allows the user to take into account the consumption related
to the RF peripheral and corresponding Bluetooth Low-Energy functional mode, combined
with the usage of the SMPS feature.

Figure 396. RF related consumption (STM32WB series only)
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The Bluetooth Low-Energy mode can be selected from the left panel and configured to
reflect the application relevant settings. For each new step enabling BLE, the peripheral
consumption part is updated accordingly (see Figure 397). A similar approach is used for
ZigBee (see Figure 398).
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Figure 397. RF Bluetooth Low-Energy mode configuration (STM32WB series only)
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5.3.8 Sub-GHz support (STM32WL series only)

Sub-GHz usage can be enabled from the left panel and configured to reflect the application
relevant settings. For each new step enabling ZigBee, the peripheral consumption part is
updated accordingly (see Figure 399).

Figure 399. RF sub-GHz configuration
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5.3.9 Example feature (STM32MPUs and STM32H7 dual-core only)

Under the section Sequence Examples, the PCC tool allows to access examples: each of
them comes with an explanatory slide set and a ready-made sequence to load in PCC (see
Figure 400).
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Figure 400. Power Consumption Calculator - Example set
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Clicking “Load Example N” loads the sequence corresponding to example N (see
Figure 401).

Figure 401. Power Consumption Calculator - Example sequence loading
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3 BAM DSTAN... DSTAN... DRUN 3.0 VOS3: ... CM7:l... EMHz 8MHz HSI BDMA .. 1.1 mA 400 ms BOMA ...
4 STOP DSTAN... DSTAN... DSTOP 3.0 SVOS3... CM7:N... 0 Hz OHz LSE Fla... 349 pA 500 ms
5 BAM DSTAN... DSTAN... DRUN 3.0 VOS3: ... CM7:l... BEMHz B8MHz HSI Bridge_... 1.05mA 100 ms LPTIM2
6 BAM DSTAN... DSTAN... DRUN 3.0 VOS3: ... CMT: 8MHz HSI BOMA .. 1.1 mA 400 ms BDMA ...
7 STOP DSTAN... DSTAN... DSTOP 3.0 SVOS3... CMT7: N... 0Hz LSE Fla... 349 pA 500 ms
8 BAM DSTAN... DSTAN... DRUN 3.0 VOS3: ... CMT7: I... 8MHz HSI Bridge_... 1.05 mA 100 ms LPTIM2
Display
Plot: All Steps (i ]
Consumption Profile by Step
130
i Tss:rUN
110
. 100
§ S0
= 80
4 70
60
0
2 18:RUN H2:RUN
30 1
.l 1S : 5 : STHSHRRE 7 =
RN RN E TR L 1l 4+ LK 4 LE]
: IRIBE I 1 3 5 |
o 1,000 2,000 3,000 4,000 5,000 6,000 7.000 8,000 9,000 10,000 11,000
Time (ms)
1 [==1dd by Step — Average current]
Sequence Time 1Ms Average Consumption 13 mA
Battery Life Estimation [No Average DMIPS 173.34 DMIPS

Clicking “Example N Presentation” displays the explanations for that example.

3
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The example can be changed anytime: the new sequence can be added to the current
sequence, or replace it (see Figure 402).

Figure 402. Power Consumption Calculator - Example sequence new selection

‘_5 equence Examples Step Sequence- — - Transitions
/ H7 Dual Core Examples I i ® @ [Jon Log
mmm“ ' '

BAM ps1koad Example 1 12C transmission + data acquisition ... ms

|12C transmission + data acquisition

1 - 7 -7 Cor
3 BAM psaLoad Example 2 i
- 4 sSTOP g1load Example 3 E_.= ample 3 Prese or |12C transmission ms
5 BA Ds1 Benefits of H € Short Presentation s
Tple 2

m Warning: load Example 2 with existing steps! X Examiple

Before loading Example 2, keep or remove EK\STIHQ steps.

—
| Keep Steps |
Plot: All Steps
* This example completes the example 1 by adding a new data
acquisition phase

130 4

1204 * The purpose is to highlight the smart power management of

110 | STM32H7 Series (STM32H7x5 or STM32H7x7 Lines) using three
_ oo power domains
E 90 |
= B0
&
g 60 |
E %o [S7]
S w

1 Slides Show

20| 1:sPcHEER

LB

o 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Time (ms)

— 1dd by Step — Average Current |

The examples are provided for a given part number and may require adjustments when
used for a different part number. Also, after loading, it is recommended to edit each step and
check settings.

DDR Suite (STM32MPUs only)

DDR SDRAMs are complex high speed devices that need careful PCB design.

The STM32MP15 devices support the following DDR types:
e LPDDR2

e LPDDR3

e DDR3/DDR3L

They are specified by the JEDEC standard (standardization of interfaces, commands,
timings, packages and ballout).

STM32CubeMX has been extended to provide an exhaustive tool suite for the DDR
subsystem. It proposes the following key features.

e Configuration of DDR controller and PHY registers is managed automatically based
on reduced set of editable parameters.

o DDRtesting is offered based on a rich list. Tests go from basic to stress. User can also
develop its own tests.

DDR configuration is accessible like the other peripherals in the Pinout & Configuration
view: clicking the DDR from the component panel opens the mode and configuration panels.
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Note:

3

DDR Test suite testing and tuning features are available from the Tools view.

The DDR suite relies on two important concepts:
o the DDR timings as key inputs for the configuration of the DDR Controller and PHY
o the tuning of DDR signals to compensate board design imperfections.

DDR configuration

STM32CubeMX allows to set DDR system parameters and JEDEC core timings. The timing
parameters are available in the DDR datasheet.

DDR type, width, and density

The DDR type, width, and density parameters must be set to proceed with the DDR
configuration. This can be done in the Mode panel after selecting the DDR in the Pinout &
Configuration view. See Figure 403 for an example of LPDDR2 settings.

Figure 403. DDR pinout and configuration settings

PISIAAC - x
File Window Help & mysT ® n DX0O9 k IS 77
51AAC Untitled - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager Tools
v Software Packs v Pinout
al & P | i Pinoutview % Systom vinw
— !
as B8 NS Boot time: u
ATROM
[m)
v BSEC DDR Type [LPDDR2
E Width [16bits
u] b
o o Density for DDR3(L) 16bits [Disable ] i
[u] [u] Density for DDR3(L) 32bits [Disable| | s
T N N N M M| -y or LPDDRALPODR3 250 <] 1
[m) [m) 5
= = Coni on @
v DVA =
[m) -
b
o L
v ETZPC
[u] o o [ Show Advanced Parameters @ &
FREERTOS l I
GIC 2 4
GPIO uration
o [m) [m) elax; [m]
o e ea Ron 48 ohm (Default)
o o impe Wiite Ron 53 ohm (Default)
o 8 bits TFBGA361 (Top view)
v HSEM (address Ma i
o o ress Mappi ion
o o arame
0 0 be configured in RBC (Row-Bank-Column) or BRC (Bank-Row-Column) - . /_ -
| @ I a W &4 m =
o o o

Another example: for a configuration with two “DDR3 16 bits 2 Gb” chips, settings are
“DDR3/DDR3L”, “32 bits” and 4 Gb”.

Contexts for DDR IP cannot be changed, DDR is tied to “Cortex-A7 nonsecure” identified as
“Cortex-A7 NS” in the tool.

DDR configuration

Clicking on a parameter will show additional details in the DDR configuration footer.

o The DDR frequency is taken from the ‘Clock configuration’ tab, it cannot be changed in
the DDR configuration.

e The ‘Relaxed Timing’ mode is used during bring-up phase for trying relaxed key DDR
timings value (one tck added to tgre, trep and tgp timings)

e Other parameters must be retrieved from the user DDR datasheet.

e  Some parameters are read-only: they are for information only and depend on the DDR
type.
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Clicking “generate code” automatically computes the DDR node of the device tree (DDR
Controller and DDR PHY registers values) based on these parameters.

DDR3 configuration

For DDRS, the configuration is made easier with the selection of a Speed Bin Grade
combination, instead of manually editing timing parameters.

Figure 404. DDR3 configuration

DDOR Mode and Configuration

Boot time: Runtime contexts:
ATS Cortex-M4 FW
AT ROM
O
DDR Type |DDR3 / DDR3L ~|
Width [16bits |
Density for DDR3(L) 16bits [1Gb |

Reset Cnnﬁgurati

& Farameter Settinfs | & Registers
Configure the below psrameters :

Q © @ O Show Advanced Parameters ()

~ SYSTEM PARAM-TERS

& GPIO Settings

DDR subsygtem frequency 400.0 MHz

Speed Bin Grade

Impedance During Read Ron 40 ohm / QDT = 80 ohm (Default)
Impedance During Write Ron 53 ohm / ODT = 60 ohm (Default)
Address Mapping configuration Row - Bank - Column

Relaxed Timing mode O

Temperature case over 85°C support O

Burst Length (BL) 8

Speed Bin Grade

Speed Bin Grade

Parameter Description:

JEDEC Standard for DDR3 SDRAM.

Set value of each timings from JEDEC standard for this "Speed Bin Grade’ selection.

Tick "Show Advanced Parameters’ to see the involved timings.

The Speed Bin Grade combination must match the selected DDR. If the exact combination
is not in the pick-list, select “1066E / 6-6-6" for faster DDR Speed Bin Grade, or
“1066G / 8-8-8” for a relaxed configuration.

Timing edition is optional, and reserved for advanced users: select Show Advanced
parameters to display the list.
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Connection to the target and DDR register loading

To manage DDR tests and tuning, STM32CubeMX must establish a connection with the
target and more specifically with U-Boot SPL using the DDR interactive protocol:

e the DDR interactive protocol is only available in the Basic boot scheme U-Boot SPL
binary and supported over the UART4 peripheral instance

e when U-Boot SPL detects a connection to STM32CubeMX on UART4, it stops its
initialization process and accepts commands from STM32CubeMX.

There are two connection options:

1. the U-Boot SPL binary is available in flash memory

2. the U-Boot SPL needs to be loaded in SYSRAM because the DDR has not yet been
tested nor tuned (and, consequently, is not fully functional yet).

Prerequisites

e Installation of ST-Link USB driver to perform firmware upgrades: for Windows, latest
version of STSW-LINKO0Q9, for Linux, use STSW-LINKOO7. Both can be downloaded
from www.st.com.

e Installation of STM32CubeProgrammer (for SYSRAM loading only): installer can be
downloaded from www.st.com.

Connection to the target

The COM port must be selected to connect to the target, as indicated in Figure 405.

Figure 405. DDR Suite - Connection to target

[ sTvz2Cube ed STMEMP1S7CA -
=

st li File Window Help & mysT @ n o X Q ) k Y/

Pinout & Configuration Clock Configuration Project Manager

]
DDR Interactive @ SYSRAM Loading @ & » Target Information @

‘m‘ ‘ uss () UART [Select CO

Status DDR utilities binary fi

‘ ® Not Connected ‘ ‘ EEEESIEN stm32mp157c-ev1-basic.stm32mp157c-evi-basic.

rogrammer has been manually selected

tronics\STM32Cube\STM32CubeProgrammer\bin\STM32_Programmer_CLI.exe

If U-Boot SPL loading in SysRAM is required, it can be performed through UART or USB
using the STM32CubeProgrammer tool. If not automatically detected by STM32CubeMX,
the STMBZCuhiProgrammer tool location must be specified in the Connection settings
window: click i 3 to open it. U-Boot SPL file must be manually selected in the build image
folder.
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Once up, the connection gives the various services and target information (see Figure 406).

Figure 406. DDR Suite - Target connected
File Window Help L mysT @ n D X o k ‘YI
v
q

DDR Interactive @ SYSRAM Loading @ » Target Information @

c . port
pce Config name: DDR3-1066/888 bin G 2x4Gb 533MHz
( uss UART [Se ) DDR Size: 8 GBits
(Status———(DDR utiliies binary fi DDR Frequency: 533.0MHz
‘ Connected ‘ stm32mp157c-ev1-basic.stm32mp157c-ev1-basic.
CAD ‘

Target DDR T

Use the ‘Load Registers' command to load the current configuration to the SYSRAM U-Boot SPL will then be re-started and DDR CTRL and PHY
initialized with new registers value You can then conduct test and tuning operations directly on the configuration you have edited in the STM32CubeMx
configuration panel

Load Registers

Output/Log messages

STM32CubeMX outputs DDR suite related activity logs (see Figure 407) and interactive
protocol communication logs (see Figure 408). They are displayed by enabling outputs from
the Window menu.

Figure 407. DDR activity logs

Creating: STM32MP151CACx
Initializing: STM32MP1S51CACx

Creating: STM32MP1STCACX

Initializing: STM3ZMP157CACXK

SYSREM succesfuly loaded with: C:\Data\stm32\ddr\eval board\Revc\same port\02_07_2013\u-boot-spl.stm32-stm32mpl57c-evl-basic
DDR Test Suite connected to target board

Target board configuration name: DDR3-1066/838 bin G 2x4Gb 533MHz v1.45

Targst board DDR size: 2 GBits

Target board DDR frequency: 533.0MHz

Figure 408. DDR interactive logs

DDR Interactive logs

Host > Target info

Targst > Host step = 0 : DDR_RESET

Targst > Host name = DDR3-1066/888 bin G 2x4Gb 533MHz v1.45
Target > Host size = 0x40000000

Target > Host speed = 533000 kHz

Host > Target step 3

Targst > Host step to 3:DDR_READY

Target > Host 1:DDR_CTRL_INIT DONE

Target > Host 2:DDR PHY_INIT_DONE

Targst > Host 3:DDR_READY

HoST > Target print mstr

Target > Host mstr= 0x00040401

Host > Target tuning help

Target > Host tuning:5

Targst > Host 0:Read DQS gating:softwars read DQS Gating:
Target > Host 1:Bit de-skew::

Target > Host 2:Eye Training:or DQS training:

Targst > Host 3:Display registers::

)
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DDR register loading (optional)

Once connected in DDR interactive mode, the current DDR configuration can be loaded in
SYSRAM.

Figure 409. DDR register loading

[0 sT™32CubeMX Untitled™: STM32MP157CACK - X
.9 [ f] D K
srcrﬂum_’ File Window Help & mysT @ D X Q ] Y/

Pinout & Configuration Clock Configuration Project Manager
DDR Interactive @ SYSRAM Loading @ : Target Information @
c i . Port i
PCcC Config name: DDR3-1066/888 bin G 2x4Gb 400.0.0
coMa v uss UART |Select CC V145
Status ~(DDR utiities binary fl DDR Size: 8 GBits
Connected | ‘ stm32mp157c-ev1-basic.stm3zmpt57c-ev1-pasic | DO Frequency: 400 OMHz
cAD ‘
Target DDR Tests

Use the ‘Load Registers’ command to load the current configuration to the SYSRAM U-Boot SPL will then be re-started and DDR CTRL and PHY
initialized with new registers value_You can then conduct test and tuning operations directly on the configuration you have edited in the STM 32CubeMx
configuration panel

Load Registers

[ Progress... X

Loading DDR Registars to target
27 out of 96 ragisters

This step is optional if the used U-Boot SPL already contains the required configuration. It
triggers the DDR Controller and PHY initialization with those registers, and allows the user
to quickly test a configuration without generating the device tree and dedicated U-Boot SPL
binary file.

DDR testing

Prerequisites

To proceed with DDR testing:
. The DDR suite must be in connected state

e The DDR configuration must be available in memory, either with the U-Boot SPL (with
DDR register file in Device Tree) or in the DDR registers (see Section 5.4.2).

DDR test list
DDR tests are part of the U-Boot SPL (see Figure 410).
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Figure 410. DDR test list from U-Boot SPL

[ sTv32Cubel STM32MP157CAC - X
STchgr? File Window Help & mysT ®EFo X9 x Ly

C Untitled - Tools GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager
i

DDR Interactive @ SYSRAM Loading @ % > Target Information @
Target DDR Tests
PCC

[a)] _Testypels) ] Test namels| Execution

1 Basic Simple DataBus

2 Basc DataBusWalkingd

3 Basic DataBusWalking

4 Basic AddressBus Address 0xC0000000

5 Intensive MemDevice Loop 1

6 Intensive SimultaneousSwitchingOutput

7 Intensive Noise Verdict

8 Intensive NoiseBurst

9 Intensive Random

10 Intensive with Stress FrequencySelectivePatter I
Conditions Address Run the Test

11 Intensive BlockSequential Loop(s) Run the Test

12 Intensive Checkerboard Result Run the test to have a verdict

13 Intensive BitSpread Result details None

Details

Name DataBusWalking0
Purpose Verifies each data bus signal can be driven low

Test Sequence Wites patterns with ‘moving’ 0 on a 32 data bus width. Example: write “11111111111111111111111111111110' at given address, read back given address and check the pattem is OK. Write then

11111111111111111111111111111101" at given address, read back given address and check the pattern is OK, and so on.

[Address] The memory address where the test is executed. All writes and reads are performed on this address. The given address should be located in the DDR memory region [DDR base address
DDR base address + DDR size]

Param1

Param2

[Loop] Number of test teration before verdict. Same test is repeated [Loop] imes. Verdict OK f alltests are OK, KO othervise.
Restriction Limitations

If the data bus splits as it makes its way to more than one memory chip, you will need to perform the data bus test at multiple addresses, one within each chip
Interest Very basic test to be executed first to make sure the data bus is clean from connection issues
Failure Type Catastrophic failure

New tests can be added by modifying the U-boot SPL.

Most of the tests come with parameters to be set prior to execution, such as:

e Address: the memory address where the test is executed. All writes and reads are
performed on this address. The given address has to be located in the DDR memory
region [DDR base address, DDR base address + DDR size].

e On STM32MP15, DDR base address is 0xC0000000 (as an example, DDR size for
4 Gbits is 0x20000000).

e Loop: number of test iterations before verdict. Same test is repeated [Loop] times.
Verdict OK if all tests are OK, KO otherwise.

e  Size: the byte size of the region to test. It must be a multiple of 4 (read/writes are

performed on 32-bit unsigned integers), with minimal value equal to 4, and up to DDR
size.

e  Pattern: the 32-bit pattern to be used for read / write operations.

The DDR Suite embeds an auto-correction feature preventing users to specify wrong
values.

All tests are performed with Data cache disabled and Instruction cache enabled.
DDR test results

The test verdict is reported by the U-Boot SPL: the parameters used for the tests are
recalled, along with Pass/Fail status and results details (see Figure 411). The test history is
available in the output and Logs panels (see Figure 412).

3
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Figure 411. DDR test suite results

Execution
TN o
Value(s)
Address 0xC0000000
Loop 1
Verdict

Address 0xC0000000
Loop(s) 1

Result

Result details no error for 1 loops

Figure 412. DDR tests history

DOR Interactive logs

Target = step to 3:DDR_READY

Target = 1:DDR_CTRL_THIT DONE

Target = 2:DDR PHY INIT DONE

Target = 3:DDR_READY

Host > Target test 2 1 0xCOQOOQOQO00

Target > Host execute 2:DataBusWalkingO

Target > Host running 1 loops at Oxc0000000
Target > Host Result: Pass [no error for 1 loops]
Host > Target test 3 1 OxCOQOOQOQO0Q

Target > Host execute 3:DataBusWalkingl

Target > Host running 1 loops at Oxc0000000
Target > Host Result: Pass [no error for 1 loops]
Host = Target test 4 4 0xCO0Q00000

Target > Host execute 4:AddressBus

Target > Host Besult: Pass [address 0xc0000000, size 0=x4]

DDR Interactive |

Target board configuration name: DDR3-1066/888 bin G 2Zx4Gk 400.0.0.0.0MHz wl.45
Target board DDR size: & GBits

Target board DDR frequency: 400.0MH=z

Current configuration DDR registers loaded to the target board

DDR test #2 (DataBusWalking() triggered with parameters: [loop] 1 [addr] 0xCO0000C0
DDR test #3 (DataBusWalkingl) triggered with parameters: [loop] 1 [addr] 0xCO0Q0000
DDR test #4 (AddressBus) triggered with parameters: [size] 4 [addr] 0xC0000000

5.5 STM32CubeMX Memory Management Tool

The Memory Management Tool (MMT) displays the memory map and defines memory
attributes applied in user projects opened/created in STM32CubeMX.

The tool is located in the “Tools” tab. It allows the user to declare memory regions (referred
to as application regions or AppReg) at application level.

The HW constraints related to TrustZone, Memory Protection Unit, and the memory
granularity are handled by MMT and made transparent to the user, so that the focus can be
put on the memory regions. A linker file is generated according to the application regions
declared and configured by the user.

3
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The MMT key features are:

e  Memory map display

e Application regions management
e Linker file generation

MMT interacts with peripherals starting from the moment the user enters its interface:

o Checks their settings
e  Updates other peripherals involved in memory map configuration

The peripherals are updated only when the first toggle button is ON.

Figure 413. Regions settings to peripherals ON

() Apply Application Regions Settings to Penpherals: ON
C’ Apply Application Regions Settings to Linker Files: OFF

e

MMT updates the linker scripts only when the second toggle button is ON.

Figure 414. Regions settings to linker files ON

Code Generation Configuration

-‘:] Apply Application Regions Settings to Peripherals: ON
‘:) Apply Application Regions Settings to Linker Files: ON

2! If linker file modified externally, ensure no conflicts.

ip
b

The applicative regions are saved into the user project even if the first toggle button is OFF.

Figure 415. Regions settings to peripherals OFF

Code Generation Configuration e
() Apply Application Regions Settings to Peripherals: OFF ﬂ
(:, Apply Application Regions Settings to Linker Files: OFF ﬂ

DT56392V2
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Figure 416. Recommendation for the configuration of MMT

a Apply Application Regions Settings to Peripherals: OFF ﬂ
(:) Apply Application Regions Settings to Linker Files: ON 0

* It's recommended to 'Apply Application Regions Settings to

I2| Peripherals', to ensure alignment between peripherals settings

and linker file.

MS81243V1

STM32H5, STM32U3, STM32U5, STM32WBAS5, STM32WBA5M,
and STM32WBAG6 with TrustZone activated

Feature: MMT usage, pinout, and configuration user interface

When the first toggle button is ON (see Figure 413), SAU, GTZC, Cortex-M33 (MPU), and
FLASH configurations are under MMT control: their modes and parameters become
read-only.

Figure 417. MMT usage

SAU Mode and Configuration
Mode

Runtime contexts

EE

Cortex-M33 secure Cortex-M33 non secure

Configuration

Reset Configuration

© Parameter Setfings | @ User Constants

(Configure the below parameters |
afsear (75 ] o

~ Region 0

~ Region 1

~ Region 2

~ Region 3

~ Region 4

~ Region &

~ Region 6
~ Region 7
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Feature: MMT usage and linker script

@ Apply Application Regions Settings to Peripherals: ON 0
() Apply Application Regions Settings to Linker Files: ON (i ]

Linker files content is generated according to the configuration of application regions.

@) Apply Application Regions Settings to Peripherals: ON i»

C’ Apply Application Regions Settings to Linker Files: OFF ('} )

Code Generation Configuration i
a Apply Application Regions Settings to Peripherals: OFF ﬂ
C’ Apply Application Regions Settings to Linker Files: OFF 0

MS81244V1

Linker files contents are generated as the MMT is used.

For the following features: SAU, GTZC, Cortex-M33 MPU, and FLASH, the memory handle
is not under MMT control, so the user can update their setting.

Figure 418. MMT view

S Aoy Qx &7
ccccccccccc roesc I

o i bip pip b B B slseim lem T

5.5.2 An end-to-end usage example
Choose a supported MCU (STM32U585x in this example).

3
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Figure 419. Start a project

[ New Project from a MCU/MPU.

MCUMPU Fiters

Features Block Diagram Docs & Resources CAD Resources [ oatash 4 Buy > Start Project
Commercal STMS205 Serios
Part Number k<4
‘ STM32U535CBT6 Ultra-low-power with FPU Arm Cortex-M33 MCU with TrustZone, 160 MHz with 128 Kbytes of Flash memory I
a
Unitprice for 10k US): 23707
(s -
PRODUCT INFO ~ Productis in mass production " LQFP 48 7x7x1.4 mm
Segment >
9 The STMSZUS’AEXX ﬂev\ces belong 10 an ultra-low-power microcontroliers family (STM32U5 Series) based on the high-performance Arm® Cortex®-M33 32-bit RISC core. They operate at
Sones > 2 eguency or
. 5 The Cortex® 133 core festures  singe-precision FPU (Toatng-point i, that supports aihe Ami® single precison data-processing Instructons and 2l ihe daa ypes.
ne The Cortex®-M33 core a\so lleemems afull set ov DSP (aigital s\gnal Drocessmg) \ﬂslrucnons and a MPU (memory protection unit) that enhances the application security.
Markoting Status > The devices embed high-specd memonies (Up 10 512 Kbyte flash memory and 274-Koyte SRAMD, one Octo-SPi flash memory inferiace, an extensive range of ennanced UOs, peripherals
Comeaca o thies APD buses. tree A TS bises and & 35, mult AS s matn
Price - The devices offer security foundation compliant with the TBSA securit from Arm®. It embeds the necessary security features to implement a
- S secure boo secre data storage and secure fmare update Dests ihese capables ne devces ncorporate @ secure muare nataton feaure hataiovs e cusiomer o
& secure the provisioning of the code during its production. A flexible lifecycle is managed thanks to multiple levels of readout prmecllon an bug unlock with password. Firmware
core > Rardare olaions Upporied (hanks 0 secrave peripherls, meraies and 0= and prulege confguraon o perpherais
Tho Gevces feature several profecion mocharisms for mbodded fash Mormory and SRANfeadout protection. wr prooction, secure and hide protection arcas
Coprocessor > T R s et it D et I Matcruatn S s loaton i A e Soovicon et Ao
MEMORY ~ MCUS/MPUs List: 2 items. Display ar items N Export
Flash = 125 (<Bytes
(KBytes) STM32U535CBTx  LQFP 48 7x7x1 37 Active 23797 128 kBytes 274 kBytes 160 MHz.
2 = TM32US35CETXQ LQFP 48 7x7x1 . 33 Coming soon  NA 128 kBytes 274 kBytes 160 MHz

EEPROM =0 (Bytes)
o

RAM Total =274 (<Bytes)
274

RAM = 274 (kBytes)

274

CCMRAM =0 (kBytes)

o
On.chip SRAM_= 0 (kBytes)
o

TeMDTCM RAM >
DRAM Support >
Flash Support >
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Press the “Start Project” button, and then choose the “with TrustZone activated ?” option.

Figure 420. Use TrustZone

eature available }{

e Do you want to create a new project :
O without TrustZone activated ?

® with TrustZone activated ?

Choose the “Tools” tab followed by the “Memory Management” option to display the Memory
Management Tool (see Figure 421).

Figure 421. Default settings

LPBAM Scenario & Configuration

e Untitled - Tools

Pinout & Configuration

GENERATE CODE CHECK LPBAM DESIGN
Project Manager Tools

Memory viewed by ARM Cortex-M33 Application Re: + 4

Clock Configuration
=
Code Generation Configuration vy

QI Avol Appicaton Regions Setings to Perer.. @
CID Aoply Applcation Regions Sattings to Linker Fil.. @ 0240000000

090000000

Reserved

Compare Projects OctoSPI1 (266 MB)

Search an Appikation Region axso000000FMC Bank (256 MB) Display Settings e

OctosPI2 (256 MB)
Section Information > 0x70000000 ¢ ) 0] Hide sec

oxe0000000 FMC Bank (258 MB)
Show selected Application Rogion > ] ide Reserve
oxsoo3ecooResened

[ Show tooltip with start, end and size of application |

x50036400BCKUD SRAM (S) (2 KB)

oxso036cooResenved

oxt0036400B3CKUD SRAM (NS) (2 KB)

ox3s004000REseVed

038000000 SRAMA Smart Run Domin (S) (16 KB)

nfrmation avaiable on Wiki @,
[PPRNIN  Reset To Default Color

ox3o0cooooResenved

0x30040000SRAM3 (8) (612 KB) RAM (NS) Reserved Al

o 0x30020000SRAM2 () (64 KB)
SRAMA (8) (192 KB)

[ swcversonte

Non Secure Callable region (NSC).

CAD 0220030000 SRAMZ (NS) (4 KB) Allow
axz0000000SRAMA(NS) (162 KE) i 8 | rosens

oxoeocoopoResenved

0x28004000
025000000 SRAMA Smart Run Domain (NS) (16 KB)

oxz00coogoResenved

SRAM3 (NS) (512 KB)

ecure application to access to sel

A new appiication region can be added hers.
000000 SRAM3 Code () (512 K8) [—

DT56397V2

The middle panel represents the memory, split into two columns: the left one is the memory
seen by the core(s), the right one the memory set up for the application.

In this example there are two projects, a secure and a nonsecure one. The application
region allocated to the secure project is green, the nonsecure application region is pink. The
reserved memory regions are gray.

For the new project created under STM32CubeMX the tool creates the default application
region to generate a valid project.
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Region information

Clicking on a particular region in the Application Regions column shows the associated

details on the left hand side.

You can choose to hide the name of the reserved region, or hide the Secure/Non Secure
indication close to the region name (the secure/nonsecure indication is indicated by the

color).

Figure 422, Region information

Code Generation Configuration
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DT56398V2

Code generation configuration

The application regions settings can be applied to peripherals on the left of the screen. The
concerned peripherals are shown on the associated tooltip. This can impact their availability
on the pinout screen configuration.
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Figure 423. Tooltip
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In this example, on the Pinout & Configuration panel, CORTEX_M33, FLASH, and GTZC
are set, and correspond to the region configuration on the Memory Management Tool. They
are grayed out, as they cannot be modified.

Figure 424. IP configuration
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When an IP is under MMT control, a tooltip provides the info shown in Figure 425.

Figure 425. IP under control
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STM. ﬁ File Window
CubeMX
Pinout & Configuration Clock Configuration
v Software Packs. v Pinout
QEorEEBXM ] @ GTZC_S Mode and Configuration :
:
333 MIINS Runtime contexts
(¢] O Cortex-M33 secure Cortex-M33 non secure
o [¢] @
o 0 oF
o o
o o)
CORTEX_M33 ®
CORTEX M33_$ ® . .
o o Configuration
o o
(o] (o]
(o] (o]
o o ® Paramstar Settings
FILEX © [Configure the below parameters |
° ofuciong ] @ O °
o o]
[ - .  MPCWU1 (OCTOSFI1)
GPIO
®
Global TrustZone® Controller 8] .
g Status: Lock the configuration of MPCWM1 Area 1 until next reset M1 Area 1 is not locked
8 Not available: Status of MPCWIMI Area 1
ul IP under MMT Cantrol
4]
o [¢]
(o] (o]
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(o] [¢]
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Apply Application Regions settings to linker files

When this button is on, the linker scripts for the secure and non secure applications are
generated, taking into account the configuration.

Figure 426. Linker files update
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Configuring an external memory

This example uses the FMC. Go to the Pinout & Configuration window (see Figure 427) and
enable the IP.
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Figure 427. Configure an external memory
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When going back to the MMT, a new region corresponding to the added FMC is created.

Figure 428. New region created
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Add a new region by pressing the plus button appearing in the white space when hovering
with the mouse.

Figure 429. Adding a new region
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To add another external memory, go to the Pinout & Configuration view, and add OCTOSPI1
to Cortex-M33 Secure. Choose Single SPI, and specify Device Size and Device Type.

Figure 430. Adding a new memory
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On the MMT there is now a new entry with OCTOSPI1.
e  For our example, we need half of the available 128 Mbytes.

e Press the “+” button, set a name for the region (for instance: MyExternalRAM), and put
64 MB for its size.
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Figure 431. Memory assignment
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Configuring a memory region using the left panel

With the left panel (see Figure 432) you can adjust items such as starting position and size.
In this example, the added region must be adjusted: we want it to be allocated to the non
secure project, and to start in the middle of the RAM. By adjusting those values, the
expected results appear (see Figure 433). The color is now pink (nonsecure), and the
region starts in the middle of the RAM (OctoSPI1).

Figure 432. Left panel configuration
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Figure 433. Allocating a region
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Setting up a middleware memory location

The application needs ThreadX. Go back to the “Pinout & Configuration” tab. Choose
ThreadX, then use the Use Dynamic Allocation under Memory Configuration.

Figure 434. Middleware memory allocation
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To finish the configuration, go back to MMT. We want ThreadX to use a dedicated
application region for its heap memory allocation. To do so, simply click the RAM region,
and reduce its size to 17 Kbytes using the left panel. We then add a new region to the newly
freed space, and call it MyThreadXHeap.

As ThreadX has been selected, on the Pinout & Configuration you can see a tick box called
ThreadX Heap section. When this box is selected, the tool ensures that ThreadX memory
allocation happens only in that particular region.

3
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Figure 435. Middleware heap configuration
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Remap

For performance reasons, part of the application must run on the internal memory (much
faster than the external memory). To do so, remap the added external RAM to an available
internal memory region:

e  Go to the Pinout & Configuration tab

e Enable ICACHE, select the Memory address remap tick box
e  Select a region and set the memory size to 64 Mbytes

e  Change the Remap address to 0x9000 0000

Figure 436. Remapping the memory
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e  Go back to the MMT tab. Region 0x9000 0000 is named with Remapped, with the
amount of RAM previously selected.
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Figure 437. Remapped region is renamed
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e There is also a Remap — External RAM(OCTOSPI1) added at address 0x0000 0000.
Figure 438. Remapped start address
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e Add a new region named “MyRemappedRAM” at that address.
Figure 439. New region remapped
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The default regions cannot be removed, but can be resized. As an example, the FLASH is
where the application code is hosted. You cannot untick the Default Region.

)
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GENERATE CODE CHECK LPBAM DESIGH

Project Manager
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Changing the security of an application region mapped on aliased RAM or FLASH moves it
in an aliased RAM or FLASH corresponding to the new security setting. Graphically, the
region moves up and down, depending on the area it will go, as the same physical memory
is seen by the core at different locations.

Figure 441. Region security change
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Code generation
e  Go to the project manager, set a name to your project, Choose CubelDE as a toolchain
and press GENERATE CODE

* Navigate to the generated Secure Project and open the linker definition file. Under the
Memories definition you will see the defined memories with their start address and

S74
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length. This file shows only the secure regions in green. Open the nonsecure linker file
and check the same location for the memory regions allocated to the nonsecure area.

Figure 442. Memory map in linker file
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PROVIDE HIDDEN { init array start = .); 4 oo oo SRAM3 Cade 045832 4E)

STM32H7 single core and STM32U5 without TrustZone activated

Feature: MMT usage, pinout, and configuration user interface

When the first toggle button is ON, Cortex-M33 (MPU for STM32U5) and Cortex-M7 (MPU
for STM32H7) are under MMT control (see, respectively, Figure 443 and Figure 444):
modes and parameters become read-only.

The middle panel (see, respectively, Figure 445 and Figure 446 for STM32U5 and
STM32H7) represents the memory, split into two columns: the left one is the memory seen
by the core(s), the right one the memory set-up for the application.

For the new project created under STM32CubeMX the tool creates the default application
region to generate a valid project.
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Figure 443. MMT usage (STM32U5)
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Figure 444. MMT usage (STM32H7 single core)
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Figure 445. MMT view for U5 without TrustZone

Memory viewed by ARM Cortex-M33 Application Regions +
oxaooo0oogRESEVed _________________________________________-_G.A:
axsn000000OCtOSPH (256 MB) NA 95
oxsoozecooReS R _ﬂ_i
suoseioBRkUpSRAM@RKS) i
oxzso0aoooiResened ‘__,w__“‘_,_‘__,‘_‘_‘_,_,‘_‘_,‘,,,,_ﬂ__g,i
ssasoouoooSRAMA SmatRunDomain (f6KB)
ox20040000FtE88NEd _,_;_,_H__A_“,__,_“”_;_u_“.,_,___“__EE
0x20030000 SRAM2 (64 KB) RAM E
oxao000000SRAMI(I92KE) E
oxoaosoopoRREsENEd '”"””M””"“"~”””“”M“””‘”ﬂﬁi
0xaR030000 SRAM? Code (64 KE) RAM Reserved Alias Region a i
oxonocoooo SRAMI Code b2k .~~~ ]
oxos040000RRES8NVEd _,”,,__‘_,__-,____,A_‘_-_--___-‘-h___“-,.ﬂ,i
ox08000000F1a8h Bank1 memory (256 KB) e ;
oxoo0ooppgRREseNEd __________“_______________________________ﬂ_i

Figure 446. MMT view for H7 single core
e

Home

Code Generation Configuration

Memory viewed by Arm Cortex-M7 Application Regions +

32HT23ZE
Pinout & Configuration Clock Configuration Project Manager
S
»

° k0000000 PAST 1290 oy

F o axéa000000FMC Bank3 (256 MB)
OctoSPI2 (256 MB)

axéanosonoFMC Bank1 (256 MB)

Show selected Application Region
oxsssoloofieatived

Search an Application Region 0%70000000

Backup SRAM (4 KB)
ox38004000 RESENEd
ox 35000000 AHB SRAM Domain 3 (16 KB)

Resenved

0£30008000)
x30004000~HE SRAM2 (16 KB)
/AHB SRAM1 (16 KB)
(xzs:-zﬂw:ﬂ‘e“"'d

oxza000000A% SRAM (128 KB)

0x38800000)

0x30000000

oxz0020000e500ed

CAD x 200 5000 DTCM memary (128 KB)

(l.FF;DWJMSEM

oxLEFO000 SYStem memory (128 KB)

o
o
- .

ox10008000ReBENed

,AHB SRAMZ Code (16 KB)
0000AHB SRAM Code (16 KB)

o
DDR Test Suite axasosocoResened

ess000oFlash memory (512 KB)

oxaoo10000Resened

oxanoooas TEM memery (64 K8)

The middle panel represents the memory, split into two columns: the left one is the memory
seen by the core(s), the right one the memory set-up for the application.

For the new project created under STM32CubeMX the tool creates the default application
region to generate a valid project. The default data region can be updated by the user to
choose another region as RAM, but there must always be a default data region

(Figure 447).

3
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Figure 447. Default data region

STM32H7232GIx GENERATE C{
Clock Configuration Project Manager
o |

Memory viewed by Arm Cortex-M7 Application Regions + )

Home

Pinout & Configuration
Code Generation Configuration

(I Ay Appication Regions Settings to Peripherals:... @ E—
(I Avply Application Regions Settings to Linker Files:... @ 0xE00000004
Compare Projects 0400000000 FMC SDRAM Bank2 (256 MB)

Search an Application Region > 0xc0000000FMC SDRAM Bank1 (256 MB)

R Reserved
Section Information > 0220000000/
0330000000 OCtoSPI1 (256 MB)
Show selected Application Region T E——
0%80000000 Sl )

0370000000 OCtoSPI2 (256 MB)

0360000000 FMC Bank1 (256 MB)

ox3sso1000Reserved

0338500000 B3CkUP SRAM (4 KB)

ox3so04000REserved

0x38000000AHB SRAM Domain 3 (16 KB)

Reserved

030008000

0x30004000AHB SRAV2 (16 KB)

|AHB SRAM1 (16 KB)

PCC
0x30000000
ox22000000AX! SRAM (320 KB)
ox20020000REServed
DTCM memory (128 KB)
CAD
—

oxza050000Reserved

0220000000

oxirrzonocReserved

oxFE00000 SYStem memory (128 KB)

ox10008000RESEMVed

ox10004000AHB SRAM2 Code (16 KB)

MS56713V2

FMC impact on MMT

When activating FMC and SDRAM Bank1, a tab mapping (see Figure 448) is displayed,
with three options:

1. Default mapping (see Figure 449): MMT initializes as default position of SDRAM
Bank1, SDRAM Bank2, and NOR PSRAM (default viewer of MMT)

2. NOR/PSRAM bank and SDRAM Bank1/2 are swapped: MMT swaps the position of
SDRAM Bank1 and NOR PSRAM Bank1 (see Figure 450 and Figure 451)

3. SDRAM Bank2 remapped on FMC Bank2 and still accessible at default mapping: MMT
updates the position of SDRAM Bank1 to be remapped on position of FMC Bank2 (see
Figure 452 and Figure 453)

Figure 448. FMC activation

FIMC Mod

Mapping parametars
FMC bank mapping
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Figure 449. Default mapping

Memory viewed by ARM Cortex-M7 Application Regions

0xE0000 DDDRESQN&!’

oxpooonooo” MIC SDRAM Bank2 (256 MB)

oxconoooaor MC SDRAM Bank1 (256 MB)

0xR0000 BﬂﬂRese

oxaonoonos QUAMSPI (256 MB)

FMC Bank3 (256 MB)

ox70000000ReSENEd

0x80000000

oxé2000000FMC Bank1 (192 MB)

oxeoooooooE’dem' Flash (FMC) (64 MB)

0x38801 DOQRESBNEd

0x388000002CKUP SRAM (4 KB)

ox3s010000 R ESENEd

ox3z000000AHB SRAM Domain 4 (64 KB)

ox30048000REEENEd

DRJODADDDGAHB SRAM3 (32 KB) )

Figure 450. Before the swap

(B

Memory viewed by Arm Cortex-M7 Application Regions + |
Reserved o
FMC SDRAM Bank2 (256 MB) N/A |

0xE0000000

0xD0000000

xconoooon T MC SDRAM Bank1 (256 MB) N/A !

oxaoo0oooo RoSoRed B!
oxso000000 OEtoSPH (256 MB) N/A [
oxso000a0aFMC Bank3 (256 MB) NA i

ox70000000 OCtOSPIZ (256 MB) bin :

oxé4000000T MC Bankd (192 MB) N/A [}

Extemal Flash (FMC) (64 MB) i

Reserved a [
Backup SRAM (4 KB) [

0x€60000000

0x38801000

0x38800000

H
ox38004000fceserved a,

AHB SRAM Domain 3 (16 KB) RAM_D3 :

0x38000000

erved i
DKSUD[IBCIIJEIRES ﬁ L

----AHB SRAM2 (16 KB) k
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Figure 451. After the swap

Memory viewed by Arm Cortex-M7 Application Regions
oxeoocoocoEBEMRd .S
oxDoaaoaoo MC SDRAM Bank2 (256 MB) wA -
UxCNfJDDUOFMc Bank1 (192 MB) N.v'.;\ 777777777777777777777777
10000, EXtemal Flash (FMC) (64 M)
oxanonoopoReEMed .8 i
axs0000000 Oct0SPI (256 MB) O e e 1:
ox80000000F MC Hankd (236 ME) o o 1:
ax70000000 Ot0SPI2 (256 MB) B o S ;
1xé0000000 FMC SDRAM Bank1 (256 ME) A |
oxsssorcooheeM®d ) ﬂ_ ,:
oxsesoooo DRCKUPSRAMIERE) 1:
oxssoosorchesem®d ﬁ_ .E
ox3e000000AHE SRAM Domain 3 (16 KB) e 1:
oxsooosopoheseM®d ﬂ_ .E
Figure 452. Before remapping
Memory viewed by ARM Cortex-M7 Application Regions '
0xE0000000 Reseved -a_i
oxbaaanonoFMC SORAM Bank2 (256 MB) /A L
DxCODOOOOGFMC SDRAM Bank1 (256 MB) N/A K
OKAOUGGUUURGSGM __________________________________________ a_ :‘E
0x80000000 QUEASPI (256 MB) N/A |
___________________________________________ L
axe0000000TMC Bank3 (256 MB) WA ;
ox70000000R888ed i ﬂ_ 1:
oxé4a00000FMC Bank1 (192 MB) wa-o o
oxcooonopoEXtemal Flash (FMC) 64 8) ;
ox3seoL00pReseNed s ..-.ﬂ.‘:
ox3880000029CKUP SRAM (4 KE) :_-_-_,_,----_j‘.-,--..--..__-..-.'_
oxaearoppoROBEMEd e .E
ox3e000000AHB SRAM Domain 4 (64 KB) W'Pf ______________________________________ 1:
oxsoossocolReSEMed ﬁ_ .E
0x30040000 2418 SRAMS (32KE) :
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Figure 453. After remapping
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0xC000000
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Application Regions +
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ETH impact on MMT for STM32H7 single core
An example of MMT configuration of the ETH IP on the STM32H723VETx MCU

1.

Activate the IP ETH:
—  MMT creates three application regions within the MMT view.

—  To change the start address and the size of each region, update the ETH
parameters.

Press the radio button “Apply Application region Settings to Peripherals ON”, ETH will
be partially under MMT control.

Press the Generate Code button to generate code for both applications.

—  Apply Application Regions settings to linker files:

When this button is on, the linker scripts are generated, considering the configuration.
After the code generation, navigate to the generated folder:

—  Open the linker definition file.

— Under the Memories definition you can see the memories with their start address
and length, according to the configuration made in STM32CubeMX.

Figure 454. ETH MMT regions

] 020020000

STM32H723ZGlIx Untitled - Tools GENERATH

Pinout & Configuration Clock Configuration Project Manager
rrag
{_Code Generation C: bl
Memory viewed by Arm Cortex-M7 Application Regions +

(I Apply Application Regions Settings to Peripherals:... @ s eeoo0onn

(I Apply Application Regions Settings to Linker Files:... @ o
Compare Projects 000000000 MC SDRAM Bank2 (256 MB)

Search an Application Region > 960000000 FMC SDRAM Bank1 (256 MB)

R d
Section Information > 0xA0000000 K21V
0260000000 OCtoSPI1 (256 MB)
Show selected Application Region >

0x80000000FMC Bank3 (256 MB)

0270000000 OCtOSPI2 (256 MB)

ox60000000FMC Bank1 (256 MB)

ox3sso1000eerVed

oxascassonBackup SRAM (4 KB)

ox38004000REEMVed

0x38000000AHB SRAM Domain 3 (16 KB)

ox30008000RSEMVed

PCC 0x30004000AHB SRAM2 (16 KB)

AHB SRAM1 (16 KB)

CAD 0%30000000

oxz40s0000RSEMVed

ox24000000X1 SRAM (320 KB)

Reserved

MS56860V2)
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Figure 455. ETH configuration for STM32H723VETx MCU
STM32H723VETx GENERATE CODE

Pinout & Configuration

Clock Configuration Project Manager Tools
v Software Packs v Pinout

al v| & ETH Mode and Configuration £ Pinout view System view
Categories Mode.

Connectivity - Mode Ml

- O Activate Rx Err signal
oe: |

FocAN
Focane
oo

FMC
° lzc1 Reset Configuration
1262

12¢3
1264
12¢5
LPUART1
woios ‘ o
ocTosPIt * Ganeral : Ethernat Configu.

ocToseiz B

SDMMC1 Ethernet MAC Addr... 00:30:E1:00:00:00
sDMmc2

o T Dewsiir gt 4
fdl Frst T Deseior . 030000080
e e evote Lo ¢

SPIa First Rx Descriptor ... 030000000 STM32H723VETx

sPis Rx Buffers Address  0x30000100

swet RuButiors Longn 1628 LQFP100

0 Activate T Err signal

Parameter Settings

Configure the below parameters

USART10
Use_oTe_HS

Q | Unused GPIOs: [66/82

wbol _ ICFEDIT_ir

wbol _ ICFEDIT_si
ymbol __ ICFEDIT :

__ICFEDIT_region_]
wbol _ ICFEDIT region RxDescrip:

__ICFEDIT_r
__ICFEDIT

mem: [from __IC _region_R ion_ — to _ ICFEDIT
mem: [from __ X i r __ICFEDIT
= mem: [from __IC r Rx . ~_ICFEDIT

/*-End of MX Regions

/*-Bloc
define block CSTACK i i __ICFEDIT
__ICFEDIT_s

/*-user Sections-*/
in FLASH_regiol
in RAM rec:
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5.5.4 STM32WBxx

Feature: MMT usage, pinout, and configuration user interface

When the first toggle button is ON, Cortex-M33 is under MMT control: its modes and
parameters become read-only (see Figure 457).

() Apply Application Regions Settings to Peripherals: ON (]
o Apply Application Regions Settings to Linker Files: OFF O

The user must select the core and the STM32Cube firmware from a list. It is possible to
choose any STM32Cube firmware version (see Figure 458).

The list proposed to user contains only the firmwares found in
STM32Cube_FW_WB_Vx/Projects /| STM32_Copro_Wireless_Binaries/STM32WBxx (all
.bin files). Firmware Update Service (FUS) and SafeBoot firmware are not proposed, so
they are not in the MMT list.

This example is based on an STM32WB5x MCU, so the list must contain only stm32wb5x_x
binaries. The button “Refresh” is used to refresh the binaries list version in the repository of
STM32Cube firmware (see Figure 459).

Figure 457. MMT usage
[ ome ) stuanmsicon g mived Tees > [oeewecooe) |

Pinout & Configuration Clock Configuration Project Manager
Please Select a WB Cortex-M0+ firmware version from the list Refresh
[ stm32wbSx_BLE_HClILayer_fw bin 1.19.0
[ stm32wbsx_BLE_ Stack_fw bin 140
[ stm32wb5x_BLE_Thread_fw. bin 160
[ stm32wbsx_Mac_802_15_4_fw bin 1190
[0 stm32wb5x_rfmonitor_phy802_15_4_fw bin 11.0

O stm32wb5x_Thread_FTD_fw bin 1190 v

[ stm32wb5x_Thread_MTD_fw bin 1180
[ stm32wb5x_BLE_HCI_AdvScan_fw.bin 1.19.0 v
[ stm32wb5x_BLE_LLD_fw bin 118.0 v
O stm32wb5x_BLE_Stack_full_fw.bin 1.19.0
[ stm32wb5x_BLE_Stack_light_fw bin 1190 v

[ stm32wb5x_BLE_Thread_dynamic_fw bin 1190

O stm32wbsx_BLE_Thread_static_fw.bin

DDR Test Suite

O stm32wb5x_BLE Zigbee_FFD_dynamic_fwbin  [119.0

O stm32wbsx_BLE Zigbee_FFD_static_fw bin 119.0 v

Figure 458. Firmware version

Please Select a WB Cortex-M0+ firmware version from the list mm

stm32wb5x_BLE_HCILayer_fw.bin [1.19.0 v|
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Figure 459. MMT configuration for STM32WB5x

STM32WB55CCUX Untitled - Tools GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager
res
.

Code Generation Configuration

Home

Memory viewed by ARM Cortex-M4 Application Regions. - |
(I Apply Application Regions Settings to Peripherals: OFF @
(D Apply Application Regions Settings to Linker Files: OFF @
Compare Projects

Search an Application Region >
Section Information

Show selected Application Region

SRAM2 (64 KB)

0220030000

ox20010000REServed

0x20000000SRAM1 (64 KE)

ox10010000RESeMved

SRAM2 Code (64 KB)

0x10000000
ox0s040000RESeVed

Flash memory (256 KB)
0x08000000

oxo0000000RESErVed

MS56723V2

After selecting the binary firmware, the MMT view is displayed and the reserved regions of
Cortex MO+ are created.

The middle panel represents the memory, split into two columns: the left one is the memory
seen by the core(s) Cortex-M4, the right one the memory set-up for the application.

For the new project created under STM32CubeMX the tool creates the default application
region to generate a valid project.

STM32H7 Dual-core without Trust Zone activated

Feature: MMT usage, pinout, and user interface configuration

When the first toggle button is ON, Cortex-M7_BOOT (MPU) and Cortex-M7_APPLI (MPU)
are under MMT control: their modes and parameters become read-only.

() Apply Application Regions Settings to Peripherals: ON (]
o Apply Application Regions Settings to Linker Files: OFF O
UM1718 Rev 51 375/636
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Figure 460. Cortex_M7 mode and configuration
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Figure 461. Cortex_M4 mode and configuration

CORTEX_M4d Mode and Configuration

Runtime contexts:
Cortex-M7

& User Constants

Reset Configuration

& Parameter Settings |

PowearDoamain

Configure the below parameaters
Q| Search (Clri+F) =)

~ Cortex Memory Protection Unit C__.

MPFPLU Control Mode

= Cortex Memory Protection Unit R...

MPL Region nabled

MP

U Hegion Base A
1ME

Ox0

U Region Size
MFU SubRegion Disable
FL TEX field

MPL Access

leveal O
Parmission Frivileged
MNaBELE
DISABLL

=-MNABLE

MPL Instruction Accass

Shareability Pearmission

Cacheable Parmizsion
Fermission DISABLE
Memory Protection Unit R...

MPL Reg

MFU Bufferable
= Cortex

on -nabled

Background Reg

Ox02100000

MPLU Region Base Address OQOx3I0000000
MPLU Region Siza 128K 2

MFLU SubRegion Disable Ox0

MPEPU TEX fiald leveal leveal

Ui J

on Privileged acces

READS Permissions

376/636 UM1718 Rev 51

3




UM1718

STM32CubeMX tools

3

Feature: MMT usage and linker script

When the two radio buttons are activated, the memory management parameters are
available, and the linker file content is generated according to the configuration of

application regions.

() Apply Application Regions Settings to Penpherals: ON i
() Apply Application Regions Settings to Linker Files: ON O

There are two possible configurations of the application regions for the code generation:

e  First configuration:

(:) Apply Application Regions Settings to Peripherals: ON [ ]
a Apply Application Regions Settings to Linker Files: OFF [ ]
e  Second configuration:

D Apply Application Regions Settings to Penpherals: ON (j ]
D Apply Application Regions Settings to Linker Files: ON (i )

The Cortex-M7 and Cortex-M4 contexts are managed by the MMT. Each context has its own
application region (AppReg0 and AppReg1, respectively).

User interface

Figure 462. Default settings
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The middle panel represents the memory, split into three columns: the left one is the
memory seen by the cores (CM7 and CM4), the middle one the memory set-up for the
application in Context Cortex-M7, the right one the memory set-up for the application in the
Context Cortex-M4.

For the new project created under STM32CubeMX, the tool creates the default application
region to generate a valid project.

Region information

Clicking on a particular region in the Application Regions column shows the associated
details on the left hand side.

STM32CubeMX automatically adds a 4 Gbytes region for the system core, even if you are
not planning to use the MMT.

An example of MMT configuration of the OPENAMP Middleware on the
STM32H755XIH6TR MCU

Below are the steps for configuring the MMT with OPENAMP activated on the
STM32H755XIH6TR MCU.

1. Choose a supported MCU.

Figure 463. Choose an STM32H7 dual-core product

[ New Project %

Board Selector | Example Selector | Gross Selector e
MCUMPU Fiters
= o -
REBE o Features Block Diagram Docs & Resources CAD Resources [ patasheet Buy [
Commercial STM32H755XIH6TR STM3ZHT Sartes o
Part Number
High-performance and DSP with DP-FPU, Arm Cortex-M7 + Cortex-M4 MCU with 2MBytes of Flash
+ - STM32H755XIH6TR memory, 1MB RAM, 480 MHz CPU, Art Accelerator, L1 cache, external memory interface, large set of
peripherals including a Crypto accelerator, SMPS
PRODUCT INFO
UnitPrice for 10KU (USS) : 12.0232
[Acvive] w9 .
Segment Product s In mass production TFBGA 240425 14x14x12 P 0.8 mm
Series
e ‘STM32H755x! devices are based on the high-performance Am® Cortex”-M7 and Cortex®-M4 32-bit RISC cores. The Cortex®-M7 core operates at up to 480 MHz and the Cortex®-Md.
core at up to 240 MHz. Both cores feature a floating point unit (FPU) which supports Arm® single- and double-precision (Cortex®-M7 core) operations and conversions (IEEE 754
Markating Status compliant), including a full set of DSP instructions and a memory protection unit (MPU) to enhance application security.
‘STM32H755x! devices incorporate high-speed embedded memories with a dual-bank Flash memory of 2 Mbytes, up to 1 Mbyte of RAM (including 192 Kbytes of TCM RAM, up to 864
Price Kbytes of user SRAM and 4 Kbytes of backup SRAM), as well as an extensive range of enhanced I/0s and peripherals connected to APB buses, AHB buses, 2x32-bit multi-AHB bus
Packase matrix and a mult layer AXI interconnect supporting internal and external memory access.

Al the devices offer three ADGs, two DACS, two ultra-low power comparators, a low-power RTC, a high-resolution timer, 12 general-purpose 16-bit timers, two PWM timers for motor
Core control, five low-power timers, a true random number generator (RNG), and a cryptographic acceleration cell. The devices support four digital filers for external sigma-delta modulators

(DFSDM). They also feature standard and advanced communication interfaces.

Features

MCUS/MPUs List: 1 item h Export

Active TFBGA 240425 14x14... 1024 kBytes 172 2048kBytes 480 MHz

[T Arm Cortex-M7+M4 Dual

Frequency = 480 (MHz)
480
FPU

Coprocessor

2. Click on the Start Project button, then choose Yes on the “Memory Protection Unit for
Cortex-M7” dialog box.

378/636 UM1718 Rev 51

3




UM1718 STM32CubeMX tools

Figure 464. Region 0 added
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. Cortex Memory Protection Unit Region 0 Settings
wwoe1 MPU Region Enabled
WWDG2 L) MPU Region Base Address 00
MPU Region Size a8
MPU SubRagion Disable oxe7
Analog MPU TEX fiold lovel lovel 0
MPU Access Permission ALL ACCESS NOT PERMITTED
Timers. MPU Instruction Access DISABLE
MPU Shareabilty Permission ENABLE
Connactivity MPU Cacheable Permission DISABLE
MPU Bufferable Permission DisABLE
Multimedia Cortex Memory Protection Unit Region 1 Settings
MPU Region Enabled
Security > MPU Region Base Address 0x08000000
MPU Region Size M8
Computing g MPU SubRegion Disable ox0
R MPU TEX field lovel lovel 1

Note: STM32CubeMX applies the default configuration, then adds a 4 Gbytes region called
“Region 0” under the Cortex_M7 parameters. The new parameters can be checked using
the Pinout and Configuration tab.

3. Select “Tools” in the toolbar
—  Choose Memory Management.

— Activate the Memory Management Tool support by clicking the button “Apply
Application Regions Settings to Peripherals”.

Figure 465. Activate Memory Management support

[ STM32CubeMX Untitled: STM32H755XIHx X

s L File Window Help a @'iu X o Q —k m

ub
Untitled - Pinout & Configuration GENERATE CODE

STM32H755XIHx

Pinout & Configuration Clock Configuration Project Manager Tools
Vv Software Packs v Pinout
al v & CORTEX_M7 Mode and Configuration ;
| Catecories ) Ao |
[ STM32CubeMX Untitled: STM32H7S5Hx 6 x

File Window Help a SHo x0) ax L7
Clock Configuration Project Manager
K
4
M

Pinout & Configuration

Gode Generation Configuration
o Memory viewed by ARM Cortex-M7 Memory viewed by ARM Cortex-Md Context CortexM? 4 Context Cortextd b

@D Apply Appiication Regions Settings to Peripherals: ON @ . Reserved
Compare Projects o FMC SDRAM Bank2 (64 MB)
Search an Application Region > o ,oFMC SDRAM Bank1 (256 M)
Reserved Display Setting:
Show selected Application Region o 00
o CEAEIT) [ Hide Resen
e - o MO B3 (2o ME) [ show toott
Name RAM_D1 er00a0nosReserved
Core Name [ARM Cortex-M7 onco000000FMC Bank1 (256 MB)
Start address 024000000 onsssosoooReseNved
Size 512 K8 o | Backup SRAM (4 KB)

Defaut Data Region (1 osorved

!

Access Permission |[RW by any priviege level - n I8 SRAM Domain 4 (64 KB)

Code execution Permitted . o eserved

Shareabilty Non-Shareable e B SRAMS3 (32 KB)
Information ava
Cacheabilty \Write-Back Read Write Allocate for... ™ B SRAM2 (128 KB)
Legend
Context sharing(M7,M4) [} 1B SRAM1 (128 KB)

ox24000000Re88rved

/ [ s
oxz4000000AX| SRAM (512 KB) [RAM_D1 E7nonshldelﬂmn a
! = = 8 rosen

The default application regions are in exclusive mode (context sharing is unselected). A
reserved region in the other context is created and mentioned as “Mx non-shared region”.
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Figure 466. Default setting for new application region

] STM32CubeMX Untitd: STM32H755XIHe x

=]
v U File Window Help a @ nu X O Q —}«; ‘1[

Pinout & Configuration Clock Configuration Project Manager
v Software Packs Vv Pinout
Q v & NVIC1 Mode and Configuration N

e § Runtime corterts:
ystem Gore PowsrDomain
: T T ]
or subprioiy | O Sort by Premption Prority and Sub Priorty 0] Sort by intsrupts names
Search ® © Show lavaiable v Force DMA channels Interrupts
NVIC1 Intrrupt Table |_Enabled | Presmption Priorty | _Sub Priority |
I N Non
IG2 arc 0 0
o o 0 0
Rec s g
) 0 0
v svs) o o
endabie request for system servics 8 o o
WWDG1 P =
wwoc2 Time base: System tick timer 15 o
PVD and AVD iterrupts through EXTI ine 16 o o 0
[m] 0 0
Analog o o 0
o o 0
Timars o o 0
IGEM 1 lobal interrupt > 0
‘Connectivity Hold core interrupt a 0 0
Mulimedia
Security
Gompuing

4. Add a new region by pressing the “+” button that appears in the white space when
hovering with the mouse.

Figure 467. Adding a new region

File Window Help '

Clock Configuration

Project Manager

Memory viewsd by ARM Cartex-M7 Memory viewed by ARM Cortex-M&. Context Cortexi 7 -+
Compare Projects. oxp40oonop senYed Add an anplication teaion x l_
oxpanounocFMC SORAM Bank (64 MB) Nt oo spb. 1 |
Oxcd ‘CFMC SDRAM Bank1 (258 MB) Address 0x00000000 L
Size OB @8 OMB l,

uxsoooo00o SURESE (256 ME} e e A | /s

oxs0000000T MC Bank3 (256 MB)
. Reserved

Context sharing [ ] (M7.M4;

. FMC Bank1 (256 MB)

03! SEUJ,UUUme

ECC ox3300000B4€kuP SRAM (4 KB)

AHB SRAMS (32 KB)

CAD

5. Select “Context sharing (M7, M4)”, automatically another region is created with the
same name, start address, and size.

s noooFeserved ﬁi &

Leli

- /AHB SRAM3 (32 KB)

oooAHB SRAM2 (128 KB) ADpReald F;:; _I

Select the Project Manager tab.
Give a name to the project and press the Generate Code button.

N o
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8. OPENAMP activation

—  Configure the NVIC1 and 2 and select their related HSEM global interrupts.
— Activate the Middleware OPENAMP_M4.

—  MMT creates two application regions for each core. The Master regions are
defined by attribute mode.

Figure 468. Configure NVIC1 and NVIC2, and select their HSEM global interrupt

[ STM32CubeMX Untited: STM3ZHTSSXIHx

P
stu 8
CubeMX

File

Untitled - Pinout & Configuration GENERATE CODE

Window Help a

SO X O Qx L7y

Pinout & Configuration Clock Configuration Project Manager
Vv Software Packs v Pinout
Q| - & NVIC1 Mode and Configuration |
Categories | A7 “
Runtime contexts:
System Cors CortexM7 [ Cotomi | PowerDomain
Cortex-M7 | [
soa
CORTEX M4
CORTEX
OMA Priority Group |4 bits for pre-emption prioity O bits for subpriority | 01 Sort by Premption Priorty and Sub Priorty [ Sort by interrupts names
GpIO -
WDGT Search ® © Show |avaiable interrupts Force DMA channels Interrupts
lwoez NVIC1 Intorupt Table |_Enabled | Preempiion Priority | Sub Prority ]
MDMA
I A — Non mackablo interrupt
wic2 Hard fault interrupt 0
a o Memory management fault 0 0
ee Pre-fetch fauit, memory access faut o °
—ere Undefined instruction or ilegal state 0 0
SYE.M4 Systom sanice call via SWI nsruction 0 5
v Svs.! Debug monitor ) °
wwoc1 Pendable request for system service 0 0
wwoez Time base: System tick timer 15 0
PVD and AVD interrupts through EXTI fine 16 o o 0
Flash global interrupt o o 0
Analog > RCC global iterrupt o o 0
CM4 send event interrupt for CM7 o o 0
Timers y FPU global interrupt o o o
HSEM1 global iterrupt b 0
Connactivty > Hold core interrupt o o 0
Mutimedia >
Security >
Computing
q 7 e T Pt view TEEE

PENANP W7 1ade &nd Contguratan P

Micdiewsre s

are Packs

FREERTOS_M4
FREERTOS_M7

[Configura the baiow paramaters

Runtime contenis:

Cortex-ta.

PowerDomain
D1

Enabled

Version
AMF
Communication Mode

Mode. MASTER
Gonfiguration TFBGAZ4D +25 (Top view)
METAL_MAX_DEVICE_REGIONS 2

RPMSG_BUFFER.

£ 512
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Figure 470. OPENAMP_M4 parameters settings

inout & Configuration Clock Configu
v Software Packs

OPENAMP_M4 Mode and Config: N System view
Middieware and Softwars Packs v Runtims centexts
PowerDomein
5 2 ]
= ® Enabled
=
9
= i
= ; o
E =
: f b
: ZeseecOseRERg
Parameter Settings. 4 4 2
] the below parameters 2 %
. L] 2
; e
Version i
. o mn v Communication Mode &
) o Mode SLAVE
Configuration =,
y 2 TFBGA240 +25 (Top view)
RPMSG_BUFFER_SIZE §12
]
=
m

R RS KRR KRR KRR KRR KRR K KRR KR KSR K KRR KK K KSR K K K6 KK KK RR K KRR KR K K SR8 KR 0K |
//*###ICF### Section handled by ICF editor, don't touchl ****/

/*-Edi annotation file-*/

/* IcfEditorFil $TOOLKIT_DIR$\config\ide\IcfEditor\cortex_vi_@.xml" *//*-Specials-*/

/
detine symbol _ ICFEDIT_intvec_start__ = 0x08100000;
define symbol _ ICFEDIT_ 0x400;
define symbol _ ICFEDIT size_h 0x200;
[*-Start of symbols-Auto-g TM32CubeMX™/
define symbol _ ICFEDIT_region O M SC_TAB_start__ =0x38000000;
define symbol _ ICFEDIT reg MP_RSC_TAB_end
define symbol _ ICFEDIT_region_OPENAMP_st
S o Q) Wl

/*-End

/*-syml

define symbol _ ICFEDIT region | 9X10000000;

define symbol _ ICFEDIT reg 0x10047FfF;

define symbol _ ICFEDIT_region_| ©x08100000 ;

define symbol _ ICFEDIT region | Ox8IFFFFf;

/**** End of ICF editor section

define memory mem with s

/*-MEMORY Regions-*/

define region RAM_regi : t to _ ICFEDIT region RAM end_ ];
define region FLASH region :[fro to _ ICFEDIT region FLASH end_ ];

TCFEDIT_reg
NAMP_end

/*-Blocks-*/

define blc CSTACK with alignment
define block HEAP  with alignment
/*-Initialization strategies-*
initialize by copy { readw

do initiali i
/*-Sections placements-*/

place in OPENAMP_RSC_TAB_region { section OPENAMP_RSC_TAB_section };
place in OPENAMP rej n_{ section OPENAMP section }:
symbol _ OPENAMP_region_start__ = _ ICFEDIT region OPENAMP_start_ ;
symbol __ - _ ICFEDIT_region_OPEN
symbol _ g
> reg e
place at address mem:_ ICFEDIT intvec_start__ { readonly sect

/*-end of MX Sections-*/
er Sect */
place in FLASH_reg: { readonly };
place in RAM region { readwrite, block HEAP, block CSTACK };

9. Press the Generate Code button to generate the code for both applications.

Apply Application Regions settings to linker files

Apply Application Regions Settings to Peripherals: ON [} ]
Apply Application Regions Settings to Linker Files: ON O
Lyy

“
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When the second radio button is on, the linker scripts for the CM7 and CM4 projects are

generated considering

the configuration.

Figure 472. Linker files update (stm32h755xxx_flash_cm4.icf)

/
//*###ICF### Section h
/*-Editor annotation file-*/
/* IcfeditorFile="$TC

es-*/
define symbol _ ICFEDIT s

define symbol _ ICFEDIT size |
[*-Start of symbols-Auto

define symbol _ ICFEDIT regi
define symbol _ ICFEDIT regio
define symbol _ ICFEDIT_reg

s

/*-End of MX Symbols*/
ymbols-*/

define symbol _ ICFEDIT reg

define symbol _ ICFEDIT_reg

define symbol _ ICFEDIT reg

/**** End of ICF edito

define memory mem with size
MEMORY Regi */

define region FL. reg.
*_Start of

define bloc
define blc
/*-Initialization strategie:

d, t initialize { section
/*-Sections placements-*/

symbol MP_regio
symbol _ OPENAMP_reg
symbol _ OPENAMP_reg
symbol _ OPENAM

place in FLASH_region

ndled by ICF editor,

KIT_DIR$)\

detine symbol _ ICFEDIT_intvec_start__

define symbol _ ICFEDIT_region_|

th alignment

Auto-generated By
place in OPENAMP_RSC_TAB_region { section OPENAMP_RSC_TAB_section };
pl. i M { section

't t

nfig\ide\IcfEditor\ _@.xml" *//*-

0x08100000;
ox400;
0x200;
STM32Cubetx*/

TAB_start 3
OPENAMP_RSC_TAB end _ =@x380003ff;

= 0x10000000;
0x10047ff;

= 0x08100000;
[2)

section. #HHICFH#H*/

46;

= mem: [from _ ICFEDIT_reg
= mem: [from _ ICFEDIT_reg:

Repions- Auto-generated By STM32CubeM

_ ICFEDIT

initialize by copy { readwrite

M32CubeMx /
iy

ENAMP_section 1}

__ICFEDIT region OPENAMP_start

__ICFEDIT_region_OPENAMP_end__
start__
size 3
intvec_start__ { readonly section .intvec }

{ readonly };
place in RAM_I { readwrite, block HEAP, blc

/

pecials-*/
/

to _ ICFEDIT region RAM end ];

ICFEDIT.s
TCFEDIT s

T

tion 1T
section RAM D1

TCFEDIT e

1cre 2
ICFEDIT size_h

ICFEDIT_re

o1T_si.
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The middleware can be enabled or disabled:

e If disabled, it automatically chooses the configured memory along with the associated
driver and sets the execution memory location in the linker file.

e If enabled, the two regions and corresponding 'export symbol' must be added in the
generated linker file.

After the code generation, navigate to the generated folder to check the linker file updates.

Example of MMT configuration of the ETH on STM32H755XIH6TR MCU

1. Activate the IP ETH: MMT creates three application regions for each core. To change
the start address and the size of each region, update the ETH parameters.

Figure 474. Configuration of ETH IP

] STM32CubebX Ut STM32HTS X1 o x
svcwu-m_? File Window Help a SO x Q) a-x L
GENERATE CODE
Clock Configuration Project Manager
v Software Packs Vv Pinout
1
5
a
o O Activate R Exv sig
&) [ Activate Tx Err sig
o o
a [u]
a o
a =]
=] =]
a o
a o
= -
2 =
= =
a
a
5] ¢
a o 0x30000080
] o .
8] o 0x30000000
a o 0230000100
u} o 1524
a [u}
g o TFBGA240 +25 (Top view)
a u]
u] [u]
o o ':] o f | = a ~ uni
2 =
Figure 475. ETH MMT regions
300 B SRANMI (128 KB) ;
FxPog RaPocl
B A T T == e L s e )
TaDenesipter TaDeszsiptor
e e a1 B g e i i b m e i
)
3 xCwacrintor RxDeacrigtor
i
= Flesarvad &

2. Press the radio button “Apply Application region Settings to Peripherals ON”, ETH will
be partially under MMT control.

3. Press the Generate Code button to generate code for both applications.

3
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Figure 476. IP configuration
~ Software Packs

ETH Mode and Configuration

Mode

Runtimea contaxts

Cortax-P & PowarDomain

= D2 |

Made [MII ~ |
[ Activate Rx Err signal
[ Activate Tx Err signal

Conhiguratbion

Resat Configuration

& Parameater Settings @ Liser Constants

|L':ur|r||_'.'||.|r|'l tha balow paramalens |

Q| : | i g
= Genaral - Etharnaet Configuration

VW armmng Thae ETH 1 I aril

Ethernat MAC Address 00:-80:E1:00:00:00

Apply Application Regions settings to linker files:

4. When this button is on, the linker scripts for the CM7 project and CM4 project are
generated, considering the configuration.

5. After the code generation, navigate to the generated folder:
— Under the CM7 Project, open the linker definition file.

— Under the Memories definition you can see the defined memories with their start
address and length, according to the configuration made in STM32CubeMX.

3
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Figure 477. Defined memories under the linker file (Cortex-M7)

Bx00000000 ;

BOB6FF ;

20000008 ;

FLASH end__
#HEICFRER"/

__ICFEDIT_|

__ ICFEDIT

¥ . g : C
define region RxDes _regio om _IC _RxDescrip _ ICFEDIT

__ ICFEDIT_)
define regio gi _Ic r __ICFEDIT_

-end of MX Regions-*

-Blocks-*
define bl th alignmen __ICFEDIT_s
define block HEAP  with align i __ICFEDIT,

-Initial:

tion TxDescrip:
on Rx_Pool
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Figure 478. Defined memories under the linker file (Cortex-M4)

ymbol _ ICFEDIT intvec

ymbol __ ICFEDIT
ymbol __ICFEDIT

ymbol __ICFEDIT r
ymbol _ TCFEDIT r
ymbol _ ICFEDIT
ymbol __ICFEDIT
ymbol __ ICFEDIT .

ymbol _ ICFEDIT
ymbol __ TCFEDIT
ymbol _ ICFEDIT r
ymbol __ICFEDIT_r
[¥%%% End of ICF edit

define r
/*-End

/*-Bloc
define block CS
define block HEAP

/*-Initialization
initialize by copy
do not initialize

tions placemen

tion:

, block HEAP, block CSTA

mem: [from _ TCFEDIT
mem: [ from __

MX* /
[from _ ICFEDIT __ICFEDIT r
mem: [from _ ICFEDIT_r = S __ ICFEDIT v

mem: [from _ ICFEDIT __ICFEDIT

__ ICFEDIT
__ICFEDIT

1

STM32H7RS

Feature: MMT usage, pinout, and configuration user interface

When the first toggle button is ON, Cortex-M7_BOOT (MPU) and Cortex-M7_APPLI (MPU)
are under MMT control: their modes and parameters become read-only.

@ Avply

App
C’ Apply Application Regions Settings to Linker Files: OFF

lication Regions Settings to Peripherals: ON

i
i
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Figure 479. MMT usage

Pinout & Configuration Clock Configuration Project Manager
v Software Packs v Pinout
Ql A CORTEX_M7_APPLI Mode and Configuration : i} Pinout view
Categories | A->Z Mode
L)
Runtime contaxts:
System Core v
¢ Boot  Application ExtMenmL... T ——
CORTEX_M7_B. & Parameter Settings| @ User Constants
[m] ] [Configure the below parameters
GPDMA1 Qfsearch (ctri+h) | ® © o
SPIO ~ Speculation default mode Settings
HPDMA1 e " M
o o Speculation default mode Enabled
* Cortex Interface Settings
NVIC APPLI CPU ICache Disabled
Nvic_gooT CPU DCache Disabled
O [m] [m] ~ Cortex Memory Protection Unit Cont...
RCC MPU Control Mode Background Region Privileged accesse.
] [u] * Cortex Memory Protection Unit Regi...
[u] O MPU Region Enabled
MPU Region Base Address 0x0
MPU Region Size 4GB
Analog > 07
level 0
i ALL ACCESS NOT PERMITTED
Timers >
DISABLE
Connectivity > ENABLE
DISABLE =
® r
e DISABLE = ke
Multimedia >
O

-
stvzo W File Window Hel @ n O -}( £
CubehiX P o O X()ea Y/
STM32H7R3A8Ix Untitled - Pinout & Configuration GENERATE CODE

== System view

4
»

UFBGA169 (Top view)

Feature: MMT usage and linker script

() Apply Application Regions Settings to Penpherals: ON
D Apply Application Regions Settings to Linker Files: ON

Linker files content is generated according to the configuration of application regions.

(:) Apply Application Regions Settings to Penpherals: ON
o Apply Application Regions Settings to Linker Files: OFF

() Apply Application Regions Settings to Penpherals: ON
(:) Apply Application Regions Settings to Linker Files: ON

Only “Boot” and “Appli” contexts are managed by the MMT. Each context has its own

application region (AppReg0 and AppReg1, respectively).

388/636 UM1718 Rev 51

3




UM1718

STM32CubeMX tools

3

User interface

Figure 480. Default settings

STM32H7R3A8Ix

Untitled - Tools GENERATE CODE
4

4

Pinout & Configuration Clock Configuration

4
Yoy
I Apply Application Regions Settings to Peripherals: OFF @
I Avply Appiication Regions Settings to Linker Fies: OFF @ ox50000000

Coda Genaration Configuration

Memory viewed by ARM Cortex-M7 Application Regions B... tion Regions A... =

Reserved

Compare Projects seb00000FMC SORAM Bank2 (256 MB)

Search an Application Region FMC SDRAM Bank1 (256 MB)

GPVIAXIM (1 MB)

020000000/
Display Settings  Reset Vie
Section Information > 0xBFF00000)
oxa0000000RESETVEd [ Hide Reserved Aliased regions names
Show selected Application R

oW selected Application Region e

0x90000000] [ Show tooltip with start, end and size of

oxa0000000FMC Bank3 (256 MB)

070000000 XSPI2 (258 MB)

FMC Bank1 (256 MB)

0x60000000!

ox38801000[c050MVEd
0x28800000P2CKUP SRAM (4 KB) —
ox30008000REseNved
0x30004000(HB SRAM2 (16 KB)
PCC ox30000000AHB SRAM (16 KB) Information avaiiable on Wiki @
ox24072000Re%e1ved RPN Reset To Default Color
[FUERIERG) Physical memory or application re
0324060000
AXI SRAM3 (128 KB) B a Reserved region.
0x24040000 o b
o 4020000AX] SRAM2 (128 KB) ; ’—‘ PO goncane
CAD ox24000000f X1 SRAM1 (128 KB)
NA | 1P Configu
ox20010000RE5eNVed
DTCM memory (64 K8)

0x20000000)

ox1ee20000RESENVEd

MS56726V2

The middle panel represents the memory, split into three columns: the left one is the
memory seen by the core(s), the middle one the memory set-up for the application in
Context Boot, the right one the memory set-up for the application in the Context Appli.

For the new project created under STM32CubeMX, the tool creates the default application
region to generate a valid project.

Region information

Clicking on a particular region in the Application Regions column shows the associated
details on the left hand side.

STM32CubeMX automatically adds a 4-Gbyte region for the system core, even if you are
not planning to use the MMT.
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1.  Choose a supported MCU (the following example is based on STM32H7R3A8I6).

Figure 481. Choose an STM32H7R product

[ Mew Project from a MCU/MPU %

MCLIMPLESBISEIONS| Board Selzctor

MCUMPU Filters

Commercial STMI2HT Series
Pant Number
High-performance and DSP with DP-FPU, Arm Cortex-M7 MCU with 64KBytes of
Q + - STM32H7TR3A8I6 Flash memory, 620 KB SRAM, 550 MHz CPU, L1 cache, graphic accelerations,
external memory interfaces, USB High Speed PHY and large set of peripherals
PRODUCT INFO Unit Price for 10KU (USS): NA
[coming soon .
Segment > Stay tuned ! UFBGA 169 747x0.6 P 0.5 mm
Series
B High-performance and DSP with DP-FPU, Amm Cortex-M7 MCU with 64KBytes of Flash memory, 620 KB SRAM, 550 MHz CPU, L1 cache.
Line . graphic accelerations, external memory interfaces, USB High Speed PHY and large set of peripherals
Features
Aa [ab]

< NA
[ STM32HTBO Value line

STM32H7R3/7S3

MCUS/MPUs List: 34 items
STMI2HTRT/TST . ¢ Export
[) STM32L0x0 Value Line L | CommerciaiParibo | PatMo [ Reference | ADC 12.bit (converters) X|Marketing Status X}
O STM32L0x1 STM32HTR3ABIG STMI2HTR3AS STM3ZHTR3ABM: 0 Coming soon
[ STM32L0x2 STM32HTR3IBKE — STM3ZHTR3I8Kx 0 Coming soon
STM32HTRIIBTE STM3ZHTR3I8Tx 0 Coming soon
D) STM3zLOx3 STM32HTRILEHE STM32HTR3LBH: 2 c
- M3 I X x oming soon
[ STM32L100 Value Line STM32HTR3LEHEH STM3ZHTR3LBHxH 2 Coming soon
[ STM32L151/152 STM32HTR3REVE STM3ZHTRIRE STM32HTR3REVx 0 Coming soen
() STM32L162 STM32HTR3VEHE STM3ZH7R3VBHx 0 Coming soon
[ STM32L4P5/05 STMI2HTRIVETE STMIZHTRIVE STM3ZHTR3VETx 0 Coming soon
] STM32L4RS/SS STMI2HTRIVEYS STM3ZHTR3VBYx 0 Coming soon
[ STM32L4RTIST STMI2HTR3Z8JE [——— STM32HTR3Z8Jx 0 Coming soon
- STM32HTR3Z8TE STM32HTR3ZETX 0 Comina soon

M aTuan 40aRe

2. Click on the Start Project button, then choose “Yes” on the “Memory Protection Unit for
Cortex-M7” dialog box.

Figure 482. Initialization dialogue

For this Cortex-M7 device, it is highly recommended to preconfigure the Memory Protection Unit
to optimize the Speculative Read access of the core

Do you want to apply now such default configuration ?

yes Jf to |

STM32CubeMX applies the default configuration, then adds a 4-Gbyte region called
“‘Region 0” under the CORTEX_M7_BOOT parameters, and a 4-Gbyte region called
“Region 0” under the CORTEX_M7_APPLI parameters. The two regions start at the
same address, adjust it to avoid overlap.

The new parameters can be checked using the Pinout and Configuration tab.

3
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Figure 483. Region0 added
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=
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CPUICache sabied
CPU DCache Desabled
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MPU Control Mode
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Region Size
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NOT PERMITTED

Cacheable Permission
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MPU Region Disabled
Cortex Memory Protection Unit Region 2 Settings
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3.

Select the Tools tab:
a) Choose Memory Management

b) Activate the Memory Management Tool support by clicking on “Apply Application

Regions Settings to Peripherals”

Figure 484. Activate Memory Management support
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4. Select the Project Manager tab
5. Give a name to the project and press the Generate Code button: a warning message is

displayed.

Figure 485. Warning message

WARNINGS
- Region Flash of context Boot and region Flash of context Appli are overlapped

Do you still want to generate code ?

The flash region overlap issue can be solved in different ways, the preferred one goes
through the following steps:

a) Select the Pinout and configuration tab
b) Enable XSPI1 for the boot context and choose the ‘Single SPI’ mode

Figure 486. Configure the XSPI

STM32H7R3A8Ix MemoryMapforSTM32H7R.ioc - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager
v Software Packs v Pinout
al ~| & XSPI1 Mode and Canfiguration
- Boot Application ExtMemLo.. Runtime contexts:

Gxsen & | = | & | Boot Applcation ExteralMemoryLoader
G /] m] m]
= Mode Single SPI
£ g
L] Port Port1 Single
b e
®
L] Chip Select Override Disable
&
@
E Reset Configuration
e © Parameter Settings| ® MMT | ® User Constants | ® DMA Settings | @ GPIO Settings
LE Configure the below parameters
& 0
® Vv (Generic
® Fifo Threshold 1 l
(i Memory Made Disable

o a Memory Type Micron

O O Memory Size 16 Bytes

O O Chip Select High Time Cycle 1

c) Activate the Middleware EXTMEM_MANAGER for the boot context:
>  MMT solves the issue

>  Press the Generate Code button to generate code for both applications. The
overlap message does not appear any longer.
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Figure 487. EXT_MEM_MANAGER
MemoryMapforSTM32H7R.ioc - Pinout & Configuration

Clock Configuration
v Software Packs

STM32H7R3A8Ix

Home

Pinout & Configuration

Ql EXTMEM_MANAGER Mode and Configura

3

Categories = A--Z
Computing Runtime contexts:
Boot Application ExternalMemoryLoader
Middleware and Software Packs =

* Boot  Application ExtMemL.. Activate External Memory Manager
U]

EXTMEM_LOADER

@ xrvienvanvseer || | v ]
m] [m]

Configuration

u] m}
&) Reset Configurati...
=) ® Bootusecase| @ Memory 1 | @ Memory 2 | @ User Constants
o]
Ul Configure the below parameters
0] 2 ]
& - Boot
o o select boot code generation = '
0 d Selection of the boot system Execute In Place
] [}  XIp
m] [m] select the memory Memory 1

Code generation configuration

The application regions settings can be applied to peripherals on the left-hand side of the
screen. The concerned peripherals are shown on the associated tooltip. This can impact
their availability on the pinout screen configuration.

Figure 488. Tooltip

Search an Application Region

0x70000000

ox60000000 T MC Bankl (256 MB)

STM32H7R3ABI6 ioc - Tools GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools
e
N
Code Generation Configurati v
ode benerstion Lenhgurstion 4 Memory viewed by ARM Cortex-M7 ContextBoot Context Appli 4+ b
@D Apply Application Regions Settings to Peripher. @ oxe0000000 MY BHINS €00 WD)
(I Apply Application Regions Settings to Linker Fil . @ XSPI2 (256 MB)
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oxa0000000 DTCM memory (54 KB)

oxarr20000ReSeed

oxrman 0 SYStEm memory (128 KB)

oxseso1000RaE8Ned
Show selected Application Region - oxsss00000 BACKUD SRAM (4 KB) (] Hide Reserved Aliased regions names
RAM ox2000e000 Resened [ Show tooltp with start, end and size o
Name RAM oxs0004anoAHE SRAMZ (15K5)

PCC AHB SRAMT (16 KB)
Core Name (ARM Contex-M7 > 030000000
200 RESenved
Start address 0x24000000 024072009
Size lgs EN AXI SRAMA (72 KB)
. S —

Default Data Region oxzA06000g o

oxa40s0000 X SRAM3 (128 KB)
Access Permission [RW by any priilege level praipace

ox24020000 X SRAMZ (128 KB)

CAD Code execution  [Permitted > Information available on Wik @
; Al SRANI (128 KB)

0x24000000 Legend
Shareabilty Non-Shareable ~ 9

ox20010000 RESEVE e
Cacheability Wiite-Back Read Wite Alacate fo... v l:l Physical memory or apgication

Compare Projects 0x08010000 RESENEd
0x0800000g F12sh memory (64 KB) IP Configuration is expected. See
oxo0010000R8E8ed
axooo0saae TCM memary (64 KB)

In this example, on the Pinout & Configuration panel, Cortex-M7_BOOT (MPU) and
Cortex-M7_APPLI (MPU) are set and correspond to the region configuration on the Memory
Management Tool. They are grayed out, as they cannot be modified.
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Figure 489. IP configuration

Pinout & Configuration Clock Configuration Project Manager
v Software Packs v Pinout
Q -1 CORTEX_M7_APPLI Mode and Configuration !
™ |
Beatsin i Runtime contexts
Yy o Boot Application ExternalMemorylLoader
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RS [ R N
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« Cortex Memory Protection Unit Control Settings
Ansiog > * Cortex Memory Protection Unit Region 0 Settings
Timers
Connectivity > = D
Multimedia >
Secunty >
Computing > Bufferable 55 B
v Cortex Memory Protection Unit Region 1 Settings
Middleware and Software Packs > F
~ Cortex Memory Protection Unit Region 2 Settings
Trace and Debug F
Martay Mamnan: Bratartinn | Init Raninn T Qattinae

Apply Application Regions settings to linker files

When this button is on, the linker scripts for the Boot project and Appli project are
generated, taking into account the configuration.

Figure 490. Linker files update
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Figure 491. Memory assignment for context Boot H7RS

GENERATE CODE

Project Manager

. Bachup SRAM i4 KB)

400 M8 SRANE (16 KE)

AHE SRAMT (16 K5)
.',,&M

A SEAM (72 K8
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" Reserwd
. OTCH memany (64 KD}

EXTMEM_MANAGER when using H7Rx/H7Sx

The middleware can be used with the “Select boot code generation” disabled or enabled.

If disabled, MMT automatically chooses the configured memory along with the associated
driver, and sets the execution memory location in the linker file. This is the most
straightforward way of configuring an external memory.

If enabled, by activating the “Select boot code generation” you can choose “Execute in
Place” or “Load and Run”
e  Execute in Place chooses and configures the memory zones

e Load and Run lets the user choose source, destination memory, and addresses to
jump to. The configuration is translated into the linker file. The user must provide the
source and destination addresses.

Figure 492. EXTMEM_MANAGER “Select boot code generation” disabled

Clock Configuration Project Manager
~ Softwars Packs

UFBGAIES (Top view)

Trace and Detug
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Figure 493. Execute In Place
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Figure 494. MMT Execute In Place
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Figure 495. Load and Run

GENERATE CODE
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v Safware Packs

£ Pinout view

EXTMEM _LOADER
FD) EXTMEM_MANAGER &

UFBGA168 (Top view)
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©
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120
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AN SRAM (2 KB)
=~

A SRAM3 (128 KB)

A0 SRAM? {128 KB)

A SRAM1 (128 KB)

After the code generation, navigate to the generated folder.
e Under the boot Project, open the linker definition file.

e Under the Memories definition you can see the defined memories with their start
address and length, according to the configuration made in STM32CubeMX.
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Figure 497. Linker files

ENTRY (Reset_Handler)
}su;k = ORIGIN(RAM) + L =
_Min Beap Size =
_Min_Stack_Size =
* Memories definition *
MEMORY
B1
FLASH (zx) N =
ITCH fmaw) : ORIGIN =
DICH  (xzw) : ORIGIN =
RAH  (xzw)  : ORIGIN =
=t}
SECTIONS
[
/% The startup code inzo "FLASH® Rem type memory 4 +
tisx_vestor ! e — - -
1
FUIC Bk (58
. = RLIGN(4); - )
FEER(*(.i8z_vector)) /¢ Startup code * ” Faear
. = RLIGH(i); o
) SFUASH Rl
— |
* | Jras ¢ an ar data in ASH™ a =
JEeRE 1 — L
[ i R SR (%43
. = KLIGN(4);
o(.text) — |
(. textt)
*(.glue_7) 0 S 208
“{.glue_Tt)
*(.eh_frame)
— L
FEER (*(.1nit)) . A SRAMG (08 KB
FEEP (*(.fin1)) B
T
. = ALIGH(4): .
_etext = .} ¢ define a global symbols at end of code * =
) >FLASH - DT ey B4 4B
" B _— |
snstant data ints "FLASE" Rem type memory * am
. i::-:.u : L Sy ey (ONE
. = RLIGH[4); 1oz Pl
*(.rodata) * .rodata secticas Fa ey BIE
*(.zodatat) * .rodata* sections -
. = BLIEN(): —
| >FLAsHE o P

Three option bytes can be used to configure the regions in the MMT. To see them, activate
the IP FLASH on the Pinout and Configuration tab.

Figu

re 498. Flash option bytes

Pinout & Configuration

> Untitled - Pineut & Ce

on Project Mana)
Packs

EXTMEM_LOADER

GPDMAT

HPOMAY

T ———

Agpication ExtomallomonyLoader

af

CEREETEET

¢ga

398/636

UM1718 Rev 51

3




UM1718

STM32CubeMX tools

3

The option bytes interacting with the MMT are:
ECC_ON_SRAM:

Linked to the AXI SRAM4 region on the MMT
When value is “disable” or “no update”, the AXI SRAM4 region size is set to 72 KB
When value is set to “enable” the AXI SRAM4 region is removed

DTCM_AX|_SHARED:

Linked to the AXI SRAM3 region on the MMT

When set to 0 or 3, the AXI SRAM3 region size is set to 128 KB, and the size of
region named DTCM is set to 64 KB

When set to 1, the AXI SRAM3 region size is set to 64 KB, and the size of region
named DTCM is set to 128 KB

When set to 2, the AXI SRAMS3 region is removed, and the size of region named
DTCM is set to 192 KB

ITCM_AXI_SHARED:

Linked to the AXI SRAM1 region on the MMT

When set to 0 or 3, the AXI SRAM1 region size is set to 128 KB
When set to 1, the AXI SRAM1 region size is set to 64 KB
When set to 2, the AXI SRAM1 region size is removed

Figure 499. ECC_ON_SRAM enabled and DTCM_AXI_SHARED set to 2

Clock Configuration Project Manager Tools
3
o e P
o sxne29000: FMC SORAM Bank2 (256 MB)
FIMC SORAM Bank1 (256 M8)
Reserwd
o0, XSPH (256 MB)
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. Backup SRAM (4 KB)
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100 AHB SRAMZ (16 KB)
AHB SRAMI (16 KB)
e Resened
20000 A SRAM2 (128 KB)
2400000 A0 SRAN (128 KB)
ox20030000 RESEE
0: DTCM memary (192 KB)
o Resened
1 Eroco0, SYStem memory (126 KB)
... Resenmd
< 000000 Fiash memony (64 KB)
o0 Resened

+2524.: TTCM memry (64 KB)
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ETH impact on MMT when using H7TRS/H7SX

An example of MMT configuration of the ETH IP on the STM32H7R3A8Ix MCU
1. Activate the IP ETH:
—  MMT creates three application regions for each context.

—  To change the start address and the size of each region, update the ETH
parameters.

2. Press the radio button “Apply Application region Settings to Peripherals ON”, ETH will
be partially under MMT control.

3. Press the Generate Code button to generate code for both applications.

—  Apply Application Regions settings to linker files:
4. When this button is on, the linker scripts are generated, considering the configuration.
5. After the code generation, navigate to the generated folder:

—  Open the linker definition file.

— Under the Memories definition you can see the memories with their start address
and length, according to the configuration made in STM32CubeMX.

Figure 500. ETH MMT regions for STM32H7R3A8Ix
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st U File Window Hell @n o k
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{
Connectity v Runtime contexts:
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: Boot Aovlication___ExthemLoader
e B [ v | |
Mode MIl v
u} u}
a] a] [ ETH PHY_INTN
a a [u] [ Activate R Err signal
u] [u] | Cofguatn |
u} u}
[n] [n] Reset Configuration
u} u}
u} u}
u} u}
u} u] u]
U = e v General : Ethernet Configurati.
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Warning ‘e ETH can work only when RA

0 0 Ethernet MAC Address  00:80:E1:00:00:00
u} u} T
u} u}
u} u}
0 u]
u} u} u}
0 n] n]
u} u} u}
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Figure 501. ETH configuration for STM32H7R3A8Ix
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File Window Help Iy SloxOa -}r; V<72
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Clock Configuration Project Manager
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oy | 0 Activate T Err signal
FDCANT
FOCAN2
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* General : Ethernet Configuration
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Figure 502. Application of the MMT configuration to the linker file
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Figure 503. Defined memory regions under the linker file of the application context
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Feature: MMT usage, pinout, and configuration user interface

When the first toggle button is ON, Cortex-M0+ (MPU) is under MMT control: its modes and

parameters become

@ Aoy A

pp
C’ Apply Application Regions

read-only (see Figure 504).

(#3]
D

plication Regions

N

UM1718 Rev 51

ttings to Peripherals: ON

ettings to Linker Files

OFF

i
1

3




UM1718 STM32CubeMX tools

Figure 504. MMT usage

. Confguaton |
Resst Configuration

@ Parameter Settings

Configure the below paramatars

-+ Cortex Memory Protection Unit Contral Settings

< Cortex Mamory Protection Unit Region 0 Setti

Cortex Memary F.'Tniettmn Unit Region 1 Setti
< Cortex Memaory Protection Unit Region 2 Setti
+ Cortex Memaory Protection Unit Region 3 Setti

Cortex Memary Protection Unit Region 4 Setti
< Cortex Merrmr'g;.' Protection Unit Region 5 Setti

< Cortex Memaory Protection Unit Region 6 Satti

User interface

The middle panel represents the memory, split into two columns: the left one is the memory
seen by the core Cortex-MO0+, the right one the memory set-up for the application.

Figure 505. User interface

Clock Configuration Project Manager

oo Rasened

; | SRAMS (16 KB)
Saarch an Application Region s am00e 000 SRAME (16 KB}

a4 o SRAM (16 KE)
Show selected Application Regien OR20004000 {16 KB)

.., SRAMD (16 KE)

®
=1

oxih
=

For a new project created under STM32CubeMX, the MMT creates the default application
region to generate a valid project.
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Apply Application Regions settings to linker files

When this button is on, the linker scripts for the project are generated, considering the
configuration.

e The REGION_ROM is a default code region used in linker.

e  The linker file copies the STM32Cube firmware linkers files and only MMT region is
updated or added.

e OTAtag is not managed by MMT and usually exists in the linker file.

Figure 506. Linker files update

—— a:

AA £
®

______ SRAMI {16 KB)
stion Regian J— T
o040 SRAN (16 KB)
SRAMD (16 KB)
P
40 Flash memory (512 KB)

210001200 RSN

200 ROM mamory (6 KEB)

xoncocoschesened a.

Impact on STM32WB09 RADIO

When this IP is activated, a reserved region “Blue Core Config” calculated by value of
CFG_NUM_RADIO_TASKS, which varies from 1 to 128, is added.

Figure 507. Impact on RADIO (STM32WB09)

Pinout & Configuration Clock Configuration Project Manager
am » ) ' § : il [}
SRAND (16 KB) S |
- SRAME (16 KB)

avao SRAMT (16 KB)

SRANG (16 KE)

Ausened
4 Flash mamory (512 KE)
oo Rusaned

ROM mamery (5 KB)

Ruserved

MMT for STM32N6 products

MMT usage, pinout, and configuration of the user interface

MMT interaction with peripherals starts from the moment the user enters their interfaces:
e  Checks their settings
e  Updates other peripherals involved in the memory map configuration

The peripherals are updated only when the first toggle button is “ON” in the panel Memory
Management (under STM32CubeMx Tools).
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-‘:] Apply Application Regions Settings to Peripherals: ON ﬂ
(] Apply Application Regions Settings to Linker Files: OFF ﬂ

MMT updates the scripts only when the second toggle button is ON. The linker file content is
generated according to the configuration of the application regions.

Code Generation Configuration e
-‘:} Apply Application Regions Settings to Peripherals: ON ﬂ
() Apply Application Regions Settings to Linker Files: ON 0

121 If linker file modified externally, ensure no conflicts.

o

The applicative regions are saved in the user project even if the first toggle button is OFF.

Code Generation Configuration h

() Apply Application Regions Settings to Peripherals: ON ﬂ
() Apply Application Regions Settings to Linker Files: ON 0

121 If linker file modified externally, ensure no conflicts.

Feature under MMT control for secure and nonsecure domains

When the first toggle button is ON, the following features are controlled by MMT (their
modes and parameters become read-only):

¢ CORTEXMS55-FSBL (MPU)
e CORTEXM55_S (MPU)

e CORTEXM55_NS (MPU)

e SAU

o RIF (RISAF panel)

3
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Figure 508. Feature under MMT control (secure and nonsecure domains)
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Feature under MMT control for secure domains

When the first toggle button is ON the following features are controlled by MMT (their modes
and parameters become read-only):

e CORTEXMS55-FSBL (MPU)

e CORTEXM55_S (MPU)

e RIF (RISAF panel)

Figure 509. Feature under MMT control (secure domains only)
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Application regions for secure and nonsecure domains

Only FSBL, CORTEX_M55_S, and CORTEX_M55_NS contexts are managed by the MMT.
Each context has its own application region.
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In the memory layout the CORTEX_MS55_S and CORTEX_M55_NS use the same column
for application regions.

Figure 510. Memory layout for secure and nonsecure domains
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Application regions for secure domains

Only FSBL and CORTEX_M55_S contexts are managed by the MMT. Each context has its
own application region.

Figure 511. Memory layout for secure domains
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Description of the memory layout in STM32CubeMX user interface

The memory is split in three columns:
1. The left one is the memory seen by the core(s)
2.  The middle one is the memory set-up for the application in FSBL context

3
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3. The right one is the memory set-up for the application in the Context Appli

For the new project under STM32CubeMX, the tool creates the default application region to
generate a valid project.

Region information

Clicking on a particular region in the Application Regions column shows the associated
details on the left-hand side.

Figure 512. Details about the clicked region in the FSBL context
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STM32CubeMX automatically adds a 4-Gbyte region for the system core, even if you are
not planning to use the MMT. Each region in the memory layout has its own characteristics,
detailed at the bottom of the STM32CubeMX interface.
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Figure 513. Regions designation for secure and nonsecure domains
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Figure 514. Regions designation for secure domains
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Example of using MMT with STM32N6 products

1.  Choose an MCU that supports the MMT feature (the following example is based on
STM32N657Z0HxQ).

Figure 515. Project creation with an STM32N6 product
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(FPU) that supports half, single, and double precision (IEEE 754 compliant) data processing. The Cortex®-M55 includes a

RAM Total = 4200 (kBytes) 32-Kbyte ICACHE, a 32-Kbyte DCACHE, as well as 128-Kbyte data TCM RAM and 64-Kbyte instruction TCM RAM with

4230 ECC for critical real-time routines.
RAM = 4200 (kBytes) These microcontrollers have TrustZone®—aware support and a memory unit (MPU) for
® _ (kBy security. A secure boot ROM ensures secure booting from external interfaces.
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2. Choose the project structure, then initiate the project creation by clicking Start Project.
Upon display of the TrustZone feature available dialog box, specify the domain
configuration as Secure and Non-Secure domains before confirming with OK
(Figure 516). Choose the second option if you intend to work exclusively within secure
domains (Figure 517). STM32CubeMX applies the default configuration (RAM and
FLASH regions are created in the MMT view).

Figure 516. Choosing the project structure (secure and nonsecure domains)
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Figure 517. Choosing the project structure (secure domains)
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3. Configure the MMT
a) Click on the Tools tab
b) Choose Memory Management panel

c) Activate the Memory Management Tool support by clicking on “Apply Application

Regions Settings to Peripherals”

Figure 518. MMT configuration (secure and nonsecure domains)
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Figure 519. MMT configuration (secure domains)
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4. Select the Project Manager tab
5. Give a name to the project and press the Generate Code button

Changes in RIF resulting from MMT activation

By selecting “Apply Application region Settings to Peripherals ON,” the RISAF feature
(located in RIF panel) is put partially under MMT.

The RAM and flash memory regions are configured with the same security, read/write, and
privilege parameters. They are represented as a single RISAF region in the view
corresponding to RISAF 2 (CPU AXI RAMO).

Figure 520. Mapping between MMT regions and RISAF memory configurations
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Configuration of memory regions in RISAF2 (CPU AXI RAMO) tab (region 2)

Under the RISAF2 (CPU AXI RAMO) tab, region 2 has two groups of settings:

e Fixed fields (grayed out): Region ID, Region Name, Start address Offset, Region size,
and Filtering are read-only and cannot be modified.

e Controllable fields (editable): The security and access parameters (Secure, Read,
Write, and Privilege) are editable and are updated by the (MMT).

The values that MMT can set for the Read, Write, or Privilege fields are 2 (00000010b) and
0 (00000000Db).

Figure 521. Setting up the memory region of RISAF2 (CPU AXI RAMO) tab
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region 5 0x0000 0x0000 ] ] 0 0 0

region 6 0x0000 0x0000 o O 0 0 0

region 7 0x0000 0x0000 (] ] 0 0 0

RIF-Aware IPs

Setting up memory subregions for RISAF 2 (CPU AXI RAMO) region 2

The Sub-Region A has two groups of settings:

e  Fixed fields (grayed out): RISAF Region ID, SubRegion name, Start address Offset,
Region size, SubRegion CID (fixed to 1) are read-only and cannot be modified.

e Controllable fields (editable): the security and access parameters (Secure, Read,
Write, and Privilege are editable and are updated by the MMT.
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Figure 522. Setting up memory subregions of RISAF 2 (CPU AXI RAMO) tab
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On RISAF1 (TCM) tab, when the user adds an application region in ITCM or DTCM ranges,
MMT adds automatically memory regions in RISAF1 (TCM) with the same start address as
in the MMT layout.
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Figure 523. Setting up memory regions of RISAF1 (TCM) tab
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Figure 524. Setting up the memory subregions of RISAF1 (TCM) tab
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On RISAF 7 (FLEXRAM) tab, when the user adds an application region in ITCM or DTCM
ranges MMT adds automatically in RISAF 7 (FLEXRAM) memory regions with the same
start address as in the MMT layout.

Use the configuration shown in Figure 525 for the right mapping between MMT settings and
RISAF 7 (FLEXRAM) memory regions.

Figure 525. Configurations needed for RAMCFG FLEXRAM
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When FLEXRAM (RAMCFG) is active, not utilizing its default settings, and the user adds an
application region in ITCM or DTCM ranges, the memory split is specifically defined.
Example of configurations:

¢ D-TCMis setto SYSCFG_DTCM_256K
e [|-TCMis setto SYSCFG_ITCM_256K

When adding a 256 KB application region that overlaps the ITCM and DTCM ranges:
o  The configuration of RISAF1 (TCM) remains consistent for its allocated portion.

e Any memory belonging to that region above 0x340020000 is automatically redirected
(or split) and configured under RISAF7 (FLEXRAM). This segment starts at
0x340020000 and is treated as the beginning 0x00000000 offset of the RISAF7 region.
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Figure 526. Setting up memory regions of RISAF1 (TCM) and RISAF7 (FLEXRAM) tabs
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When the user applies a custom FLEXRAM configuration, such as:

e D-TCMto SYSCFG_DTCM_256K, I-TCM to SYSCFG_ITCM_64K, or
e D-TCM: SYSCFG_DTCM_256K, I-TCM: SYSCFG_ITCM_128K, or

e D-TCM: SYSCFG_DTCM_256K, I-TCM: SYSCFG_ITCM_256K

a warning appears, indicating that the flash memory region overlaps with the memory area
reserved to FLEXRAM.
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Figure 527. Overlap with FLEXRAM
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[ T F——
. , a
@ 7 a W & m = a
I some application regions (FLASH (S) Reserve d Alias Region ) are found between 0x24000000 and 0x24028000 l
MS81253V1

To avoid the warning, locate the flash memory region to another range, and update the
configuration of FLEXRAM.

On RISAF4 (NPN master1), RISAF5 (NPN master2), and RISAF6 (CPU master) tabs
RISAF4/5 are available.

Configuration: add two application regions:

e Region 1: start address 0x34200000, size 1792 KB in FSBL (S) context

e Region 2: start address 0x24200000, size 1792 KB in Appli NS context

3
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Figure 528. Configurations of the application regions on the MMT view
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The MMT adds:

e  Two RISAF regions in RISAF4 (secure region, nonsecure region), see Figure 529
o  Two RISAF regions in RISAF5 (secure region, nonsecure region), see Figure 530
e  Two RISAF regions in RISAF6 (CPU master), see Figure 5631

3
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Figure 529. Setting up memory regions of RISAF4 (NPU master 0)
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— o
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1 2 2
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Figure 530. Setting up memory regions of RISAF5 (NPU master 1)

m STM32CubeMX Untitled*: STM32N657A0HXQ o X

7@ - - @O X0 ax a7
[ File Window Help a u X @ Y/

Clock Co
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RIF Project Manager
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Peripherals (RISUP) RISAF 1(TCM) | RISAF 2(CPU AXI RAMO) | RISAF 3(CPU AXI RAM1) | RISAF 4(NPU master 0) |'RISAFS(NPUmaster

NMemory regions configuration | Memory sub-regions configuration
|_Region ID_|_Region name _[Stert Address 0..] _Regionsize | __Fitering | Secure | __Read | __write | _Priviege |
1 2 2 ]

D]

Domains (RIMU) region1 0x00000000 0x000C0000
2 region2 0x00000000 0x000C0000 [m] 2 2 0
3 region 3 0x0000 0x0000 m} O 0 0 0
Interrupts (IAC) 4 region 4 0x0000 0x0000 m} O 0 0 0
5 region 5 0x0000 0x0000 m} [m} 0 0 0
6 region 6 0x0000 0x0000 m} O 0 0 0
7 region 7 0x0000 0x0000 [m} ] 0 [ 0
8 region 8 0x0000 0x0000 m} O [ 0 0
9 region 9 0x0000 0x0000 m} O 0 0 0
10 region 10 0x0000 0x0000 [m} O 0 0 0
RIF-Aware IPs 1 region 11 0x0000 0x0000 [} O 0 0 0

3

UM1718 Rev 51




UM1718

STM32CubeMX tools

3

Figure 531. Setting up memory regions of RISAF6 (CPU master)

[ sTM32CubeMX Untitled*: STM32N657A0HXQ 5

TS File Window Help J | @nu X O @ k

Pinout & Configuration Clock Configuration RIF Project Manager Tools

(I Global lock : OFF (7! This peripheral configuration is under Memory Management Tool control

HeTEhle (RIEUR RISAF 5(NPU master 1) NRISARB(GRUmBSIENN RisAF 7(FLEXR . KB
Memory regions configuration Memory sub-regions configuration|

Region ID smnAddresso Filtering

Domains (RIMU) region1 0x001C0000 2

2 region2 0x00000000 0x001C0000 [m] 2 2 0
3 region 3 0x0000 0x0000 m} ] 0 [} 0
Interrupts (IAC) 4 region 4 0x0000 0x0000 a ] 0 [ 0
5 region 5 0x0000 0x0000 [} [m} 0 0 0
6 region 6 0x0000 0x0000 m} O 0 0 0
7 region 7 0x0000 0x0000 [m} O 0 [ 0
8 region 8 0x0000 0x0000 [m] O 0 4 0
9 region 9 0x0000 0x0000 [m] [m} 0 0 0
10 region 10 0x0000 0x0000 m} O 0 0 0
RIF-Aware IPs 1 region 11 0x0000 0x0000 [m] [m} 0 0 0

The two secure regions in RISAF4 and RISAF5 are consolidated into a larger secure region,
identified and managed in RISAF6. The two nonsecure regions in RISAF4 and RISAF5 are
consolidated into a larger nonsecure region, identified and managed in RISAF6.
RISAF8(CACHEAXI):

e  When the IP CACHEAXI is enabled, MMT must remove the address range shown in
the figures below.
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Figure 532. CACHEAXI enable

Pinout & Configuration Clock Configuration

CACHEAXI Mode and Configuration ‘
Categories | ¢

Runtime contexts:

System Core ~ FSBL AppS AppNS ExtMemLoader
[m] O O
4 FSBL AppS Ap|
o 5|« | i | ECEEEE |
CORTEX_M55_FSBL
CORTEX_M55_NS |
CORTEX_M55_S
GPDMA1 |
GPIO
HPDMA1 !
E E : Warning: This peripheral has no parameters te be configured.
NVIC1_S_Application
NVIC2_NS_Application |
NVIC_FSBL
~ RAMCFG O [
RCC |
SAU
+ SYS NS |
m m

MS81245V1

Figure 533. MMT view for CACHEAXI
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Add application region in CACHEAXI range (CACHEAXI must be disabled)

3

UM1718 Rev 51




UM1718

STM32CubeMX tools

3

Figure 534. Adding regions in CACHEAXI
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Figure 535. RISAF8 CACHEAXI

(I Gioballock - OFF (2] Tris perpheral configuration is under Memory Management Tool control

RISAF 4(NPU master 0) | RISAF 5(NPU master 1) | RISAF 6(CPU master) | RISAF 7(FLEXRAM)

Memory regions configuration Memory sub-regions configuration

region2 00000 00000 o o o o o
region 00000 00000 o o o o o
region 4 00000 00000 o o o o o
regons 00000 00000, a o 0 o o
regions 0x0000 00000 o o o o o
region? 00000 00000 o o o o o

MS81248V1

MMT add in RISAF 8(CACHEAXI) the regions with start offset like in MMT view
RISAF9(VENCRAM):

— When the IP VENC is enabled MMT must delete the range illustrated in the figure
below.
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Figure 536. VENC enable
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Figure 537. MMT view for VENCRAM
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Figure 538. Adding regions in VERCRAM
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Figure 539. RISAF9 VENCRAM
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e  MMT add the regions in RISAF9 (VENCRAM) with start offset like in MMT view.
On RISAF14(FMC) tab the available FMC (Flexible Memory Controller) ranges include:

. FMC Bank 1

¢ FMC SDRAM Bank 1
e FMC SDRAM Bank 2

Configuration:

e  Configure the FMC IP
e  Add application regions in FMC ranges

Figure 540. Configurations of FMC added regions in MMT view
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@) Apply Application Regions Settings to Linker 0 o nnn FMC Bank1 (255.9921875MEN/A [i]
2] If linker file modified externally, ensure no confiicts. oxe0000000 EXternal Flash (FMC) (8 KB) |New-reg (S)
0x30002000Resewed
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Section Information Reserved
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— — 035000000 AHB_SRAM1 (S) (16 KB) o
B 0x343COOOOReseNed
Name New-re
pCC 9 | osa350000AX] SRAMS (S) (448 KB)
Core Name ARM Cortex-M55 v oes4220000AX! SRAMS (S) (448 K8)
Start address 0x80000000 | e34270006AX] SRAM4 (S) (448 KB)
Size 8 ke ~] osa200000AX] SRAMS (S) (448 KB)
Access Permission |RO by privileged code only v
CAD
Code execution  |Permitted v]
4 1
Shareability Non-Shareable ~| AXI SRAM2 (S) (1 MB) ! i

MMT adds in RISAF14 (FMC) regions with the same start address as in MMT view (no
offset).
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Figure 541. Setting up the memory regions for the RISAF14 (FMC) tab

m’\\’\‘ﬁ?\, eMX Untitled*: STM32N645B0HxQ 5 | X
N
stz File Window Hel a @n O 9( L
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(D Global lock : OFF (2] This peripheral configuration is under Memory Management Tool control

Peripherals (RISUP)SSY RiSAF 11(XSPi1) | RISAF 12(XSPI2) | RISAF 13(xsPi3) PRISARMAEMON RISAF 21(AHB RAM1) | RISAF 22(AHB RA.. 5[0}
NMemory regions configuration | Memory sub-regions configuration

Region ID_| _Regionname _[Start Address O..] _Regionsize | __Fitering | __Secure [ Read | __Write | _Priviege] |

Domains (RIMU) egiont 0x60000000 0x00002000 2 0 2
2 region 2 00000 0x0000 o O o 0 0
3 region 3 0x0000 0x0000 [m] u] 0 0 0

Interrupts (IAC) 4 region 4 0x0000 0x0000 [u] m] 0 0 0 ‘
5 region 5 00000 0x0000 o O 0 o 0

6 region 6 0x0000 0x0000 ] [m] 0 0 0 ‘

region 7 00000 0x0000 [l ] 0 0 0 ‘

RIF-Aware IPs

EXTMEM_MANAGER

Code generation configuration

e  The application regions settings can be applied to peripherals on the left-hand side of
the screen. The concerned peripherals are shown on the associated tooltip.

e The MMT configuration may impact their availability on the pinout screen configuration.

e The EXTMEM_MANAGER can be used with the “Select boot code generation”
parameter enabled or disabled.

— If disabled, MMT automatically chooses the configured memory along with the
associated driver and sets the execution memory location in the linker file. This is
the most straightforward way of configuring an external memory.

— If enabled, by activating the “Select boot code generation” you can choose
“Execute in Place” or “Load and Run”
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Figure 542. EXTMEM_MANAGER in the MMT view
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The activation of the EXMEM_MANAGER depends upon the XSPIx activation.
1.  Go to the Pinout and Configuration tab

Enable XSPI1 for the FSBL context and choose “Single SPI” mode
Activate the middleware EXTMEM_MANAGER in the FSBL context
Activate XSPIM and XSPI instances (XSPI1/2/3)

il N

Figure 543. Setting up the XSPI feature

XSPI1 Mode and Configuration :
Categories Mode
LABRTS (| O ] Runtime contexts
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: : GPIO Settings
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Security » Sl e I User
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Computing > alsea Erf4-F 1 o
Memory Mo... Disable
Middieware and Software Packs Memory Type Micron l
Trace and Debug Tm? p
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Figure 544. Setting Select boot code generation parameter for EXTMEM_MANAGER

Middleware and Software Packs - Runtime contexts
FSBL AppS AppNS ExtMemLoader
- FSBL  AppS
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LEVELX O a *  Header size 0x400

NETXDUO (| O xIP

THREADX | im| ’ select the memory Memory 1

USBED 0 0 *  Application offset 0x100000

USBX 0 0 *  Application offset NS 0x180000

For the selection of the boot system there are two possibilities:
1. Execute In Place (Figure 545) chooses and configures the memory zones.

2.  Load and Run (Figure 547) lets the user choose source, destination memory, and
addresses to jump to.The configuration is translated into the linker file. The user must
provide the source and destination address.

Figure 545. Selection of the boot system - Execute In Place

[ STM32CubeMX Untitled*: STM32N657X0HXQ - O X
=
sTvzo W File Window Hel @ nu O 7\(; f¢
CubeMX P a X @ Y/J
STM32N657X0HXQ Untitled - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration RIF Project Manager Tools
v Software Packs v Pinout
Q b EXTMEM_MANAGER Mode and Configuration : 1 Pinout ... == System view
Cateaoiesy] ~-2 \
uss1_ote_Hs O [m} m} [m} Runtime contexts: ®
uss2 076 Hs O o a o
V XSPI1 [m] o [m] .
XsPI2 O O o O Reset Configuration
XSPI3 [m] [m] [m] [m] @ Bootusecase | @ Memory 1
+ XSPIM m] O [m] Configure the below parameters |
afses lo o °
5 ~ Boot
Multimedia Select boot code i
oo N [Selection of the boot system Execute In Place
R, Header size 0x400
Computin, > ke
peing select the memory Memory 1
i . Application offset 0x100000 "
Middleware and Software Packs v
Application offset NS 0x180000 VFBGAZG1 (Top view)
¢ FSBL AppS AppNS ExtMe...
1 AIROC-Wi-Fi-Bluetooth-S.
EXTMEM_LOADER
JoxameM manacer LI
EXTMEM_MANAGER_A ] [m] O] £ o]
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Figure 546. Configuration of the MMT view after enabling XIP

Clock Configuration
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Figure 547. Selection of the boot system - Load and Run
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Figure 548. Configuration of MMT view after choosing Load and Run as boot system
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Once the code is generated, follow these steps:
1. Navigate to the generated project folder.
2. In the boot Project directory, open the linker definition file (usually an .Id or .icf file).

3. Inthe Memories definition section you can review the memory blocks (start addresses
and lengths) that reflect your configuration settings.

Figure 549. Defined linker script for XIP

[ STM32N647L0HXQ_ROMspitid B3
5 FALL

/* Entry P
ENTRY (Res:

_Min_Stack_Size =

/* Highest address of the user
_estack = ORIGIN(RAM) + LENGTH

7
end of "RAM" Ram type memory */

, LENGTH = the memory blocks that reflect your
, LENGTH = configuration settings from
STM32CubeMX.
TREW] T ORTGIN = URUUTU0400, LENGTH - 511K +/

/* Used by the startup

tialize data */

he startup to ini
_sidata = LOADADDR(.data) ;
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Figure 550. MMT linker file after choosing Load and Run as boot system

=| STM32N64710HXQ_IRUN sId E3

...............................................................................

/* Entry T t
ENTRY (Reset_Handler)

Hiqg | idress er
_estack = ORIGIN(RAM) + LENGTH(RAM); /*
Min Heap Size = - * reql i T

Min Stack Size =
MEMORY
(
FLASH (rx) : ORIGIN = + LENGTH =
HAM {xrw) : ORIGIN = ; LENGTH =
)
SECTIO
{
text
{
Ethernet

Example of MMT configuration for the ETH IP on the STM32N645B0HxQ MCU

Configure the ETH:
e  For secure domains:
— Activate the ETH: MMT creates three application regions for each context

3
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Figure 551. ETH MMT regions for STM32N647L0HxQ

ETH1 Mode and Configuration

Runtime contexts:
FSBL Application ExtMemLoader
O

Mode RMII
[J ETH PHY_INTN

[ Activate Rx Err signal

!‘ | II
[’

Configuration

Reset Configuration

@ NVIC Settings @ GPIO Settings
& Parameter Settings @ User Constants

|Configure the below parameters :

~ General : Ethernet Configuration
Ethernet MAC Address  00:80:E1:00:00:00
Tx Descriptor Length 4
First Tx Descriptor Addr... 0x341000C0
Rx Descriptor Length 4
First Rx Descriptor Add... 0x34100000
Rx Buffers Length 1536

Update the start address and the size of each region, update the ETH parameters.

Press the radio button “Apply Application region Settings to Peripherals ON”, to
make ETH partially under MMT control (Figure 552).

Press the Generate Code button to generate code for both applications.
Apply Application Regions settings to linker files:

UM1718 Rev 51 433/636




STM32CubeMX tools

UM1718

Figure 552. MMT view after adding ETH memory regions

Code Generation Confguration

@D Aol Appieation Regions

P If linker fils modified externally, snsure no confiicts
Search an Application Region
Saction information

Show seiected Appacabon Regan

-
Memory viewsd by ARM Cortx-M55
—— et )
., FMC Barici (258 M8)

-]

Bachup SRAM (5) (8 KB
. AHB_SRAMZ (S) {18 KB)
AHE_SRAM1 (S) (16 KB)

3435000 A SRAMB (5) (448 KB)

U 1T Pryaical Addcess | 024350000
x142E090 = st

2oz 7000 A1 SRAMA [5) (448 K8)

1300000 AXE SRAMS (S) (448 KB)

AXl SRAMZ (5] (1 MB)

AXI SRAM1 (8] (1 MB)

When this button is on, the linker scripts are generated, considering the configuration. After

the code generation, navigate to the generated folder:

—  Open the linker definition file.

. AHBLSRAM (16 KB)

Figure 553. ETH linker file (fully secure domain only)

T i svasneassoni i @]

AXI SRAMZ (1 M8)

A1 SRAMY (1 MB)

Memory viswed by AR pecator

=+ > GENERATE CODE

434/636

UM1718 Rev 51

3




UM1718 STM32CubeMX tools

Figure 554. ETH MMT regions (secure domains only)

ETH1 Mode and Configuration

Runtime contexts:
FSBL Application ExtMemLcader
O
Mode [RMII
[J ETH PHY_INTN

[ Activate Rx Err signal

Configuration
Reset Configuration

@ NVIC Settings @ GPIO Settings
& Parameter Settings @ User Constants

Configure the below parameters :
Q Q) ]
~ General : Ethernet Configuration

Ethernet MAC Address  00:80:E1:00:00:00

Tx Descriptor Length 4

First Tx Descriptor Addr... 0x341000C0

Rx Descriptor Length 4

First Rx Descriptor Add... 0x34100000

Rx Buffers Length 1536

— Under the Memory definition you can see the memory parts with their start
address and length, according to the configuration made in STM32CubeMX. If an
application region overlaps an ETH region a warning is displayed in the MMT log.

Figure 555. Warning in case of overlap between application and ETH regions

Pinout & Configuration Clock Configuration RIF
Vv Software Packs Vv Pinout
Connectivty Runtime contexts:
FsaL Applcation ExtMemLoader
FSBL _ Applcation ExtMemLoa a
2

FDCAN1 &) O 0 Mode Ml
FDCAN2 o o T

o o o

c o a
12c1 [} o o gs
1262 o o 0
12¢3 C a a Configure the bel meters
12c4 o [a] [u] P
nact O [u]

= v General : Ethernet Configuration
L] C 5] o Ethernet MAC Address  00:80:E1:00:00:00
LPUART1 =] o a Tx Descriptor Length 4
MpioS o [a] o First Tx Descriptor Addr... 034100000
SDMMC1 u] o a R Descriptor Length 4
sPit o o o First Rx Descriptor Add... 0x34100000
sPiz o o o Rx Buffers Length 163
sPi3 [a] o u]
sPi4 o s}
spis [} o o
sPi6 [a] o s}
UART. a o [u]
UARTS u] o s}

= o

—  The default parameters are used for the secure context, but if the selected context
is nonsecure, other nonsecure parameters are displayed.

3
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Impact of configuring the ETH memory regions with ETH on RISAF panels

Figure 556. RISAF 3 (CPU AXI RAM1) memory regions

2 2 [}

] 2 2 [}

] 2 2 a

O [} o [

region & 00000 0x0000 (m] (=i Q ] [
region 8 020000 x0000 [ Q o 0
reaion 7 ou0000 ex0000 [ L] o 0

For secure and nonsecure domains ETH application regions are created for the selected
contexts.

Figure 557. ETH application regions for secure and nonsecure domains (part 1)

ETH1 Mede and Configuration ;

Runtime contexts

FSBL AppS AppNS ExtMemL...
|
Maode MII

[0 ETH PHY_INTN

— . o i

Reset Configuration

@ NVIC Settings @ GPIO Settings
[

User Constants

& Parameter Settings

Configure the below parameters :

~ General : Ethernet Con...
Ethernet MAC A... 00:80:E1:00:00:00
Tx Descriptor L... 4
First Tx Descrip... 0x341000C0
Rx Descriptor L... 4
First Rx Descrip... 0x34100000
Rx Buffers Length 1538
+ MNon Secure
Tx Descriptor L... 4
First Tx Descrip... 0x241000C0
Rx Descriptor L... 4 Col
First Rx Descrip... 0x24100000
Rx Buffers Length 1536
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Figure 558. ETH application regions for secure and nonsecure domains (part 2)

_AX| SRAM3 (8) (448 KB)

0234200000

AXI SRAM2 () (1 MB)

0x34100000

AXI SRAM1 () (1 MB)

0%34000000

124200000 SRAM3 (NS) (448 KB)

AX| SRAMZ (NS) (1 MB)

Notification MMT/boot path (STM32H7RS and STM32H5)
After the activation of boot path and MMT, all regions of MMT are deleted and replaced by

the regions of Boot path in Appli context.

In this example, we use the boot path OEM-iRoT for STM32H7RS and for STM32H5.
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Figure 559. MMT/boot path (STM32H7RS)

020000000

0x70000000

0600000

Reserved

ox38

0x38800000

5, SRAMA (72 KB)
AXI SRAM3 (128 KB)

0x24040000

0x1FF00000

008010000

LFMC Bank3 (256 MB)
XSPI2 (256 MB)
FMC Bank1 (256 MB)

Backup SRAM (4 KB)

Reserved

System memory (128 KB)
Reserved

Flash memory (64 KB)

Memory viewed by ARM Cortex-M7 Context Boot + Context Appl +

Extemal Flash (XSPI1) (256 MB) [cODE_DWL 8

JCODE_IN_EXT_FLASH a)

WA

Figure 560. MMT/boot path (STM32HS5)

Reserved

Flash Bank2 memory (S) (256 KB)

0x0C040000

Flash Bank1 memory (S) (256 KB)

0x0C

000
Reserved

OxO0R044000

SRAM1 Code (NS) (128 KB)

Flash Bank2 memory (NS) (256 KB)

0x08040000

SRAM3 Code (NS) (64 KB)
SRAM2 Code (NS) (80 KB)

Memory viewed by ARM Cortex-M33 Application Regions 4

POWNLOAD_SECURE_CODE_REGION a

FLASH (NS) Reserved Alias Region @

DOWNLOAD_SEGURE_GODE_REGION (S) Reserved Alias Region @
FLASH (NS) 1

The linker files are copied from STM32Cube firmware of boot path, and MMT integrates all
added application regions (App_User).

Open the linker files STM32H7S318KX_OEMIROT_Appli_app.ld or
STM32H523CETX_FLASH.Id (respectively, left or right side of Figure 561)

Look at the memory definition: check the App_User declaration in the Appli project in
case of an OEM-iRoT boot path (see Figure 562 and Figure 563).
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Figure 561. Linker files location (STM32H7RS on the left, STM32H5 on the right)

-

= Binary

test

» k= Drivers

= Middlewares

(= ROT_Provisioning
v [ test_Appli (in Appli

> [

Includes

2 Core
> (2 Drivers

STM32H7S318KX_flash_default_app.ld

STM32H75318KX_OEMIROT Appli app.ld |

~ [T testH5BootPath

= Binary
L=> Drivers
L= ROT_Provisioning
L= Secure_nsclib
hd m testHSBootPath_NonSecure (in NonSecure
» ) Includes
> 2 Core
> 2 Drivers
1 STM32H523CETX FLASH.Id
i STM32H523CETX_RAM.Id

- g ] v [ testH5BootPath_Secure (in Secure
_:. STM32H?SBIBKX_RAM)(sp|_1_R0stp|2_app.: 5 Includes
i STM32H7S3I8KX_ROMxspil1_app.ld » B8 Core
1 STM32H7S318KX_ROMxspi1_RAMxspi2_app.l » 2 Drivers
‘1 STM32H7S3I18KX_ROMxspi2_app.ld |_{.n STM32H523CETX_FLASH.ld I
1 STM32H7S3I8KX_sram_app.Id ] a .
s STM32H7S3I8KX_STiROT_Appli_app.ld = mx.scratch
2 mux.scratch m testHSBootPath.ioc
Figure 562. App_User declaration (STM32H7RS)
/* Memories definition */
MEMORY
{
RAM (xrw) : ORIGIN = __RAM, LENGTH = __RAM_SIZE -_ RAM_NONCACHEABLEBUFFER_SIZE -_ RAM_CONF_FLAG_SIZE -
RAM_NONCACHEABLEBUFFER (xrw) : ORIGIN = _ RAM_NONCACHEABLEBUFFER, LENGTH = _ RAM_NONCACHEABLEBUFFER_SIZE
CONF_FLAG (rw) : ORIGIN = __RAM_CONF_FLAG, LENGTH = __RAM_CONF_FLAG_SIZE
RAMECC_HANDLER (rw) : ORIGIN = __RAM_RAMECC_HANDLER, LENGTH = _ RAM_RAMECC_HANDLER_SIZE
ITCM (xrw) : ORIGIN = ©x00ea00e0, LENGTH = 4K
DTCH (rw) : ORIGIN = ©x20000000,  LENGTH = 4K
FLASH (xrw) : ORIGIN = _ FLASH_BEGIN, LENGTH = _ FLASH_SIZE
EXTRAM (rw) : ORIGIN = __EXTRAM_BEGIN,LENGTH = __EXTRAM_SIZE

| app_User ICIED)

: ORIGIN = ©x30800000, LENGTH = 16K |

Figure 563. App_User declaration (STM32H5)

5 /%

Memor

7 MEMORY

FLASH (rx)
FLASH_NSC (rx)

ies definition */

¢ ORIGIN = ©xecel84ee, LENGTH = 19K

: ORIGIN = @x@c@ldeed, LENGTH = 4K
0 N_= By3f 2P b = 32K

(xrw) : ORIGIN = ©x30010008, LENGTH = 64K
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6 STM32CubeMX C Code generation overview

6.1 STM32Cube code generation using only HAL drivers
(default mode)

During the C code generation process, STM32CubeMX performs the following actions:

1. If it is missing, it downloads the relevant STM32Cube MCU package from the user
repository. STM32CubeMX repository folder is specified in the Help > Updater
settings menu.

2. It copies from the firmware package, the relevant files in Drivers/CMSIS and
Drivers/STM32F4_HAL_Driver folders and in the Middleware folder if a middleware
was selected.

3. It generates the initialization C code ( .c/.h files) corresponding to the user MCU
configuration and stores it in the Inc and Src folders. By default, the following files are
included:

440/636

stm32f4xx_hal_conf.h file: this file defines the enabled HAL modules and sets
some parameters (e.g. External High Speed oscillator frequency) to predefined
default values or according to user configuration (clock tree).

stm32f4xx_hal_msp.c (MSP = MCU Support package): this file defines all
initialization functions to configure the peripheral instances according to the user
configuration (pin allocation, enabling of clock, use of DMA and Interrupts).

main.c is in charge of:

Resetting the MCU to a known state by calling the HAL_init() function that resets
all peripherals, initializes the flash memory interface and the SysTick.
Configuring and initializing the system clock.

Configuring and initializing the GPIOs that are not used by peripherals.

Defining and calling, for each configured peripheral, a peripheral initialization
function that defines a handle structure that will be passed to the corresponding
peripheral HAL init function which in turn will call the peripheral HAL MSP
initialization function. Note that when LwIP (respectively USB) middleware is used,
the initialization C code for the underlying Ethernet (respectively USB peripheral)
is moved from main.c to LwIP (respectively USB) initialization C code itself.
main.h file:

This file contains the define statements corresponding to the pin labels set from

the Pinout tab, as well as the user project constants added from the
Configuration tab (refer to Figure 564 and Figure 565 for examples):

#define MyTimeOut 10

##define LD4_Pin GPIO_PIN_12
#define LD4_GPIO_Port GPIOD
#define LD3_Pin GPIO_PIN_13
#define LD3_GPIO_Port GPIOD
#define LD5_Pin GPIO_PIN 14
#define LD5_GPIO_Port GPIOD
#define LD6_Pin GPIO_PIN_15

#define LD6_GPIO_Port GPIOD

3
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Figure 564. Labels for pins generating define statements

Figure 565. User constant generating define statements

Reset Configuration

@ GPIO Settings
& User Constants

Search Constants

Constant Value
TimeOut 10

In case of duplicate labels, a unique suffix, consisting of the pin port letter and the
pin index number, is added and used for the generation of the associated define
statements.

In the example of a duplicate 12C1 labels shown in Figure 566, the code
generation produces the following code, keeping the 12C1 label on the original port
B pin 6 define statements and adding B7 suffix on pin 7 define statements:

#define I2C1l_Pin GPIO_PIN 6
#define I2C1l_GPIO_Port GPIOB
#define I2C1B7_Pin GPIO_PIN 7

#define I2C1B7_GPIO_Port GPIOB
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Figure 566. Duplicate labels
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In order for the generated project to compile, define statements shall follow strict
naming conventions. They shall start with a letter or an underscore as well as the
corresponding label. In addition, they shall not include any special character such
as minus sign, parenthesis or brackets. Any special character within the label is
replaced by an underscore in the define name.

If the label contains character strings between “[]” or “()”, only the first string listed
is used for the define name. As an example, the label “LD6 [Blue Led]’
corresponds the following define statements:

#define LD6_Pin GPIO_PIN_ 15
#define LD6_GPIO_Port GPIOD

The define statements are used to configure the GPIOs in the generated
initialization code. In the following example, the initialization of the pins labeled
Audio_RST_Pin and LD4_Pin is done using the corresponding define statements:

/*Configure GPIO pins : LD4_Pin Audio_RST Pin */
GPIO_InitStruct.Pin = LD4_Pin | Audio_RST_Pin;
GPIO_InitStruct.Mode = GPIO_MODE_OUTPUT_ PP;
GPIO_InitStruct.Pull = GPIO_NOPULL;
GPIO_InitStruct.Speed = GPIO_SPEED_LOW;
HAL_GPIO_Init (GPIOD, &GPIO_InitStruct);

4. Finally it generates a Projects folder that contains the toolchain specific files that match
the user project settings. Double-clicking the IDE specific project file launches the IDE
and loads the project ready to be edited, built and debugged.

STM32Cube code generation using Low Layer drivers

STM32CubeMX allows the user to generate peripheral initialization code based either on
the peripheral HAL driver or on the peripheral Low Layer (LL) driver.

The choice is made through the Project Manager view (see Section 4.11.3: Advanced
Settings tab).

The LL drivers are available only for the peripherals which require an optimized access and
do not have a complex software configuration. The LL services allow performing atomic
operations by changing the relevant peripheral registers content:

e  Examples of supported peripherals: RCC, ADC, GPIO, 12C, SPI, TIM, USART,...
e  Examples of peripherals not supported by LL drivers: USB, SDMMC, FSMC.

3
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The LL drivers are available within the STM32Cubel4 package:

e  They are located next to the HAL drivers (stm32I4_hal_<peripheral_name>) within
the Inc and Src directory of the
STM32Cube FW L4 V1.6\Drivers\STM32L4xx_HAL_Driver folder.

e They can be easily recognizable by their naming convention:
stm3214_lI_<peripheral_name>

For more details on HAL and LL drivers refer to the STM32L4 HAL and Low-layer drivers
user manual (UM1884).

As the decision to use LL or HAL drivers is made on a peripheral basis, the user can mix
both HAL and LL drivers within the same project.

The following tables show the main differences between the three possible STM32CubeMX
project generation options: HAL-only, LL-only, and mix of HAL and LL code.

Table 24. LL versus HAL code generation: drivers included in STM32CubeMX projects

Project configuration and Mix of HAL
drivers to be included HAL only LL only and LL Comments
CMSIS Yes Yes Yes -

Only the driver files required for a
given configuration (selection of
peripherals) are copied when the

STM32xxx_HAL_Driver iny H'AL iny I'_L Mix of.HAL.and E)I’OJeCt settings option is sgt to”

driver files driver files LL driver files | “Copy only the necessary files”.

Otherwise (“all used libraries”
option) the complete set of driver
files is copied.

Table 25. LL versus HAL code generation: STM32CubeMX generated header files

Generated Mix of HAL

header files HAL only LL only and LL Comments

This file contains the include statements and
main.h Yes Yes Yes the generated define statements for user
constants (GPIO labels and user constants).
stm32xxx_hal conf.h Yes No Yes This fllg enables the HAL modules necessary to
- - the project.

stm32xxx_it.h Yes Yes Yes Header file for interrupt handlers

This file contains the assert macros and the
stm32xx_assert.h No Yes Yes functions used for checking function

parameters.

3
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Table 26. LL versus HAL: STM32CubeMX generated source files

Generated source files

HAL only | LL only

Mix of HAL and LL

Comments

main.c

Yes Yes

Yes

Contains the main functions and, optionally,
STM32CubeMX generated functions.

stm32xxx_hal_msp.c

Yes No

Yes

— HAL_Msplnit

Contains the following functions:

— for peripherals using HAL drivers:
HAL_<Peripheral>_Msplnit,
HAL_<Peripheral>_MspDelnit,

These functions are available only for the

peripherals that use HAL drivers.

stm32xxx_it.c

Yes Yes

Yes

Source file for interrupt handlers

Table 27. LL versus HAL: STM32CubeMX generated functions and function calls

Generated
source files

HAL only

LL only

Mix of HAL and LL

Comments

Hal_init()

Called in main.c

Not used

Called in main.c

This file performs the

following functions:

— Configuration of flash
memory prefetch and
instruction and data
caches

— Selection of the SysTick
timer as timebase source

— Setting of NVIC group
priority

— MCU low-level
initialization.

Hal_msp_init()

Generated in
stm32xxx_hal_msp.c
and called by HAL _init()

Not used

Generated in
stm32xxx_hal_msp.c
And called by HAL _init()

This function performs the
peripheral resources
configuration(").

MX_<Peripheral>_lInit()

[1]: Peripheral
configuration and call to
HAL_<Peripheral>_Init()

[2]: Peripheral and
peripheral resource
configuration(!)
using LL functions

Call to
LL_Peripheral_Init()

— When HAL driver is
selected for the
<Peripheral>, function
generation and calls
are done following [1]:
Peripheral
configuration and call
to
HAL_<Peripheral>_In
it()

— When LL driver
selected for the
<Peripheral>, function
generation and calls
are done following [2]:
Peripheral and
peripheral resource
configuration using LL
functions

This file takes care of the
peripherals configuration.

When the LL driver is
selected for the
<Peripheral>, it also
performs the peripheral
resources configuration“).
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Table 27. LL versus HAL: STM32CubeMX generated functions and function calls (continued)

Generated

. HAL only LL only Mix of HAL and LL Comments
source files

Only HAL driver can be
selected for the
<Peripheral>: function
StM32xxx_hal mMsp.c generation and calls are
HAL_<Peripheral> . - done following [3]: Peripheral resources
. when HAL driver Not used . ) (1)
_Msplnit() Generated in configuration
selected for the
<Peripheral> stm32xxx_hal_msp.c
P when HAL driver
selected for the
<Peripheral>

[3]: Generated in

Only HAL driver can be
selected for the
<Peripheral>: function
Stm32xxx hal Msp.c generation and calls are
HAL_<Peripheral> == P- done following [4]: This function can be used to
. when HAL driver Not used : .
_MspDelnit() Generated in free peripheral resources.
selected for the
<Peripheral> stm32xxx_hal_msp.c
when HAL driver

selected for the
<Peripheral>

[4]: Generated in

1. Peripheral resources include:
- peripheral clock
- pinout configuration (GPIOs)
- peripheral DMA requests
- peripheral Interrupt requests and priorities.

3
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Figure 567. HAL-based peripheral initialization: usart.c code snippet

USART Peripheral initialization - HAL-based
void MX_USART1_UART Init(void)

{ Peripheral Configuration
huartl.Instance = USARTI1;
huartl.Init.BaudRate = 115200;
huartl.Init.WordLength = UART_WORDLENGTH_7B;

huartl.Init.StopBits = UART_STOPBITS_1;

if (HAL UART Init(shuartl) != HAL OK)
{
Error Handler():
}
}
void HAL UART MsplInit (UART HandleTypeDef* uartHandle)
{
GPIO_InitTypeDef GPIO_InitStruct;
if (uartHandle->Instance==USART1)
{
/* Peripheval clock enable */
__HAL RCC_USART1 CLK ENABLE():
/* USART1 GPIO Configuration */
GPIO_InitStruct.Pin = GPIO_PIN_10;
GPIC InitStruct.Mcde = GPIO MODE AF PP;
GPIO_InitStruct.Pull = GPIO_PULLUE;
HAL_GPIO_Init(GPIOB, &GPIO_InitStruct):;
}
}
void HAL UART MspDelnit (UART_HandleIypeDef* uartHandle)
{
if (uartHandle->Instance==USART1)
{

Peripheral Resources Configuration

Peripheral Resources Release

/* Peripheral clock disable */
__HAL RCC_USART1_CLK DISABLE():
/* USART1 GPIO Configuration */
HAL._GPIO DeInit (GPICA, GPIO_PIN_ 10);
HAL GPIO_Delnit (GPIOB, GPIC_PIN_6):
}
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Figure 568. LL-based peripheral initialization: usart.c code snippet

USART Peripheral Initialization using LL drivers
void MX_USART1_UART_Init (void)
{
LL USART InitTypeDef USART InitStruct:
LL_GPIO_InitTypeDef GPIO_InitStruct;
/* Peripheral clock enable */
LL APB2 GRP1 EnableClock(LL APB2 GRP1 PERIPH USART1):

/*+USARTI GPIO Configuration Peripheral Resources Configuration
PA10  ------ > USART1 RX

PBE  ------ > USART1 TX

*/

GPIO_InitStruct.Pin = LL GPIO_PIN 10;
GPIO_InitStruct.Mode = LL_GPIO_MODE_ALTERNATE;
GPIO_InitStruct.Speed = LL_GPIO_SPEED FREQ VERY HIGH:
GPIO_InitStruct.Pull = LL GPIO PULL UE;
GPIO_InitStruct.Alternate = LL GPIO_AF 7;

LL GPIO_Init(GPICA, &GPIO_InitStruct):

GPIO_InitStruct.Pin = LI GPIC PIN 6;
GPIO_InitStruct.Mode = LL _GPIO_MODE_ALTERNATE;
GPIO_InitStruct.Speed = LL_GPIO_SPEED FREQ VERY HIGH;
GPIO_InitStruct.Pull = LL GPIO_PULL UP;
GPIC_InitStruct.Alternate = LL GPIO _AF 7:
LL_GPIO_Init(GPIOB, &GPIO_InitStruct);

Peripheral Configuration
USART_InitStruct.BaudRate = 115200;
USART_InitStruct.DataWidth = LL USART_ DATAWIDIH 7B;
USART_InitStruct.StopBits = LL USART_ STOPBITS 1;
USART_InitStruct.Parity = LL_USART_PARITY NONE:
USART_ InitStruct.TransferDirection = LL USART DIRECTION TX RX;
USART_InitStruct.HardwareFlowControl = LL USART_HWCCNTROL_NCNE;
USART_InitStruct.OverSampling = LL_USART QVERSAMPLING_l6:

LL_USART_Init (USART1, &USART_InitStruct):;
LL_USART_ConfigAsyncMode (USART1):

1
Figure 569. HAL versus LL: main.c code snippet
main.c HAL-based . main.c LL-based
Inclides o e e e ] f* Includes -—----omcremt e et
#include n.h' #include "main.h"

#include “stm3214xx_hal.h" glla
#include art.h’ #include "usart.h"
#include "gpio.h' #include "gpio.h”
void SystemClock_Config(void); void SystemClock_Config(void);
void Error_Handler(void); void Error_Handler(void);
int main(void) int main(void)
{ {
/* Reset of all peripherals,
I e and the Systick ti the Flash interface and the Systick.
HAL_Init(); o= LL_Init();
/* Configure the system clock °* /* Configure the system clock *
SystemClock_Config(); SystemClock_Config();
Initialize all configured peripheral /* Initialize all configured peripherals */
MX_GPIO_Init(); MX_GPIO_Init();
MX_USART1_UART_TInit(); MX_USART1_UART_Init();
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Custom code generation

STM32CubeMX supports custom code generation by means of a FreeMarker template
engine (see http://www.freemarker.org).

STM32CubeMX data model for FreeMarker user templates

STM32CubeMX can generate a custom code based on a FreeMarker template file (.ftl
extension) for any of the following MCU configuration information:

e List of MCU peripherals used by the user configuration

e List of parameters values for those peripherals

e List of resources used by these peripherals: GPIO, DMA requests and interrupts.
The user template file must be compatible with STM32CubeMX data model. This means
that the template must start with the following lines:

[#£t1]

[#1list configs as dt]

[#assign data = dt]

[#assign peripheralParams =dt.peripheralParams]

[#assign peripheralGPIOParams =dt.peripheralGPIOParams]

[#assign usedIPs =dt.usedIPs]

and end with

[/#1ist]

A sample template file is provided for guidance (see Figure 570).

STM32CubeMX will also generate user-specific code if any is available within the template.

As shown in the example below, when the sample template is used, the ftl commands are
provided as comments next to the data they have generated:
FreeMarker command in template:
${peripheralParams.get ("RCC") .get ("LSI_VALUE")}
Resulting generated code:
LSI_VALUE : 32000 [peripheralParams.get ("RCC") .get ("LSI_VALUE")]

Figure 570. Default content of the extra_templates folder

[ s

e §Cv| « db » extra_templates i | "f|| Search extr... 2
Organize = Include in library - Share with « Bum » &= = [T 'l';_l.-
4 STMicroelectronics * Mame -
4 S5TM32Cube :
|| RTE_Device _h_fil
4 STM32CubelX_4_6 || sample_h_ftl

4 db
extra_templates

U

mlimine
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Saving and selecting user templates

The user can either place the FreeMarker template files under STM32CubeMX installation
path within the db/extra_templates folder or in any other folder.

Then for a given project, the user will select the template files relevant for its project via the
Template Settings window accessible from the Code Generator Tab in the Project
Manager view menu (see Section 4.11)

Custom code generation

To generate custom code, the user must place the FreeMarker template file under
STM32CubeMX installation path within the db/extra_templates folder (see Figure 571).

The template filename must follow the naming convention <user filename>_<file
extension>.fil in order to generate the corresponding custom file as <user filename>.<file
extension>.

By default, the custom file is generated in the user project root folder, next to the .ioc file
(see Figure 572).

To generate the custom code in a different folder, the user shall match the destination folder
tree structure in the extra_template folder (see Figure 573).

Figure 571. extra_templates folder with user templates

= e |
@-uvl « STM32CubeMX 4 6_A8 » db » exra templates » - | 43 || Search et P
Organize = = Open Includein library = Share with = = §= = [ .@.
STM32CubeMX_4_6 < Name :
db
extra_templates ;
|| MiyFile_h.ftl
rmecu
. RTE Device_h_ftl
plugins
|| sample_h.ftl
templates
|| sample_h_ftl
. help
- 4 m I P
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Figure 572. Project root folder with corresponding custom generated files

o ] = E |
@Uv| . € Custom Code project » CustomCodeGen » v|+'7 H Search Cus... P'
Organize = Include in library « Share with + Burn New folder ==« [ @
4 CustomCodeGen - Mame “ i
. Drivers .
J Drivers 1
) Inc
J Inc 1
J Mylnc
) ) Mylnc 1]
. Projects .
. Projects 1
) Src
B ) Src 1
B || .mxproject 1
@' CustomCodeGen.ioc 1
L | MyFile.h 1
1
1
- | 1 o r

Figure 573. User custom folder for templates

' e |
- -

@UQ' .« db » extra_templates » Mylnc - "7 | | Search Mylnc 0 |
Organize » Include in library = Share with « Burn  » == « i r@
4 |, STM32CubeMX_4.6 “  Name i

4 | db
| Mylnc_h.ftl
4 || extra_templates

( . Mylnc )

| mcu (N
. plugins
| templates
. help v 4 1 | |
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Figure 574. Custom folder with corresponding custom generated files

o[BS

P

@Uv’ <« CustomCodeGen » Mylnc - |+¢ } | Search Mylnc 0O '
Organize = Include in library « Share with - Burn > 3= = \j] '9'
4 CustomCodeGen = Name #

Drivers
| Mylnc.h
Inc
( Mylnc )

. Projects
y Src

e |

Additional settings for C project generation

STM32CubeMX allows specifying additional project settings through the .extSettings file.
This file must be placed in the same project folder and at the same level as the .ioc file.

As an example, additional settings can be used when external tools call STM32CubeMX to
generate the project and require specific project settings.

Possible entries and syntax

All entries are optional. They are organized under the followings three categories:
ProjectFiles, Groups or Others.

e [ProjectFiles]: section where to specify additional include directories
Syntax
HeaderPath = <include directory 1 path>;< include directory 2 path >
Example
HeaderPath=../../IIR Filter_int32/Inc ;
e [Groups]: section where to create new groups of files and/or add files to a group
Syntax
<Group name> = <file pathnamel>;< file pathname2>
Example
Doc=$ PROJ_DIRS\..\readme.txt
Lib=C:\libraries\mylibl.1lib; C:\libraries\mylib2.1lib;

Drivers/BSP/MyRefBoard = C:\MyRefBoard\BSP\board init.c;
C:\MyRefBoard\BSP\board_init.h;

e [Others]: section where to enable HAL modules and/or specify preprocessor define
statements

—  Enabling preprocessor define statements

Preprocessor define statements can be specified using the following syntax after
the [Others] line:

Syntax

Define = <definel_ name>;<define2 name>
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Example
Define= USE_STM32F429I_DISCO
—  Enabling HAL modules in generated stm32f4xx_hal_conf.h
HAL modules can be enabled using the following syntax after the [Others] line:
Syntax
HALModule = <ModuleNamel>; <ModuleNamel>;
Example
HALModule=I2S;I2C

.extSettings file example and generated outcomes

For the purpose of the example, a new project is created by selecting the
STM32F429I-DISCO board from STM32CubeMX board selector. The EWARM toolchain is
selected in the Project tab of the Project Manager view. The project is saved as
MyF429IDiscoProject. In the project folder, next to the generated .ioc file, a .extSettings text
file is placed with the following contents:

[Groups]

Drivers/BSP/STM32F429IDISCO=C:\Users\frqg09031\STM32Cube\Repository\STM3
2Cube_FW F4 V1.14.0\Drivers\BSP\STM32F429I-

Discovery\stm32£f429i_ discovery.c;
C:\Users\frqg09031\STM32Cube\Repository\STM32Cube_FW F4_V1.14.0\Drivers\
BSP\STM32F429I-Discovery\stm32£f429i_ discovery.h

Lib=C:\Users\frqg09031\STM32Cube\Repository\STM32Cube_FW F4_V1.14.0\
Middlewares\Third_ Party\FreeRTOS\Source\portable\IAR\ARM CM4F\portasm.s

Doc=$PROJ_DIRS$\..\readme.txt

[Others]

Define = USE_ STM32F429I_DISCO
HALModule = UART;SPI

Upon project generation, the presence of this .extSettings file triggers the update of:

e the project MyF429IDiscoProject.ewp file in EWARM folder (see Figure 575)

o the stm32f4xx_hal_conf.h file in the project Inc folder (see Figure 576)

e the project view within EWARM user interface as shown in Figure 577 and Figure 578.

3
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Figure 575. Update of the project .ewp file (EWARM IDE)
for preprocessor define statements

<ssttings>
<name>ICCARM< /nams>

<archiveVersion>2</archiveVer=sion>

<data>

<version>28</version>
<wantNonLocal>1</wantNonLocal>
<debug>l</debug>
<option>
<name>CCDefines</name>
<state>USE HAL DRIVER</state>
{=+;+=3cvﬁ;9wiguvv{fa+;+=3
<state>USE STM32F4291 DISCO</=state>
</option> = =

Figure 576. Update of stm32f4xx_hal_conf.h file to enable selected modules

stm32f4ux_hal_conf.h |

#*% #define HAL HCD MODU

/* #define HAL RTC MODULE ENABLED  */
/* #define HAL SAT MODULE ENABLED  +/
/* #define HAL SD MODULE ENABLED  */

/* #define HAL MMC MODULE ENABL
$define HAL SPI_MODULE ENABLED
/* $define HAL TIM MODULE ENABLED  +/
$define HAL UART_MODULE_ENABLED

/* $define HAL USART MODULE ENABLED  +#/

/* #define HAL TRDAZ MODULE ENABLED  #/
/* #define HAL SMARTCARD MODULE ENABLED #/
/* #define HAL WADG MODULE ENABLED +/
/* #define HAL BCD MODULE ENABLED #/
LE ENABLED %/

Figure 577. New groups and new files added to groups in EWARM IDE

MyF423IDiscoProject

Files &
B F MyF429IDiscoProject - MyF429ID... v
—E (1 Application
= C1Doc

LB readme td
& [ Orrvers

FeaBsP

| LarasTMIzF4291DISCo

|  H@E ) stm3Ria28i_discovery.c

| L— [ stm3zf429i_discovensh

[ i =

C1SThI2Fdoc_HAL_Driver
= lb

L3 b portasm.s

L& (] Output
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Figure 578. Preprocessor define statements in EWARM IDE

Options for node "test” - p— i
Categony. B Factary Satings
: [ Mutti<ile Compilation l
General Opbons: -
I Static Analysi r Discard Unused Publics
Runtime Checking | Language 1| Language 2 | Code | Optimizations | Output | List | Preproce: « [ »
. S SR B . a1 e e s e e . e B i e el - -
Assembiler
Output Converter [ lignare standard include directories
::dm Buid Additional include dwectories: (one per ling)
" e $PROJ_DIRS/. fInc ™
SPROJ_DIRS/. Drvers/STM32F4xx_HAL_Driver/lnc =
Debugger $PROJ_DIRS/ [Drivers/STM32F4ix_HAL_Driver/lncjLegacy =
Sirmudator = SPROJ_DIRS/ Dnvers/CMSIS/Device/S TS TM32F dofInclude
Angel $PROJ_DIRS/ [Drivers/CMSIS Include -
CADE Preinclude file:
CMSIS DAP
GDB Server m
LAR ROM-monitor Defined symbols: (ane per line) o
| I-jet/TTAGIet USE_HAL_DRIVER - || Preprocessor output to file
: STMIZF42%x Presernve comments
JLink[1-Trace £
TI Stellacis [:. USE_STM32F4291_DISCO ) Generate #line duectives
Maraigor
PE micro [
RO
STLINE
!L_ Third-Party Driver = [ oK ] [ Cancel I H
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Code generation for dual-core MCUs
(STM32H7 dual-core product lines only)

For working with Arm Cortex-M dual-core products, STM32CubeMX generates code for
both cores automatically according to the context assignment and initializer choices made in
the user interface (see Section 4.8: Pinout & Configuration view for STM32H7 dual-core
products for details).

Figure 579. Code generation for STM32H7 dual-core devices

Context and Initializer assignment Generated project
Pinout & Configuration M4
: M7
Categories | A=S2 — Common
: Initializer Drivers
] ]
/] O EWARM
| /] -
™ ] | ] .mxproject
H H m STM32H747_dualcore_project1.ioc
O O

° Project - IAR Embedded Workbench IDE - Arm 8.32.3¥ Project opened in IDE.
File Edit View Project ST-lLink Tools Window Help
NN ED = XKDO OC ME¥e!

Workspace v o X

Select the context to
STM32H747_dualcore_project! _Ch4 = work with
STM32H747 dualcore projectl Chd

STM32H747_dualcore_project]_CM7
£ @ STM32H747 _dualcore_project] - STM32H7... v
1 M Application
=1 Bl EVWARM
| [ startup_stm32h747x_Ch4.s °
| L— 1 startup_stm32h747x<_CM7.5
o User [ ]
] W Drivers
B CMSIS °
B STM32H70_HAL_Driver °
 Output

Generated initialization code

The code is generated in CM4, CM7 and Common folders. The Common folder holds the
system_stm32h7xx.c, that contains the clock tree settings.

When a peripheral or middleware is assigned to both contexts, the function
MX_<name>_init will be generated for both contexts but will be called only from the
initializer side.
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Generated startup and linker files

Each configuration (_M4 or _M7) of the project shall come with a startup file and a linker file,
each suffixed with _M4 or _M7 respectively.

Figure 580. Startup and linker files for STM32H7 dual-core devices

EWARM C Mame B
settings
STM32H7AT_dualcore_project]_CM4
9 Project.eww
startup_stm32h 7470 Ch4.s
startup_strm32h 747 CMT.s
STM32H7AT_dualcore_project].ewd
STM32H7AT_dualcore_projectl.ewp
strm32h 74 o dtcmram_CM7Ticf
stm32h 7470 flash_Chd.icf
stm32h 7470 flash_CMT.icf
strm32h 7470 flash_rw_sram1_CM7.icf
strm32h 7470 flash_rw_sram2_Ch4.icf
stm32h 7470 sram1_CM7T.icf
stm32h 74T sramd_CMWA4Licf

Generated boot mode code

STM32CubeMX supports only one mode of boot for now, where both ARM Cortex-M cores
boot at once.

The other boot modes will be introduced later as a project option in the project manager

view:

e Arm Cortex-M7 core booting, Arm Cortex-M4 gated

e Arm Cortex-M4 core booting, Arm Cortex-M7 gated

e  Afirst core booting executing from flash, loads the second core code to the SRAM then
enables the second core to boot.

STM32CubeMX uses template files delivered with STM32CubeH7 MCU packages as
reference.

3
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Code generation with TrustZone enabled (STM32L5

series only)

In STM32CubeMX project manager view, all project generation options remain available.

However, the choice of toolchains is limited to the IDEs/compilers supporting the

Cortex®-M33 core:

not.

EWARM v8.32 or higher

MDK-ARM v5.27 or higher (ARM compiler 6)
STM32CubelDE (GCC v4.2 or higher)
Makefile (GCC v4.2 or higher)

Upon product selection, STM32CubeMX requires to choose between enabling TrustZone or

e  When TrustZone is enabled, STM32CubeMX generates two C projects: one secure

and one nonsecure. After compilation, two images are available for download, one for

each context.

e  When TrustZone is disabled, STM32CubeMX generates a nonsecure C project, as for

other products not supporting it.

Specificities

When TrustZone is enabled, the project generation must be adjusted to ensure that secure

and nonsecure images can be built.

Figure 581. Building secure and nonsecure images with ARMv8-M TrustZone

Mon-secura Reglon

Mon-sacure code

- _—
b entry2
Bl eniry3
bl entryd

|
Mon-secure application

Secure region that is non-secure callable

HSC Reglon

| Wector of secure gateway |
VENEEs

w Nty

5G
BW _ acle_se_entryl |

w ONiry2

56
BW __acle_se_entry2 |

»= eniry3

3G
BW __acle_se_entryd |

Lamrj-t

5G
BW __acle se_enfryd |

NSC library file shared to
non-secure application for link
["gateway lo secure world™)

Secure Reglon
o entry1 function
o« entry2 function

o #ntry3function

entry4 function

Stack

) Secure Internal
code functions
Scune data
Heap Global data

Secure application

NSC region and secure region must be declared
in secure application scatter file
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NonSecure for nonsecure code
Secure for secure code
Secure_nsclib for nonsecure callable region

When TrustZone is enabled for the project, STM32CubeMX generates three folders:

See Figure 582 (use TZ_BasicStructure_project_inCubelDE.png) and Figure 583 (use
STM32L5 STM32CubeMX_Project_settings _inCubelDE.png).

Figure 582. Project explorer view for STM32L5 TrustZone enabled projects

75 Project Explorer 33 ==
~w LI stm32I5_TZ_BasicStructure_project1
w E stm3215_TZ_BasicStructure project] NonSecure (in MonSecure)

[ap! Includes Secure_nsclib
(2R Drivers 4 secure_nsc.h
w 3 Src
[€ main.c

[€] stm3215:¢_hal_msp.c
[] stm3215m it.c
[€] syscalls.c
] sysmem.c
[€] system_stm32I50_ns.c <
w 2 Startup
[8] startup_stm321562cetx.s
v [= Inc
main.h
st 3215 _hal_conf.h
l5| stm32150it.h
w STM32L362CETX_FLASH.Id &
= STM32L562CETK RAMLID &
w E st 3215_TZ_BasicStructure_project]_Secure (in Secure)
[ap! Includes
(28 Drivers
w 2 Src
[ main.c
[€] secure_nsc.c &
] stm3215m_hal_msp.c
[€] stm325ecit.c
[g] syscalls.c
[€] sysmem.c
[€] system_stm3215mc_s.c &
w 2 Startup
(8] startup_strm321562cets
v [= Inc
main.h
partition_stm3215620ch &
st 3215 _hal_conf.h
l5| stm32150it.h
w STM32L362CETX_FLASH.Id &
= STM32L562CETX_RAM.Id &~

= 0

UM1718 Rev 51

3




UM1718

Code generation with TrustZone enabled (STM32L5 series only)

3

Figure 583. Project settings for STM32CubelDE toolchain

Froject Settings
Project Name

|stm32|5_TZ_EEE|sicStrLlctLlre_prnject 1

Project Location

|C \WSTM32CubeMX_Projects

Application Structure

Toolchain Folder Location

[ Do not generate the main()

~ Toolchain / 1DE

STM32CubeMX also generates specific files, detailed in Table 28.

Table 28. Files generated when TrustZone is enabled

Example: partition_stm321552xx.h

File Folder Details
Initial setup for secure/nonsecure zones for
ARMCM33 based on CMSIS CORE V5.3.1
The product core secure/nonsecure partition_ ARMCM33.h Template.
partitioning .h “template” file Secure It initializes Security attribution unit (SAU)

CTRL register, setup behavior of Sleep and
Exception Handling, Floating Point Unit and
Interrupt Target.

secure_nsc.h file

Secure_nsclib

Must be filled by the user with the list of
nonsecure callable APls.

Templates are available as reference in
STM32L5Cube embedded software package
in Templates\TrustZone®\Secure_nsclib
folders.

System_stm32I5xx_s.c

Secure

CMSIS Cortex-M33 device peripheral access
layer system source file to be used in secure
application when the system implements
security.
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Table 28. Files generated when TrustZone is enabled (continued)

File Folder Details
CMSIS Cortex-M33 device peripheral access
System_stm3215xx_ns.c NonSecure layer system source file to be used in
nonsecure application when the system
implements security.
STM32L562CETX_FLASH Linker files for the secure and nonsecure
memory layouts.
STM32L562CETX_RAM . : . .
Secure, File extensions and naming conventions:
;rTM32L552CETX FLASH NonSecure = icf (EWARM)
STM32L552CETX_RAM ~ 86t (MDR-ARM), or
- — .Id (GCC compiler toolchains)
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Device tree generation (STM32MPUs only)

The Device tree in Linux is used to provide a way to describe non-discoverable hardware.
STMicroelectronics is widely using the device tree for all the platform configuration data,
including DDR configuration.

Linux developers can manually edit device tree source files (dts), but as an alternative
STM32CubeMX offers a partial device-tree generation service to reduce effort and to ease
new comers. STM32CubeMX intends to generate partially device trees corresponding to
board level configuration. Partial means that the entire (board level) device-trees are not
generated, but only main sections that usually imply huge efforts and can cause compilation
errors and dysfunction:

e folders structure and files to folders distribution
e dtsi and headers inclusions

e pinCtrl and clocks generation

e  System-On-Chip device nodes positioning

e multi-core related configurations (Etzpc binding, resources manager binding,
peripherals assignment)

Device tree overview

To run properly, any piece of software needs to get the hardware description of the platform
on which it is executed, including the kind of CPU, the memory size and the pin
configuration. OpenSTLinux firmware has put such non-discoverable hardware description
in a separate binary, the device tree blob (dtb). The device tree blob is compiled from the
device tree source files (dts) using the dtc compiler provided with the OpenSTLinux
distribution.

The device tree structure consist of a board level file (.dts) that includes two device tree
source include files (.dtsi): a soc level file and a —pinctrl file, that lists the pin muxing
configurations.

The device tree structure is very close to C language multiple level structures with the
“root” (/) being the highest level then “peripherals” being sub-nodes described further in the
hierarchy (see figures 584, 585 and 586).

STM32CubeMX generation uses widely overloading mechanisms to complete or change
some SOC devices definitions when user configurations require it.
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Figure 584. STM32CubeMX generated DTS — Extract 1

System and Board information

\h model = "STMicroelectronics custom STM32CubeMX board™;
compatible = "=t,=2tm32mplSTc-projectZ-pmx", "=t,stm32mplST";
memory@c0000000 |

/* USER CODE BEGIN rpot */ ) ) —_—
/% USER CODE END root %/ 4— User customization

clocks { <4— Full clock configuration
clk_lsi: glk-lsi {

fclock-cells = <0>;

compatible = "fixed-clock";

clock-frequency = <32000>;
u-boot, dn-pre-relog;

}i /¥root¥/

spingtrl [ <— Pin control configuration, including GPIO configuration
u-boot, dn-pre-relos;
timl _pins mx: timl mx-0 {
pins |
pipmus = <STM32 PINMUX('A', 8, AF1)>, /% TIM1 CHL */
<STM32 PINMUX ('ZR', 9, AF1l)>; /* TIML CH2 */

bias-disable;
driwve-push-pull;
slew—rate = <0>;

Figure 585. STM32CubeMX generated DTS — Extract 2

&mé4_rproc{ 4— Multi-core management
recovery;

mé4_system resources{

status = "okay";

/% USER CODE BEGIN m4_ system resources */
/* USER CODE END mé4_system resources */

status = "okay";

/* USER CODE BEGIN m4_rproc */
/* USER CODE END mé4_rproc */

gm4 timersl{ <4—— Peripheral assignment to Cortex-M4 run time context
pingtrl-names = "rproc_default", "rproc_sleep";
pABGErL-0 = <&timl pins mx>;
pingtrl-1 = <&timl sleep pins mx>;

status = "okay";

/* USER CODE BEGIN m4 timersl */
/* USER CODE END m4_timersl */

3
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Figure 586. STM32CubeMX generated DTS — Extract 3

stimers2 | Peripheral node structure with PinCtrl configuration

status = "okay";

/* USER CODE BEGIN timers2 */
/* USER CODE END timers2 */

Rl
pingtrl-—names = "default", "sleep";
pingtrl-0 = <&tim2 pwm pins mx>;
pinctrl-1 = <&tim2 pwm sleep pins_mx>;

status = "okay";

/* USER CODE BEGIN timers2 pwm */
/* USER CODE END timers2 pwm */

bi

/* USER CODE BEGIN dts_addons */
/* USER CODE END dts_addons */

For more details refer to “Device Tree for Dummies” from Thomas Petazzoni, available on
https://elinux.org.

For more information about STM32MPUs device tree specificities, refer to ST Wiki
https://wiki.st.com/stm32mpu.

STM32CubeMX Device tree generation

For STM32MPUs, STM32CubeMX code generation feature has been extended to generate
Device trees (DT) configuring the firmware.

DTS generation is accessible through the same | cl=iISzLqF=nslels|=i8  button.
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The DT generation path can be configured from the Project Manager view, in the Advanced
Settings tab, under OpenSTLinux Settings (see Figure 587). For each Device tree
STM32CubeMX generates Device tree source (DTS) files.

Figure 587. Project settings to conflgure Device tree path

m STM32CubeMX STM32MP1, Testl ioc*: STM32MP151CAAx

STM32 r’ File Window Help
Cuheh‘

OpenSTLinux Settings
DeviceTree Root Location ]
[C-\STM32CubeMX_Projects\STM32MP15_Project\DeviceTree [~ |
Manifest Version

lopenstlinux-4.19-thud-mp1-19-01-11 |

Advanced Settings

P -
I STM32MP15_Project # Name

: | . DeviceTree
Manifest Content I kemel

Firmware Name Community Version Drivers

; L tf-a
Linux 419 ) Inc
Cube STM32Cube FW_MP1 V1.0.0 | u-boot
U-Boot 2018.11 & Src
TE-A 20 || SwasTM32

The Device tree structure consists of:

e acomplete clock-tree

e acomplete pin control

e acomplete multi-cores references definition

e a set of device nodes and sub-nodes

e user sections that can be filled to have complete and bootable Device trees (contents
are not lost at next generation).

The generated DTS files reflect the user configuration, such as the assignment of
peripherals to runtime contexts and boot loaders, or clock tree settings.

STM32CubeMX DT generation ensures the coherency between the different DTs.
Additionally, it generates the DDR configuration file as part of the boot loader Device trees.

These files, along with the files they include, are compiled to create the device tree blob for
the targeted firmware.

The STM32CubeMX Device tree structure depends upon the targeted firmware and, in a
few cases, upon the OpenSTLinux manifest version and/or the MPU family. The structures
are detailed in https://wiki.st.com/stm32mpu/wiki/Category:Platform_configuration.

The device tree nodes generated by STM32CubeMX can be completed by filling the user
sections following the device tree bindings of the different firmware.

Note: To continue the process and learn how to use the generated files, see the dedicated Wiki
pages for MPUs.

3
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Support of additional software components using
CMSIS-Pack standard

The CMSIS-Pack standard describes a delivery mechanism for software components,
device parameters, and evaluation board support.

The XML-based package description (pdsc) file describes the content of a software pack
(file collection). It includes source code, header files, software libraries, documentation and
source code templates. A software pack consists of the complete file collection along with
the pdsc file, shipped in ZIP-format. After installing a software pack, all the included software
components are available to the development tools.

A software component is a collection of source modules, header and configuration files as
well as libraries. Packs containing software components can also include example projects
and user code templates.

Refer to http://www.keil.com website for more details.

STM32CubeMX supports third-party and other STMicroelectronics embedded software
solutions, delivered as software packs. STM32CubeMX enables to:

1. Install software packs and check for updates (see Section 3.4.5).

2. Select software components for the current project (see Section 4.15). Once this is
done, the selected components appear in the tree view (see Figure 588).

3. Enable the software component from the tree view (see Figure 589). Use contextual
help to get more details on the selection.

4. Configure software components (see Figure 589). This function is possible only for
components coming with files in STM32CubeMX proprietary format.

5. Generate the C project for selected toolchains (see Figure 590).
a) Software components files are automatically copied to the project.

b) Software component configuration and initialization code are automatically
generated. This function is possible only for components coming with files in
STM32CubeMX proprietary format.
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Figure 588. Selecting a CMSIS-Pack software component

m Software Packs Component Selector X

acks

= Qﬁ) 0 > Show components for context: (Cortex-M7 ~

[ Pack/Bundie/Component | Status | Version |  Selection [ |
RoweBots_-CUBE-UNISONRTOS l 55044 @

©

@

@

©

@

©

]

©

SEGGER I-CUBE-embOS 1206
STMicroelectronics. X-CUBE-Al 6.0.0 v
STMicroelectronics X-CUBE-ALGOBUILD 120 v
STMicroelectronics. X-CUBE-AZRTOS-H7 1.0.0

v STMicroelectronics X-CUBE-BLE1

v

Basic v

VOV OV VWV

~ Wireless BlueNRG-MS
BlueNRG-MS / Controller
BlueNRG-MS / HCI_TL
BlueNRG-MS / HCI_TL_INTERFACE
BlueNRG-MS / Utils

UserBoard v

~ Device BLE1_Applications 6.1.0

Application ISensorDemoBLESensor v

> STMicroelectronics X-CUBE-BLE2 3.20 v

&3

Figure 589. Enabling and configuring a CMSIS-Pack software component

Pinout & Configuration Clock Configuration

Additional Softwares v Pinout

Q ~ STMicroelectronics X-CUBE-BLE1.4.2.0 Made and Configuration
:

System Core 5 Wireless BlueNRG-MS
Wireless Application
Analog ’ Click to enable the component in this project
-
Timers g As neede,
-
Connectivity 5 adjust the component parameters here
& Pararmet gs | @ L: nts .t
Multimedia 5y [Configure the below parameters - |
Security > © © o
~ Log & Debug
Computing Click to display ~ DEBUG No debug message (0)
Mode & Conﬁguration panelsF'RlNT_CSV_FDRMAT CSV format message print disabled (0)

Middleware > ~ HCI Basic Parameters

HCI_READ_PACKET_SIZE 128 Bytes reserved for HCI Read Packet
Additional Software e HCI_MAX_PAYLOAD_SIZE 128 Bytes reserved for HCI Max Payload

. ~ Connection Parameters (for expertus...

Scan Interval (SCAN_P) 16384
O Scan Window (SCAM_L) 16384

Supenvision Timeout (SUPERV_... &0

Min Connection Period (COMMN_... 40
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Figure 590. Project generated with CMSIS-Pack software component

' Project - IAR Embedded Workbench IDE - Arm ﬂﬂ‘-

File Edit WView Project 5T-Link Tools Window Help

N ED = AR 2C £ G2

| |sacﬁun? -
Files g =
El @ section? - section? o
=1 W Application
I—EI B EVYARM
L@ [@ startup_stm32I0530c s .
M User
[£] app_bluenrg-ms.c .
[£] main.c .
[l sensor_serdce.c .
8 [ stm 3210 _hal_msp.c .
L@ ) stm32ibo_itc .
—=1 W Drivars
H ChMSIS ™
M STM32L00c_HAL_Diriver .
M Middlewares
AE?_;: SThicroelectronics_BlueNRG-MS
8 Documentation
=E W Wireless /Controller .
@ i Wirelass /HCTL/Basic .
Lm il Wirelass/Utils *
_i;_ Outpt
[ sechony.out L]
UM1718 Rev 51 467/636




Tutorial 1: From pinout to project C code generation using an MCU of the STM32F4 series

1 Tutorial 1: From pinout to project C code generation
using an MCU of the STM32F4 series

This section describes the configuration and C code generation process. It takes as an
example a simple LED toggling application running on the STM32F4DISCOVERY board.

11.1 Creating a new STM32CubeMX project

1. Select File > New project from the main menu bar or New project from the Home
page.

2. Select the MCU/MPU Selector tab and filter down the STM32 portfolio by selecting
STM32F4 as 'Series', STM32F407 as 'Lines’, and LQFP100 as 'Package’ (see
Figure 591).

3. Select the STM32F407VGTx from the MCU list and click OK.

Figure 591. MCU selection

[ New Project x
| MCUIMPU Selectors| Board Selector | Example Selector | Cross Selector
MCU/MPU Filters
= - : 7
[J;‘ E ) Featu... Block Diagr... Docs & Resour.. CAD Resour.. [ patash... > start Proj...
Commercial STM32F407 - STM32F4 Series
Part Number e l
High-performance foundation line, Arm Cortex-M4 core with DSP
Q v + - SR kyI LAY ca Bl and FPU, 1 Mbyte of Flash memory, 168 MHz CPU, ART
Accelerator, Ethernet, FSMC
PRODUCTINEG ’ I -_AGYIVE Unit Price for 10kU (USS) : 5.8519
> Product is in mass ‘
Segient : production Board: STM32F407G-DISC1 LQFP 100 14x14x1.4 mm
Series
Line The STM32F405xx and STM32F407xx family is based on the high-performance Am® Cortex®-M4 32-bit RISC core
operating at a frequency of up to 168 MHz The Cortex -M4 core features a floating-point unit (FPU) single precision
Marketing Status > which supports all Arm single-pi p ir and data types. It also implements a full set of
Price
Package > MCUs/MPUs List: 24 items ¢t Export
Core 2 |- | Commercial Part No___[Part No|_Reference | Marketin. X| Board X _____Package ___|.X|X| Fiash X|Frequency]
Coprocessor > STM32FAO7IGHETR . STM32F4.. Active UFBGA 176+25 10x10x0. 1024 kByt... 168 MHz
STM32F407IGH7 " STM32F4... Active UFBGA 176+25 10x10x0.... ... ... 1024 kByt... 168 MHz.
STM32F407IGT6 STM32F4... Active LQFP 176 24x24x1.4 mm 1024 kByt... 168 MHz
MEMORY il STM32F407IGT7 STM32F4... Active LQFP 176 24x24x1.4 mm . ... 1024 kByt... 168 MHz
STM32F407VET6 STM32F4... Acti LQFP 100 14x14x1.4 512 kBytes 168 MH:
Flash From 512 to 1024 (kBytes) STM... ctive 1.4 mm o= z
® " @ STM32F407VETETR STM32F4... Active LQFP 100 14x14x1.4 mm ... ... 512 kBytes 168 MHz
512 1024 STM32F407VGT6 STM32F4... Active LQFP 100 14x14x1.4 mm ... ... 1024 kByt... 168 MHz
EEPROM = 0 (Bytes) v STM32F407VGTEJ STM32F4... Obsolete LQFP 100 14x14x1.4 mm 1024 kByt... 168 MHz
L4 AT sACANTUATATA  aTae eTaiaara  Aoio PN NPT APPRPPS annaLns ace e

STM32CubeMX views are then populated with the selected MCU database (Figure 592).
Optionally, remove the MCUs Selection bottom window by deselecting Window > Outputs
submenu (see Figure 593).
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Figure 592. Pinout view with MCUs selection

I STM32CubeMX Untitled: STM32F407VGTx

- o
=
sTmz N i i n -}(:‘
i File Window Help a @ u X O @ N/ 4

X

Pinout & Configuration Clock Configuration Project Manager
v Software Packs
Q ~ o) : £ Pinout view === System view
Categories | A->Z - ]
L N
System Core >
Analog >
Timers >
. STM32F407VGTx
Connectivity >
LQFP100
Multimedia >
Security >
Computing > —
O} i Q = all Q ~ | Unused GPIOs: [82/82
Middleware and Software Pa...>
avw
IMCUs Selection | Output | IPs assignment rules | Pin to pin compatibility | Compatible MCUs
[ seies ] e ] we ] on_ ] Package | _RequiedPeripherals ]
©STM32F4 STM32F407/417 STM32F407VGTx STM32F407VGT6 LQFP100 None
STM32F4 STM32F407/417 STM32F407VGTx STM32F407VGT6J LQFP100 None
STM32F4 STM32F407/417 STM32F407VGTx STM32F407VGTETR LQFP100 None
[ STM32CubeMX Untitled: STM32F407VGTx X

smcr? File Window Help 2 Bflox Oa 9(: <72

STM32F407VGTx Untitled - Pinout & Configuration GENERATE CODE

Pinout & Configuration Clock Configu

v Software Packs ~ Pinout

al ~] : == System view
Categories | A->Z :
System Core >
Analog >
Timers >
Connectivity > STM32F407VGTx
LQFP100
Multimedia >
Security >
Computing >

Middleware and Software Packs>

o} o Q = &l Q | Unused GPIOs:

aw

Configuring the MCU pinout

For a detailed description of menus, advanced actions and conflict resolutions, refer to
Section 4 and Appendix A.
1. By default, STM32CubeMX shows the Pinout view.

2. By default, [ |Keep Current Signals Placement is unchecked, allowing STM32CubeMX to
move the peripheral functions around and to find the optimal pin allocation (the one that
accommodates the maximum number of peripheral modes).

Since the MCU pin configurations must match the STM32F4DISCOVERY board,
enable [ |keep current Signals Placement for STM32CubeMX to maintain the peripheral
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function allocation (mapping) to a given pin. This setting is saved as a user preference,
to be restored when reopening the tool or when loading another project.

3. Select the required peripherals and peripheral modes:

a) Configure the GPIO to output the signal on the STM32F4DISCOVERY green LED
by right-clicking PD12 from the Pinout view, then select GPIO_output:

Figure 594. GPIO pin configuration

GPIC_Cutput

b) Enable a timer to be used as timebase for toggling the LED. This is done by

selecting Internal Clock as TIM3 clock source from the peripheral tree (see
Figure 595).

Figure 595. Timer configuration

I STM32CubeMX Untiled: STMI2I407VGTx

- ®
.
sz File Window Hel SE O) @ x:
Cubeni P f D X0 ax Ly
STM32F407VGTx Untitled - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration ‘ Project Manager Tools
v Software Packs Vv Pinout
Q @ TIM3 Mode and Configuration 1 @ Pinout view System view
| Categories | > |
—— s Siave Mode Disable
Trigger Source Disable
et 4 Clock Source |Internal Glock >
Timers
RTC isa v
M1 o
TiM2 ey
RN Gombined Channels [Disable v
TiM4 e
TIMS M
TIMG
M7 B,
bleg [ One Puse Moda
TiMg
Lot Reset Configuration
iy STM32F407VGTx
Configure the below parameters LQFP100
Gonmestiily > | o
 Gounter Sattings
Multimedia > Prescaler (PSC - 16 bits value) o
Counter Mode u
o— > Counter Period (AutoReload Register - 16 ... 65535
Internal Clock Division (CKD) No Division
Gomputing > auto-reload preioad Disable
 Trigger Output (TRGO) Parameters
Middleware and Sof.. Master/Slave Mode (MSM bit) Disabl effect not delayed)
Trigger Event Selection Resat Mx_EGR)
” = & Q - || Unused GP
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¢) You can also configure the RCC to use an external oscillator as clock source (see
Figure 596).

] STM32CubeMX Uniited: STM32FAOTVGT 8 X
P
“Tiiue s - o xOaxbr
GENERATE CODE
Clock Configuration Project Manager
v Software Packs
Q| v & RCC Mode and Configuration ; @ Pinout view System view
EOEEa T —— 1
= »
Bytinmier: High Spesd Ciock (HSE) BY PASS Clock Source
Low Speed Clock (LSE) [Disable
oMA 0 Master Clock Output 1
Mem0 ] Mester Giock Output 2
oG
v nIC [ Audio Clock Input (128_CKIN)
[@rec |
v svs
wwos
Analog
Timers
RTC
M1
e Reset Gonfiguration
TIM4 O ParameterSettingss| @ User Constants | @ NVIC Settings | @ GPIO Settings STM32F407VGTx
x
rids Confgur the below paramatre LQFP100
M7 L]
TiMe v System Parameters
e Vo0 vaage 1 ssv
Lok Instruction Cache Enabled
FiM12 Prefetch Buffer Enabled
TIM13 Data Cache Enavled
TiM1 Flash Late ows (1 cp
+ RCC Parameters
HS Calibraton Valus 1
Comctity HSE Startup Timout Value (ms) 100 & y
LSE Startup Timout Value (ms) 5000 o= 2 Q Unused GPIOs

This completes the pinout configuration for this example.
Note: Starting with STM32CubeMX 4.2, the user can skip the pinout configuration by directly
loading ST Discovery board configuration from the Board selector tab.
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11.3 Saving the project

1. Click & to save the project.

When saving for the first time, select a destination folder and filename for the project.
The .ioc extension is added automatically to indicate that this is an STM32CubeMX
configuration file.

Figure 597. Save Project As window

[[1] save Project As X

Save In: ‘ I2C_TwoBoards_AdvComIT V‘ (% [ L@ &8& 6=

Appli

EWARM
MDK-ARM
STM32CubelDE

Folder name:  2cts\NUCLEO-H7S3L8\Examples\[2C\I2C_Tw oBoards_AdeomI'ﬂ‘

Files of Types |STM32CubeMX project Files v |

Save Cancel

2. Click & to save the project under a different name or location.

)
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11.4 Generating the report
Reports can be generated at any time during the configuration:
[y
1. Click == to generate .pdf and .txt reports.
If a project file has not been created yet, a warning prompts the user to save the project
first and requests a project name and a destination folder (see Figure 598). An .ioc file
is then generated for the project along with a .pdf and .txt reports with the same name.
Figure 598. Generate Project Report - New project creation
(@ sTm32cubeMx Untitied: STM32F031E6Yx
sz File Window Help %) li
Untitled - Project Manager
Pinout & Configuration Clock Configuration Project Manager
Generate Report
( Project Settings / .
Generate Project Report ﬁ :|
The project name is generally used as report name, but no project is currently saved.
If the project is not created now. you will be asked for a report file name
Would you like to create a project first ?
N
Answering No will require to provide a name and location for the report only.
As shown in Figure 599, a confirmation message is displayed when the operation is
successful.
Figure 599. Generate Project Report - Project successfully created
[0 Generate Project Reports M
o Reports (Pdf and Text) are successfully generated under C:/STM32CubeMX_Projects/5_0_UM_Tuto?
| Cpen Foier | Clse |
2. Open the .pdf report using Adobe Reader or the .txt report using your favorite text
editor. The reports summarize all the settings and MCU configuration performed for the
project.
11.5 Configuring the MCU clock tree

The following sequence describes how to configure the clocks required by the application

based on an STM32F4 MCU.

STM32CubeMX automatically generates the system, CPU and AHB/APB bus frequencies
from the clock sources and prescalers selected by the user. Wrong settings are detected

3
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and highlighted in fuchsia through a dynamic validation of minimum and maximum
conditions. Useful tooltips provide a detailed description of the actions to undertake when
the settings are unavailable or wrong. User frequency selection can influence some
peripheral parameters (e.g. UART baud rate limitation).

STM32CubeMX uses the clock settings defined in the Clock tree view to generate the
initialization C code for each peripheral clock. Clock settings are performed in the generated
C code as part of RCC initialization within the project main.c and in stm32f4xx_hal_conf.h
(HSE, HSI and external clock values expressed in Hertz).

Follow the sequence below to configure the MCU clock tree:

1.

Click the Clock Configuration tab to display the clock tree (see Figure 600).

The internal (HSI, LSI), system (SYSCLK) and peripheral clock frequency fields cannot
be edited. The system and peripheral clocks can be adjusted by selecting a clock
source, and optionally by using the PLL, prescalers and multipliers.

Figure 600. Clock tree view

[I] STM32CubeMX STM32Cube_simpleledToggle.ioc: STM32F407VGTx E‘Eﬂ

by W o LEEY

STM32F407VGTx !/ STM32Cube_simpleLedToggle.ioe - Clock Configuration GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools

Resolve Clock Issues

C Clad]
. | 16 |EthernetPTP
> J
To TWDG (1H2) r N I s
;15: . System Clack Mux r ' ’Izl“’ Cortex Sys
- . L=

SYSCLK (MHz) | AHE Prescsler _HOLK (MH) APBL Prascale
--(Ls‘t.lvllsl

HSE

=0
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2. Select the clock source (HSE, HSI or PLLCLK) that will drive the system clock.

In the example taken for the tutorial, select HSI to use the internal 16 MHz clock (see
Figure 601).

Figure 601. HSI clock enabled

System Clock Mux

SYSCLK (MHz)
HSE il

el 16

PLLCLK
L

§ -+"

-

To use an external clock source (HSE or LSE), the RCC peripheral must be configured
in the Pinout view, as pins will be used to connect the external clock crystals (see
Figure 602).

Figure 602. HSE clock source disabled

| ‘..
}
T M

— L= .
i "HSE O5C" is not available
Ta enable go back to IP RCC in Pinout Tab’

Other clock configuration options for the STM32F4DISCOVERY board:

—  Select the external HSE source and enter 8 in the HSE input frequency box since
an 8 MHz crystal is connected on the discovery board:

Figure 603. HSE clock source enabled

Input frequency

—  Select the external PLL clock source and the HSI or HSE as the PLL input clock
source.

Figure 604. External PLL clock source enabled

PLL Source Mux

HSL |
L L]

H3E
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Note:

11.6

Caution:

11.6.1

Note:

476/636

3. Keep the core and peripheral clocks to 16 MHz using HSI, no PLL and no prescaling.
Optionally, further adjust the system and peripheral clocks using PLL, prescalers and
multipliers:
Other clock sources independent from the system clock can be configured as follows:

— USBOTG FS, RNG and SDIO clocks are driven by an independent PLL output.

—  12S peripherals come with their own internal clock (PLLI2S), alternatively derived
by an independent external clock source.

— USB OTG HS and Ethernet clocks are derived from an external source.

4. Optionally, configure the prescaler for the Microcontroller Clock Output (MCO) pins that
allow to output two clocks to the external circuit.

5. Click i to save the project.
6. Go to the Configuration tab to proceed with the project configuration.

Configuring the MCU initialization parameters

The C code generated by STM32CubeMX covers the initialization of the MCU peripherals
and middlewares using the STM32Cube firmware libraries.

Initial conditions

From the Pinout & Configuration tab, select and configure (one by one) every component
(peripheral, middleware, additional software) required by the application using the Mode
and Configuration panels (see Figure 605).

Tooltips and warning messages are displayed when peripherals are not properly configured
(see Section 4 for details).

The RCC peripheral initialization uses the parameter configuration done in this view as well
as the configuration done in the Clock tree view (clock source, frequencies, prescaler
values).

3
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Figure 605. Pinout & Configuration view

[T STM32CubeMX STM32Cube_simpleLedToggle.joc*: smszm_ = | o
¥
smz' @ File Window Help oy < L4y

CubeMX
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- Channel3 Disable ~]
RTC Channel4 Disable v
T M3 @ i
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TR e Gl Soue
TIME ORac |
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TIM12
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> Trigger Output (TRGO) Parameters
Multimedia >
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11.6.2 Configuring the peripherals

Each peripheral instance corresponds to a dedicated button in the main panel. Some
peripheral modes have no configurable parameters, as illustrated below.

Figure 606. Case of Peripheral and Middleware without configuration parameters

Pinout & Configuration Clock Configuration

Additional Softwares

RMG Mode and Configuration

Activated

~ Pinout

| sPn

gg:g Reset Configuratian

@& Parameter Settings

Warning: This IP has no parameters to be configured.
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Follow the steps below to proceed with peripheral configuration:

1.  Click the peripheral button to open the corresponding configuration window.
In our example
a) click TIM3 to open the timer configuration window.

Figure 607. Timer 3 configuration window

Reset Configuration

@ Paramete ings User C [ 5 @ [MA Settings

[Configure the below parameters - |

Q " - o
4 WLt w

~ Counter Settings
Prescaler (PSC - 16 bits value)

Counter Mode Up
Counter Period (AutoReload Register - 16 bits value ) 0
Internal Clock Division (CKD) Mo Division
~ Trigger Qutput (TRGO) Parameters
Master/Slave Mode (MSM bit) Disable (Trigger input effect not delayed)
Trigger Event Selection Reset (UG bit from TIMx_EGR)

Prescaler (PSC - 16 bits value)
Prescaler must be between 0 and 65 535.

b) with a 16 MHz APB clock (Clock tree view), set the prescaler to 16000 and the
counter period to 1000 to make the LED blink every millisecond.

Figure 608. Timer 3 configuration

Reset Configuration

® Parameter Setti
[Configure the below parameters |

~ Counter Settings

Prescaler (PSC - 16 bits value) 16000

Counter Mode Up
Counter Period (AutoReload Register - 16 bits value ) 0
Internal Clock Division (CKD) Mo Division
~ Trigger Qutput (TRGO) Parameters
Master/Slave Mode (MSM bit) Disable (Trigger input effect not delayed)

Trigger Event Selection

Trigger Event Selection
TIM_MasterOutputTrigger

3
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2. Optionally, and when available, select:

— The NVIC Settings tab to display the NVIC configuration and enable interruptions
for this peripheral.

—  The DMA Settings tab to display the DMA configuration and to configure DMA
transfers for this peripheral.

In the tutorial example, the DMA is not used and the GPIO settings remain
unchanged. The interrupt is enabled, as shown in Figure 609.

— The GPIO Settings tab to display the GPIO configuration and to configure the
GPIOs for this peripheral.

— Insertan item:
— The User Constants tab to specify constants to be used in the project.

Figure 609. Enabling Timer 3 interrupt

Configuration

Reset Configuration

11.6.3 Configuring the GPIOs

The user can adjust all pin configurations from this window. A small icon along with a tooltip
indicates the configuration status.

Figure 610. GPIO configuration color scheme and tooltip

40 Pinout view £ Sﬂem view

Middlewares

System Core Analog Timers Connectivity Multimedia Security Computing

TN & RNG &
Wi @ GPIO: General Purpose Input Output
This IP is correctly configured. You can generate code using current values.

RCC @

3
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Follow the sequence below to configure the GPIOs:

1. Click the GPIO button in the Configuration view to open the Pin Configuration
window.

2. Thefirst tab shows pins that have been assigned a GPIO mode, but not for a dedicated
peripheral and middleware. Select Pin Name to open the configuration for that pin.

In the tutorial example, select PD12 and configure it in output push-pull mode to drive
the STM32F4DISCOVERY LED (see Figure 611).

Figure 611. GPIO mode configuration

GPIO Mode and Configuration :
Group By Peripherals

Search Signals

[Search (CtFF) | [ Show only Modified Pins
| PinName | SignalonPin | GPIO outputlevel GPIO mode | GPIO Pull-up/Pull-... User Label Mudlﬁed
P12 nia Low Qutput Push Pull Mo pull-up and no ... Low

PD12 Configuration

GPIO output level [Cow v]

GPIO mode [Output Push Pull ~|

GPIO Pull-up/Pull-down |NU pull-up and no pull-down V|

Maximum output speed [Low ~|

User Label [ |

11.6.4 Configuring the DMAs

This is not required for this example. It is recommended to use DMA transfers to offload the
CPU. The DMA Configuration window provides a fast and easy way to configure the DMAs
(see Figure 612):

1. add a new DMA request and select among a list of possible configurations.
2. select among the available streams.

3. select the Direction: Memory to Peripheral or Peripheral to Memory.

4. select a Priority.

5. enable the FIFO.

Note: Configuring the DMA for a given peripheral and middleware can also be performed using
the Peripheral and Middleware configuration window.

3
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Figure 612. DMA parameters configuration window

DMA Mode and Configuration

Configuration
@ DAl @ MemTollem
DHlA Request
Select ~
Select
TIM3_CH4/UP

«DMA Request Settings

Peripheral Memory
Mode | Increment Address O O
Use Fifo O Threshold | Data Width | [ |
Burst Size | | | |

11.6.5 Configuring the middleware

This is not required for the example taken for the tutorial.

If a peripheral is required for a middleware mode, the peripheral must be configured in the
Pinout view for the middleware mode to become available. A tooltip can guide the user as
shown below.

Figure 613. Middleware tooltip

Middleware e

-DMA Reguest Settings

-

FATFS
FREERTOS

Maode
Lightweight TCPAP stack I
Status:

Mot available:
Active only if- ETH IP configured / FREERTOS is enabled when MBEDTLS is enabled.

3
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1.

Configure the USB peripheral from the Pinout view.

Figure 614. USB Host configuration

Q USB_OTG_FS Mode and Configuration
ategories | A-=X Maode
UoaArla
USARTE | Mode |[Host_Only |
USB OTG [ Activate_SOF
USB 0TG.
[ Activate_VBUS

2.
3.

Select MSC_FS class from USB Host middleware.
Select the checkbox to enable FatFs USB mode in the tree panel.

Figure 615. FatFs over USB mode enabled

FATFS Mode and Configuration

i

External SRA
5D Card
USB Disk

0 User-defined

Reset Configuration

@ User Constants | @ Platform Settings

@ Set Defines @ Advanced Settings
IConfigure the below parameters -

Q | - | ) oy
oS 2/

=~ \ersion
FATFS version RO.12c
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4. Select the Configuration view. FatFs and USB buttons are then displayed.

Figure 616. System view with FatFs and USB enabled

[I] STM32CubeMX STM32Cube_simpleledToggle.ioc®: STM32F407VGTx & ‘

E
STM32 ﬁ i i
i File Window Help

STM32Cube_simpleLedToggle.ioc - Pinout & Configuration GENERATE CODE

Pinout & Configuration ® Clock Configuration

Additional Softwares ~ Pinout

£ Pinout view

Project Manager

== System view

Middlewares

Timers >

FATFS @ USB_HOST & |
Connectivity >

Multimedia ? System Core Analog Timers Connectivity Multimedia Security Comput

a» |

Security >

GPIO @

Computing >

Middleware ~
. NIC @

FATFS "
FREERTOS RCC @
LIBJPEG i

MBEDTLS

3
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5. FatFs and USB using default settings are already marked as configured . Click
FatFs and USB buttons to display default configuration settings. You can also change
them by following the guidelines provided at the bottom of the window.

Figure 617. FatFs define statements

Reset Configuration

@ Advanced Settings

[Configure the below parameters : |

Q | r | Fr ey
W wa

~ Version
FATFS version RO1Z2c
~ Function Parameters
FS_READOMLY (Read-only mode) Disabled
FS_MINIMIZE (Minimization level)
USE_STRFUMC (String functions) Enabled with LF -= CELF conversion
USE_FIND (Find functions) Dizabled
USE_MKFS (Make filesystem fun... Enabled

FS_MINIMIZE (Minimization level)

_FS_MINIMIZE

Diagnostic:

Function list updated for R0.12

Parameter Description:

The FS_MINIMIZE option defines minimization level to remove some functions.

0: All basic functions are enabled.

1: {_stat(), T_getfree(), T_unlink(), _mkdir(), i_truncate() and f_rename() functions are
removed.

484/636 UM1718 Rev 51

)




UM1718Tutorial 1: From pinout to project C code generation using an MCU of the STM32F4 series

11.7

11.71

Setting project options

Generating a complete C project

Default project settings can be adjusted prior to C code generation as shown in Figure 618.
Select the Project Manager view to update project settings and generation options.

Select the Project Tab and choose a Project name, location, a toolchain and a
toolchain version to generate the project (see Figure 618).

1.
2.

Figure 618. Project Settings and toolchain selection

3

Pinout & Configuration Clock Configuration Project Manager Tools
(Project Settings
Praject Name ‘IEpmJect
Project Location ‘
Application Structure Advanced |
Toalchain Folder Location ‘C:\STM32CubeMX_ijects\ISpmject\
Toalchain / IDE \EWARM v Min Version  |V9.30 v
:Lmkm Settings
M33s M33NS
Minimum Hezp Size 0 | 20
Advnced Setings Minimum Stack Size 00 | a0
:Th[ead-safe Settings
(Cortex33S
[ Enable multithreaded support
Thread-safe Locking Strateqy \Default - Mapping suitable strategy depending on RTOS selection
:CunexMZZNS
[ Enable multithreaded support
Thread-safe Locking Strateqy ‘Default - Mapping suitable strategy depending on RTOS selection
:Mcu and Firmware Package
Meu Reference ‘STM32LSS2MEY:(P
Firmware Package Name and Version \STM}ZCube FW [5V151
Use Default Firmware Lacation
Firmware Relative Path
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3. Select the Code Generator tab to choose various C code generation options:
—  The library files copied to Projects folder.
—  C code regeneration (e.g. what is kept or backed up during C code regeneration).

—  HAL specific action (for example, set all free pins as analog 1/Os to reduce power
consumption).

In the tutorial example, select the settings as displayed in Figure 619, and click OK.

Note: A dialog window appears when the firmware package is missing. Go to next section for
explanation on how to download the firmware package.

Figure 619. Project Manager menu - Code Generator tab

Pinout & Configuration @ Clock Configuration Project Manager

Generate Report

+STM32Cube Firmware Library Package
© Copy all used libraries into the project folder
O Copy only the necessary library files

@ Add necessary library files as reference in the toolchain project configuration file

¢ Generated files
[ Generate peripheral initialization as a pair of ".c/.l" files per peripheral
[ Backup previously generated files when re-generating

Keep User Code when re-generating

Delete previously generated files when not re-generated

+HAL Settings
Set all free pins as analog (to optimize the power consumption)

[ Enable Full Assert

¢ Template Settings

Select a template to generate customized code Settings...

11.7.2 Downloading firmware package and generating the C code

1. Click to generate the C code.

During the generation, STM32CubeMX copies files from the relevant STM32Cube
MCU package into the project folder so that the project can be compiled. When
generating a project for the first time, the firmware package is not available on the user
PC and a warning is displayed.

Figure 620. Warning message for missing firmware package

Project Manager Settings X

The Firmware Package (STM32Cube FW_F4 VV1.28.2) or one of its dependencies required by the Project is not available in your STM32CubeMX Repository.

Do you want to download this now ?

=

3
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3

2.  STM32CubeMX offers to download the relevant firmware package or to go on. Click
Download to obtain a complete project, ready to use in the selected IDE.
By clicking Continue, only /Inc and Src folders are created, holding STM32CubeMX
generated initialization files. The necessary firmware and middleware libraries must be
copied manually to obtain a complete project.
If the download fails, an error message is displayed.

Figure 621. Error during download

Problem during Download and/or Unzip ﬁ

[ (o ) Error during Access to HTTP Server.
Please check Proxy settings under 'Help = Updater Settings = Connection Parameters'.

To solve this issue, execute the next two steps. Skip them otherwise.
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3. Select Help > Connection & Updates, a new window appears.

4. Go to the Connection Parameters tab and adjust the parameters to match your network
configuration.

5. Click Check connection. The check mark turns green once the connection is
established.

Figure 622. Updated settings with connection

m Connection 8 Updates *

Updater Settings |SCAARECHOR Farameters

¢ Proxoy Server Type
O Mo Proxy
O Use System Proxy Parameters

® Manual Configuration of Proxy Server

«Manual Configuration of Proxy Server \
Proxy HTTP | | Por

«Authentication

Require Authentication Remember my Credentials

User Login ﬁ |

| Password | ------------ | |

R dati y
n.acommen auen @ Check Connection
Click Refresh

from Help = Manage Embedded Software Packages
and from Help > Refresh Data
|fo benefit from latest updates.

3
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3

Once the connection is functional, click to generate the C code.
The progress is displayed (see next figures).

Figure 623. Downloading the firmware package

m Downloading selected software packages X

Download File stm32cube_fw_h5_v150.zip

ﬂ 3.6 MBytes / 271.0 MBytes ( 04m 41s left )

Download and Unzip selected Files

ox

Figure 624. Unzipping the firmware package

I Downloading selected software packages X

Unzip File : stm32cube_fw_10_v1123.zip

Download and Unzip selected Files

Pause
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Caution:

490/636

7. Finally, a confirmation message is displayed to indicate that the C code generation has
been successful.

Figure 625. C code generation completion message

The Code is successfully generated under :
C:/Users/daymarwa/OneDrive - STMicroelectronics/Desktop/cubemx_projects/fw_downloading

Project language : C

8. Click Open Folder to display the generated project contents or click Open Project to
open the project directly in your IDE. Then proceed with Section 11.8.

Figure 626. C code generation output folder

U CAUsers\daymarwa\OneDrive X+

< A X O OneDrive > Marwa- STMicroelectronics > Desktop > cubemxprojects > fw_downloading > Search fw_downloading Q

The generated project contains:

e The STM32CubeMX .ioc project file located in the root folder. It contains the project
user configuration and settings generated through STM32CubeMX user interface.

e  The Drivers and Middlewares folders hold copies of the firmware package files relevant
for the user configuration.

e The Projects folder contains IDE specific folders with all the files required for the project
development and debug within the IDE.

e  The Inc and Src folders contain STM32CubeMX generated files for middleware,
peripheral and GPIO initialization, including the main.c file. The STM32CubeMX
generated files contain user-dedicated sections allowing to insert user-defined C code.

C code written within the user sections is preserved at next C code generation, while C code
written outside these sections is overwritten.

User C code is lost if user sections are moved or if user sections delimiters are renamed.

STM32CubeMX includes a feature that allows users to pause and resume the download
actions. This capability is particularly useful in scenarios where network connectivity is
unstable or frequently interrupted. This also offers the ability to verify network issue, and
connection speed.

The user does not need to restart large downloads from scratch after a brief Internet hiccup.
To stop the download, click the Pause button.
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3

Figure 627. Pause button

- m Downloading selected software packages X

Download File stm32cube_fw_l0_v1120.zip

. ’i’IS.S MBytes / 76.9 MBytes ( 40s left )

| Download and Unzip selected Files

e

Once the Pause button has been clicked, a temporary file is created under the path
~/STM32Cube/Repository, to keep the download context

Figure 628. Creating the .tmp file

ChUsers\daymorwa\STM32Cu X+

< A G O > MawaDAY > STM32Cube > Repository > Search Repository a

@ New % © @ ® W Mot = Viw (D Detals

TMPUPD_16361902683025147532 5/30/2025 2:50 PM d
| stm32cube_fw_0_v1120.zipmp 5/30/2025 2:55 PM. TMP File 2217K8

> 5 UM Final draftzip

To restart the download, click the Resume button.

Figure 629. Resume button

m Downloading selected software packages X

Download File stm32cube_fw_l0_v1120.zip

rracllliBytes / 76.9 MBytes ( 20s left )

Download and Unzip selected Files

The button is grayed if the download has been completed, and the unzip of the downloaded
folder is started.
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Figure 630. Resume button during the unzipping of downloaded files

m Downloading selected software packages *

Unzip File : stm32cube_fw_I10_v1120.zip

Download and Unzip selected Files

OK Cancel Resume

When closing the download dialog box an additional window appears, prompting the user to
decide whether to keep the temporary file:

o If the user clicks Yes, the system retains the temporary file to facilitate the download.
e If the user clicks No, the system deletes the temporary file.

Figure 631. Closing the download window without clicking the Resume button

m Embedded Software Packages Manager X ‘
|

Releases Information was last refreshed 1 days ago. ‘

RealThread SEGGER portGmbH wolfSSL

£r7 STM32Cube MCU Packages &yr STMicroelectronics Avnet-lotConnect Cesanta EmbeddedOffice ITTIA_DB

i E STM32Cube MCU Packages and embedded software packs releases

- Description Installed Version | Available Version

[0 STM32Cube MCU Package for STM32F0 Series (Size : 108 MB) 1.11.0 0 ‘
Information X

[0 STM32Cube MCU Package for S 1.10.1

Do you want to keep the temporary file,

to resume the download where it left off?
[0 STM32Cube MCU Package for S 1.10.0

Details

3
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When the Cancel button is clicked, all procedures are canceled. The system stops the
download and deletes the temporary file.

Figure 632. Cancel button

, m Downloading selected software packages X

Download File stm32cube fw 10 v1120.zip

434 MBytes / 76.9 MBytesQlnliEzAC1o

Download and Unzip selected Files

3
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11.8

494/636

Building and updating the C code project

This example explains how to use the generated initialization C code and complete the
project, within IAR™ EWARM toolchain, to have the LED blink according to the TIM3
frequency.

A folder is available for the toolchains selected for C code generation: the project can be
generated for more than one toolchain by choosing a different toolchain from the Project
Manager menu and clicking Generate code once again.

1.  Open the project directly in the IDE toolchain by clicking Open Project from the dialog
window or by double-clicking the relevant IDE file available in the toolchain folder under
STM32CubeMX generated project directory (see Figure 625).

Figure 633. C code generation output: Projects folder

[ T ——— o o=
@\;}‘4 « » STM32Cube simpleLedToggle » - |4¢| | Search STM... O |

File Edit View Tools Help

Organize » Include in library « Share with = Burn MNew folder == w DJ (7]
4 5TM32Cube_simpleLedToggle * MName
Dirivers ;
Drivers
EWARM
EWARM
Inc
. Inc
MDK-ARM N
MDK-ARM
§ Src ||
Sre
SW4STM32
SW45TM32
TrueSTUDIO
TrueSTUDIO
| .mxproject

% 5TM32Cube_simpleledToggle.ioc
L | 5STM32Cube_simpleledToggle bt
'&, 5TM32Cube_simpleLedToggle_Configuration.pdf

m
=

v 1 | }

11 items

3
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)

2. As an example, select .eww file to load the project in the IAR™ EWARM IDE.
Figure 634. C code generation for EWARM
S =Bl
@Qq « » STM32Cube simpleLedToggle » EWARM » %3 [ searchew.. o]
File Edit View Tools Help
Organize v ﬁOpen A Burn MNew folder = « [ @I
STM32Cube_simpleLedToggle * Name : Date modified
Drivers . "
) settings 7/28/2015 2:44
. EWARM - -
: 5TM32Cube_simpleLedToggle Configura...  7/28/2015 2:44
e [T Proactenn 2015 2:39
MDK-ARM o :
5 | STM32Cube_simpleLedToggle.ewd 2015 2:39
. Src
|| STM32Cube_simpleLedToggle.ewp 7/28/2015 2:39
SWASTM32 : .
| stm32f407:x0_flash.icf 7/16/2015 5:52
. TrueSTUDIO :
| stm32f407:0_sram.icf 7/16/2015 5:52
bl " m | 3
i Project.eww Date modified: 7/28/2015 2:39 PM Date created: 7/28/2015 2:39 PM
:/6 IAR IDE Workspace Size: 169 bytes
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3. Select the main.c file to open in editor.

Figure 635. STM32CubeMX generated project open in IAR™ IDE

% Project - IAR Embedded Workbench IDE

File Edit View Project Tools

===

Workspace

Window Help

[ e

- w"mEe @ |

WH (L L

main.c *

5Tk 32Cube_simpleledT oggle Configuration -

Files By
B (JSTM32Cube_simpleLedToggle... v

8 03 Application

| CIEWARM

| LeUser

| Fridin.c

| st 32ide_hal_msp.c
| stm32fdo_it.c

@ [ Drivers

L@ 3 Output

I | STM32Cube_simpleLedT ogale

/* Includes

#include "stm32f4xx _hal.h"
/* USER CODE BEGIN Includes */
/* USER CODE END Includes */

/* Private wvariables

TIM HandleTypeDef htim3:
/* USER CODE BEGIN FV */
/* Private variables

/* USER CODE END EV #/

/# Private function prototypes

wvoid SystemClock_Config(wvoid):
static void ME_GPIO Init (woid);
static void ME_TIM3_Init(void);
/* USER CODE BEGIN FFF +*/

/* USER CODE END PFF */

/* USER CODE BEGIN 0 */
/* USER CODE END 0 */
int main{wveoid)
B {
/* USER CODE BEGIN 1 #/
/* USER CODE END 1 */
/* MCU Configuration

m

/* Reset of all peripherals, Initializes
HAL Init();

/* Configure the system clock *#/
SystemClock_Config():

/* Initialize all configured peripherals *#/
MX_GPIO Init();

MX_TIM3 Init();:

/% USER CODE BEGIN 2 */

/* USER CODE END 2 */

/* Infinite loop */

/* USER CODE BEGIN WHILE +*/

while (1)

B

/* USER CODE END WHILE +#/

/* USER CODE BEGIN 3 #/

rol

/* USER CODE END 3 #/

the Flash interface and

the Sy

| Ready

Ln51, Coll

Systemn

ML

The htim3 structure handler, system clock, GPIO and TIM3 initialization functions are
defined. The initialization functions are called in the main.c. For now the user C code

sections are empty.
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)

4. Inthe IAR™ IDE, right-click the project name and select Options.
Figure 636. IAR™ options
’STMSECUbe_SimpIeLedTDggIe Caonfiguration vl
Files Enomg
=fa|STM32Cube_SimpleLedToggle..| v | |
& [ Application x
[ Crivers *
[JExample x
[ Cutpout
5. Click the ST-LINK category and make sure SWD is selected to communicate with the
STM32F4DISCOVERY board. Click OK.
Figure 637. SWD connection
[ Options for node "STM32Cube_SimpleLedToggle™ ﬁ
General Options >
CfC++ Compiler
Assembler ST-LINK
Output Converter
Custom Build Reset
Build Actions INormaI -
Linker
Debugger Interface Clock setup
Simulator
Angel Il ) JTAG CPUclock: 720 MHz
CMSIS DAP =
GDE Server SWOclock  [[]Auto
IAR ROM-monitor 2000 kHz
T4et/TTAGIet
JHink/-Trace
TI Stellaris
Macraigor
PE micro
RDI
STLINK |
Third-Party Driver
| moswomo 7| ok | [ Ccancel
6. Select Project > Rebuild all. Check if the project building has succeeded.

Figure 638. Project building log

Messages
strn32fdx_hal_tim.c

st 32fdwe_hal_tim_ex.c
strn32fdx_it.c

st 32fdxe|_sdmmc.c
systerm_stm32fdocc
Linking

Total number of errars: 0
Total number of warnings: 0
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7. Add user C code in the dedicated user sections only.

Note: The main while(1) loop is placed in a user section.
For example:
a) Edit the main.c file.
b) To start timer 3, update User Section 2 with the following C code:

Figure 639. User Section 2

HAL_Init{);

/* Configure the system clock */
SystemClock Configi):

/% Initislize &l] configured peripherals #/
MY GPIO_Init();

MY TIM3 Init();

/* USER CODE BEGIN 2 */
HAL_TIM Base_ Start_IT (shtim3};
/* USER CODE END 2 */

/% Infinite loop #/

J/# USER CODE BESIN FHILE #/
while (1}

{

c) Then, add the following C code in User Section 4:

Figure 640. User Section 4

#* USER CODE BEGIN 4 =7

woid HAL TIM PeriodElapsedCallback (TIM_HandleTypeDef *htim)
{

if | htim->Instance == htim3.Instance )

{

HAL GPID_TogglePin(GPIOD, GPIO_PIN 12):

}
¥
A* USER CODE END 4 #/7

This C code implements the weak callback function defined in the HAL timer driver
(stm32f4xx_hal_tim.h) to toggle the GPIO pin driving the green LED when the
timer counter period has elapsed.

8. Rebuild and program your board using L. Make sure the SWD ST-LINK option is
checked as a Project options otherwise board programming will fail.

4

9. Launch the program using ' = |. The green LED on the STM32F4DISCOVERY board
will blink every second.

10. To change the MCU configuration, go back to STM32CubeMX user interface,
implement the changes and regenerate the C code. The project will be updated,
preserving the C code in the user sections if Keep User Code when re-generating option in
Project Manager’s Code Generator tab is enabled.

3
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11.9

3

Switching to another MCU

STM32CubeMX allows loading a project configuration on an MCU of the same series.

Proceed as follows:

1.
2.

Select File > New Project.

Select an MCU belonging to the same series. As an example, you can select the
STM32F429ZITx that is the core MCU of the 32F429IDISCOVERY board.

Select File > Import project. In the Import project window, browse to the .ioc file to
load. A message warns you that the currently selected MCU (STM32F429ZITx) differs
from the one specified in the .ioc file (STM32F407VGTx). Several import options are
proposed (see Figure 641).

Click the Try Import button and check the import status to verify if the import has been
successful.

Click OK to really import the project. An output tab is then displayed to report the import
results.

The green LED on 32F429IDISCOVERY board is connected to PG13: CTRL+ right
click PD12 and drag and drop it on PG13.

From Project Manager project tab configure the new project name and folder location.
Click Generate icon to save the project and generate the code.

Select Open the project from the dialog window, update the user sections with the
user code, making sure to update the GPIO settings for PG13. Build the project and
flash the board. Launch the program and check that LED blinks once per second.

Figure 641. Import Project menu
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Try Import Show View
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Import Analysis: C:\SIM32CubeMX Projects\5_0 UM Tutol\SIM32Cube simpleLedToggle‘\SIM32Cube simplelLedToggle.ioc project

The Mcu (STM32F407VGTx) found in the Project being imported is not the same as the Mcu (STM32F429ZITx) currently sdited

Import Try @
Importing project completed

Nl
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12 Tutorial 2 - Example of FatFs on an SD card using
STM324291-EVAL evaluation board

The tutorial consists in creating and writing to a file on the STM32429I-EVAL1 SD card using
the FatFs file system middleware.

To generate a project and run tutorial 2, follow the sequence below:
1.  Launch STM32CubeMX.

2. Select File > New Project. The Project window opens.

3. Click the Board Selector Tab to display the list of ST boards.

4. Select EvalBoard as type of Board and STM32F4 as Series to filter down the list.
5. Answer Yes to Initialize all peripherals with their default mode so that the code is

generated only for the peripherals used by the application.

6. Select the STM32429I-EVAL board and click OK. Answer No in the dialog box asking
to initialize all peripherals to their default modes (see Figure 642). The Pinout view is
loaded, matching the MCU pinout configuration on the evaluation board (see
Figure 643).

Figure 642. Board peripheral initialization dialog box

[ Board Project Options: STM324291-E... IS

e Initialize all peripherals with their default Mode ?

3

500/636 UM1718 Rev 51




UM1718

Tutorial 2 - Example of FatFs on an SD card using STM32429I-EVAL evaluation board

3

Figure 643. Board selection
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+Board Filter:
* @ EQ' o Feat... Large Pi... Docs & Resou.. Datas... - .- = start Pr...
I Part Number Search ~ Pwrg STM324291- EVAL
-
STMicroelectronics STM324291 Evaluation Board
~
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=

7. From the Peripheral tree on the left, expand the SDIO peripheral and select “SD 4 bits
wide bus” (see Figure 644). In the configuration panel, from the DMA settings tab, add
SDIO_RX and SDIO_TX DMA requests.

8. Finally, go pack to the peripheral tree panel, select NVIC and enable the SDIO global
interrupt from the configuration panel.

Figure 644. SDIO peripheral configuration

E STM32CubeMX Untitled*: STM32F429NIHx STM324291-EVAL1
r

sTmz2 W File Window Help

CubeMX

STM32 STM32 Untitled - Pinout & Configuratio

® Clock Configuration

v Software Packs

Q| v & SDIC Mode and Configuration |

@ 12¢2 M8 SD 4 bits Wide bus v
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9.

Under the Middlewares category, check SD card as FatFs mode (see Figure 645).

Figure 645. FatFs mode configuration

FATFS Mode and Configuration

— i Rl

LAl rEg ) M~

— oo

L i ' Tiy! I
D—-"-" ¥ 1
M =0 Card

LS LE

SB Dis

S SR

O User-defined

10.

From the Pinout view on the right, enable, as GPIO input, a pin to be used for the SDIO
detection.

In the configuration panel below the mode panel, go to the platform settings tab and
configure the SD_detection using the pin previously enabled.

Finally, go to FatFs "Advanced settings tab" and enable "Use DMA template".
Configure the clocks as follows:
a) Select the RCC peripheral from the Pinout view (see Figure 646).

Figure 646. RCC peripheral configuration

Q RCC Mode and Configuration :

| High Speed Clock (HSE}|Cry,xstaI.-’Cerami|: Resonator V||
Low Speed Clock (LSE) Disable ~|

System C...

/

Y

DMA,
GPIO
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NVIC

WWDG

[ Master Clock Qutput 1

)
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b) Configure the clock tree from the clock tab (see Figure 647).

Figure 647. Clock tree view

® 168 i1
LCLK
PLL Source Mux —-|& )
HSL | &
= Enable C35
Input frequency o - /25 . X336 “~ f2 et
: f | HsE
& {mtiSE @ M *N /P
4-26MHz &
L7 et

HSIRC System (Elo(lt Mux
"R SYSCLK (MHzZ) | AMB Prescaler HCLK (MHz)
‘ p B | 1|

168

180 MAz max

Main PLL Q

11. In the Project tab, specify the project name and destination folder. Then, select the

EWARM IDE toolchain.

Note that project heap and stack size can be adjusted to the minimum required for the

FATFS application.

Figure 648. FATFS tutorial - Project settings

Pinout & Configuration Clock Configuration Project Manager

Generate Report

¢Project Settings

Project Name

|STM J2F429NI-STM32F4291-EVAL

Project Location

|C:\STM J2CubeMX_Projects

Application Structure

|Easic [J Do not generate the main()

Toolchain Folder Location

|C:\STM 32CubeMX_Projects\STM32F429NI-STM32F4291-EVAL

Toolchain / IDE
|EWARIVI VE ~ | [J Generate Under Root

¢Linker Settings

Minimum Heap Size 0x200
Minimum Stack Size 0400

«Mcu and Firmware Package

Mcu Reference

[STM32L053C8Tx

12. Click Ok. Then, on the toolbar menu, click to generate the project.
13. Upon code generation completion, click Open Project in the Code Generation dialog

window (see Figure 649). This opens the project directly in the IDE.
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Note:
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Figure 649. C code generation completion message

r |
[@ Code Generation ﬁ

o The Code is successfully generated under C:/STM32CubeMX_Projects/STM32F429NI-STM32F429-EVAL

14. In the IDE, check that heap and stack sizes are sufficient: right click the project name
and select Options, then select Linker. Check Override default to use the icf file from
STM32CubeMX generated project folder. if not already done through STM32CubeMX
User interface (under Linker Settings from Project Manager's project tab), adjust the
heap and stack sizes (see Figure 650).

Figure 650. IDE workspace

Options for node "fatfs_sd_test” | &3 |

Category: Factom Settings

General Options

Static Analysis

Runtime Checking
CJC++ Compiler Config |Lib|T:|r_',' I Input |Optirnization5 IM\ranced I Output I List I L 2
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Output Converter Linker corfiguration file
Custom Build

Build Actions [¥] Ovemide defautt

SPROJ_DIRS stm3242%0:_flash icf (]

Debugger
Simulator
Angel
CMSIS DAP Corfiguration file symbol definttions: fone per line)
GDE Server
IAR. ROM-monitor
I§et/ITAGjet
Jink/1-Trace
TI Stellaris
Macraigor
PE micro i
RDI Linker configuration file editor

ST-LINK
Third-Party Driver Vector Table | Memory Regions | Stack/Heap Sizes
TLXDS

CSTACK 0300

HEAP 0x400

[ Save ][ Cancel ]

When using the MDK-Arm toolchain, go to the Application/MDK-ARM folder and
double-click the startup_xx.s file to edit and adjust the heap and stack sizes there.
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15. Go to the Application/User folder. Double-click the main.c file and edit it.

16. The tutorial consists in creating and writing to a file on the evaluation board SD card
using the FatFs file system middleware:

a) Atstartup all LEDs are OFF.

b) The red LED is turned ON to indicate that an error occurred (e.g. FatFs
initialization, file read/write access errors).

c) Theorange LED is turned ON to indicate that the FatFs link has been successfully
mounted on the SD driver.

d) The blue LED is turned ON to indicate that the file has been successfully written to
the SD card.

e) The green LED is turned ON to indicate that the file has been successfully read
from file the SD card.

17. For use case implementation, update main.c with the following code:
a) Insert main.c private variables in a dedicated user code section:

/* USER CODE BEGIN PV */

/* Private variables ———————————————— -~ */
FATFS SDFatFs; /* File system object for SD card logical drive */
FIL MyFile; /* File object */

const char wtext[] = "Hello World!";

static uint8 t buffer[ MAX SS]; /* a work buffer for the f mkfs() */
/* USER CODE END PV */

b) Insert main functional local variables:
int main (void)

{

/* USER CODE BEGIN 1 */

FRESULT res; /* FatFs function common result code */
uint32_ t byteswritten, bytesread; /* File write/read counts */
char rtext[256]; /* File read buffer */

/* USER CODE END 1 */
/* MCU Configuration---——=——---——--———————————————— - */

/* Reset of all peripherals, Initializes the Flash interface and the
Systick. */
HAL Init();
c) Insert user code in the main function, after initialization calls and before the while
loop, to perform actual read/write from/to the SD card:
int main (void)

{
MX_FATFS Init();

/* USER CODE BEGIN 2 */
/*##-0- Turn all LEDs off (red, green, orange and blue) */
HAL GPIO WritePin(GPIOG, (GPIO PIN 10 | GPIO PIN 6 | GPIO PIN 7 |
GPIO PIN 12), GPIO PIN SET);
/*##-1- FatFS: Link the SD disk I/0 driver ##########*/

3
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if (retSD == 0) {
/* success: set the orange LED on */
HALiGPIOiTNritePin(GPIOG, GPIO PIN 7, GPIO PIN RESET);
/*##-2- Register the file system object to the FatFs module ###*/
if (f mount (&SDFatFs, (TCHAR const*)SDPath, 0) != FR OK) {
/* FatFs Initialization Error : set the red LED on */
HAL GPIO WritePin(GPIOG, GPIO PIN 10, GPIO PIN RESET);
while (1) ;
} else {
/*##-3- Create a FAT file system (format) on the logical drive#*/
/* WARNING: Formatting the uSD card will delete all content on the
device */
if (f mkfs ((TCHAR const*)SDPath, FM ANY, 0, buffer, sizeof (buffer))
I= FR OK) {
/* FatFs Format Error : set the red LED on */
HAL GPIO WritePin (GPIOG, GPIO PIN 10, GPIO PIN RESET);
while (1)
} else {
/*##-4- Create & Open a new text file object with write access#*/
if (f open(&MyFile, "Hello.txt", FA CREATE ALWAYS | FA WRITE) !=
FR_OK) {
/* 'Hello.txt' file Open for write Error : set the red LED on */
HAL GPIO WritePin(GPIOG, GPIO PIN 10, GPIO PIN RESET);

while (1) ;
} else {
/*##-5- Write data to the text file ##########H4H4##4HE#>/
res = f write(&MyFile, wtext, sizeof (wtext), (void

*) &byteswritten) ;
if ((byteswritten == 0) || (res != FR OK)) {
/* 'Hello.txt' file Write or EOF Error : set the red LED on */
HAL GPIO WritePin(GPIOG, GPIO PIN 10, GPIO PIN RESET);
while (1) ;
} else {

/*##-6- Successful open/write : set the blue LED on */
HAL GPIO WritePin(GPIOG, GPIO PIN 12, GPIO PIN RESET);
f close(&MyFile);

/*##-7- Open the text file object with read access #*/
if(f_open(&MyFile, "Hello.txt", FA READ) = FR OK) {

/* '"Hello.txt' file Open for read Error : set the red LED on */
HAL GPIO WritePin(GPIOG, GPIO PIN 10, GPIO PIN RESET);
while (1) ;

} else {

/*##-8- Read data from the text file ########4*/
res = f read(&MyFile, rtext, sizeof (wtext), &bytesread);
if ((byteswritten == 0) || (res != FR OK)) {

/* 'Hello.txt' file Read or EOF Error : set the red LED on */
HAL GPIO WritePin (GPIOG, GPIO PIN 10, GPIO PIN RESET);
while (1) ;

} else {

/* Successful read : set the green LED On */

HAL GPIO WritePin (GPIOG, GPIO PIN 6, GPIO PIN RESET);

3
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/*##-9- Close the open text file #######FH##FHFHE/
f close(&MyFile);
FRYERYY
/*##-10- Unlink the micro SD disk I/0 driver ########4*/
FATFS_UnLinkDriver(SDPath);

/* USER CODE END 2 */
/* Infinite loop */

/* USER CODE BEGIN WHILE */
while (1)

3

UM1718 Rev 51 507/636




Tutorial 3 - Using the Power Consumption Calculator to optimize the embedded application con-

13 Tutorial 3 - Using the Power Consumption Calculator
to optimize the embedded application consumption
and more

13.1 Tutorial overview

This tutorial focuses on STM32CubeMX Power Consumption Calculator (Power
Consumption Calculator) feature and its benefits to evaluate the impacts of power-saving
techniques on a given application sequence.

The key considerations to reduce a given application power consumption are:

e Reducing the operating voltage

e Reducing the time spent in energy consuming modes

It is up to the developer to select a configuration that gives the best compromise
between low-power consumption and performance.

e  Maximizing the time spent in non-active and low-power modes

e  Using the optimal clock configuration
The core should always operate at relatively good speed, since reducing the operating
frequency can increase energy consumption if the microcontroller has to remain for a
long time in an active operating mode to perform a given operation.

e Enabling only the peripherals relevant for the current application state and clock-gating
the others

e  When relevant, using the peripherals with low-power features (e.g. waking up the
microcontroller with the 12C)

e  Minimizing the number of state transitions

e  Optimizing memory accesses during code execution
—  Prefer code execution from RAM to flash memory

—  When relevant, consider aligning CPU frequency with flash memory operating
frequency for zero wait states.

The following tutorial shows how the STM32CubeMX Power Consumption Calculator
feature can help to tune an application to minimize its power consumption and extend the
battery life.

Note: The Power Consumption Calculator does not account for I/O dynamic current consumption
and external board components that can also affect current consumption. For this purpose,
an “additional consumption” field is provided for the user to specify such consumption value.

3
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13.2 Application example description

The application is designed using the NUCLEO-L476RG board, based on an
STM32L476RGTx device, and supplied by a 2.4 V battery.

The main purpose of this application is to perform ADC measurements and transfer the
conversion results over UART. It uses:

e  Multiple low-power modes: Low-power run, Low-power sleep, Sleep, Stop and Standby
e  Multiple peripherals: USART, DMA, Timer, COMP, DAC and RTC

— The RTC is used to run a calendar and to wake up the CPU from Standby when a
specified time has elapsed.

—  The DMA transfers ADC measurements from ADC to memory
— The USART is used in conjunction with the DMA to send/receive data via the
virtual COM port and to wake up the CPU from Stop mode.

The process to optimize such complex application is to start describing first a functional only
sequence then to introduce, on a step by step basis, the low-power features provided by the
STM32L476RG microcontroller.

13.3 Using the Power Consumption Calculator

13.3.1 Creating a power sequence

Follow the steps below to create the sequence (see Figure 651):
1. Launch STM32CubeMX.
2. Click new project and select the Nucleo-L476RG board from the Board tab.

3. Click the Power Consumption Calculator tab to select the Power Consumption
Calculator view. A first sequence is then created as a reference.

4. Adapt it to minimize the overall current consumption. To do this:

a) Select2.4V Vpp power supply. This value can be adjusted on a step by step basis
(see Figure 652).

b) Select the Li-MnO2 (CR2032) battery. This step is optional. The battery type can
be changed later on (see Figure 652).

3
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Figure 651. Power Consumption Calculation example
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Figure 652. Vpp and battery selection menu
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5. Enable the Transition checker to ensure the sequence is valid (see Figure 652). This
option allows verifying that the sequence respects the allowed transitions implemented
within the STM32L476RG.

6. Click the Add button to add steps that match the sequence described in Figure 652.

— By default the steps last 1 ms each, except for the wake-up transitions preset
using the transition times specified in the product datasheet (see Figure 653).

—  Some peripherals for which consumption is unavailable or negligible are
highlighted with * (see Figure 653).

Figure 653. Sequence table

Sequence Table
m—!m
1 RUN Range1-High ... 24 MHz HSE ADC1fs_ 5 ... 5.9 mA 1ms
2 STANDBY 2_4 NoRange _0Hz LSIRTC RTC* 464 nA 1 ms
3 WU_FROM_... 24 MoRange .4 MHz MSI FAST 1.7 mA 201 ps
4 RUM 24 Range1-High ... 16 MHz HSE RTC 216 mA 1ms
5 RUN 24 Range2-Med... .._ 16 MHz HSE ADCifs 5 . 44T mA 1 ms
6 SLEEP 24 Range2-Med_.. .._ 16 MHz HSE 589 pA 1 ms
7 RUM 24 Range2-Med... ... 16 MHz HSE ADC1fs_5_... 447 mA 1ms
8 STOP1 24 MoRange _..0Hz ALL CLOCK... USART1* 6.65 pA 1ms
9 WU_FROM ... 2.4 NoRange 16 MHz HSI16 162 mA 6.3 ps
10 RUN 24 Range2-Med... .._ 16 MHz HSE RTC USART1 1.89 mA 1 ms
11 STANDBY 24 MoRange _..0Hz LSIRTC 464 nA 1ms

7. Click the Save button to save the sequence as SequenceOne.
The application consumption profile is generated. It shows that the overall sequence
consumes an average of 2.01 mA for 9 ms, and that the battery lifetime is only four days
(see Figure 654).
Figure 654. sequence results before optimization
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13.3.2 Optimizing application power consumption

Let us now take actions to optimize the overall consumption and the battery lifetime. These
actions are performed on steps 1, 4, 5, 6, 7, 8, and 10.

The next figures show on the left the original step, and on the right the step updated with
optimization actions.
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Step 1 (Run)

e  Findings

All peripherals are enabled although the application requires only the RTC.
e  Actions

—  Lower the operating frequency

—  Enable only the RTC peripheral

— To reduce the average current consumption, reduce the time spent in this mode
e Result

The current is reduced from 9.05 to 2.16 mA (see Figure 655).

Figure 655. Step 1 optimization
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Step 4 (Run, RTC)

e Action
Reduce the time spent in this mode to 0.1 ms
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Step 5 (Run, ADC, DMA, RTC)

e  Actions
—  Change to Low-power run mode
—  Lower the operating frequency
e Results
The current consumption is reduced from 6.17 mA to 271 pA (see Figure 656).

Figure 656. Step 5 optimization
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Step 6 (Sleep, DMA, ADC, RTC)

e  Actions
—  Switch to Lower-power sleep mode (BAM mode)
— Reduce the operating frequency to 2 MHz
e Results
The current consumption is reduced from 703 pA to 93 PA (see Figure 657).

Figure 657. Step 6 optimization
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3

Step 7 (Run, DMA, RTC, USART)

° Actions

—  Switch to Low-power run mode
—  Use the power efficient LPUART peripheral
—  Reduce the operating frequency to 1 MHz using the interpolation feature

. Results

The current consumption is reduced from 1.92 mA to 42 A (see Figure 658).

Figure 658. Step 7 optimization
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Step 8 (Stop 0, USART)

e  Actions
—  Switch to Stop1 low-power mode
—  Use the power-efficient LPUART peripheral
e Results
The current consumption is reduced (see Figure 659).

Figure 659. Step 8 optimization
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Step 10 (RTC, USART)

e  Actions
—  Use the power-efficient LPUART peripheral
— Reduce the operating frequency to 1 MHz
e Results
The current consumption is reduced from 1.89 mA to 234 pA (see Figure 660).

The example given in Figure 661 shows an average current consumption reduction of
155 pA.

Figure 660. Step 10 optimization
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See Figure 661 for the overall results: 7 ms duration, about two months battery life, and an
average current consumption of 165.25 pA.

Use the compare button to compare the current results to the original ones saved as
SequenceOne.pcs.

Figure 661. Power sequence results after optimizations
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14.1

14.2

518/636

Tutorial 4 - Example of UART communications with
an STM32L053xx Nucleo board

This tutorial aims at demonstrating how to use STM32CubeMX to create a UART serial
communication application for a NUCLEO-L053R8 board.

A Windows PC is required for the example. The ST-Link USB connector is used both for
serial data communications, and firmware downloading and debugging on the MCU. A
Type-A to mini-B USB cable must be connected between the board and the computer. The
USART?2 peripheral uses PA2 and PA3 pins, which are wired to the ST-Link connector. In
addition, USART2 is selected to communicate with the PC via the ST-Link Virtual COM Port.
A serial communication client, such as Tera Term, needs to be installed on the PC to display
the messages received from the board over the virtual communication Port.

Tutorial overview

Tutorial 4 will take you through the following steps:
1. Selection of the NUCLEO-L053R8 board from the New Project menu.

2. Selection of the required features (debug, USART, timer) from the Pinout view:
peripheral operating modes as well as assignment of relevant signals on pins.

3. Configuration of the MCU clock tree from the Clock Configuration view.
4. Configuration of the peripheral parameters from the Configuration view

5. Configuration of the project settings in the Project Manager menu and generation of
the project (initialization code only).

6. Project update with the user application code corresponding to the UART
communication example.

7. Compilation, and execution of the project on the board.
Configuration of Tera Term software as serial communication client on the PC.
9. The results are displayed on the PC.

©

Creating a new STM32CubeMX project and
selecting the Nucleo board

To do this, follow the sequence below:

1. Select File > New project from the main menu bar. This opens the New Project
window.

2. Go to the Board selector tab and filter on STM32L0 series.

3. Select NUCLEO-L053R8 and click OK to load the board within the STM32CubeMX
user interface (see Figure 662).

3
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Figure 662. Selecting NUCLEO_L053R8 board
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14.3 Selecting the features from the Pinout view
1. Select Debug Serial Wire under SYS (see Figure 663).

Figure 663. Selecting debug pins
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2. Select Internal Clock as clock source under TIM2 peripheral (see Figure 664).

Figure 664. Selecting TIM2 clock source
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3

3.

Select the Asynchronous mode for the USART?2 peripheral (see Figure 665).

Figure 665. Selecting asynchronous mode for USART2
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Check that the signals are properly assigned on pins (see Figure 666):

— SYS_SWDIO on PA13
— TCKonPA14

— USART _TX on PA2

— USART_RXon PA3

Figure 666. Checking pin assignment
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14.4 Configuring the MCU clock tree from the Clock Configuration
view

1. Go to the Clock Configuration tab and leave the configuration untouched, in order to
use the MSI as input clock and an HCLK of 2.097 MHz (see Figure 667).

Figure 667. Configuring the MCU clock tree
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14.5 Configuring the peripheral parameters from the
Configuration view
1.  From the Configuration tab, click USART2 to open the peripheral Parameter

Settings window and set the baud rate to 9600. Make sure the Data direction is set to
“Receive and Transmit” (see Figure 668).

2. Click OK to apply the changes and close the window.

Figure 668. Configuring USART2 parameters
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3. Click TIM2 and change the prescaler to 16000, the Word Length to 8 bits and the
Counter Period to 1000 (see Figure 669).

Figure 669. Configuring TIM2 parameters
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4. Enable TIM2 global interrupt from the NVIC Settings tab (see Figure 670).

Figure 670. Enabling TIM2 interrupt
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Configuring the project settings and generating the project

1. In the Project Settings menu, specify project name and destination folder, and select
the EWARM IDE toolchain (see Figure 671).

Figure 671. Project Settings menu
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If the firmware package version is not already available on the user PC, a progress
window opens to show the download progress.

2. Inthe Code Generator tab, configure the code to generate as shown in Figure 672,
and click OK to generate it.

Figure 672. Generating the code
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14.7 Updating the project with the user application code

Add the user code as follows:
/* USER CODE BEGIN 0 */
#include "stdio.h"
#include "string.h"
/* Buffer used for transmission and number of transmissions */
char aTxBuffer[1024];
int nbtime=1;
/* USER CODE END 0 */
Within the main function, start the timer event generation function as follows:
/* USER CODE BEGIN 2 */

/* Start Timer event generation */

HAL_TIM Base_Start_IT(&htim2);
/* USER CODE END 2 */

/* USER CODE BEGIN 4 */

void HAL_TIM PeriodElapsedCallback(TIM_ HandleTypeDef *htim) {

sprintf (aTxBuffer, "STM32CubeMX rocks %d times \t", ++nbtime);

HAL UART Transmit (&huart2, (uint8_t *) aTxBuffer, strlen(aTxBuffer), 5000);
}

/* USER CODE END 4 */

14.8 Compiling and running the project

1. Compile the project within your favorite IDE.
2. Download it to the board.
3.  Run the program.

3

UM1718 Rev 51 527/636




Tutorial 4 - Example of UART communications with an STM32L053xx Nucleo board UM1718

14.9 Configuring Tera Term software as serial communication
client on the PC

1. On the computer, check the virtual communication port used by ST Microelectronics
from the Device Manager window (see Figure 673).

Figure 673. Checking the communication port

-
=4 Device Manager o | B S

File Action View Help
e @ HE®
.8 Microsoft Virtual WiFi Miniport Adapter #2 &
Il Portable Devices
4 -‘7 Ports (COM & LPT)
Y% Communications Port (COML)
7" ECP Printer Port (LPT1)
.72 STMicroelectronics STLink Virtual COM Port (COM17)
- |2} Processors
P Security Devices

m

> B Sensors

3
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2. To configure Tera Term to listen to the relevant virtual communication port, adjust the
parameters to match the USART2 parameter configuration on the MCU (see
Figure 674).

Figure 674. Setting Tera Term port parameters

Tera Term: Serial port setup &J
! Port: lcom17  ~| ‘T‘ |
Baud rate: 9600 -
Data: '8 bit -] | Cancel |
Parity: ‘nnneiv" )
Stop: Mbn .| | Help
Flow control: ‘rnonc ',‘
Transmit delay
0 msecjchar 0 msec/line

3. The Tera Term window displays a message coming from the board at a period of a few
seconds (see Figure 675).

Figure 675. Setting Tera Term port parameters

F .l
5 COM17 - Tera Term VT = | B |

File Edit Setup Control Window Help

STH32CubeM¥ rocks 6 times STM32CubeME rocks 7 times
= 8 times STH32CubeMd rocks 9 times STH32CubeM¥
STM32CubeM¥ rocks 11 times STM32CubeME rocks 12 times

3
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Tutorial 5: Exporting current project configuration to
a compatible MCU

When List pinout compatible MCUs is selected from the Pinout menu, STM32CubeMX
retrieves the list of the MCUs which are compatible with the current project configuration,
and offers to export the current configuration to the newly selected compatible MCU.

This tutorial shows how to display the list of compatible MCUs and export your current
project configuration to a compatible MCU:

1. Load an existing project, or create and save a new project:

Figure 676. Existing or new project pinout

IR £t e — =
it
File Window Help A8 n oy »}(' 1S73

Untitled - Pinout & Configuration GENERATE CODE

sTM3Z"
CubeMX

Pinout & Configuration Clock Configuration Project Manager

Additional Softwares » Pinout

<CF Pinout view == System view

ADC
CRC
DMA
FATFS
FREERTOS
GPIO
1281
WDG 12C1_SDA
NVIC
Ree 12C1_SCL
RTC
SPI1
TIM1
TIM2 N
TIM3
TIM14 |
TIM16 STM32F031F4Px
TIMAT TSSOP20
r
Q@ oI a b o S| —

2. Go to the Pinout menu and select List Pinout Compatible MCUs. The Pinout
compatible window pops up (see Figure 677 and Figure 678).

If needed, modify the search criteria and the filter options and restart the search
process by clicking the Search button.

The color shading and the Comments column indicate the level of matching:

—  Exact match: the MCU is fully compatible with the current project (see Figure 678
for an example).

— Partial match with hardware compatibility: the hardware compatibility can be
ensured but some pin names could not be preserved. Hover the mouse over the
desired MCU to display an explanatory tooltip (see Figure 677 for an example).
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3

—  Partial match without hardware compatibility: not all signals can be assigned to the
exact same pin location and a remapping will be required. Hover the mouse over

the desired MCU to display an explanatory tooltip (see Figure 678 for an
example).

Figure 677. List of pinout compatible MCUs - Partial match
with hardware compatibility

F |
[@ Pinout Compatible Dialog M
+MCUs Filters ————— -MCUs List: 104 ltems ~
Series - | mcu | Package | Flash | Ram | Signalstoremap |  Comments [
[sTM32F0 | sTmazroatkeTc  LOFP32 32 4 2 Need HW change
Packages : STM32F030KETX LOFP32 a2 4 2 Need HW change '
[ ||| sTM32FO31K4UX  UFOFPN32 16 4 B Need HW change
) STM32F031KEUx  UFQFPN32 32 4 B Need HW change
Search Options ||sTMazZFogsvCTx  LQFP100 256 ) 4 Need HW change
Ignore Pinning Status || sTI32F070CETx 4 LOFP4S 32 B 4 Need HW change
Ignore Power Pins =10k USARTY_TX remaps from Pin(8)-PA2 to Pin(30)-PA9 Need HW change
Ignore System Pins STM32F USiART‘l_R)( remaps from Pin(9)-PA3 to Pin(31}-PA10 - Need HW change
X ! eTmazr IZ(:‘I _SCL remaps from Pin(17)-PA3 to Pin(6)-PF1 —OSL_‘OUT Need HW change
S STMAzF 12C1_SDA remaps from Pin(18}-PA10 to Pin(5)}-PF0-OSC_IN Need HW change
- STM32FO31EGYx  WLCSP25 12 4 4 Need HW change
STM32F030RCTx  LQFP64 256 12 4 Need HW change
STM32F030RSTx  LOFP64 64 ] 4 Need HW change
STM32F030CCTx  LQFP43 256 12 4 Need HW change

Figure 678. List of pinout compatible MCUs - Exact and partial match

F |
[@ Pinout Compatible Dialog M
+MCUs Filters ————— +MCUs List: 3 ltems

Series : [ mcu | Package | Flash | Ram | Signalstoremap |  Comments
[an | |sTmM32F020FaPx  TSSOP20 18 4 0 Full Compatible
Packages : STM32FO31FEPx  TSSOP20 32 4 0 Full Compatible
[TssoPz20 || |sTm3zFossFePx  TSsoP20 32 4 0 Full Compatible

+Search Options
Ignore Pinning Status

Ignore Power Pins

Ignore System Pins
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3.

Select an MCU to import the current configuration to, and click OK, Import:

Figure 679. Selecting a compatible MCU and importing the configuration

F |
[@ Pinout Compatible Dialog M
+MCUs Filters MCUs L|st 104 ltems
Series - [ McU | Package | Flash | Ram [ Signalstoremap | _ Comments |
[sTM32F0 > w 16 4 0
Packages : STM32F031F6Px TSSOP20 32 4 0 FuII Compatible | '
Al ~ [TSTM3ZFUSBFEFY  TSSUPZ0 3z T T

STM32F031G4Ux  UFQFPN28 16 4 2 Need HW change

(Search Options ———— | STM32F031G6Ux  UFQFPNZ2E 32 4 B Need HW change
Ignore Pinning Status || STM32F038KELx UFQFPN32 B2 4 2 Need HW change
Ignore Power Pins STM32F038G6Ux  UFQFPN28 32 4 2 Need HW change
\gnore System Pins STM32FO31KETx LQFP32 32 4 2 Need HW change

L || 8TM32F030KETX LQFP32 32 4 2 Need HW change
STM32F031K4Ux  UFQFPN32 16 4 2 Need HW change

STM32F031K6Ux  UFQFPN32 32 4 2 Need HW change
STM32F098VCTx LQFP100 256 32 4 Need HW change

STM32F070CETx LOFP48 32 6 4 Need HW change

STM32F070CBTx  LQFP48 128 16 4 Need HW change

The configuration is now available for the selected MCU:

Figure 680. Configuration imported to the selected compatible MCU
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'
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STM32F031FGPx
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STM32F038KEUx
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Clock Configuration
Additional Softwares

Compatibls
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Project Manager
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£ Pinout view

UFQFPN28
UFQFPN28
UFQFPN32
UFQFPN28

32

]
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12C1_SDA
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4. To see the list of compatible MCUs, select Outputs under the Window menu.

To load the current configuration to another compatible MCU, double-click the list of
compatible MCUs.

5. Toremove some constraints on the search criteria, several solutions are possible:
—  Select the Ignore Pinning Status checkbox to ignore pin status (locked pins).
—  Select the Ignore Power Pins checkbox to not take into account the power pins.

—  Select the Ignore System Pins to not take into account the system pins. Hover
the mouse over the checkbox to display a tooltip that lists the system pins
available on the current MCU.

Note: The option “List of Compatible MCU” is available only for single-core products, and grayed
out for dual-core microcontrollers, as exemplified in Figure 681.

Figure 681. Import configuration not available for dual core MCUs

[ STM32CubeMX Unitled; STM32H7458GTx - o Ve
=
e ' o XxQaxL
sTua2 N8 File Window Help a D X @ Y/
—_—
STM32H745BGTx > Untitled - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager
~ Software Packs  Pinout
Q v 1 Pinout view System view
g
0O Keep Current Signals Placement  CirlK »
System Core > Show User Label
Disable All Modes
Analog [OCCC O R L LI I
5 Clear Pinouts Cup
Timers. ’ . "
Clear Single Mapped Signals t
Connectivity >
Multimedia ? Export pinout with Alt. Functions
Export pinout without Alt. Functions
Secrty )
Computing > Set unused GPIOs . STME‘ZJ:;‘;‘U?;GT‘
Pinout View Colors
Middleware and Software Packs > Layout reset
Trace and Debug
Power and Thermal
Uit > - 1A -
lities o} ! ») = &l
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Tutorial 6 — Adding embedded software packs to user
projects

In this tutorial, the Oryx-Embedded.Middleware.1.7.8. pack is taken as an example to
demonstrate how to a to add pack software components to STM32CubeMX projects. The
use of this package shall not be understood as an STMicroelectronics recommendation.

To add embedded software packs to your project, proceed as follows:

1. Install Oryx-Embedded.Middleware.1.7.8.pack using the .pdsc file available from
http://www.oryx-embedded.com (see Section 3.4.5: Installing embedded software
packs).

2. Select New project.

Select STM32F01CCFx from the MCU selector.

4. Select Additional Software from the Pinout & Configuration view to open the
additional software component window and choose the following software components:
Compiler Support, RTOS Port/None and Date Time Helper Routines from the

CycloneCommon bundle (see Section 4.15: Software Packs component selection
window).

w

5. Click OK to display the selected components on the tree view and click the checkbox to
enable the software components for the current project (see Figure 682).

Figure 682. Additional software components enabled for the current project

m STM32CubeMX Untitled*: STM32F401CCFx E@ﬁ
A =
st @ i i A8 n »}\:
a2 N File Window Help s DYy ‘y,

Untitled - Pinout & Configuration GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager

Additional Softwares » Pinout

rx-Embedded Middleware 1.7_8 Mode and Cuﬂﬂgural:
.
]

CycloneCommon CycloneCommon Middlewares

42 Pinout view === System view

System Core >

Analog >

Timers >

Additional Software

Middleware .

Computing ? Configuration System Core Analog Timers Connectivi

Connectivity >

Multimedia >

Middleware >

Additional Software ~

NVIC @
RCC @

Oryx-Embedded Middleware__|

The pack name highlighted in green indicates that all conditions for the selected
software components resolve to true. If at least one condition is not resolved, the pack
name is highlighted in orange.

UM1718 Rev 51 ‘Yl




UM1718

Tutorial 6 — Adding embedded software packs to user projects

3

6. Check that no parameters can be configured in the Configuration tab (see

Figure 683).

Figure 683. Pack software components: no configurable parameters

Additional Softwares v Pinout
Oryx-Embedded Middleware.1.7.8 Mode and Configuration 4 4 Pinout view == System view
L-“f{
| i
CycloneCommaon CycloneCommon Middlewares

p____________ Configuation |

Mo configuration available

Additional Software

Middleware

7. Select the Project manager project tab to specify project parameters (see Figure 684),

and choose IAR™ EWARM as IDE.

Figure 684. Pack tutorial: project settings

Pinout & Configuration Clock Configuration Project Manager

Project Settings

Project Name
|O ryx_project1 |

| Browse

Project Location
|C:\STM 32CubeMX_Projects\

Application Structure

|Basic ~ | [J Do not generate the main()

Toolchain Folder Location
|C:\STM 32CubeM¥_Projects\Oryx_project 1t

Toolchain / IDE
[EwARM Vs

~ | O Generate Under Root

¢Linker Settings

Minimum Heap Size 0x200
Minimum Stack Size 0400

+Mecu and Firmware Package

Mcu Reference
[5TM32F401CCFx |

Firmware Package Name and Version
[5TM32Cube FW_F4 V1.22.0 |

Use Default Firmware Location

| | Browse
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8. Generate your project by clicking | | . Accept to download the
STM32CubeF4 MCU package if it is not present in STM32Cube repository.

9. Click Open project. The Oryx software components are displayed in the generated
project (see Figure 685).

Figure 685. Generated project with third party pack components

© Project - IAR Embedded Workbench IDE - ARM 8.20.1

File Edit View Project ST-Link Tools Window Help
NO@R@ = XK DC | & Q> &P <
Workspace v ax
[projet:ﬂ v
Files O o
| B @ project] - project] * <
= W Application
B E'WARM @
 User )
8 Drrivers “

=1 M Middlewares
L@ @ Onyx-Embedded Middleware 1.7 8
= & CycloneCommon/CompilerQoSupport

| [c] cpu_endian.c @
& 8 CycloneCommon/DateOoTimeOoHelperOoRoutines
| [l date_time.c ]
LE B CycloneCommon/RTOS0oPart/Naone
[ os_por_none.c ™
B Output
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17 Tutorial 7 — Using the X-Cube-BLE1 software pack

This tutorial demonstrates how to achieve a functional project using the X-Cube-BLE1
software pack.
Below the prerequisites to run this tutorial:

e  Hardware: NUCLEO-L053R8, X-NUCLEO-IDB05A1 and mini-USB cable (see
Figure 686)

e Tools: STM32CubeMX, IDE (Atollic® or any other toolchain supported by
STM32CubeMX)

e Embedded software package: STM32CubeL0 (version 1.10.0 or higher), X-Cube-BLE1
1.1.0 (see Figure 687).

*  Mobile application (see Figure 688): STMicroelectronics BlueNRG application for i0s®
or Android "

Figure 686. Hardware prerequisites

NUCLEO-LO53R8 X-NUCLEO-IDBO5A1

STLink v2.1

User
Button on gl %
PC13

)
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Figure 687. Embedded software packages

[ Embedded Software Packages Managl ‘ M
S5TM32Cube MCU Packages and embedded software packs releases
Releasesﬁurmatiun was last refreshed 3 hours ago.
[ | Description
¥ STM}ZLI}'
| ] STM32Cube MCU Package for STM32L0 Series 1.10.0 1.10.0
[} STM32Cube MCU Package for STM32L0 Series 19.0 1.9.0
r B
] STM32| [ Embedded Software Packages Manager M
STM32Cube MCU Packages and embedded software packs releases
Details -
Releases Information was last refreshed 3 hours ago. /
§ be MCL Pac s | Alibaba 5 E roelectronics
|| Desciiption
¥  X-CUBE-BLE1
\II (] BLE stack and sample applications for BlueNRG-MS module 110 |
»  X.CUBE-MEMS1
Details
| / [/ |

Figure 688. Mobile application
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Proceed as follows to install and run the tutorial:
1. Check STM32CubeMX Internet connection:

a) Select the Help > Updater Settings menu to open the updater window.

b) Verify in the Connection tab that the Internet connection is configured and up.
2. Install the required embedded software packages (see Figure 689):

a) Select the Help > Manage Embedded software packages menu to open the
embedded software package manager window.

b) Click the Refresh button to refresh the list with the latest available package
versions.

c) Select the STM32Cube MCU Package tab and check that the STM32CubelL0
firmware package version 1.10.0 or higher is installed (the checkbox must be
green). Otherwise select the checkbox and click Install now.

d) Select the STMicrolectronics tab and check that the X-Cube-BLE1 software pack
version 1.0.0 is installed (checkbox must be green). Otherwise, select the
checkbox and click Install now.

Figure 689. Installing Embedded software packages

[I] Embedded Software Packages Manager ﬂ

| STM32Cube MCU Packages and embedded software packs releases

Re\easeskﬂ(mmation was last refreshed 3 hours ago.

Oryx-Embedded | STMicroelectronics | lwlP

[ [ Description

¥ |STM32LU|
||:| STM32Cube MCU Package for STM32L0 Series 1.10.0 1.10.0 |
(] STM32Cube MCU Package for STM32L0 Series 190 190 '
r 3
m} STM32) [I] Embedded Software Packages Manager M
| STM32Cube MCU Packages and embedded software packs releases
Details -
Releases Information was last refreshed 3 hours ago. /
5 Alibaba | Oryx-Embedded |SSTMICIGEIEEIORIESS |vIP
[ | Description
¥  X.CUBE-BLE1
(] BLE stack and sample applications for BlueNRG-MS module 1.1.0 |

| X-CUBE-MEMS1

Details

| / / |

3. Start a new project:
a) Select New Project to open the new project window.
b) Select the Board selector tab.
c) Select Nucleo64 as board type and STM32L0 as MCU Series.
d) Select the NUCLEO-L053R8 from the resulting board list (see Figure 690).

e) Answer No when prompted to initialize all peripherals in their default mode (see
Figure 6917).

3
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Figure 690. Starting a new project - selecting the NUCLEO-L053R8 board

-
[ New Project from a Board @
MCU Selector [SEREESEIECEOr
Q
Feat... Large Pic Docs & Resour. Datas. ] [3» start Pro
Vendor ’ NUCLEO.LO10RB
w
Type ™ STMicroelectronics NUCLEO-L010RB Board Support and '
- Examples
Check/Uncheck All
[1 Discovery Unit Price (US$): 0.0
O Evalation Boar Mounted device: STM32L010RETx
[ Nucleo32
Nucleo64
Boards List: 3 items =
MCU Series ~ Ejl
CheckiUnchack Al [ | oOveview | Parto __|[Type [Marketi [unt Price.[iounted. [MCU Ser. JCustom For.| Memory | ROM |
Tl
[ sTM32F0 ‘lﬁl “in
01 sTM32F1 ﬁl NUCLEO-L01...Nuc. 0.0 STM32L00 0 0
I E
[ STM32F3 i
[ sTM32F4 lq‘i!’!;-g
00 sTM3260 i i NUGLEO-LO.. Nuc.Adive 130  STHZ2L STM32L00 0 0
STM32L0 s
[ sTM32L1 .
M erinaa

Figure 691. Starting a new project - initializing all peripherals

{1 Board Project Options: NUCLEO-LO10.. e

o Initialize all peripherals with their default Mode ?

s |

4. Add X-Cube-BLE1 components to the project:

a)

b)

Click Additional Software from Pinout & Configuration view to open the
Additional Software component Selection window.

Select the relevant components (see Figure 692)
The Application group comes with a list of applications: the C files implement the

application loop, that is the Process() function. From the Application group, select
the SensorDemo application.

Select the Controller and Utils components

Select the Basic variant for the HCI_TL component. The Basic variant provides
the STMicroelectronics implementation of the HCI_TL API while the template
option requires users to implement their own code.

Select the UserBoard variant as HCI_TL_INTERFACE component. Using the
UserBoard option generates the <boardname>_bus.c file, that is
nucleo_1053r8_bus.c for this tutorial, while the template option generates the
custom_bus.c file and requires users to provide their own implementation.

Refer to the X-Cube-BLE1 pack documentation for more details on software
components.
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c) Click OK to apply the selection to the project and close the window. The left panel
Additional Software section is updated accordingly.

Figure 692. Selecting X-Cube-BLE1 components

m Software Packs Component Selector

acks
j'._- S 0 >

> RoweBots |-CUBE-UNISONRTOS
> SEGGER.I-CUBE-embOS
> STMicroelectronics X-CUBE-AI
> STMicroelectronics X-CUBE-ALGOBUILD
> STMicroelectronics X-CUBE-AZRTOS-H7
~ STMicroelectronics X-CUBE-BLE1
v Wireless BlueNRG-MS
BlueNRG-MS / Controller
BlueNRG-MS / HCI_TL
BlueNRG-MS / HCI_TL_INTERFACE
BlueNRG-MS / Utils
~ Device BLE1_Applications
Application
> STMicroelectronics X-CUBE-BLE2

Show components for context: (Cortex-M7 ~
Pack/ Bundle / Companent [Stavs | Version | Selection | g

PPOEO®ABO

120@
6.0.0 v
1.2.0 v
1.0.0

6.2.0
510 {

Basic v

UserBoard v
6.1.0

‘SenﬁorDemoBLESenSor v ‘
320 ~

Enable peripherals and GPIOs from the Pinout tab (see Figure 693):

a) Configure USART2 in Asynchronous mode.

b) Configure SPI1 in Full-duplex master mode.

c) Left-click the following pins and configure them for the required GPIO settings:

PAO: GPIO_EXTIO
PA1: GPIO_Output
PA8: GPIO_Output

d) Enable Debug Serial Wire under SYS peripheral.
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Figure 693. Configuring peripherals and GPIOs
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6. Configure the peripherals from the Configuration tab:

542/636

a) Click the NVIC button under the System section to open the NVIC configuration
window. Enable EXTI line 0 and line 1 interrupts and click OK (see Figure 694).

b) Click the SPI button under the Connectivity section to open the SPI
configuration window. Check that the data size is set to 8 bits and the prescaler
value to 16 so that HCLK divided by the prescaler value is less or equal to 8 MHz.

c) Click USART2 under the Connectivity section to open the Configuration window

and check the following parameter settings:
Under Parameter Settings:
Baud rate: 115200 bits/s
Word length: 8 bits (including parity)
Parity: none
Stop bits: 1
Under GPIO Settings:
User labels: USART_TX and USART_RX

3
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Figure 694. Configuring NVIC interrupts

[0 STM32CubeMX Untitled*: STM32L010RBTx NUCLEO-LO10RB E=hE g
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Hard fault interrupt 0
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o Pendable request for system service 0
Time base: System tick timer 0
Flash and EEPRCM global interrupt [m] 1]
Analog 3 RCC global interrupt [m] 0
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Timers > SPI1 glabal interrupt [m] 0
USART2 global interrupt / USART2 wake-up interrupt through EXTl line 26 [m] 0
Connectivity™
12C1
LPUARTI
— Enabled Preemption Priority
= — ——

Enable and configure X-Cube-BLE1 pack components from the
Pinout & Configuration view:

a) Click the pack items from the left panel to show the mode and configuration tabs.

b) Click the check boxes from the Mode panel to enable X-Cube-BLE1, the
configuration panel appears showing the parameters to configure. An orange
triangle indicates that some parameters are not configured. It turns into a green
check mark once all parameters are correctly configured (see Figure 695).

c) Leave the Parameter Settings Tab unchanged.

d) Go the Platform settings tab, configure the connection with the hardware
resources as indicated in Figure 695 and Table 29.

Table 29. Connection with hardware resources

Name IPs or components Found solutions
BUS IO driver SPl in Full-duplex master mode SPI1
EXTI Line GPIO:EXTI PAO
CS Line GPIO:output PA1
Reset Line GPIO:output PA8
BSP LED GPIO:output PA5
BSP Button GPIO:EXTI PC13
BSP USART USART in Asynchronous mode USART2

Check that the icon turns to Qin . Click OK to close the Configuration window.
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Figure 695. Enabling X-Cube-BLE1
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8. Generate the SensorDemo project:
a) Click | | to generate the code. The Project Settings window
opens if the project has not yet been saved.
b) Click | | to generate the code once the project settings have

been properly configured (see Figure 696). When the generation is complete, a
dialog window requests to open the project folder (Open Folder) or to open the
project in IDE toolchain (Open Project). Select Open Project (see Figure 697).
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Figure 696. Configuring the SensorDemo project
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Figure 697. Open SensorDemo project in the IDE toolchain

.
[[ Code Generation

o The Code is successfully generated under C:/STM32CubeMX_Projects/X-Cube-BLE/SensorDemo
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18 Creating LPBAM projects

18.1 LPBAM overview

Disclaimer: to learn about the LPBAM mode and its usage, it is recommended to read the
LPBAM application note available on www.st.com, and the LPBAM utility getting started
guide located under the Utilities folder of the STM32Cube firmware package.

18.1.1 LPBAM operating mode

LPBAM stands for low power background autonomous mode. It is an operating mode that
allows peripherals to be functional and autonomous independently from power modes and
without any software running. It is performed thanks to a hardware subsystem embedded in
STM32 products. Thanks to DMA transfers in Linked-list mode, the LPBAM subsystem can
chain different actions to build a useful functionality (peripheral configurations and
transfers). Optionally, it can generate asynchronous events and interrupts. It operates
without any CPU intervention. Consequently, the two major benefits from using the LPBAM
subsystem mechanisms are an optimized power consumption, and an offloaded CPU.

18.1.2 LPBAM firmware

The LPBAM firmware has been designed to help users create LPBAM applications: the
LPBAM utility is a set of modular drivers located under the Utilities folder of the STM32Cube
firmware package. Each module comes as a pair of C file that provides the APIs needed to
build an application scenario. Each module manages the configurability and the data
transfers for a given peripheral. The LPBAM utility is designed to be compatible with any
STM32 devices supporting LPBAM subsystem mechanisms through a configuration
module: it requires a configuration file stm32_Ipbam_conf.h aligned with the application
needs. The LPBAM utility has a single application entry point, the stm32_Ipbam.h, that must
be included in the project.

18.1.3 Supported series

The LPBAM firmware supports STM32U575/585, STM32U595/5A5 and STM32U599/5A9
products, for projects with or without TrustZone activated.

STM32CubeMX 6.5.0 introduces LPBAM for projects without TrustZone activated on the
STM32U575/585 product line: users can create LPBAM applications for their project using
STM32CubeMX LPBAM Scenario & Configuration view and generate the corresponding
code. The generated C project embeds the LPBAM firmware.

STM32CubeMX 6.6.0 adds LPBAM support for projects with TrustZone activated.

3
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18.1.4 LPBAM design
It is recommended to use LPBAM to save power and offload the CPU.
e  The LPBAM mechanism supports the following set of peripherals on the Smart Run
Domain: ADC4, COMP1/2, DACA1, 12C3, LPDMA1, LPGPIO, LPTIM1/2/3, LPUARTA1,
OPAMP1/2, SPI3, VREFBUF.
e According to the LPDMA implementation in the Smart run domain, the LPBAM has
access only to SRAM4.
e  The LPBAM mechanism implementation can run autonomously until Stop2 mode.
o To reach the lowest power consumption, the system power usage, the system clock
and the autonomous peripheral kernel clock can be configured:
18.1.5 LPBAM project support in STM32CubeMX

3

An LPBAM project is composed of a main project, and of one or more LPBAM applications.

Figure 698. LPBAM project

Main project LPBAM applications

» SoC and IPs |
| Configuration |

Application 1 Application 1

SoC and IPs

Application 2
Configuration

Description
(user COde) .

Description
Application n

The “Main project” contains the “SoC and IPs configuration” at initialization time and a
runtime description of the main application. STM32CubeMX allows to describe the “SOC
and IPs Configuration” part.

Each LPBAM application contains a “SoC and IPs configuration” and a runtime description.
STM32CubeMX allows to describe both.

STM32CubeMX generated code for “SoC and IPs configurations” uses the STM32Cube
HAL and/or LL APlIs, for both the main project and the LPBAM application. The code
generated for the LPBAM application runtime uses the LPBAM firmware API.

Figure 699 is an example of what can be executed at runtime for a simple LPBAM project
composed of the main application and of one LPBAM application.
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Figure 699. Project timeline

Main application LPBAM application 1
Runtime HAL Runtime LPBAM
- i CPU Processing Processing
t=0 T tztlT
SoC and IPs SoC and IPs
configuration re-configuration

18.2 Creating an LPBAM project

18.2.1 LPBAM feature availability

When a project with LPBAM feature capability is opened, a dedicated entry is shown in the
user interface (see Figure 700). The feature is optional and when it is not used, it has no
impact on the generated project.

Figure 700. Project with LPBAM capability

[ STM32Cubehdi LPBAM_testioc: STM32US75AGH LP B A M e nt ry
STM3? ﬁ

File Window Help

Configuration-LpbamAp2

Clock Configuration Project Manager

v Software Packs v Pinout

== System view

i Pinout view

SystemCore > Main project

Analog >
Timers >
Cannectivity >
Multimedia >
Security >
Computing >
Middleware >

Trace and Debug >

18.2.2 Describing an LPBAM project

Describing an LPBAM project in STM32CubeMX consists in describing the main project
using STM32CubeMX main project page, and one or more LPBAM applications using the
dedicated LPBAM Scenario & Configuration page.
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Starting with STM32CubeMX 6.5:
e Create a project by selecting an MCU or board part number from the STM32U575/585
product line.
e Do not activate TrustZone for the project.
e Click “LPBAM Scenario & Configuration” ribbon to view LPBAM dedicated page.
The LPBAM context is highlighted with a pink border. You can switch back and forth
between the main project configuration and the LPBAM Scenario & Configuration by clicking
the corresponding ribbon.
Figure 701. LPBAM Scenario & Configuration view
[ STM32CubeMX Untitled: STM32Us75aGk  IV1ain Pi’OjECtCL!CI( e e LPBAM Applications - o X
S](;rélm"j‘;? File Window ‘ Help @ n [ > ] , ‘y,
o0 STM32U575AGlx /:} Untitled - Pinout & Configuration ‘} GENERATE CODE
‘ LPBAM Scernario & Configuration
LPBAM Management
- [E LPBAM Manager
=} Add Application
Please create or activate a LPBAM application first
18.2.3 Managing LPBAM applications in a project

)

When entering the LPBAM Scenario & Configuration view, you must first add an LPBAM
application.

Adding, removing, renaming, and switching between LPBAM applications is done from the

left panel under the LPBAM manager section.

To add the first LPBAM application, click “Add Application”:

e |f the default name is kept, the application “LpbamApp1” is created.

e  The first Queue “Queue1” of LpbamApp1 is created.

e  The configuration views (LPBAM scenario, pinout & ip, clock) necessary to describe
Lpbam App1 are available.

To add more queues, click “Add Queue”

To delete an application (or a queue), right-click the application (or the queue) name and
select “Delete”.
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To rename an application (or a queue), right-click the application (or the queue) name and
select “Rename”. Note that the application name is used in the generated project.

To switch between LPBAM applications, click the application name, this loads the LPBAM
panel for the selected application.

To switch between queues in an LPBAM application, click the queue name: the middle and
right panels are refreshed to display the selected queue and its configuration.

Figure 702. Adding an application
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¥ @ LpbamAp1 .
L @ Scenario L Cireular Mode
© Queued
+ Add Queue
DMA Channel Configurat v
= Add Application annel Comguration
Priority Low v
LpbamAp1: Settings v
“ LPBAM Scenarios Settings DMA Channel Interrupt Configuration v
LPBAM Scenario uses resources from Smart Run Domain
Data Transfer Error Interrupt Disable v
LPBAM Scenario is hosted by LPDMA1
Update Link Error Interrupt Disable M
LPBAM function Toolbox v User Setting Error Interrupt Disable v
Transfer Complete Interrupt Disable v
ADC4 >
Trigger Overrun Interrupt Disable ~
COMP1 >
CoMP2 > DMA Channel NVIC Configuration ~
DAC1 >
DMA Channel Attributes Configuration v
12C3 >
Enable Channel as Privileged Non-Privileged ~
LPDMA1 >
I PGPIO >

Describing an LPBAM application

Overview (SoC & IPs configuration, runtime scenario)

Describing an LPBAM application consists in configuring the SoC and IPs, as it is done for a
standard STM32CubeMX project, as well as describing the runtime part of the application.

SoC and IPs configuration

To configure IP and SOC in the context of an LPBAM application, use the Pinout &
Configuration and Clock configuration provided with the LPBAM application.
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Figure 703. SoC and IPs configuration
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Runtime description (scenario)

With standard STM32CubeMX projects, the user must add the code to manage the runtime
behavior of the main application based on STM32Cube HAL or LL driver APIs, such as
HAL_COMP_Start, HAL_TIM_Start, HAL_TIM_Stop.

For LPBAM applications, STM32CubeMX provides the LPBAM Scenario & Configuration
panel to create the runtime description (scenario). As shown in Figure 704, this panel is
divided in three parts.

Figure 704. LPBAM scenario: creation and configuration panels
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LPBAM applications use the LPBAM firmware APIs and consist of chained DMA transfers.
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In the context of an LPBAM application, the first panel is used for:
e Managing queues for the application.

e Browsing and adding nodes to the queue currently selected in STM32CubeMX user
interface.

e Application specific settings. These settings cannot be changed nor disabled when
using LPBAM on STM32U5 series.

The second panel displays the diagram of the queue currently selected for one selected
queue of the LPBAM application.

The third panel lets the user to configure either the queue (if the queue name is clicked), or
a node (if the node is selected on the diagram).

SoC& IPs: configuring the clock

The LPBAM subsystem is functional down to STOP2 mode and supports only IPs on the
Smart run domain. Consequently, in the LPBAM context, only a subset of the clock tree can
be configured. Refer to Section 4.10 for details on how to configure a clock tree in
STM32CubeMX.

Figure 705. Clock tree configuration
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SoC & IPs: configuring the IPs

Only IPs of the Smart run domain are available in the LPBAM context.

In the LPBAM context, most IPs show the same configuration possibilities as the main
project. However, for some IPs, some additional configuration is needed. For example,
when an IP internal interrupt can be used in the LPBAM context, a dedicated configuration
Tab is shown.
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Figure 706. Available IPs
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Figure 707. IP configuration: advanced settings
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All IPs used at runtime by the LPBAM must be configured in the Pinout & Configuration
view. Their configuration must be coherent with the LPBAM scenario.
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Clicking “Check LPBAM Design” on the upper right corner of the user interface returns, for
each IP used but not configured in an LPBAM application, a warning in the output window.

Warning: “Check LPBAM Design” checks only that the IPs are
configured in the “Pinout & Configuration”, it does not check
whether the HAL configuration is coherent with the LPBAM
APIs used in the scenario.

SoC & IPs: configuring low power settings

Starting with STM32CubeMX6.5, users can configure low power settings for their project.
These settings (to be found under the PWR IP) are very important to minimize the power
consumption of an LPBAM application.

Figure 708. LPBAM low power settings
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LPBAM scenario: managing queues

An LPBAM scenario consists of one or more queues, each with one or more nodes. The
center panel describes the scenario of the LPBAM application: click the queue name to
display its diagram in the center panel and its configuration in the right panel. The name of
the selected queue is underlined in blue.

To add more queues, click the “+” button in that panel, or click “Add queues” from the
LPBAM management section in the left panel:

e  The maximum number of queues is four on STM32U5 series, limited by the number of
LPDMA1 channels.

e Adding an LPBAM application to the project automatically creates one empty queue for
that application.

Warning: For LPBAM applications with multiple queues,
STM32CubeMX does not manage the runtime
synchronization between queues. It is the user’s

3
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responsibility when assembling its final application to “start”
the different queues at runtime.

The “LPBAM Management” section allows to remove and rename queues:
e To delete a queue, right-click the queue name and select “Delete”.
e Torename a queue, right-click the queue name and select “Rename”.

e To switch between queues in an LPBAM application, click the queue name: the middle
and right panels are refreshed to display the selected queue and its configuration.

18.3.6 Queue description: managing nodes

A queue description consists of a sequence of functional nodes on a timeline: the sequence
is displayed as a diagram in the central panel and the queue configuration in the right panel.
To add nodes to a queue:

e  Click the name of the queue to be updated.

e  Use the “LPBAM function Toolbox”, in the left panel to browse the list of IPs and
functions (LPBAM firmware APIs) that can be used to create nodes.

e Click the IP name to expand and see the list of available functions.

e Click the “+” sign next to the function name to add the function as a node in the queue:
the queue diagram in the center panel is updated accordingly.

e  Example: on Queue1 of LpbamAp1, COMP1 is started, then data transfer on COMP1
Output is performed (see Figure 709).

To remove nodes from the diagram, click the cross on the node right-end-upper corner.

Figure 709. Adding nodes to a queue
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Queue description: configuring the queue in circular mode

STM32CubeMX offers the possibility to design circular queues:

e Select the queue to be configured by clicking the queue name in the center panel: the
queue configuration is displayed in the right panel.

e  Click the Circular mode checkbox to configure the queue in circular mode: by default,
the queue loops back to the first node (see Figure 710).

e To loop back to a different node, click the end of the arrow and drag it to the node of
choice.

e  Toremove the loop, uncheck Circular mode.

Figure 710. Queue in circular mode
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Data Transfer Error Interrupt Disable
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Some functions first configure the IP, then manage the data transfer. In case of circular
mode, the loop can be plugged on the configuration (“Conf”) or on the data part (“Data”) of
the function.

An example is provided in Figure 711: when the queue is executed, the two first nodes and
the configuration of the third node are executed once. whereas the data transfer is repeated
as part of the loop.
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Figure 711. Queue looping back on IP data transfer
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Data
Data Transfer Error Interrupt Disable
18.3.8 Queue description: configuring the DMA channel hosting the queue

3

The execution of an LPBAM queue consists of LPDMA chained transfers. The DMA hosting
the queue execution must be configured as needed by the application (see Figure 712).

Figure 712. LPBAM queue: DMA configuration
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Basic configuration

Select the queue to be configured by clicking the queue name on the center panel, the
configuration of the DMA channel hosting that queue is shown in the right panel.
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Note that some settings usually available for configuring a DMA channel are not provided in
the user interface, as they are directly managed either by STM32CubeMX or by the LPBAM
driver.

DMA channel NVIC configuration

NVIC settings are available only if one DMA channel interrupt is enabled (see right panel in
Figure 712). The preemption priority and sub priority ranges in the LPBAM context depend
on the NVIC priority group set for the whole project (the main project with the LPBAM
applications).

Warning: Always check preemption and sub-priorities in the LPBAM
context after changing the NVIC priority group from the main
project Pinout & Configuration view.

Node description: accessing contextual help and documentation

STM32CubeMX provides contextual help and link to reference documentation on LPBAM
functions to guide the user during the function selection process:

. From the “LPBAM function Toolbox” in the left panel, hover the mouse on an IP name
to show the contextual help with links to reference documentation (see Figure 713).

e Itis recommended to read carefully the LPBAM global documentation and the IP
“Description, Usage and Constraint” to learn how to assemble nodes in a queue,
several queues, what can be done and what cannot be done. Some restrictions apply
and are due to the LPBAM mechanism. They are not coming from the IP itself or from
HAL constraints.

Figure 713. LPBAM functions contextual help

LPBAM Scenario & Configuration Pinout & Cd

LPBAM function Toolbox

Analog to digital converter 16-bits
B Summary:

This driver provides the following list of features :
(+) Configure the ADC peripheral for conversion.
(+) Starts the ADC conversion.
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Node description: configuring node parameters

Once a function is chosen from the “LPBAM Function Toolbox” and added to a queue, it can
be configured. In the center panel, click on a node to select it: the function is highlighted in
pink, and its configuration is shown in the right panel (see Figure 714).

The example shows the “Start” parameters of the LPBAM COMP1_Start function. The HAL
driver uses the same parameter names to configure a COMP IP. As mentioned before, the
LPBAM firmware is not a HAL driver. However, the IP being unique, the LPBAM driver has
been designed so that the IP parameters use, whenever possible, the same naming as
found in the HAL driver.

Figure 714. LPBAM queue node configuration
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Trigger Configuration

The Function execution is [not conditionned by a Trigger

Warning: LPBAM IP functions access IP hardware resources, to be
properly configured in the “Pinout & Configuration” view.

When a parameter is set to a hardware resource such as a GPIO, the resource must be
configured in the Pinout & Configuration view.

In the example shown in Figure 714, the COMP “Input Plus” is set to PC5. If PC5 is not
configured in the “Pinout & configuration” view, the generated LPBAM application can gets a
“null signal” on Input Plus, and will be not functional.

To fix this issue:

e  Go to the Pinout&Configuration view

e  Search PC5 using the search field

¢ Right-click the PC5 pin and select COMP_Inp (see Figure 715)
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Figure 715. LPBAM node: configuring hardware resources
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Trigger Configuration

The Function execution is |not conditionned by a Trigger

Another example can be made using a timer to generate a PWM signal. The HAL driver
requires a timer channel to be configured as output. Same applies when using the LPBAM
firmware.

All constraints concerning the initial configuration of the IP are mentioned in the LPBAM
firmware documentation. Use STM32CubeMX “LPBAM Design check” mechanism (see
dedicated section) to detect missing configurations.

Node description: configuring a trigger

For all IPs and functions, with the LPBAM firmware it is possible to use a hardware signal to
trigger a node. STM32CubeMX allows to configure such trigger from the node configuration
panel. By default, the node execution is not triggered. When trigger is enabled, all possible
trigger signals are listed.

Warning: It is the user responsibility to properly configure the triggers.
STM32CubeMX does not check for configuration errors.

Taking the COMP function “Start” as an example (see Figure 716), choose the function
execution to be triggered on the rising edge of hardware signal, for the example, then, select
the hardware signal among the list of hardware signals proposed.
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Figure 716. LPBAM node trigger configuration
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If a node is a function managing LPTIM1_CHA1, it is possible to select LPTIM1_CH1 as the
trigger (see Figure 717).

Figure 717. LPBAM node triggered using timer channel
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LPTIM3 CH1
LPTIM4 OUT
COMP1 OUT
COMP2 OUT

18.3.12 Node description: reconfiguring a DMA for data transfer

)

Nodes set to a function managing data transfers (all functions with associated data transfer
and with a name not ending with _Config), come with a specific configuration section:
“Reconfigure DMA for Data Transfer” (see Figure 718).

Each DMA data transfer is based on a specific configuration, including, among others, data
size, buffer address, address increment. The DMA default settings are functional.
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Figure 718. LPBAM node: reconfiguring a DMA

Pinout & Configuration Clock Configuration
Queuet . LpbamAp1/Scenario/Queue1/COMP1:OutputlLevel_13
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Src Data Width Word
Dest Data Width ‘Word
Transfer Event Generation TC and HT generated on the last lir

DMA settings can be changed, but they depend upon the IP and the function.

For example, for “COMP Output Level”:

Data transferred are output data and are transferred from the register IP to the memory.
The “Source Address” referring to the IP data register is not incremented:
STM32CubeMX user interface shows that the “Source address increment after
transfer” parameter cannot be enabled.

Data transferred to memory can be saved at the same memory address, or in a Table:
in this case, the “Destination Address increment after transfer” can be disabled or left
enabled (see Figure 718).

Figure 719. Reconfiguring DMA for data transfer when destination is memory

Reconfigure DMA for Data Transfer / Default Setting i1s functional
Source Address Increment After Transfer |Disabled
Destination Address Increment After Transfer |Ena|:r|ed

Disabled
Src Data Width
e bata T Enabled

Dest Data Width Word
Transfer Event Generation |TC and HT generated on the last lir
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Checking the LPBAM design

STM32CubeMX offers users with the possibility to check their LPBAM design for coherency
and completeness, by detecting:

. Incoherences between the IP LPBAM function selected for a node and the
corresponding IP configuration.

e  Wrong queue designs (the sequence of nodes is invalid).

Click CHECK LPBAM DESIGN to check all LPBAM applications currently available in the
project. Results appear in the LPBAM output log window (see Figure 720).

Messages raised on the LPBAM design do not prevent users to generate the C code for
their project. Supported type of messages are ERROR (in red), Warning (in orange), and
Information (in blue).

Figure 720. Design check
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nfig 3' and is not configured. IP must be configured in this

“LPBAM scenario &

& Configuration'

optimization purpose, when a

UM1718 Rev 51

563/636




Creating LPBAM projects UM1718

18.5

564/636

Generating a project with LPBAM applications

Click Generate Code from the main project view. As exemplified in Figure 720, the resulting
project shows, in addition to the main project files and folders, the stm32_Ipbam_conf.h file,
a dedicated folder for the configuration code, and the utilities folder with the LPBAM utility
firmware.

Figure 721. STM32CubeMX project generated with LPBAM applications

Generated C project LPBAM conf in Inc folder
main.h
partition_stm32u575xc.h
. Inc stm32_Ipbam_conf.h

Drivers HAL/LL Drivers o stm32uSxx_hal_conf.h

EWARM stm32u5xx_it.h

MonSecure

Secure Core LpbamAp1

Secure_nsclib LPBAM

Utilities LPBAM firmware Lpbamap1 Ipbam_lpbamap1.h .

mxproject MyApp2 Ipbam_lpbamap1_config.c

LPEAM.ioc Ipbam_lpbamap1_scenaric_build.c

MyApp2

Ipbam_myapp.h
Ipbam_myapp2_config.c
Ipbam_myapp2_scenario_build.c

STM32CubeMX generates:

e Inthe Core/Inc folder, the stm32_Ipbam_conf.h file that defines all the LPBAM modules
enabled for the LPBAM applications, to be used by the LPBAM utility firmware.

e Inthe LPBAM folder, the code for the LPBAM applications and their scenarios. The
Ipbam_<application name>.h file provides the prototypes of the functions to call in the
main project to initialize the application, build and initialize the scenario, link it with the
DMA, start it, stop it, unlink it, and de-initialize it.

As an example, for the LpbamAp1 application, STM32CubeMX generates the following
functions:

/* LpbamApl application initialization */

void MX_ LpbamApl Init (void);

/* LpbamApl application - scenario initialization */
void MX_ LpbamApl Scenario_Init (void);

/* LpbamApl application - scenario build */
void MX_ LpbamApl Scenario_ Build(wvoid);

/* LpbamApl application - scenario link */
void MX_ LpbamApl Scenario_Link (DMA HandleTypeDef *hdma);

/* LpbamApl application - scenario start */
void MX_ LpbamApl Scenario_Start (DMA_HandleTypeDef *hdma);

3
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/* LpbamApl application - scenario stop */
void MX_LpbamApl_ Scenario_Stop (DMA_HandleTypeDef *hdma);

/* LpbamApl application - scenario unlink */
void MX_LpbamApl_ Scenario_UnLink (DMA_ HandleTypeDef *hdma);

/* LpbamApl application - scenario de-initialization */

void MX_LpbamApl_ Scenario_DeInit (void);

LPBAM application for TrustZone activated projects

Starting with STM32CubeMX 6.6.0, users can create LPBAM applications for projects with
TrustZone activated.

1. Access to MCU selector and select an STM32U575/585 device
2. Click Create a new project
3. Choose the option “with TrustZone activated”

STM32CubeMX standard project view

STM32CubeMX standard project view proposes security settings for peripherals
(Figure 722) and the clock tree (Figure 723).

STM32CubeMX LPBAM view

In STM32CubeMX LPBAM Application configuration context, the peripherals and the clock
tree do not come with dedicated security settings (see Figure 724 and Figure 725). The
choice of context, secure or nonsecure, is done at LPBAM application level (Figure 726).

Security settings coherency check

1. Click

2. Enable Show Attribute Warning Messages to see details about LPBAM security related
configuration issues (see Figure 727)
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Figure 722. STM32CubeMX project - Peripheral secure context assignment
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Figure 723. STM32CubeMX project - Clock source secure context assignment
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Figure 724. LPBAM project - Peripheral no context assignment
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Figure 725. LPBAM application - Clock source no context assignment
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Figure 726. LPBAM application - Secure context assignment
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Appendix A STM32CubeMX pin assignment rules

The following pin assignment rules are implemented in STM32CubeMX:

e Rule 1: Block consistency

¢ Rule 2: Block inter-dependency

e Rule 3: One block = one peripheral mode

e Rule 4: Block remapping (only for STM32F 10x)

e Rule 5: Function remapping

e Rule 6: Block shifting (only for STM32F 10x)

e Rule 7: Setting or clearing a peripheral mode

¢ Rule 8: Mapping a function individually (if Keep Current Placement is unchecked)
e Rule 9: GPIO signals mapping

A1 Block consistency

When setting a pin signal (provided there is no ambiguity about the corresponding
peripheral mode), all the pins/signals required for this mode are mapped and pins are
shown in green (otherwise the configured pin is shown in orange).

When clearing a pin signal, all the pins/signals required for this mode are unmapped
simultaneously and the pins turn back to gray.

Example of block mapping with an STM32F107x MCU

If the user assigns 12C1_SMBA function to PB5, then STM32CubeMX configures pins and
modes as follows:

e [2C1_SCL and 12C1_SDA signals are mapped to the PB6 and PB7 pins, respectively
(see Figure 728).

e [12C1 peripheral mode is set to SMBus-Alert mode.
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Figure 728. Block mapping

r = » = — = e - —

o STM32CubeMX Untitled*: STM32FI07VBTx . P — [E= R
File Project Pinout Window Help

Bod & @g g [C] Keep Current Signals Placement 4 o (O — @ < Find v 3 \ =\ [¥] Show user Label : (2| £

Pinout | Clock Configuration | Configuration | Power Consumption Calculatorl

B ® 1201 o

. i.q2c [SMBus-Alert-mode -

=% 1252

?-"Mode Half-Duplex Slave -
Master Clock Output

- & 1283

@ IWDG

- & RCC

% RTC

& SPI1

-Mode | Disable -

-
P W

-
{1}
-

Hardware NSS Signal
o
- & SPI3
- & 5YS
- & TIM1
- & TIM2
 TIM3
- & TIM4
- & TIM5
- ® TIM6
- o TIM7
- & UART4
o _UARTS o

L e ——

STM32F107VBTx
LQFP100

O O O O O O = YO O e O O O o
o £ e 2 B R 3 e 3 R e B i £ i 3 )

Example of block remapping with an STM32F107x MCU

If the user assigns GPIO_Output to PB6, STM32CubeMX automatically disables 12C1
SMBus-Alert peripheral mode from the peripheral tree view and updates the other 12C1 pins
(PB5 and PB7) as follows:

e If they are unpinned, the pin configuration is reset (pin grayed out).

o |f they are pinned, the peripheral signal assigned to the pins is kept and the pins are
highlighted in orange since they no longer match a peripheral mode (see Figure 729).
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Figure 729. Block remapping
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For STM32CubeMX to find an alternative solution for the 12C peripheral mode, the user will
need to unpin 12C1 pins and select the I2C1 mode from the peripheral tree view (see
Figure 730 and Figure 731).
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Figure 730. Block remapping - Example 1
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Figure 731. Block remapping - Example 2
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Block inter-dependency

On the Pinout view, the same signal can appear as an alternate function for multiple pins.
However it can be mapped only once.

As a consequence, for STM32F1 MCUs, two blocks of pins cannot be selected
simultaneously for the same peripheral mode: when a block/signal from a block is selected,
the alternate blocks are cleared.

Example of block remapping of SPI in full-duplex master mode with an
STM32F107x MCU

If SPI1 full-duplex master mode is selected from the tree view, by default the corresponding
SPI signals are assigned to PB3, PB4 and PB5 pins (see Figure 732).

If the user assigns to PA6 the SPI1_MISO function currently assigned to PB4,
STM32CubeMX clears the PB4 pin from the SPI1_MISO function, as well as all the other
pins configured for this block, and moves the corresponding SPI11 functions to the relevant
pins in the same block as the PB4 pin (see Figure 733).

(by pressing CTRL and clicking PB4 to show PAG alternate function in blue, then drag and
drop the signal to pin PAG)

Figure 732. Block inter-dependency - SPI signals assigned to PB3/4/5
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Figure 733. Block inter-dependency - SPI1_MISO function assigned to PA6
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A3 One block = one peripheral mode

When a block of pins is fully configured in the Pinout view (shown in green), the related
peripheral mode is automatically set in the Peripherals tree.

Example of STM32F107x MCU

Assigning the 12C1_SMBA function to PB5 automatically configures 12C1 peripheral in
SMBus-Alert mode (see Peripheral tree in Figure 734).

Figure 734. One block = one peripheral mode - 12C1_SMBA function assigned to PB5
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A.4 Block remapping (STM32F10x only)

To configure a peripheral mode, STM32CubeMX selects a block of pins and assigns each
mode signal to a pin in this block. In doing so, it looks for the first free block to which the
mode can be mapped.

When setting a peripheral mode, if at least one pin in the default block is already used,
STM32CubeMX tries to find an alternate block. If none can be found, it either selects the
functions in a different sequence, or unchecks [ keep Current Signals Placement , and remaps all
the blocks to find a solution.
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Example

STM32CubeMX remaps USART3 hardware-flow-control mode to the (PD8-PD9-PD11-
PD12) block, because PB14 of USARTS3 default block is already allocated to the
SPI2_MISO function (see Figure 735).

Figure 735. Block remapping - Example 2
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Function remapping

To configure a peripheral mode, STM32CubeMX assigns each signal of the mode to a pin.
In doing so, it will look for the first free pin the signal can be mapped to.

Example using STM32F415x

When configuring USART3 for the Synchronous mode, STM32CubeMX discovered that the
default PB10 pin for USART3_TX signal was already used by SPI. It thus remapped it to
PDS8 (see Figure 736).

Figure 736. Function remapping example
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Block shifting (only for STM32F10x and when
“Keep Current Signals placement” is unchecked)

If a block cannot be mapped and there are no free alternate solutions, STM32CubeMX tries
to free the pins by remapping all the peripheral modes impacted by the shared pin.

Example

With the Keep current signal placement enabled, if USART3 synchronous mode is set first,
the Asynchronous default block (PB10-PB11) is mapped and Ethernet becomes unavailable
(shown in red) (see Figure 737).

Unchecking [ keep current Signals Flacement allows STM32CubeMX shifting blocks around
and freeing a block for the Ethernet MIl mode. (see Figure 738).

Figure 737. Block shifting not applied
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Figure 738. Block shifting applied
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Setting and clearing a peripheral mode

The Peripherals panel and the Pinout view are linked: when a peripheral mode is set or
cleared, the corresponding pin functions are set or cleared.

Mapping a function individually

When STM32CubeMX needs a pin that has already been assigned manually to a function
(no peripheral mode set), it can move this function to another pin, only if
[ ] keep Current Signals Flacement iS unchecked and the function is not pinned (no pin icon).

GPIO signals mapping

I/0 signals (GPIO_Input, GPIO_Output, GPIO_Analog) can be assigned to pins either
manually through the Pinout view or automatically through the Pinout menu. Such pins can
no longer be assigned automatically to another signal: STM32CubeMX signal automatic
placement does not take into account this pin anymore since it does not shift I/O signals to
other pins.

The pin can still be manually assigned to another signal or to a reset state.
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Appendix B STM32CubeMX C code generation design
choices and limitations

B.1 STM32CubeMX generated C code and user sections

The C code generated by STM32CubeMX provides user sections as illustrated below. They
allow user C code to be inserted and preserved at next C code generation.

User sections shall neither be moved nor renamed. Only the user sections defined by
STM32CubeMX are preserved. User created sections will be ignored and lost at next C
code generation.

/* USER CODE BEGIN 0 */
(..)
/* USER CODE END 0 */

Note: STM32CubeMX may generate C code in some user sections. It will be up to the user to
clean the parts that may become obsolete in this section. For example, the while(1) loop in
the main function is placed inside a user section as illustrated below:

/* Infinite loop */
/* USER CODE BEGIN WHILE */
while (1)
{
/* USER CODE END WHILE */

/* USER CODE BEGIN 3 */
}
/* USER CODE END 3 */

B.2 STM32CubeMX design choices for peripheral initialization

STM32CubeMX generates peripheral _Init functions that can be easily identified thanks to
the MX_ prefix:

static void MX GPIO_Init (void);

static void MX <Peripheral Instance Name>_ Init(void);

static void MX_I2S2_ Init(void);

An MX_<peripheral instance name>_Init function exists for each peripheral instance
selected by the user (e.g, MX_[2S2_Init). It performs the initialization of the relevant handle

structure (e.g, &hi2s2 for I2S second instance) that is required for HAL driver initialization
(e.g., HAL I2S_Init) and the actual call to this function:

void MX I2S2 Init (void)
{
hi2s2.Instance = SPI2;
hi2s2.Init.Mode = I2S_MODE_MASTER_TX;
hi2s2.Init.Standard = I2S_STANDARD_ PHILLIPS;
hi2s2.Init.DataFormat = I2S DATAFORMAT 16B;
hi2s2.Init.MCLKOutput = I2S_MCLKOUTPUT_DISABLE;

3
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hi2s2.Init.AudioFreq = I2S_AUDIOFREQ 192K;
hi2s2.Init.CPOL = I2S_CPOL_LOW;
hi2s2.Init.ClockSource = I2S_CLOCK_PLL;
hi2s2.Init.FullDuplexMode = I2S_FULLDUPLEXMODE_ ENABLE;
HAL_I2S_Init(&hi2s2);
}
By default, the peripheral initialization is done in main.c. If the peripheral is used by a

middleware mode, the peripheral initialization can be done in the middleware corresponding
.c file.

Customized HAL <Peripheral Name>_Msplnit() functions are created in the
stm32f4xx_hal_msp.c file to configure the low-level hardware (GPIO, CLOCK) for the
selected peripherals.

STM32CubeMX design choices and limitations for
middleware initialization

Overview

STM32CubeMX does not support C user code insertion in Middleware stack native files
although stacks such as LwIP might require it in some use cases.

STM32CubeMX generates middleware Init functions that can be easily identified thanks to
the MX_ prefix:

MX_LWIP Init(); // defined in lwip.h file
MX USB_HOST Init(); // defined in usb_host.h file
MX FATFS_Init(); // defined in fatfs.h file

Note however the following exceptions:

e No /nit function is generated for FreeRTOS unless the user chooses, from the Project
Settings window, to generate /nit functions as pairs of .c/.h files. Instead, a
StartDefaultTask function is defined in the main.c file and CMSIS-RTOS native function
(osKernelStart) is called in the main function.

e If FreeRTOS is enabled, the Init functions for the other middlewares in use are called
from the StartDefaultTask function in the main.c file.
Example:

void StartDefaultTask(void const * argument)

{

/* init code for FATFS */
MX FATFS_Init();

/* init code for LWIP */
MX_LWIP_Init();

/* init code for USB_HOST */
MX_USB_HOST Init();

/* USER CODE BEGIN 5 */

/* Infinite loop */

for(;;)

{

3
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osDelay(1);
}
/* USER CODE END 5 */

}

USB host

USB peripheral initialization is performed within the middleware initialization C code in the
usbh_conf.c file, while USB stack initialization is done within the usb_host.c file.

When using the USB Host middleware, the user is responsible for implementing the
USBH_UserProcess callback function in the generated usb_host.c file.

From STM32CubeMX user interface, the user can select to register one class or all classes
if the application requires switching dynamically between classes.

USB device

USB peripheral initialization is performed within the middleware initialization C code in the
usbd_conf.c file, while USB stack initialization is done within the usb_device.c file.

USB VID, PID and String standard descriptors are configured via STM32CubeMX user
interface and available in the usbd_desc.c generated file. Other standard descriptors
(configuration, interface) are hard-coded in the same file preventing support of USB
composite devices.

When using the USB Device middleware, the user is responsible for implementing the
functions in the usbd_<classname>_if.c class interface file for all device classes (such as
usbd_storage _if.c).

USB MTP and CCID classes are not supported.

FatFs

FatFs is a generic FAT/exFAT file system solution well suited for small embedded systems.
FatFs configuration is available in ffconf.h generated file.

The initialization of the SDIO peripheral for the FatFs SD card mode and of the FMC
peripheral for the FatFs External SDRAM and External SRAM modes are kept in the main.c
file.

Some files need to be modified by the user to match user board specificities (BSP in
STM32Cube embedded software package can be used as example):

e  bsp_driver_sd.c/.h generated files when using FatFs SD card mode

e bsp_driver_sram.c/.h generated files when using FatFs External SRAM mode

e  bsp_driver_sdram.c/.h generated files when using FatFs External SDRAM mode.
Multi-drive FatFs is supported, which means that multiple logical drives can be used by the
application (External SDRAM, External SRAM, SD card, USB disk, User defined). However

support of multiple instances of a given logical drive is not available (e.g. FatFs using two
instances of USB hosts or several RAM disks).

NOR and NAND flash memory are not supported. In this case, the user shall select the
FatFs user-defined mode and update the user_diskio.c driver file generated to implement
the interface between the middleware and the selected peripheral.
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B.3.5 FreeRTOS

FreeRTOS is a free real-time embedded operating system well suited for microcontrollers.
FreeRTOS configuration is available in FreeRTOSConfig.h generated file.

When FreeRTOS is enabled, all other selected middleware modes (e.g., LwlIP, FatFs, USB)
will be initialized within the same FreeRTOS thread in the main.c file.

When GENERATE_RUN_TIME_STATS, CHECK_FOR_STACK_OVERFLOW,
USE_IDLE_HOOK, USE_TICK_HOOK and USE_MALLOC_FAILED_HOOK parameters
are activated, STM32CubeMX generates freertos.c file with empty functions that the user
shall implement. This is highlighted by the tooltip (see Figure 739).

Figure 739. FreeRTOS HOOK functions to be completed by user

F ™
& FREERTOS Configuration [

E:ff? Config parameters | g? Include parameters | QO User Constants | Q/,?’Tasks and Queues | Q?Tlmers and Semaphores | Qﬁ FreeRTOS Heap Usage|
Configure the following parameters:

Search :| Search (Cril+F) ¥ &
= Versions -
CMSIS-RTOS version 1.02 F
FreeRTOS version 8.2.3
Kernel settings
[= Hook function related definitions
USE_IDLE_HOOK Disabled
USE_MALLOC_FAILED _HOOK Disabled
CHECK_FOR_STACK_OVERFLOW Disabled
= Run time and task stats gathering related definitions
USE_TRACE_FACILITY Enabled
GEMERATE_RUM_TIME_STATS Disabled
[= Co-routine related definitions M
USE_CO_ROUTINES Disabled
MaAX_CO_ROUTINE_PRIORITIES 2
= Software timer definitions
USE_TIMERS Enabled -

USE_TICK_HOOK

configlSE_TICK_HOOK

Parameter Description:

The tick hook function is & hook (or callbadk) function that, if defined and configured, will be called during each tick interrupt.

-if USE_TICK_HOOK is set to 1 (Enabled) then the application must define a tick hook function: void vApplicationTickHook({void).
-if USE_TICK HOOK is set to 0 (Disabled) then the tick hook function will not be called, even if one is defined.

Ilnte(when set to 1, an empty function is generated in the freertos.c file (to be completed by the user) )

[ Apply ] [ Ok ] [ Cancel
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LwiIP

LwlIP is a small independent implementation of the TCP/IP protocol suite: its reduced RAM
usage makes it suitable for use in embedded systems with tens of Kbytes of free RAM.

LwlIP initialization function is defined in Iwip.c, while LwIP configuration is available in
Iwipopts.h generated file.

STM32CubeMX supports LwIP over Ethernet only. The Ethernet peripheral initialization is
done within the middleware initialization C code.

STM32CubeMX does not support user C code insertion in stack native files. However, some
LwlIP use cases require modifying stack native files (e.g., cc.h, mib2.c): user modifications
shall be backed up since they will be lost at next STM32CubeMX generation.

Starting with LwlIP release 1.5, STM32CubeMX LwIP supports IPv6 (see Figure 741).

DHCP must be disabled, to configure a static IP address.

Figure 740. LwIP 1.4.1 configuration

LWIP Configuration Iﬁ1
| o Statistics I o Checksum I Q/} Debug I Q/) User Constants
o/ General Settings /" Key Options o/ PerfiChecks
Configure the below parameters
Search : | Search {CriHF) Wi
= LwIP Version -
LwIP Version (Version of LwIP sup... 1.4.1 I
[=] DHCP Option
|| LWIP_DHCP (DHCP Module) Enabled I
[=] RTOS Settings L
WITH_RTOS (Use FREERTOS ** ... Disabled r
[=] Protocols Options
LWIP_ICMP {ICMP Module Activati... Enabled
LWIP_IGMP {IGMP Module) Disabled A
LWIP_DMS (DMS Module) Disabled
LWIP_LUDP (UDP Module) Enabled
MEME MILIM LINP BrR (Mumber of 4 i
[ Apply ] [ Ok ] [ Cancel
h
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Figure 741. LwIP 1.5 configuration

LWIP Configuraticn

==

o/ Statistics I Q{?Checksum

I Q/ﬁDebug Qf‘ﬁUser Constants

| o perfichecks |
! o General Settings

| Q’?Keyopﬁons | Q:{?IPVG |

o/ HTTPD | o/ snmp | o sTP

Configure the below parameters :

Search :| Search (Cril+F L

=] LwIP Version
LwIP Version (Version of LwIP supported b...
= DHCP Option

LWIP_DHCP (DHCP Module) Enabled
[=] RTOS Settings

WITH_RTOS (Use FREERTOS ** CubeMx ... Disabled
= Protocols Options

LWIP_ICMP (ICMP Module Activation) Enabled

LWIP_IGMP (IGMP Module) Disabled

LWIP_DNS (DNS Module) Dizabled

LWIP_UUDP (UDP Module) Enabled

MEMP_NUM_UDP_PCE {Number of UDP Ca... 4
LWIP_TCP (TCP Module) Enabled

~

1.5.0_RC0O_201580211

m

[ Apply ] [ Ok ] [ Cancel

STM32CubeMX generated C code reports compilation errors when specific parameters are
enabled (disabled by default). The user must fix the issues with a stack patch (downloaded
from Internet) or user C code. The following parameters generate an error:

e MEM_USE_POOLS: user C code to be added either in lwipopts.h or in cc.h (stack file).
e PPP_SUPPORT, PPPOE_SUPPORT: user C code required
e MEMP_SEPARATE_POOLS with MEMP_OVERFLOW_CHECK > 0: a stack patch

required

e MEM_LIBC_MALLOC & RTOS enabled: stack patch required

e LWIP_EVENT_API: stack patch required

In STM32CubeMX, the user must enable FreeRTOS in order to use LwIP with the netconn
and sockets APIs. These APIs require the use of threads and consequently of an operating
system. Without FreeRTOS, only the LwIP event-driven raw API can be used.
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Libjpeg

Libjpeg is a widely used C-library that allows reading and writing JPEG files. It is delivered
within STM32CubeF7, STM32CubeH7, STM32CubeF2 and STM32CubeF4 embedded
software packages.

STM32CubeMX generates the following files, whose content can be configured by the user
through STM32CubeMX user interface:

libjpeg.c/.h

The MX_LIBJPEG _Init() initialization function is generated within the libjpeg.c file. It is
empty. It is up to the user to enter in the user sections the code and the calls to the
libjpeg functions required for the application.

jdata_conf.c

This file is generated only when FatFs is selected as data stream management type.
jdata_conf.h

The content of this file is adjusted according to the datastream management type
selected.

jeonfig.h
This file is generated by STM32CubeMX. but cannot be configured.
jmorecfg.h

Some but not all the define statements contained in this file can be modified through
the STM32CubeMX libjpeg configuration menu.
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Figure 742. Libjpeg configuration window

% LIBJPEG Configuration ﬁ

o Config parameters q-"’ Usar Constants]
Configure the below parameters :

Search ;| Search (Crii+F # & [V]sShow Advanced Parameters

|5 Version -
LIBIPEG version ad

= MW configuration

| Data Stream management type [FatFs |
FREERTOQS Enabled

1

= General Settings
Use FREERTOS Memory Allocator Disabled
-| JPEG basic settings

BITS_IN_JSAMFPLE 8 bits
MAX_COMPONENTS 12
JCOEF short

= JPEG encoder and decoder common ca...
DCT_ISLOW_SUFPORTED Enabled
DCT_IFAST_SUPPORTED Enabled
DCT_FLOAT _SUFPORTED Enabled

= JPEG encoder options
C_ARITH_CODING_SUPPORTED  Enabled
C_MULTISCAN_FILES_SUPFPORT... Disabled -

Data Stream management type -
LIBJPEG_FS_type

Parameter Description:

Default Value : FatFs -

| Restore Default | [ apply | [ ok || cancel |

Mbed TLS

Mbed TLS is a C-library that allows including cryptographic capabilities to embedded
products. It handles Secure Sockets Layer (SSL) and Transport Layer Security (TLS)
protocols, that are used for establishing a secure, encrypted and authenticated link between
two parties over an insecure network. Mbed TLS comes with an intuitive APl and minimal
coding footprint. Visit https://tls.mbed.org/ for more details.

Mbed TLS is delivered within STM32CubeF2, STM32CubeF4, STM32CubeF7 and
STM32CubeH7 embedded software packages.

Mbed TLS can work without LwIP stack (see Figure 743).
If LwIP stack is used, FreeRTOS must be enabled as well (see Figure 744).
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STM32CubeMX generates the following files, whose contents can be modified by the user
through STM32CubeMX user interface (see Figure 745) and/or using user sections in the

code itself:
e mbedtls_config.h
e mbedtls.h

e net _sockets.c (generated only if LwIP is enabled)
e mbedtls.c

Figure 743. Mbed TLS without LwIP

-
+ MBEDTLS Configuration e 28
| =7 Modules | =/ Modules Configuration I Q/’ User Constants
o Version and modes | o/ Feature support | o/ Alternate implementation
Configure the below parameters :
Search :| Search (Cril+F) L
= Version
MBEDTLS version 2.4.0
"= TCP/TP stack i
= RNG dependency
RNG IP SW RNG
= Modes
MBEDTLS_S5L_CLL C Mot Defined
MBEDTLS_S5L_SRV_C Mot Defined
Restore Default Apply ] [ Ok ] [ Cancel
i - —
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Figure 744. Mbed TLS with LwIP and FreeRTOS
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Figure 745. Mbed TLS configuration window

* MBEDTLS Configuration et ]
gy - —
| =7 Modules | =7 Modules Configuration | Q/’ User Constants
«f Version and modes | «/ Feature support | /" Alternate implementation

Configure the below parameters :

Search :| Search (Cril+F) &
=] Version

MBEDTLS wersion 2.4.0
= TCP/IP stack

TCP/(TP stack LWIP

=] RNG dependency

RNG TP SW RNG
= Modes

MBEDTLS_S5L_CLL C Defined

MBEDTLS_S5L_SREV_C Defined

ooy ) [ ok ) [

TouchSensing

The STM32 TouchSensing library is a C-library that allows the creation of higher-end human

interfaces by replacing conventional electromechanical switches by capacitive sensors with
STM32 microcontrollers.

It requires the touch-sensing peripheral to be configured on the microcontroller.

STM32CubeMX generates the following files, whose contents can be modified by the user

through STM32CubeMX user interface (see Figure 746, Figure 747, and Figure 748) and/or
using user sections in the code itself:

e ftouchsensing.c/.h
e tsl user.c/.h
e tsl conf.h
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Figure 746. Enabling the TouchSensing peripheral
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Figure 747. Touch-sensing sensor selection panel

» TOUCHSENSING Configuration e S

«/ Sensors selection | «/” Config paranmtersl o/ User Constants‘

Configure the below parameters :

S =

TSC_ACTIVE_CHANNELS = ... 1
TSLPRM_TOTAL_CHANNELS 1
I [+ Linear/Rotary sensors used I
[=| TouchKey sensors
TSLPRM_TOTAL_TOUCHKEYS 1
I0_TOUCHKEY1 G2_102
TSLPRM_TOTAL_TOUCHKE... 0

TSLPRM_TOTAL_OBJECTS
TSLPRM_TOTAL_OBIECTS must be 1.
Parameter Description:

Total number of sensors/objects in application
Count all TouchKeys, Linear and Rotary sensors

Restore Default ] [ Apply ] [ ok ] I Cancel

L —
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Figure 748. TouchSensing configuration panel

* TOUCHSENSING Configuration ot S

|/ Sensors selection| «/” Config parameters </ User Constants|
Configure the below parameters :

Search :| Search (Crtl+F) ¥ &

= Version and modes

TouchSensing version 2.2.0
[+ Optional features
I [+ Acquisition limits I
[+ Calibration
[+ Thresholds for TouchKey sensors
[+ Thresholds for Linear and Rotary s...

[+ Linear/Rotary sensors position

[+ Debounce counters

I [+ Environment Change System (ECS) |
[+ Detection Time OQut (DTO)

[+ Detection Exclusion System (DXS)
[+ Miscellaneous parameters

{ Restore Default [ Apply ] [ Ok } [ Cancel ]

B.3.10 PDM2PCM

The PDM2PCM library is a C-library that allows converting a pulse density modulated
(PDM) data output into a 16-bit pulse-code modulation (PCM) format. It requires the CRC
peripheral to be enabled.

STM32CubeMX generates the following files, whose content can be modified by the user
through STM32CubeMX user interface and/or using user sections in the code itself:

e pdm2pcm.h/.c
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STM32WPAN BLE/Thread (STM32WB series only)
STM32WPAN BLE and Thread middleware are now supported in STM32CubeMX.

Figure 749. BLE and Thread middleware support in STM32CubeMX

Pinout & Configuration Clock Configuration Project Manager
Additional Softwares v Pinout

al V] STM32_WPAN Mode and Configuration 4

O BLE BLE Disabled:
System Core > O THREAD Active only if RF, RTC & HSEM are enabled &% FreeRTOS is disabled
Analog >
Timers >
Connactivity >
Multimedia >
Security >
Computing >
Middleware ~

Configuration

FATFS
FREERTOS

They are exclusive in a given project and configuration with FreeRTOS is not yet supported.
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Application projects generated with STM32CubeMX can be found in the project folder of the
STM32CubeWB MCU package.

Figure 750. STM32CubeWB Package download

4 | STM32Cube_FW_WB_V1.0.0 i Name
_htmresc
] Core
Documentation
] EWARM
> L. Drivers
] MDK-ARM
> L. Middlewares
ot I STM32_WPAN
4 | rojects
== I SWASTM32
4 | NUCLEO-WB55.Nucleo
P extSettings
4 | pplications
——— m BLE_Beacon.ioc
4 | BLE
readme.txt

> | . BLE_Beacon

> | BLE_BloodPressure

> | BLE_CableReplacement
> | BLE_DataThroughput

> | BLE_HealthThermometer
> | BLE_HeartRate

> | BLE_HeartRate_ota

> | BLE_HeartRateFreeRTOS
> ). BLE_Hid

111
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This package can be installed through STM32CubeMX following the standard procedure
described in Section 3.4.3: Installing STM32 MCU packages.

Figure 751. STM32CubeWB BLE applications folder

[ Embedded Software Packages Manager | 2 |

| ! STM32Cube MCU Packages and embedded software packs releases

Releases Information was last refreshed lass than ane hour ann

STM32Cube MCLU Packages

| p

» STM32F7

»  STM32G0 [@ Downloading selected software packages X ]

» STM32H7 Unzip File : stm32cube_fw_wb_v100 zip :
> STH32L0 Download and Unzip selected Files

» STM3211 |

» STM32L4 OK Cancel

> STM32MP1 . . \
¥ STM32WB I
STM32Cube MCU Package for STM32WE Series (Size : 70.8 MB) 1.0.0

Details

STM32CubeWB Firmware Package V1.0.0
Il | Main Changes |

@& First release of STM32CubeWB (STM32Cube for STM32WB Series) supporting STM32WB3 3xx devices.

From Local ... From Url ... Refresh Install Now Remove Now Close

BLE configuration
To enable BLE some peripherals (RTC, HSEM, RF) must be activated first.

Then, an application type must be selected, it can be one among Transparent mode, Server
profile, Router profile or Client profile.

Finally, the mode and other parameters relevant to this application type must be configured.

Note: The BLE Transparent mode and all Thread applications require either the USART or the
LPUART peripheral to be configured as well.

3
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Figure 752. BLE Server profile selection

STM32_WPAMN Mode and Configuration
Maode

BLE

Configuration

Reset Configuration

@ Parameter Settings

& BLE Applications and Sernvices

|Conﬁgure the below parameters :

~ BLE Application Type

Q ) ey
WS LS

* BT SIG Blood Pressure Sensor Disabled
* BT SIG Health Thermometer ... Disabled
* BT SIG Heart Rate Sensor Disabled
* Custom P2P Server Disabled
Custom Template Disabled
~ BLE Semvices Configuration
The device needs to support 1
The device needs to support ... 0
*  BLE_CFG_SWC_MAX_MNBR_... 7
BLE CFG_CLT MAX_NBR_... 0

BLE Application Type |Sewer profile V|
~ Server Mode
BT SIG Beacon Enabled <

Figure 753. BLE Client profile selection

@ BLE Applications and Senices @ Configuration

|Cnnﬂgure the below parameters :

afseachctrh ] ©  ®

~ BLE Application Type ‘/
BLE Application Type

~ Client Mode

« [Custom P2P Client | Ensbled d—

~ BLE Semices Configuration

The devic ds to support t.__ 0

e nee

The device needs to supportt.__ 1
*  BLE_CFG_SVC_MAX_NBR_... 7
*  BLE CFG CLT MAX NBR CB 1
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Thread configuration
To enable Thread some peripherals (RTC, HSEM, RF) must be activated first.

Then, an application type must be selected and the relevant parameters configured.

Figure 754. Thread application selection

STM32_WPAN Mode and Configuration |

I

THREAD <

Reset Configuration

@ Farameter Settings @ User Constants
@ THREAD Applications and Sewices @ Configuration

|C|:|nﬂgure the below parameters |

Q| : | @ © + (i)
~ THREAD application type

Thread Application Thread_Coap_Generic d
Thread_Cli_Cmd
Thread_Coap_Generic

B.3.12  CMSIS packs selection limitation

The restriction about applications comes from a simple generated code consideration: an
application is meant to be the root of the execution (excluding the main function).

This means that the generated function defines the execution of the selected application. In
that sense, it is meant to be the last call of the main method, and must not give hand back to
the main function.Two applications cannot be called, as this means generating calls in the
main function, and then the second call is never reached.

If you need to call both applications:

e  An RTOS must run them in threads, or

e  You manually add the right code to execute them (in that context, they are not
applications, as they are not at the root of the execution), or

o  Change the meaning of the application components.
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OpenAmp and RESMGR_UTILITY
(STM32MPUs and STM32H7 dual-core products)

New software and hardware have been introduced on dual-core products to enable

multi-core cooperation.

For STM32MPUs only: the inter-processor communication controller (IPCC) used to
exchange data between two processor instances relies on the fact that shared memory
buffers are allocated in the MCU SRAM and that each processor owns specific register
bank and interrupts.

For STM32MPUs only: the OpenAMP middleware for intercommunication between
Cortex-A and Cortex-M cores implements the RPMsg messaging protocol (see
Figure 755).

The resource manager library (RESMGR_UTILITY) for system resource management:
multi-processor devices give the possibility to run independent firmware on several
cores (see Figure 756). This implies a core could use some peripherals without
knowledge of the usage of these same peripherals: the role of the resource
management library is to control the assignment of a peripheral to a dedicated core
and to provide a method to configure the system resources used to operate that
peripheral (see Figure 757).

Figure 755. Enabling OpenAmp for STM32MPUs

[ STM32CubeMx Untitled™: STM32MP153AABx - O X ‘
‘.";:,:.ﬁ File Window Help © Roy x Ly
Home » STM32MP153AABX > Untitled - Pinout & Configuration >

Pinout & Configuration Clock Configuration Project Manager
Additional Software v Pinout

OPENAMP Mode and Configuration {

Boo... ATBL m Boot time Runtime contexts:

Boot ROM Boot loader Cortex-A7 secure

Cortex-A7 non secure

¥ Enabled

<« 2=

= Configuration
o O Reset Configuration
® Parameter Settings | ® User Constants
— Configure the below parameters
O o PN
Version
[/]
EEETT N N T | . nication Mode
PWR m M ™
RCC " ] [/ ] 7] Configuration
/]
RNG1 L/

/]

<
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Figure 756. Enabling the Resource Manager for STM32MPUs

PWR

RNG1

RCC
.~ RESMGR_UTILITY Reset Configuration

Q, v RESMGRE_UTILITY Mode and Configuration

Boot time: Runtime contexts:

BootROM  Boot loader

Peripheral assignment request

Dynamic system resources update *—

<

& Parameter Settings | @ Peripherals assignment

|Conﬂgure the below parameters : |

Qfsearch Ctif) | © O i
~ Version

RESMGR_UTILITY version mpl1ii4.0
~ configuration

use thel RPMSG/OpenAMP-based I‘:'»:tansisn true 4——
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Figure 757. Resource Manager: peripheral assignment view

Pinout & Configuration Clock Configuration Project Manager

Additional Software v Pinout

RESMGR_UTILITY Mode and Configuration 4
4
Boot time Runtime contexts 4
ADC1 Boot ROM Boot loader Cortex-A7 secure ATNS Cortex-M4
ADC2
[/ Peripheral assignment reguest
CRC1

i Dynamic system resources update

(o]
i)
(]
(%)
[<J<]

DAC1
O
DDR /|
o d
DFSDM1
— Reset Configuration
@ Parameter Settings | Peripherals assignment Constants
ETZPC /] Configure the below parameters :
FDCAN1 Q ; @ o o
FDCAN2 ' N
RESMGR_UTILITY_Common
FREERTOS request peripheral assignment for ADC1 in resource table is assigned to Cortex-ATNS
/] r tr gnment for rce table is assigned to Cortex-A7TNS
GPIO able no
O
O
HSEM
O d
]
O O

pheral assignment f

10

For more details visit STM32MPUs dedicated wiki site at https://wiki.st.com/stm32mpu.
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Appendix C STM32 microcontrollers power consumption
parameters

This section provides an overview on how to use STM32CubeMX Power Consumption
Calculator.

Microcontroller power consumption depends on chip size, supply voltage, clock frequency
and operating mode. Embedded applications can optimize STM32 MCU power
consumption by reducing the clock frequency when fast processing is not required and
choosing the optimal operating mode and voltage range to run from. A description of STM32
power modes and voltage range is provided below.

CA Power modes

STM32 MCUs support different power modes (refer to STM32 MCU datasheets for full
details).

CA11 STM32L1 series

STM32L1 microcontrollers feature up to 6 power modes, including 5 low-power modes:
¢ Run mode

This mode offers the highest performance using HSE/HSI clock sources. The CPU
runs up to 32 MHz and the voltage regulator is enabled.

e Sleep mode

This mode uses HSE or HSI as system clock sources. The voltage regulator is enabled
and the CPU is stopped. All peripherals continue to operate and can wake up the CPU
when an interrupt/event occurs.

e Low- power run mode
This mode uses the multispeed internal (MSI) RC oscillator set to the minimum clock
frequency (131 kHz) and the internal regulator in low-power mode. The clock frequency
and the number of enabled peripherals are limited.

e Low-power sleep mode
This mode is achieved by entering Sleep mode. The internal voltage regulator is in low-
power mode. The clock frequency and the number of enabled peripherals are limited. A
typical example would be a timer running at 32 kHz.

When the wake-up is triggered by an event or an interrupt, the system returns to the
Run mode with the regulator ON.

e  Stop mode

This mode achieves the lowest power consumption while retaining RAM and register
contents. Clocks are stopped. The real-time clock (RTC) an be backed up by using
LSE/LSI at 32 kHz/37 kHz. The number of enabled peripherals is limited. The voltage
regulator is in low-power mode.
The device can be woken up from Stop mode by any of the EXTI lines.

e Standby mode
This mode achieves the lowest power consumption. The internal voltage regulator is

switched off so that the entire Voorg domain is powered off. Clocks are stopped and
the real-time clock (RTC) can be preserved up by using LSE/LSI at 32 kHz/37 kHz.

3
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Note:

C.1.2
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RAM and register contents are lost except for the registers in the Standby circuitry. The
number of enabled peripherals is even more limited than in Stop mode.

The device exits Standby mode upon reset, rising edge on one of the three WKUP pins,
or if an RTC event occurs (if the RTC is ON).

When exiting Stop or Standby modes to enter the Run mode, STM32L1 MCUs go through a
state where the MSI oscillator is used as clock source. This transition can have a significant
impact on the global power consumption. For this reason, the Power Consumption
Calculator introduces two transition steps: WU_FROM_STOP and WU_FROM_STANDBY.
During these steps, the clock is automatically configured to MSI.

STM32F4 series

STM32F4 microcontrollers feature a total of 5 power modes, including 4 low-power modes:

Run mode

This is the default mode at power-on or after a system reset. It offers the highest
performance using HSE/HSI clock sources. The CPU can run at the maximum
frequency depending on the selected power scale.

Sleep mode

Only the CPU is stopped. All peripherals continue to operate and can wake up the CPU
when an interrupt/even occurs. The clock source is the clock that was set before
entering Sleep mode.

Stop mode

This mode achieves a very low power consumption using the RC oscillator as clock
source. All clocks in the 1.2 V domain are stopped as well as CPU and peripherals.
PLL, HSI RC and HSE crystal oscillators are disabled. The content of registers and
internal SRAM are kept.

The voltage regulator can be put either in normal Main regulator mode (MR) or in Low-
power regulator mode (LPR). Selecting the regulator in low-power regulator mode
increases the wake-up time.

The flash memory can be put either in Stop mode to achieve a fast wake-up time. or in
Deep power-down to obtain a lower consumption with a slow wake-up time.

The Stop mode features two sub-modes:

—  Stop in Normal mode (default mode)
In this mode, the 1.2 V domain is preserved in nominal leakage mode and the
minimum V12 voltage is 1.08 V.

—  Stop in Under-drive mode
In this mode, the 1.2 V domain is preserved in reduced leakage mode and V12
voltage is less than 1.08 V. The regulator (in Main or Low-power mode) is in

under-drive or low-voltage mode. The flash memory must be in Deep-power-down
mode. The wake-up time is about 100 ps higher than in normal mode.
Standby mode
This mode achieves very low power consumption with the RC oscillator as a clock
source. The internal voltage regulator is switched off so that the entire 1.2 V domain is
powered off: CPU and peripherals are stopped. The PLL, the HSI RC and the HSE
crystal oscillators are disabled. SRAM and register contents are lost except for
registers in the backup domain and the 4-byte backup SRAM when selected. Only RTC
and LSE oscillator blocks are powered. The device exits Standby mode when an
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external reset (NRST pin), an IWDG reset, a rising edge on the WKUP pin, or an RTC
alarm/ wake-up/tamper/time stamp event occurs.

e Vpar Operation

It allows to significantly reduced power consumption compared to the Standby mode.
This mode is available when the Vgar pin powering the Backup domain is connected to
an optional standby voltage supplied by a battery or by another source. The Vgar
domain is preserved (RTC registers, RTC backup register and backup SRAM) and
RTC and LSE oscillator blocks powered. The main difference compared to the Standby
mode is external interrupts and RTC alarm/events do not exit the device from Vgar
operation. Increasing Vpp to reach the minimum threshold does.

STM32L0 series

STM32L0 microcontrollers feature up to 8 power modes, including 7 low-power modes to
achieve the best compromise between low-power consumption, short startup time and
available wake-up sources:

e Run mode
This mode offers the highest performance using HSE/HSI clock sources. The CPU can
run up to 32 MHz and the voltage regulator is enabled.

e Sleep mode

This mode uses HSE or HSI as system clock sources. The voltage regulator is enabled
and only the CPU is stopped. All peripherals continue to operate and can wake up the
CPU when an interrupt/event occurs.

e Low-power run mode

This mode uses the internal regulator in low-power mode and the multispeed internal
(MSI) RC oscillator set to the minimum clock frequency (131 kHz). In Low-power run
mode, the clock frequency and the number of enabled peripherals are both limited.

e Low-power sleep mode

This mode is achieved by entering Sleep mode with the internal voltage regulator in
low-power mode. Both the clock frequency and the number of enabled peripherals are
limited. Event or interrupt can revert the system to Run mode with regulator on.

e  Stop mode with RTC

The Stop mode achieves the lowest power consumption with, while retaining the RAM,
register contents and real time clock. The voltage regulator is in low-power mode. LSE
or LSl is still running. All clocks in the Vcorg domain are stopped, the PLL, MSI RC,
HSE crystal and HSI RC oscillators are disabled.

Some peripherals featuring wake-up capability can enable the HSI RC during Stop
mode to detect their wake-up condition. The device can be woken up from Stop mode
by any of the EXTlI line, in 3.5 ys, and the processor can serve the interrupt or resume
the code.

e Stop mode without RTC
This mode is identical to “Stop mode with RTC “, except for the RTC clock which is
stopped here.

e Standby mode with RTC

The Standby mode achieves the lowest power consumption with the real time clock
running. The internal voltage regulator is switched off so that the entire Voorg domain
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is powered off. The PLL, MSI RC, HSE crystal and HSI RC oscillators are also switched
off. The LSE or LSl is still running.

After entering Standby mode, the RAM and register contents are lost except for
registers in the Standby circuitry (wake-up logic, IWDG, RTC, LSI, LSE crystal 32 kHz
oscillator, RCC_CSR register).

The device exits Standby mode in 60 ps when an external reset (NRST pin), an IWDG
reset, a rising edge on one of the three WKUP pins, RTC alarm (Alarm A or Alarm B),

RTC tamper event, RTC timestamp event or RTC wake-up event occurs.
e Standby mode without RTC

This mode is identical to Standby mode with RTC, except that the RTC, LSE and LSI
clocks are stopped.

The device exits Standby mode in 60 ps when an external reset (NRST pin) or a rising
edge on one of the three WKUP pin occurs.

The RTC, the IWDG, and the corresponding clock sources are not stopped automatically by
entering Stop or Standby mode. The LCD is not stopped automatically by entering Stop
mode.

Power consumption ranges

STM32 MCUs power consumption can be further optimized thanks to the dynamic voltage
scaling feature: the main internal regulator output voltage V12 that supplies the logic (CPU,
digital peripherals, SRAM and flash memory) can be adjusted by software by selecting a
power range (STM32L1 and STM32L0) or power scale (STM32 F4).

Power consumption range definitions are provided below (refer to STM32 MCU datasheets
for full details).

STM32L1 series features three Voorg ranges

e High performance Range 1 (Vpp range limited to 2.0-3.6 V), with the CPU running at
up to 32 MHz

The voltage regulator outputs a 1.8 V voltage (typical) as long as the Vpp input voltage
is above 2.0 V. Flash program and erase operations can be performed.

e  Medium performance Range 2 (full Vpp range), with a maximum CPU frequency of
16 MHz
At 1.5V, the flash memory is still functional but with medium read access time.
Program and erase operations are still possible.

e Low performance Range 3 (full Vpp range), with a maximum CPU frequency limited to
4 MHz (generated only with the multispeed internal RC oscillator clock source)

At 1.2V, the flash memory is still functional but with slow read access time. Program
and erase operations are no longer available.

3
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C.2.2 STM32F4 series features several Voorg scales
The scale can be modified only when the PLL is OFF and when HSI or HSE is selected as
system clock source.
e Scale 1 (V12 voltage range limited to 1.26 - 1.40 V), default mode at reset.
HCLK frequency range = 144 MHz to 168 MHz (180 MHz with over-drive).
This is the default mode at reset.
e Scale 2 (V12 voltage range limited to 1.20 - 1.32 V).
HCLK frequency range is up to 144 MHz (168 MHz with over-drive).
e Scale 3 (V12 voltage range limited to 1.08 - 1.20 V), default mode when exiting Stop
mode.
HCLK frequency <120 MHz.
The voltage scaling is adjusted to fc|  frequency as follows:
e  STM32F429x/39x MCUs:
— Scale 1: up to 168 MHz (up to 180 MHz with over-drive)
—  Scale 2: from 120 to 144 MHz (up to 168 MHz with over-drive)
—  Scale 3: up to 120 MHz.
e STM32F401x MCUs:
No Scale 1
—  Scale 2: from 60 to 84 MHz
—  Scale 3: up to 60 MHz.
e STM32F40x/41x MCUs:
— Scale 1: up to 168 MHz
—  Scale 2: up to 144 MHz
Cc.23 STM32LO0 series features three Voo ranges

3

e Range 1 (Vpp range limited to 1.71 to 3.6 V), with CPU running at a frequency up to
32 MHz

¢ Range 2 (full Vpp range), with a maximum CPU frequency of 16 MHz
e Range 3 (full Vpp range), with a maximum CPU frequency limited to 4.2 MHz.
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Appendix D STM32Cube embedded software packages

Along with STM32CubeMX C code generator, embedded software packages are part of
STM32Cube initiative (refer to DB2164 databrief): these packages include a low-level
hardware abstraction layer (HAL) that covers the microcontroller hardware, together with an
extensive set of examples running on STMicroelectronics boards (see Figure 758). This set
of components is highly portable across the STM32 series. The packages are fully
compatible with STM32CubeMX generated C code.

Figure 758. STM32Cube Embedded Software package

Application level demonstrations

o
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=
o
Utiliti
HAL APIs res
) Evaluation boards, discovery boards,
dedicated demonstration boards
Hardware
MSv34720V2
Note: STM32CubeF0, STM32CubeF1, STM32CubeF2, STM32CubeF3, STM32CubeF4,
STM32CubelL0 and STM32CubelL 1 embedded software packages are available on st.com.
They are based on STM32Cube release v1.1 (other series will be introduced progressively)
and include the embedded software libraries used by STM32CubeMX for initialization C
code generation.
The user should use STM32CubeMX to generate the initialization C code and the examples
provided in the package to get started with STM32 application development.
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Table 30. Document revision history

Date

Revision

STM32CubeMX
release number

Changes

17-Feb-2014

4.1

Initial release.

04-Apr-2014

4.2

Added support of STM32CubeF2 and STM32F2 Series in cover
page, Section 2.2: Key features, Section 5.14.1: Peripherals and
Middleware Configuration window, and Appendix D: STM32Cube
embedded software packages.

Updated Section 11.1: Creating a new STM32CubeMX project,
Section 11.2: Configuring the MCU pinout, Section 11.6: Configuring
the MCU initialization parameters.

Section “Generating GPIO initialization C code move to Section 8:
Tutorial 3- Generating GPIO initialization C code (STM32F1 Series
only) and content updated.

Added Section 18.6: Why do | get the error “Java 8 update 45” when
installing “Java 8 update 45” or a more recent version of the JRE?.

24-Apr-2014

4.3

Added support of STM32Cubel 0 and STM32L0 Series in cover page,
Section 2.2: Key features, Section 2.3: Rules and limitations and
Section 5.14.1: Peripherals and Middleware Configuration window

Added board selection in Table 13: File menu functions,

Section 5.7.3: Pinout menu and Section 4.2: New Project window.
Updated Table 15: Pinout menu.

Updated Figure 374: Power Consumption Calculator default view and
added battery selection in Section 5.3.1: Building a power
consumption sequence.

Updated note in Section 5.3: Power Consumption Calculator view
Updated Section 11.1: Creating a new STM32CubeMX project.
Added Section 19.7: Why does the RTC multiplexer remain inactive
on the Clock tree view?, Section 19.8: How can | select LSE and HSE
as clock source and change the frequency?, and Section 19.9: Why
STM32CubeMX does not allow me to configure PC13, PC14, PC15,
and PI8 as outputs when one of them is already configured as an
output?.
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Table 30. Document revision history (continued)

Date

Revision

STM32CubeMX
release number

Changes

19-Jun-2014

4.4

Added support of STM32CubeF0, STM32CubeF3, STM32F0 and
STM32F3 Series in cover page, Section 2.2: Key features,
Section 2.3: Rules and limitations,

Added board selection capability and pin locking capability in
Section 2.2: Key features, Table 2: Home page shortcuts, Section 4.2:
New Project window, Section 5.7: Toolbar and menus, Section 4.13:
Set unused/reset used GPIOs windows, Section 4.11: Project
Manager view, and Section 5.15: Pinout view. Added Section 5.15.1:
Pinning and labeling signals on pins.

Updated Section 5.16: Configuration view and Section 4.10: Clock
Configuration view and Section 5.3: Power Consumption Calculator
view.

Updated Figure 50: STM32CubeMX Main window upon MCU
selection, Figure 187: Project Settings window, Figure 355: About
window, Figure 140: STM32CubeMX Pinout view, Figure 120: Chip
view, Figure 374: Power Consumption Calculator default view,
Figure 375: Battery selection, Figure 87: Building a power
consumption sequence, Figure 377: Power consumption sequence:
New Step default view, Figure 384: Power Consumption Calculator
view after sequence building, Figure 385: Sequence table
management functions, Figure 88: PCC Edit Step window, Figure 83:
Power consumption sequence: new step configured (STM32F4
example), Figure 382: ADC selected in Pinout view, Figure 383:
Power Consumption Calculator configuration window: ADC enabled
using import pinout, Figure 387: Description of the Results area,
Figure 100: Peripheral power consumption tooltip, Figure 651: Power
Consumption Calculation example, Figure 155: Sequence table and
Figure 156: Power Consumption Calculation results.

Updated Figure 142: STM32CubeMX Configuration view and

Figure 39: STM32CubeMX Configuration view - STM32F1 Series
titles.

Added STM32L1 in Section 5.3: Power Consumption Calculator view.
Removed Figure Add a new step using the PCC panel from

Section 8.1.1: Adding a step. Removed Figure Add a new step to the
sequence from Section 5.3.2: Configuring a step in the power
sequence.

Updated Section 8.2: Reviewing results.

Updated appendix B.3.4: FatFs and Appendix C: STM32
microcontrollers power consumption parameters. Added Appendix
C.1.3: STM32L0 series and C.2.3: STM32L0 series features three
VCORE ranges.
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Table 30. Document revision history (continued)

Date

Revision

STM32CubeMX
release number

Changes

19-Sep-2014

4.5

Added support of STM32Cubel 1 Series in cover page, Section 2.2:
Key features, Section 2.3: Rules and limitations,

Updated Section 3.2.3: Uninstalling STM32CubeMX standalone
version.

Added off-line updates in Section 3.4: Getting updates using
STM32CubeMX, modified Figure 21: Embedded Software Packages
Manager window, and Section 3.4.3: Installing STM32 MCU
packages.

Updated Section 4: STM32CubeMX user interface introduction,
Table 2: Home page shortcuts and Section 4.2: New Project window.

Added Figure 42: New Project window - Board selector.
Updated Figure 196: Project Settings code generator.
Modified step 3 in Section 4.11: Project Manager view.

Updated Figure 39: STM32CubeMX Configuration view - STM32F1
Series.

Added STM32L1 in Section 5.14.1: Peripherals and Middleware
Configuration window.

Updated Figure 83: GPIO configuration window - GPIO selection;
Section 4.5.12: GPIO configuration window and Figure 88: DMA
MemToMem configuration.

Updated introduction of Section 4.10: Clock Configuration view.
Updated Section 4.10.1: Clock tree configuration functions and
Section 4.10.3: Recommendations, Section 5.3: Power Consumption
Calculator view, Figure 377: Power consumption sequence: New
Step default view, Figure 384: Power Consumption Calculator view
after sequence building, Figure 83: Power consumption sequence:
new step configured (STM32F4 example), and Figure 383: Power
Consumption Calculator configuration window: ADC enabled using
import pinout. Added Figure 386: Power Consumption: Peripherals
consumption chart and updated Figure 100: Peripheral power
consumption tooltip. Updated Section 5.3.4: Power sequence step
parameters glossary.

Updated Section 6: STM32CubeMX C Code generation overview.

Updated Section 11.1: Creating a new STM32CubeMX project and
Section 11.2: Configuring the MCU pinout.

Added Section 12: Tutorial 2 - Example of FatFs on an SD card using
STM32429I-EVAL evaluation board and updated Section 8: Tutorial
3- Generating GPIO initialization C code (STM32F1 Series only).

Updated Section 5.3.2: Configuring a step in the power sequence.
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Table 30. Document revision history (continued)

Date

Revision

STM32CubeMX
release number

Changes

19-Jan-2015

4.6

Complete project generation, power consumption calculation and
clock tree configuration now available on all STM32 Series.

Updated Section 2.2: Key features and Section 2.3: Rules and
limitations.

Updated Eclipse IDEs in Section 3.1.3: Software requirements.
Updated Figure 18: Updater Settings window, Figure 21: Embedded
Software Packages Manager window and Figure 42: New Project
window - Board selector, Updated Section 4.11: Project Manager
view and Section 4.14: Update Manager windows.

Updated Figure 355: About window.

Removed Figure STM32CubeMX Configuration view - STM32F1
Series.

Updated Table 17: STM32CubeMX Chip view - Icons and color
scheme.

Updated Section 5.14.1: Peripherals and Middleware Configuration
window.

Updated Figure 86: Adding a new DMA request and Figure 88: DMA
MemToMem configuration.

Updated Section 4.10.1: Clock tree configuration functions.

Updated Figure 375: Battery selection, Figure 87: Building a power
consumption sequence, Figure 88: PCC Edit Step window.

Added Section 6.3: Custom code generation.

Updated Figure 600: Clock tree view and Figure 605: Pinout &
Configuration view.

Updated peripheral configuration sequence and Figure 607: Timer 3
configuration window in Section 11.6.2: Configuring the peripherals.
Removed Tutorial 3: Generating GPIO initialization C code (STM32F1
Series only).

Updated Figure 611: GPIO mode configuration.

Updated Figure 651: Power Consumption Calculation example and
Figure 155: Sequence table.

Updated Appendix A.1: Block consistency, A.2: Block inter-
dependency and A.3: One block = one peripheral mode.

Appendix A.4: Block remapping (STM32F 10x only): updated Section :
Example.

Appendix A.6: Block shifting (only for STM32F10x and when “Keep
Current Signals placement” is unchecked): updated Section :
Example

Updated Appendix A.8: Mapping a function individually.
Updated Appendix B.3.7: Overview.
Updated Appendix C.1.3: STM32L0 series.
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Table 30. Document revision history (continued)

Date Revision STM32CubeMX Changes
release number

Section 2.2: Key features: removed Pinout initialization C code
generation for STM32F1 Series from; updated Complete project
generation.

Updated Figure 21: Embedded Software Packages Manager window,
Figure 42: New Project window - Board selector.

Updated IDE list in Section 4.11: Project Manager view and modified
Figure 187: Project Settings window.

Updated Section 4.10.1: Clock tree configuration functions. Updated
Figure 183: STM32F469NIHXx clock tree configuration view.

Section 5.3: Power Consumption Calculator view: added transition
checker option. Updated Figure 374: Power Consumption Calculator
default view, Figure 375: Battery selection and Figure 87: Building a
power consumption sequence. Added Figure 378: Enabling the
19-Mar-2015 7 4.7 transition checker option on an already configured sequence - All
transitions valid, Figure 379: Enabling the transition checker option on
an already configured sequence - At least one transition invalid and
Figure 380: Transition checker option - Show log. Updated

Figure 384: Power Consumption Calculator view after sequence
building. Updated Section : Managing sequence steps, Section :
Managing the whole sequence (load, save and compare). Updated
Figure 88: PCC Edit Step window and Figure 387: Description of the
Results area.

Updated Figure 651: Power Consumption Calculation example,
Figure 155: Sequence table, Figure 156: Power Consumption
Calculation results and Figure 158: Power consumption results - IP
consumption chart.

Updated Appendix B.3.1: Overview and B.3.5: FreeRTOS.

Added Section 3.2.2: Installing STM32CubeMX from command line
and Section 3.3.2: Running STM32CubeMX in command-line mode.

Added STLM32F7 and STM32L4 microcontroller Series.

Added Import project feature. Added Import function in Table 13: File
menu functions. Added Section 4.12: Import Project window. Updated
Figure 377: Power consumption sequence: New Step default view,
Figure 88: PCC Edit Step window, Figure 83: Power consumption
sequence: new step configured (STM32F4 example), Figure 383:
Power Consumption Calculator configuration window: ADC enabled
using import pinout and Figure 87: Peripheral power consumption
tooltip.

09-Jul-2015 9 4.9 Updated command line to run STM32CubeMX in Section 3.3.2:
Running STM32CubeMX in command-line mode.

Updated note in Section 5.16: Configuration view.

Added new clock tree configuration functions in Section 4.10.1.
Updated Figure 613: Middleware tooltip.

Modified code example in Appendix B.1: STM32CubeMX generated
C code and user sections.

Updated Appendix B.3.71: Overview.

Updated generated .h files in Appendix B.3.4: FatFs.

28-May-2015 8 4.8
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Table 30. Document revision history (continued)

Date Revision STM32CubeMX Changes
release number

Replace UM1742 by UM1940 in Section : Introduction.

Updated command line to run STM32CubeMX in command-line
mode in Section 3.3.2: Running STM32CubeMX in command-line
mode. Modified Table 1: Command line summary.

Updated board selection in Section 4.2: New Project window.

Updated Section 5.16: Configuration view overview. Updated
Section 5.14.1: Peripherals and Middleware Configuration window,
Section 4.5.12: GPIO configuration window and Section 4.5.13: DMA
configuration window. Added Section 4.5.11: User Constants
configuration window.

27-Aug-2015 10 4.10 Updated Section 4.10: Clock Configuration view and added reserve
path.

Updated Section 11.1: Creating a new STM32CubeMX project,
Section 11.5: Configuring the MCU clock tree, Section 11.6:
Configuring the MCU initialization parameters, Section 11.7.2:
Downloading firmware package and generating the C code,

Section 11.8: Building and updating the C code project. Added
Section 11.9: Switching to another MCU.

Updated Section 12: Tutorial 2 - Example of FatFs on an SD card
using STM32429I1-EVAL evaluation board and replaced STM32F429I-
EVAL by STM32429I-EVAL.

Updated Figure 21: Embedded Software Packages Manager window
and Section 3.4.7: Checking for updates.

Character string constant supported in Section 4.5.11: User
Constants configuration window.

Updated Section 4.10: Clock Configuration view.
16-Oct-2015 11 4.1 Updated Section 5.3: Power Consumption Calculator view.
Modified Figure 651: Power Consumption Calculation example.

Updated Section 13: Tutorial 3 - Using the Power Consumption
Calculator to optimize the embedded application consumption and
more.

Added Eclipse Mars in Section 3.1.3: Software requirements

Code generation options now supported by the Project Settings
menu.

Updated Section 3.1.3: Software requirements.

Added Project Settings in Section 4.12: Import Project window.
Updated Figure 201: Automatic project import; modified Manual
project import step and updated Figure 202: Manual project import
and Figure 203: Import Project menu - Try Import with errors;
modified third step of the import sequence.

Updated Figure 83: Clock Tree configuration view with errors.
Added mxconstants.h in Section 6.1: STM32Cube code generation
using only HAL drivers (default mode).

Updated Figure 651: Power Consumption Calculation example to
Figure 660: Step 10 optimization.

Updated Figure 661: Power sequence results after optimizations.

03-Dec-2015 12 4.12
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Table 30. Document revision history (continued)

Date

Revision

STM32CubeMX
release number

Changes

03-Feb-2016

13

4.13

Updated Section 2.2: Key features:

Information related to .ioc files.

Clock tree configuration

Automatic updates of STM32CubeMX and STM32Cube.

Updated limitation related to STM32CubeMX C code generation in
Section 2.3: Rules and limitations.

Added Linux in Section 3.1.1: Supported operating systems and
architectures. Updated Java Run Time Environment release number
in Section 3.1.3: Software requirements.

Updated Section 3.2.1: Installing STM32CubeMX standalone version,
Section 3.2.3: Uninstalling STM32CubeMX standalone version and
Section 3.3.1: Downloading STM32CubeMX plug-in installation
package.

Updated Section 3.3.1: Running STM32CubeMX as a standalone
application.

Updated Section 4.11: Project Manager view and Section 4.14:
Update Manager windows.

Updated Section 5.15.1: Pinning and labeling signals on pins.
Added Section 4.5.16: Setting HAL timebase source

Updated Figure 143: Configuration window tabs for GPIO, DMA and
NVIC settings (STM32F4 Series).

Added note related to GPIO configuration in output mode in
Section 4.5.12: GPIO configuration window; updated Figure 83: GPIO
configuration window - GPIO selection.

Modified Figure 374: Power Consumption Calculator default view,
Figure 86: Building a power consumption sequence, Figure 376: Step
management functions, Figure 378: Enabling the transition checker
option on an already configured sequence - All transitions valid,
Figure 379: Enabling the transition checker option on an already
configured sequence - At least one transition invalid.

Added import pinout button icon in Section : Importing pinout.
Added Section : Selecting/deselecting all peripherals. Modified
Figure 384: Power Consumption Calculator view after sequence
building. Updated Section : Managing the whole sequence (load,
save and compare). Updated Figure 387: Description of the Results
area and Figure 100: Peripheral power consumption tooltip.

Updated Figure 651: Power Consumption Calculation example and
Figure 653: Sequence table.

Updated Section 6.3: Custom code generation.

Updated Figure 592: Pinout view with MCUs selection and
Figure 593: Pinout view without MCUs selection window in
Section 11.1: Creating a new STM32CubeMX project.

Updated Section 11.6.2: Configuring the peripherals.

Updated Figure 618: Project Settings and toolchain selection and
Figure 619: Project Manager menu - Code Generator tab in
Section 11.7.1: Setting project options, and Figure 620: Warning
message for missing firmware package in Section 11.7.2:
Downloading firmware package and generating the C code.
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Table 30. Document revision history (continued)

Date

Revision

STM32CubeMX
release number

Changes

15-Mar-2016

14

4.14

Upgraded STM32CubeMX released number to 4.14.0.

Added import of previously saved projects and generation of user files
from templates in Section 2.2: Key features.

Added MacOS in Section 3.1.1: Supported operating systems and
architectures, Section 3.2.1: Installing STM32CubeMX standalone
version, Section 3.2.3: Uninstalling STM32CubeMX standalone
version and Section 3.4.3: Running STM32CubeMX plug-in from
Eclipse IDE.

Added command lines allowing the generation of user files from
templates in Section 3.3.2: Running STM32CubeMX in command-line
mode.

Updated new library installation sequence in Section 3.4.2: Updater
configuration.

Updated Figure 107: Pinout menus (Pinout tab selected) and

Figure 108: Pinout menus (Pinout tab not selected) in Section 5.7.3:
Pinout menu.

Modified Table 16: Window menu.

Updated Section 5.7: Output windows.

Updated Figure 187: Project Settings window and Section 4.11.1:
Project tab.

Updated Figure 101: NVIC settings when using SysTick as HAL
timebase, no FreeRTOS and Figure 102: NVIC settings when using
FreeRTOS and SysTick as HAL timebase in Section 4.5.16: Setting
HAL timebase source.

Updated Figure 74: User Constants tab and Figure 75: Extract of the
generated main.h file in Section 4.5.11: User Constants configuration
window.

Section 4.5.12: GPIO configuration window: updated Figure 83: GPIO
configuration window - GPIO selection, Figure 84: GPIO configuration
grouped by peripheral and Figure 85: Multiple pins configuration.
Updated Section 4.5.14: NVIC configuration window.

18-May-2016

15

4.15

Import project function is no more limited to MCUs of the same Series
(see Section 2.2: Key features, Section 5.7.1: File menu and
Section 4.12: Import Project window ).

Updated command lines in Section 3.3.2: Running STM32CubeMX in
command-line mode.

Table 1: Command line summary: modified all examples related to
config comands as well as set dest_path <path> example.

Added caution note for Load Project menu in Table 13: File menu
functions.

Updated Generate Code menu description in Table 14: Project menu.
Updated Set unused GPIOs menu in Table 15: Pinout menu.

Added case where FreeRTOS in enabled in Section : Enabling
interruptions using the NVIC tab view.

Added Section 4.5.15: FreeRTOS configuration panel.
Updated Appendix B.3.5: FreeRTOS and B.3.6: LwiP.

614/636

3

UM1718 Rev 51




UM1718

Revision history

Table 30. Document revision history (continued)

Date

Revision

STM32CubeMX
release number

Changes

23-Sep-2016

16

Replaced mxconstants.h by main.h in the whole document.
Updated Introduction, Section 3.1.1: Supported operating systems
and architectures and Section 3.1.3: Software requirements.

Added Section 3.4.4: Installing STM32 MCU package patches.
Updated Load project description in Table 2: Home page shortcuts.
Updated Clear Pinouts function in Table 15: Pinout menu.

Updated Section 4.11.3: Advanced Settings tab to add Low Layer
driver.

Added No check and Decimal and hexadecimal check options in
Table 17: Peripheral and Middleware Configuration window buttons
and tooltips.

Updated Section : Tasks and Queues tab and Figure 98: FreeRTOS
heap usage.

Updated Figure 83: GPIO configuration window - GPIO selection.
Replaced PCC by Power Consumption Calculator in the whole
document.

Added Section 6.2: STM32Cube code generation using Low Layer
drivers; updated Table 26: LL versus HAL: STM32CubeMX generated
source files and Table 27: LL versus HAL: STM32CubeMX generated
functions and function calls.

Updated Figure 561: Pinout view - Enabling the RTC.

Added Section 14: Tutorial 4 - Example of UART communications
with an STM32L053xx Nucleo board.

Added correspondence between STM32CubeMX release number
and document revision.

21-Nov-2016

17

4.18

Removed Windows XP and added Windows 10 in Section 3.1.3:
Software requirements.

Updated Section 3.2.3: Uninstalling STM32CubeMX standalone
version.

Added setDriver command line in Table 1: Command line summary.
Added List pinout compatible MCUs feature:
Updated Table 15: Pinout menu.

Added Section 15: Tutorial 5: Exporting current project configuration
to a compatible MCU

Added Firmware location selection option in Section 4.11.1: Project
tab and Figure 187: Project Settings window.

Added Restore Default feature:

Updated Table 8: Peripheral and Middleware configuration window
buttons and tooltips

Updated Figure 76: Using constants for peripheral parameter
settings.
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Date

Revision

STM32CubeMX
release number

Changes

12-Jan-2017

18

4.19

Project import no more limited to microcontrollers belonging to the
same Series: updated Introduction, Figure 201: Automatic project
import, Figure 202: Manual project import, Figure 203: Import Project
menu - Try Import with errors and Figure 204: Import Project menu -
Successful import after adjustments.

Modified Appendix B.3.4: FatFs, B.3.5: FreeRTOS and B.3.6: LwIP.
Added Appendix B.3.7: Libjpeg.

02-Mar-2017

19

4.20

Table 17: STM32CubeMX Chip view - Icons and color scheme:
Updated list of alternate function example.

Updated example and description corresponding to function mapping
on a pin.

Added example and description for analog signals sharing the same
pin.

Updated Figure 87: Peripheral Configuration window (STM32F4
Series), Figure 74: User Constants tab, Figure 80: Consequence
when deleting a user constant for peripheral configuration, Figure 81:
Searching for a name in a user constant list and Figure 82: Searching
for a value in a user constant list.

Added Section 5.3.6: SMPS feature.

Added Section 6.4: Additional settings for C project generation.
Added STM32CubeF4 to the list of packages that include Libjpeg in
Appendix B.3.7: Libjpeg.

05-May-2017

20

4.21

Minor modifications in Section 1: STM32Cube overview.

Updated Figure 40: New Project window - MCU selector and

Figure 187: Project Settings window.

Updated description of Project Settings in Section 4.11.1: Project tab.
Updated Figure 199: Advanced Settings window.

In Appendix B.3.7: Libjpeg, added STM32CubeF2 and
STM32CubeH?7 in the list of software packages in which Libjpeg is
embedded.

Modified Figure 758: STM32Cube Embedded Software package look-
and-feel.
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Date Revision

STM32CubeMX
release number

Changes

06-Jul-2017 21

4.22

Added STM32H7 to the list of supported STM32 Series.

Added MCU data and documentation refresh capability in Section 3.4:
Getting updates using STM32CubeMX and updated Figure 18:
Updater Settings window.

Added capability to identify close MCUs in Section 4.2: New Project
window, updated Figure 40: New Project window - MCU selector,
added Figure 29: New Project window - MCU list with close function
and Figure 30: New Project window - List showing close MCUs.,
updated Figure 591: MCU selection.

Updated Figure 50: STM32CubeMX Main window upon MCU
selection.

Added Rotate clockwise/Counter clockwise and Top/Bottom view in
Table 15: Pinout menu.

Added Section 4.1.4: Social links.

Updated Figure 395: Configuring the SMPS mode for each step.
Updated Section 6.2: STM32Cube code generation using Low Layer
drivers.

Updated Figure 618: Project Settings and toolchain selection.

05-Sep-2017 22

4.221

Added STM32L4+ Series in Introduction, Section 5.3: Power
Consumption Calculator view and Section 6.2: STM32Cube code
generation using Low Layer drivers.

Added guidelines to run STM32CubeMX on MacOS in Section 3.3.1:
Running STM32CubeMX as a standalone application. Removed
MacOS from Section 3.4.3: Running STM32CubeMX plug-in from
Eclipse IDE.

Added Section 19.10: Ethernet configuration: why cannot | specify
DP83848 or LAN8742A in some cases?

18-Oct-2017 23

4.23

Added Section 1: General information.

Renamed Display close button into Display similar items in
Section 4.2: New Project window.

Added Refresh Data and Docs & Resources menus in

Section 5.7.5: Help menu.

Added STM32F2, STM32F4 and STM32F7 Series in Section 6.2:
STM32Cube code generation using Low Layer drivers.

Added Appendix B.3.8: Mbed TLS.

Updated STM32CubeMX release number corresponding to user
manual revision 22.
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Date

Revision

STM32CubeMX
release number

Changes

16-Jan-2018

24

4.24

Replaced “STM32Cube firmware package” by “STM32Cube MCU
package”.

Updated Section 1: STM32Cube overview.

Updated MacOS in Section 3.1.1: Supported operating systems and
architectures. Updated Eclipse requirements in Section 3.1.3:
Software requirements.

Section 3.4: Getting updates using STM32CubeMX:

updated section introduction

updated Figure 13: Connection Parameters tab - No proxy

Section 3.4.3 renamed into “Installing STM32 MCU packages” and
updated.

renamed Section 3.4.4 into “Installing STM32 MCU package patches”
added Section 3.4.5: Installing embedded software packs

updated Section 3.4.7: Checking for updates

Updated Figure 42: New Project window - Board selector.

Updated Figure 51: STM32CubeMX Main window upon board
selection (peripherals not initialized) and introductory sentence.
Updated Figure 52: STM32CubeMX Main window upon board
selection (peripherals initialized with default configuration) and
introductory sentence.

Added “Select additional software components” menu in Table 14:
Project menu.

“Install new libraries” menu renamed “Manage embedded software
packages” and corresponding description updated in Table 17: Help
menu.

Updated Section 3.4.6: Removing already installed embedded
software packages.

Updated Section 4.14: Update Manager windows

Added Section 4.15: Software Packs component selection window.
Added pin stacking function in Table 17: STM32CubeMX Chip view -
Icons and color scheme.

Section 6.2: STM32Cube code generation using Low Layer drivers:
added STM32F0, STM32F3, STM32LO0 in the list of product Series
supporting low-level drivers.

Section 12: Tutorial 2 - Example of FatFs on an SD card using
STM32429I-EVAL evaluation board: updated Figure 643: Board
selection and modified step 6 of the sequence for generating a project
and running tutorial 2.

Section 14: Tutorial 4 - Example of UART communications with an
STM32L053xx Nucleo board: updated Figure 662: Selecting
NUCLEO_L053R8 board.

Added Section 16: Tutorial 6 — Adding embedded software packs to
user projects.

16-Jan-2018

24
(cont'd)

4.24

Added Appendix B.3.9: TouchSensing and B.3.10: PDM2PCM.
Section 4.5.14: NVIC configuration window/Default initialization
sequence of interrupts: changed color corresponding to interrupt
enabling code from green to black bold.
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Table 30. Document revision history (continued)

Date Revision STM32CubeMX Changes
release number

Updated Introduction, Section 1: STM32Cube overview, Section 2.3:
Rules and limitations, Section 3.2.1: Installing STM32CubeMX
standalone version, Section 4: STM32CubeMX user interface,
Section 4.11.1: Project tab and Section 5.13.1: Peripheral and
Middleware tree panel.

Minor text edits across the whole document.

Updated Table 13: File menu functions and Table 12: Relations
between power over-drive and HCLK frequency.

Updated Figure 40: New Project window - MCU selector, Figure 27:
Enabling graphics choice in MCU selector, Figure 187: Project
07-Mar-2018 25 4.25 Settings window, Figure 193: Selecting a different firmware location,
Figure 77: Enabling STemWin framework, Figure 116: Configuration
view for Graphics, Figure 562: Pinout view - Enabling LSE and HSE
clocks and Figure 563: Pinout view - Setting LSE/HSE clock
frequency.

Added Export to Excel, Show favorite MCUs and Section 4.4.16:
Graphics frameworks and simulator.

Added Section 17: Tutorial 8 — Using STemWin Graphics framework,
Section 18: Tutorial 9: Using STM32CubeMX Graphics simulator and
their subsections.

Added Section B.3.11: Graphics.
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Date

Revision

STM32CubeMX
release number

Changes

05-Sep-2018

26

4.27

Updated STM32Cube logo on cover page.

Replaced STMCube™ by STM32Cube™ in the whole document.
Updated Section 1: STM32Cube overview.

Updated Figure 1: Overview of STM32CubeMX C code generation
flow.

Updated Section 2.2: Key features to add new features: graphic
simulator feature, Support of embedded software packages in
CMSIS-Pack format and Contextual Help.

Changed Section 3.4 title into “Getting updates using
STM32CubeMX”. Suppressed figures Connection Parameters tab -
No proxy and Connection Parameters tab - Use System proxy
parameters. Updated Figure 22: Managing embedded software
packages - Help menu.

In Section 3.4.5: Installing embedded software packs, updated step 3f
of the embedded software pack installation sequence and added
Figure 27: License agreement acceptance.

Section 4.2: New Project window: updated Figure 40: New Project
window - MCU selector, Figure 41: Marking an MCU as favorite and
Figure 42: New Project window - Board selector.

Section 5.7.1: File menu: added caution note for New Project in
Table 13: File menu functions. Updated Figure 107: Pinout menus
(Pinout tab selected) and Figure 108: Pinout menus (Pinout tab not
selected).

Section 4.11: Project Manager view:

Added note related to project saving (step 3).

Updated Figure 187: Project Settings window

Updated Section 4.11.1: Project tab and Figure 193: Selecting a
different firmware location.

Added Section 4.15.4: Component dependencies panel, Contextual
help, Section 10: Support of additional software components using
CMSIS-Pack standard and Section 17: Tutorial 7 — Using the X-Cube-
BLE1 software pack.

12-Nov-2018

27

4.28

Updated Section 3.4.3: Installing STM32 MCU packages,

Section 3.4.5: Installing embedded software packs, Section 3.4.6:
Removing already installed embedded software packages,
Section 3.4.7: Checking for updates and the figures in it.

Updated Section 4: STM32CubeMX user interface, its subsections
and the figures and the tables in them.

Updated Section 10: Support of additional software components
using CMSIS-Pack standard, sections 11.6.1 to 11.6.5,

Section 11.7.1: Setting project options, Section 11.7.2: Downloading
firmware package and generating the C code, Section 11.8: Building
and updating the C code project, Section 11.9: Switching to another
MCU, Section 12: Tutorial 2 - Example of FatFs on an SD card using
STM32429I-EVAL evaluation board and the figures in it, Section 15:
Tutorial 5: Exporting current project configuration to a compatible
MCU and the figures in it, Section 16: Tutorial 6 — Adding embedded
software packs to user projects and Section 17: Tutorial 7 — Using the
X-Cube-BLE1 software pack.
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Date

Revision

STM32CubeMX
release number

Changes

12-Nov-2018

27
(cont'd)

5.0

Added Section 19: Tutorial 10: Using ST-TouchGFX framework and
its subsections.

Updated Table 27: LL versus HAL: STM32CubeMX generated
functions and function calls.

Removed former Figure 164: Enabling and configuring a CMSIS-
Pack software component, Figure 192: FatFs peripheral instances,
Figure 213: Project Import status, Figure 254: Saving software
component selection as user preferences and Figure 268:
Configuring X-Cube-BLE1.

Updated Figure 1: Overview of STM32CubeMX C code generation
flow, Figure 16: STM32Cube installation wizard, Figure 7: Closing
STM32CubeMX perspective, Figure 9: Opening Eclipse plug-in,
Figure 10: STM32CubeMX perspective, Figure 388: Overall
peripheral consumption, Figure 565: User constant generating define
statements, Figure 588: Selecting a CMSIS-Pack software
component, Figure 589: Enabling and configuring a CMSIS-Pack
software component, Figure 590: Project generated with CMSIS-
Pack software component, Figure 591: MCU selection, Figure 592:
Pinout view with MCUs selection, Figure 593: Pinout view without
MCUs selection window, Figure 595: Timer configuration, Figure 596:
Simple pinout configuration, Figure 597: Save Project As window,
Figure 598: Generate Project Report - New project creation,

Figure 599: Generate Project Report - Project successfully created,
Figure 600: Clock tree view, Figure 605: Pinout & Configuration view,
Figure 606: Case of Peripheral and Middleware without configuration
parameters, Figure 607: Timer 3 configuration window, Figure 608:
Timer 3 configuration, Figure 609: Enabling Timer 3 interrupt,

Figure 610: GPIO configuration color scheme and tooltip, Figure 611:
GPIO mode configuration, Figure 612: DMA parameters configuration
window, Figure 613: Middleware tooltip, Figure 614: USB Host
configuration, Figure 614: USB Host configuration, Figure 615: FatFs
over USB mode enabled, Figure 616: System view with FatFs and
USB enabled, Figure 617: FatFs define statements, Figure 618:
Project Settings and toolchain selection, Figure 619: Project Manager
menu - Code Generator tab, Figure 620: Warning message for
missing firmware package, Figure 527: Connection Parameters tab,
Figure 622: Updated settings with connection, Figure 623:
Downloading the firmware package, Figure 624: Unzipping the
firmware package, Figure 625: C code generation completion
message, Figure 641: Import Project menu, Figure 671: Project
Settings menu, Figure 682: Additional software components enabled
for the current project, Figure 683: Pack software components: no
configurable parameters, Figure 684: Pack tutorial: project settings,
Figure 687: Embedded software packages, Figure 689: Installing
Embedded software packages, Figure 690: Starting a new project -
selecting the NUCLEO-LO53R8 board, Figure 691: Starting a new
project - initializing all peripherals, Figure 692: Selecting X-Cube-
BLE1 components, Figure 693: Configuring peripherals and GPIOs,
Figure 694: Configuring NVIC interrupts, Figure 695: Enabling X-
Cube-BLE1, Figure 695: Enabling X-Cube-BLE1, Figure 696:
Configuring the SensorDemo project and Figure 312: Graphics
simulator user interface.
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Date

Revision

STM32CubeMX
release number

Changes

19-Feb-2019

28

5.0

Updated Introduction, Section 1: STM32Cube overview, Section 2.2:
Key features, Section 3.1.3: Software requirements, Section 3.4.3:
Installing STM32 MCU packages, Section 4: STM32CubeMX user
interface, Resolving pin conflicts, Section 4.5.10: Component
configuration panel, Section 4.10: Clock Configuration view,

Section 4.11: Project Manager view, Section 4.11.1: Project tab,
Section 4.11.3: Advanced Settings tab, Using the transition checker,
Section 9.2: STM32CubeMX Device tree generation, Section 6.3.2:
Saving and selecting user templates, .extSettings file example and
generated outcomes and Section 11.6.4: Configuring the DMAs.

Added Section 4.6: Pinout & Configuration view for STM32 MPUs,
Section 4.6.2: Boot stages configuration, Section 5: STM32CubeMX
tools, Section 9: Device tree generation (STM32MPUs only),
Section B.3.11: STM32WPAN BLE/Thread (STM32WB series only),
Section B.3.13: OpenAmp and RESMGR_UTILITY (STM32MPUs
and STM32H7 dual-core products) and their subsections.

Removed former Section 1: General information.

Updated Table 2: Home page shortcuts, Table 5: Component list,
mode icons and color schemes, Table 6: Pinout menu and shortcuts
and title of Table 9: Clock configuration view widgets.

Updated Figure 187: Project Settings window, Figure 189: Project
folder, Figure 193: Selecting a different firmware location, Figure 201:
Automatic project import, Figure 202: Manual project import,

Figure 203: Import Project menu - Try Import with errors, Figure 204:
Import Project menu - Successful import after adjustments,

Figure 215: Set unused pins window, Figure 216: Reset used pins
window, Figure 355: About window, Figure 586: STM32CubeMX
generated DTS — Extract 3, Figure 588: Selecting a CMSIS-Pack
software component, Figure 589: Enabling and configuring a CMSIS-
Pack software component, Figure 648: FATFS tutorial - Project
settings and Figure 649: C code generation completion message.

16-Apr-2019

29

5.1

Updated Introduction. Section 3.1.3: Software requirements,
Section 4.2: New Project window, MCU close selector feature,
External clock sources, Importing pinout, Selecting/deselecting all
peripherals, Section 4.6: Pinout & Configuration view for STM32
MPUs, Section 4.15: Software Packs component selection window,
Section 5.4.1: DDR configuration, Section 6.2: STM32Cube code
generation using Low Layer drivers, BLE configuration and

Section B.3.13: OpenAmp and RESMGR_UTILITY (STM32MPUs
and STM32H7 dual-core products).

Added Section 4.2.1: MCU selector, Section 4.2.2: Board selector,
Section 4.2.4: Cross selector, Section 4.8: Pinout & Configuration
view for STM32H7 dual-core products, Section 5.3.9: Example
feature (STM32MPUs and STM32H7 dual-core only) and Section 7:
Code generation for dual-core MCUs (STM32H7 dual-core product
lines only).

Removed former Section 3.3: Installing STM32CubeMX plug-in
version and its subsections, and former Section 3.4.3: Running
STM32CubeMX plug-in from Eclipse IDE.
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Date

Revision

STM32CubeMX
release number

Changes

16-Apr-2019

29
(cont'd)

5.1

Updated Table 3: Window menu.

Updated figures 27 to 42, Figure 199: Advanced Settings window,
figures 374 to 381, 383 to 386 and 388 to 397, Figure 618: Project
Settings and toolchain selection and figures 651 to 661,

Added Figure 37: New Project window shortcuts, Figure 105:
STM32MPUs: assignment options for GPIOs, Figure 757: Resource
Manager: peripheral assignment view and Figure 758: STM32Cube
Embedded Software package.

01-Oct-2019

30

5.2

Updated Introduction. Section 2.2: Key features, Section 3.3.2:
Running STM32CubeMX in command-line mode, Part number
selection, Section 4.15: Software Packs component selection
window, Section 4.15.1: Introduction on software components,
Section 4.15.2: Filter panel, Section 4.15.3: Packs panel,

Section 4.15.4: Component dependencies panel, Section 4.15.6:
Updating the tree view for additional software components,

Section 5.3: Power Consumption Calculator view and Section 6.2:
STM32Cube code generation using Low Layer drivers.

Updated Table 1: Command line summary, Table 6: Pinout menu and
shortcuts, Table 19: Additional Software window — Packs panel icons
and Table 20: Component dependencies panel contextual help.
Updated Figure 33: STM32CubeMX home page, Figure 222:
Selection of additional software components, Figure 223: Additional
software components - Updated tree view, Figure 588: Selecting a
CMSIS-Pack software component and Figure 692: Selecting X-Cube-
BLE1 components.

Added Section 4.5.8: Pinout for multi-bonding packages and
Section 4.15.5: Details and Warnings panel.

Added Table 18: Additional Software window — Packs panel columns
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Date

Revision

STM32CubeMX
release number

Changes

13-Dec-2019

31

5.4

Updated Introduction, Section 1: STM32Cube overview, Section 4.2:
New Project window, MCU/MPU selection for a new project and
Section 11.7.1: Setting project options.

Added Section 4.9: Enabling security in Pinout & Configuration view
(STM32L5 and STM32U5 series only) with its subsections,

Section 4.10.2: Securing clock resources (STM32L5 series only) and
Section 8: Code generation with TrustZone enabled (STM32L5 series
only).

Removed former Section 4.4.16: Graphics frameworks and simulator,
Section 17: Tutorial 8 — Using STemWin Graphics framework,
Section 18: Tutorial 9: Using STM32CubeMX Graphics simulator,
Section 19: Tutorial 10: Using ST-TouchGFX framework and

Section B.3.11: Graphics.

Minor text edits across the whole document.
Updated Table 1: Command line summary.

Updated Figure 68: Pinout view: MCUs with multi-bonding, Figure 69:
Pinout view: multi-bonding with extended mode, Figure 105:
STM32MPUs: assignment options for GPIOs, Figure 187: Project
Settings window, Figure 405: DDR Suite - Connection to target,
Figure 406: DDR Suite - Target connected, Figure 407: DDR activity
logs, Figure 408: DDR interactive logs, Figure 409: DDR register
loading, Figure 410: DDR test list from U-Boot SPL, Figure 411: DDR
test suite results, Figure 412: DDR tests history, Figure 175: DDR
tuning pre-requisites, Figure 176: DDR tuning process, Figure 177:
Bit deskew, Figure 178: Eye training (centering) panel, Figure 179:
DDR Tuning - saving to configuration, Figure 583: Project settings for
STM32CubelDE toolchain and Figure 618: Project Settings and
toolchain selection.

Added Figure 38: Enabling TrustZone®.
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Date

Revision

STM32CubeMX
release number

Changes

10-Jul-2020

32

6.0

Updated Section 2.2: Key features, Section 3.1.1: Supported
operating systems and architectures, Section 3.1.3: Software
requirements, Section 3.2.1: Installing STM32CubeMX standalone
version, Section 3.4: Getting updates using STM32CubeMX,

Section 3.4.5: Installing embedded software packs, Section 4.2: New
Project window, Export to Excel, Section 4.5: Pinout & Configuration
view, Section 4.11.3: Advanced Settings tab and Section 18.6: Why
do | get the error “Java 8 update 45” when installing “Java 8 update
45” or a more recent version of the JRE?.

Added Section 4.2.3: Example selector, Section 5.1: External Tools,
Section 19.2: Since | changed my login to access the Internet, some
software packs appear not available. and Section 19.3: On dual-
context products, why some peripherals or middleware are not
available for a given context?.

Removed former MCU selection based on graphics criteria.

Updated Table 4: Help menu shortcuts and Table 17: Additional
software window - Filter icons.

Updated Figure 33: STM32CubeMX home page, Figure 37: New
Project window shortcuts, Figure 42: New Project window - Board
selector, Figure 45: Cross selector - Data refresh prerequisite,
Figure 199: Advanced Settings window, Figure 219: Additional
software window, Figure 200: Device tree generation for the Linux
kernel, Figure 201: STM32CubeMX Device tree generation for U-
boot, Figure 202: STM32CubeMX Device tree generation for TF-A,
Figure 692: Selecting X-Cube-BLE1 components and Figure 306:
Java Control Panel.

10-Nov-2020

33

6.1

Updated Introduction, Section 3.1.3: Software requirements,

Section 3.4.7: Checking for updates, Section 4.15.3: Packs panel,
Section 5.1: External Tools, Section 12: Tutorial 2 - Example of FatFs
on an SD card using STM32429I-EVAL evaluation board and
Section 18.6: Why do | get the error “Java 8 update 45” when
installing “Java 8 update 45” or a more recent version of the JRE?.
Added Choosing not to generate code for some peripherals or
middlewares.

Updated Table 1: Command line summary.

Updated Figure 32: Help menu: checking for updates, Figure 33:
STM32CubeMX home page, Figure 199: Advanced Settings window,
Figure 219: Additional software window, Figure 356: ST Tools and
Figure 644: SDIO peripheral configuration.
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Date Revision STM32CubeMX Changes
release number

Updated Section 3.1.1: Supported operating systems and
architectures, Section 3.1.3: Software requirements, Section 3.2.1:
Installing STM32CubeMX standalone version, Section 3.2.2:
Installing STM32CubeMX from command line, Section 3.2.3:
Uninstalling STM32CubeMX standalone version, Section 3.3.2:
Running STM32CubeMX in command-line mode, Warning: in
Section 3.4.7: Checking for updates, Section 4.1: Home page,
Section 4.15: Software Packs component selection window,
Section 4.15.2: Filter panel, Section 4.15.3: Packs panel,

Section 4.15.4: Component dependencies panel, Section 4.15.5:
12-Feb-2021 34 6.2 Details and Warnings panel and Section 12: Tutorial 2 - Example of
FatFs on an SD card using STM32429I-EVAL evaluation board.
Updated Table 6: Pinout menu and shortcuts.

Added Figure 2: Full disk access for macOS and Figure 220:
Component dependency resolution.

Updated Figure 33: STM32CubeMX home page, Figure 38: Enabling
TrustZone®, Figure 219: Additional software window.

Removed former Figure 5: Auto-install command line and former
Section 18.6: Why do | get the error “Java 8 update 45” when
installing “Java 8 update 45” or a more recent version of the JRE?.

Updated Section 3.1.1: Supported operating systems and
architectures, Section 3.1.3: Software requirements, Section 4.2:
New Project window, Section 4.3: Project page, Section 4.5.5: Pinout
view advanced actions, Section 4.9: Enabling security in Pinout &
Configuration view (STM32L5 and STM32U5 series only) and code in
Section 12: Tutorial 2 - Example of FatFs on an SD card using
STM32429I-EVAL evaluation board.

22-Jun-2021 35 6.3 Added Figure 39: Adjusting selector results and Section 19.1: |
encountered a network connection error during a download from
STM32CubeMX.

Updated Table 1: Command line summary, Table 19: Additional
Software window — Packs panel icons and Table 20: Component
dependencies panel contextual help.

Updated Figure 588: Selecting a CMSIS-Pack software component
and Figure 692: Selecting X-Cube-BLE1 components.

Updated Section 2.2: Key features, Section 3.3.1: Running
STM32CubeMX as a standalone application, Section 3.4: Getting
updates using STM32CubeMX, Section 4.2: New Project window,
Enabling interruptions using the NVIC tab view, Section 4.9: Enabling
security in Pinout & Configuration view (STM32L5 and STM32U5
series only), Section 4.11.1: Project tab and Section 5.3.7: Bluetooth
Low-Energy®/ZigBee® support (STM32WB series only).

Added Section 3.4.1: Running STM32CubeMX behind a proxy server
and Section 5.3.8: Sub-GHz support (STM32WL series only).

Updated Figure 89: NVIC configuration tab - FreeRTOS disabled.

05-Nov-2021 36 6.4
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Date

Revision

STM32CubeMX
release number

Changes

18-Feb-2022

37

6.5

Updated Introduction and Section 3.1.1: Supported operating
systems and architectures.

Added Section 18: Creating LPBAM projects with its subsections, and
Section 19.11: How to fix MX_DMA_Init call rank in STM32CubeMX
generated projects?.

Minor text edits across the whole document.

14-Jun-2022

38

6.6

Updated Introduction, Section 2.2: Key features, Section 3.3.2:
Running STM32CubeMX in command-line mode, Boot loader (A7
FSBL) peripherals selection, Section 4.11.1: Project tab,

Section 4.16: LPBAM Scenario & Configuration view, Section 9.1:
Device tree overview, and Section 9.2: STM32CubeMX Device tree
generation.

Updated Table 1: Command line summary.

Updated Figure 355: About window.

Added Section 4.17: CAD Resources view and Section 18.6: LPBAM
application for TrustZone activated projects.

Removed former Section 9.2.1: Device tree generation for Linux
kernel, Section 9.2.2: Device tree generation for U-boot, and
Section 9.2.3: Device tree generation for TF-A.

Minor text edits across the whole document.

17-Nov-2022

39

6.7

Updated Section 2.2: Key features and Section 17: Tutorial 7 — Using
the X-Cube-BLE1 software pack.

Added Section 19.12: When is the PeriphCommonClock_Config()
function generated? and Section 19.13: How to handle thread-safe
solution in STM32CubeMX and STM32CubelDE?.

Updated Figure 40: New Project window - MCU selector, Figure 41:
Marking an MCU as favorite, Figure 29: New Project window - MCU
list with close function, Figure 30: New Project window - List showing
close MCUs, and Figure 355: About window.

Minor text edits across the whole document.

21-Feb-2023

40

6.8

Updated Section 3.2.1: Installing STM32CubeMX standalone version,
Section 3.3.2: Running STM32CubeMX in command-line mode,
Section 3.4.1: Running STM32CubeMX behind a proxy server, and
Section 4.11.1: Project tab.

Added Section 4.18: Boot path and its subsections.

Removed former Section 5.3.4: DDR tuning and DDR tuning tab
(read-only).

Updated Figure 40: New Project window - MCU selector, Figure 187:
Project Settings window, and Figure 720: Design check.

Minor text edits across the whole document.
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Revision

STM32CubeMX
release number

Changes

03-Jul-2023

41

6.9

Updated Introduction, Section 3.1.1: Supported operating systems
and architectures, Java™ Runtime Environment, Section 4.15:
Software Packs component selection window, Section 4.18: Boot
path, Section 4.18.2: Creating a boot path project: an example,
Section 4.18.5: How to configure an ST-iRoT with a secure manager
NS application boot path, and note in Section 18.4: Checking the
LPBAM design.

Updated Table 1: Command line summary.

Added note to Section 9.2: STM32CubeMX Device tree generation.

Added figures 236 to 240 and Figure 272: Code generated with
secure manager API.

Added Section 4.18.5: How to configure an assembled boot path,
Section 4.19: User authentication, Section 4.18: STM32CubeMX
Memory Management Tool and their subsections, and

Section B.3.12: CMSIS packs selection limitation.

Updated Figure 45: Cross selector - Data refresh prerequisite,
Figure 231: Boot paths for STM32H57x devices, Figure 242: Select
the STM32H5 device, Figure 244: Boot paths for STM32H56x
devices, figures 247 to 260, figures 167 to 271, figures 273 to 275,
figures 263 to 267, Figure 271: Secure manager API configuration,
and Figure 355: About window.

Minor text edits across the whole document.

08-Sep-2023

42

6.9.2

Updated for the replacement of “boot path settings” with “boot path
and debug authentication” in

Section 4.18.4: How to configure an ST-iRoT boot path

Section 4.18.5: How to configure an ST-iRoT with a secure manager
NS application boot path

Figure 256, Figure 270, and Figure 266 titles

Updated Figure 266: Boot path and Debug Authentication tab.
Updated figures 231 to 240 in Section 4.18.1: Available boot paths.
Updated Section 1: STM32Cube overview.

Minor text edits across the whole document.
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Date

Revision

STM32CubeMX
release number

Changes

20-Nov-2023

43

6.10.0

Updated Section 4.11: Project Manager view, Section 4.18.5: How to
configure an ST-iRoT with a secure manager NS application boot
path, Step 3: OEMIROT (assembled) code generation, Step 6:
Authentication and encryption keys regeneration, option byte file
generation, and Section 4.18: STM32CubeMX Memory Management
Tool.

Added Section 4.19.3: Password restoration.

Removed former MCU close selector feature.

Updated Table 21: Boot paths without TrustZone (TZEN = 0) and
Table 22: Boot paths with TrustZone (TZEN = 1).

Updated Figure 236: Application boot path (OEM-uRoT assembled),
Figure 237: Application boot path: ST-iRoT and uRoT
secure/nonsecure project, Figure 239: Application boot path: ST-iRoT
dual figure, Figure 254: Project provisioning, Figure 256: Boot path
and debug authentication panel, Figure 263: IDE post build
commands, Figure 274: IDE post build commands, Figure 270: IDE
post build commands, figures 403 to 406, Figure 409: DDR register
loading, and Figure 410: DDR test list from U-Boot SPL.

Removed former Figure 167: Selection of the OEMIiRoT_Boot project
and Figure 195: Generated project.

Minor text edits across the whole document.

13-Mar-2024

44

6.11.0

Updated Section 3.1.1: Supported operating systems and
architectures, Section 3.2.1: Installing STM32CubeMX standalone
version, Section 3.2.2: Installing STM32CubeMX from command line,
Uninstalling STM32CubeMX on Windows, Feature: MMT usage,
Pinout, and Configuration Ul, and Section 4.18.5: How to configure
an assembled boot path.

Added footnote to Table 1: Command line summary.

Updated Table 10: Clock Configuration security settings, Table 21:
Boot paths without TrustZone (TZEN = 0), and Table 22: Boot paths
with TrustZone (TZEN = 1).

Added Section 4.18.6: How to configure OEM-uRoT (STiRot uROT)
boot path, When using H7Rx/H7Sx with MMT, When using
H7Rx/H7Sx, and their subsections.

Added Figure 236: MMT view (H7Rx-H7Sx devices) and Figure 255:
Memory assignment for context Boot H7RS.

Updated Figure 9: Package installation, Figure 10: Installation script,
Figure 11: Installation path, Figure 237: Application boot path: ST-
iRoT and uRoT secure/nonsecure project, Figure 239: Application
boot path: ST-iRoT dual figure, Figure 249: Boot path selection,
Figure 256: Boot path and debug authentication panel, Figure 260:
Generate the code, Figure 270: Boot path and Debug Authentication
tab, Figure 266: Boot path and Debug Authentication tab, and
Figure 275: Boot path project.

Minor text edits across the whole document.
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Revision

STM32CubeMX
release number

Changes

26-Jun-2024

45

6.12.0

Updated Section 2.2: Key features, Java™ Runtime Environment,
Section 3.4.7: Checking for updates, Step 5: Boot path selection,
Section 4.6: Pinout & Configuration view for STM32 MPUSs,

Section 4.18.6: How to configure OEM-uRoT (STiRot uROT) boot
path, Section 4.19: User authentication, Section 4.19.1: Login with an
existing my.st.com account, and Section 8: Code generation with
TrustZone enabled (STM32L5 series only).

Added note to Section 3.4.2: Updater configuration.

Added Section 4.4: Boot chain (STM32 MPUs), Section 4.7: RIF
configuration, Section 4.18.7: How to configure ST-iRoT boot path
with STM32H7RS devices, Section 5.5: STM32CubeMX Memory
Management Tool, and their subsections.

Updated Table 1: Command line summary and Table 22: Boot paths
with TrustZone (TZEN = 1).

Added Table 23: Boot paths for STM32H7RS devices.

Added Figure 20: Connection failure and Figure 31: Checking for
available updates.

Updated Figure 44: Popup window - Starting a project from an
example, Figure 284: Project creation, Figure 618: Project Settings
and toolchain selection, and Figure 706: Available IPs.

Removed former Section 4.18: STM32CubeMX Memory
Management Tool, Section 19: FAQ, and their subsections.

Minor text edits across the whole document.

20-Nov-2024

46

6.13.0

Updated Section 3.1.1: Supported operating systems and
architectures, Section 3.1.3: Software requirements, Section 4.7.2:
RIF global configurations, Section 4.7.4: Peripheral instance
protection, Section 4.7.7: Masters configuration, Section 4.7.9:
System peripherals (STM32MP2 and STM32N6 series),

Section 4.7.10: Memory protection for STM32MP2 series,

Section 4.19: User authentication, and Section 5.5.1: STM32H5,
STM32U3, STM32U5, STM32WBAS5, STM32WBAS5SM, and
STM32WBAG6 with TrustZone activated

Added Section 4.7.10: Memory protection for STM32MP2 series,
Section 4.7.11: Memory protection for STM32NG6 series,

Section 4.7.13: Implementation of illegal access controller (IAC)

feature on STM32N6 series, Section 5.2: Compare Projects, and
Section 5.5.5: STM32H7 Dual-core without Trust Zone activated
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Date Revision

STM32CubeMX
release number

Changes

24-Feb-2025 47

6.14.0

Updated Introduction, Section 3.1.1: Supported operating systems
and architectures, Section 4.7.2: RIF global configurations,
Configuration example, Masters configurations for STM32MP2, Step
8: Code compilation, Step 2: Code compilation, Section 5.2.1: User
interface of the Compare Projects tool, Section 5.2.2: Comparing two
projects, and Section 5.5.1: STM32H5, STM32U3, STM32US5,
STM32WBAS5, STM32WBAS5M, and STM32WBAG6 with TrustZone
activated.

Updated figures 20 to 31, Figure 33: STM32CubeMX home page,
figures 39 to 42, Figure 45: Cross selector - Data refresh prerequisite,
Figure 115: Lock and privilege in RISUP table, Figure 231: Boot paths
for STM32H57x devices, Figure 235: Application boot path (OEM-
iRoT), Figure 247: Configuring the project, Figure 248: Saving the
project, Figure 256: Boot path and debug authentication panel,
Figure 260: Generate the code, Figure 271: Select the project
structure, figures 284 to 286, Figure 289: Boot path and debug
authentication tab, Figure 302: Home page without the login form,
Figure 303: Install or remove a software package, Figure 305:
Authentication from myST tab, figures 307 to 309, Figure 313: About
window, figures 316 to 317, 319 to 325, 454 to 455, 462 to 466, 471 to
473, 475 to 476, Figure 501: ETH configuration for STM32H7R3A8lIXx,
and Figure 591: MCU selection.

Added Figure 109: RIF configuration extension in IPs panel for the
STM32MP?2 series, Figure 110: RIF configuration extension in IPs
panel for the STM32N6 series, Figure 231: Boot paths for
STM32H57x devices, Figure 235: Application boot path (OEM-iRoT),
Figure 372: Comparison result in Excel format - Peripherals and
middleware, and Figure 373: Comparison result in Excel format -
Project settings.

Updated Table 3: Window menu and Table 22: Boot paths with
TrustZone (TZEN = 1).

Removed former Figure 31: Library deletion progress window and
Figure 275: Boot path project.

Removed former Section 4.18.5: How to configure an ST-iRoT with a
secure manager NS application boot path.

Added ETH impact on MMT for STM32H7 single core and ETH
impact on MMT when using H7TRS/H7SX.

Minor text edits across the whole document.
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Date

Revision

STM32CubeMX
release number

Changes

20-Jun-2025

48

6.15.0

Updated Section 3.3.2: Running STM32CubeMX in command-line
mode, RISAF 5: PCIE memory configuration, Section 4.11: Project
Manager view, Section 5.5.1: STM32H5, STM32U3, STM32U5,
STM32WBAS5, STM32WBAS5M, and STM32WBAG6 with TrustZone
activated, and Section 11.7.2: Downloading firmware package and
generating the C code.

Added Section 4.12.1: Import Project feature for STM32MCU projects
and Section 4.12.2: Import Project feature for STM32MPU projects.
Updated Table 1: Command line summary and Table 4: Help menu
shortcuts.

Added note to HSEM.

Added figures 163 to 165, Figure 188: Compiler option for CMake
toolchain, and 627 to 632.

Updated Figure 187: Project Settings window, figures 224 to 227,
Figure 414: Regions settings to linker files ON, figures 591 to 593,
figures 595 to 597, Figure 620: Warning message for missing
firmware package, and figures 622 to 626.

Minor text edits across the whole document.

07-Nov-2025

49

6.16.0

Updated Video tutorials, Section 3.1.1: Supported operating systems
and architectures, Section 3.2.1: Installing STM32CubeMX
standalone version, and Section 6.2: STM32Cube code generation
using Low Layer drivers.

Added Section 5.5.8: MMT for STM32N6 products.

Added note to Section 15: Tutorial 5: Exporting current project
configuration to a compatible MCU.

Updated Figure 196: Project Settings code generator, Figure 198:
Generated project template, Figure 225: CAD Resources view,
figures 227 to 229, and 671 to 672.

Removed former Section 4.19: User authentication and Appendix C:
STM32 microcontrollers naming conventions.

Minor text edits across the whole document.
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Date

Revision

STM32CubeMX
release number

Changes

18-Feb-2026

50

6.17.0

Added:

Section 4.19: HSP middleware "HSP_Engine"

Section 4.20: PLAY feature presentation

Section 4.21: Notification Service

Figure 416: Recommendation for the configuration of MMT
Updated:

Introduction

Section 3.3.2: Running STM32CubeMX in command-line mode
Table 1: Command line summary

Figure 197: Template Settings window

Table 22: Boot paths with TrustZone (TZEN = 1)

Figure 231: Boot paths for STM32H57x devices

Section 4.18.7: How to configure ST-iRoT boot path with
STM32HT7RS devices

Figure 355: About window
Figure 415: Regions settings to peripherals OFF

Section 5.5.1: STM32H5, STM32U3, STM32U5, STM32WBAS5,
STM32WBAS5M, and STM32WBAG6 with TrustZone activated

Figure 421: Default settings

Figure 422: Region information

Figure 427: Configure an external memory

Figure 447: Default data region

Figure 454: ETH MMT regions

Figure 459: MMT configuration for STM32WB5x

Figure 462: Default settings

Figure 480: Default settings

Figure 512: Details about the clicked region in the FSBL context
Figure 513: Regions designation for secure and nonsecure domains
Figure 514: Regions designation for secure domains

Figure 520: Mapping between MMT regions and RISAF memory
configurations

Figure 527: Overlap with FLEXRAM
Section 5.5.7: STM32WBO0

Added:

Figure 532: CACHEAXI enable

Figure 5633: MMT view for CACHEAXI
Figure 534: Adding regions in CACHEAXI
Figure 535: RISAF8 CACHEAXI

Figure 536: VENC enable

Figure 537: MMT view for VENCRAM
Figure 538: Adding regions in VERCRAM
Figure 5639: RISAF9 VENCRAM
Removed:

Warning in case of overlap with FLEXRAM figure
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Date

Revision

STM32CubeMX
release number

Changes

04-May-2026

51

6.17.0

Updated:

Removed:

Figure 309: STM32CubeMX after activating the
Accelerator mode

Figure 311: Clock configuration for HSP in Accelerator
mode

Figure 312: Clock configuration view for HSP in
Accelerator mode

Sequencer mode

16 Outputs

Clock gate:

Section 4.21: Notification Service

Section 4.21.1: Introduction

Section 4.21.2: Subscription / Unsubscription
Subscription requirements

Figure 346: ST Web page to validate the subscription
Figure 352: Clear the Email in STM32CubeMX
Figure 353: Clear the email configuration
Section 4.21.4: Unsubscription

Section 4.21.5: Notification logic of firmware and software
preferences

Code generated in the main.c file figure

MX generated function for BRAM memory allocation
figure

Source file for HSP Engine Process Function accelerator
mode figure

File implements the HSP_Engine figure

File implements the interface between the STM32 HSP
MW and the HSP IP figure

File contains resources allocated in HSP BRAM region
memory figure

Source file for HSP Engine Process Function_ sequencer
mode figure

File implements the application using Processing List
figure

File implements the application using Processing List2
figure

File implements the HSP_Engine (1/3) figure
File implements the HSP_Engine (2/3) figure
File implements the HSP_Engine (3/3)
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Date Revision STM32CubeMX Changes
release number
File implements the interface between the STM32 HSP
MW and the HSP IP_sequencer mode (1/2) figure
04-May-2026 51 6.17.0

File implements the interface between the STM32 HSP
MW and the HSP IP_sequencer mode (2/2) figure
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IMPORTANT NOTICE — READ CAREFULLY

STMicroelectronics NV and its subsidiaries ("ST") reserve the right to make changes, corrections, enhancements, modifications, and
improvements to ST products and/or to this document at any time without notice.

In the event of any conflict between the provisions of this document and the provisions of any contractual arrangement in force between the
purchasers and ST, the provisions of such contractual arrangement shall prevail.

The purchasers should obtain the latest relevant information on ST products before placing orders. ST products are sold pursuant to ST's
terms and conditions of sale in place at the time of order acknowledgment.

The purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application
assistance or the design of the purchasers' products.

No license, express or implied, to any intellectual property right is granted by ST herein.

Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

If the purchasers identify an ST product that meets their functional and performance requirements, but that is not designated for the
purchasers' market segment, the purchasers shall contact ST for more information.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, the purchasers shall refer to
www.st.com/trademarks. All other product or service names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2026 STMicroelectronics — All rights reserved
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