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User manual

Getting started with the FP-ATR-LTE1 software package for asset tracking with
LTE connectivity, GNSS and MEMS sensors

Introduction

The FP-ATR-LTE1is an STM32Cube function pack that allows you to connect an loT node to Amazon Web Services using LTE
cellular connectivity and view GNSS and MEMS sensor data using standard application layer protocols.

It fully supports security and protocol requirements to interface with AWS cloud thanks to the integrated Amazon AWS loT SDK.

This software, together with the suggested combination of STM32 and ST devices, can be used to develop asset tracking and
other related applications. ST also provides an asset tracking dashboard for sensor data visualization.

The package contains examples that implements sensor data reading from a local or a remote device on the Internet.

The software runs on the STM32 microcontroller and includes drivers for the Teseo-LIV3F-based GNSS module, and for the
MEMS motion and environmental sensors.

RELATED LINKS

Visit the STM32Cube ecosystem web page on www.st.com for further information
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For further information contact your local STMicroelectronics sales office.


https://www.st.com/en/product/fp-atr-lte1?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2712
https://www.st.com/stm32cube
https://www.st.com/en/product/teseo-liv3f?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2712
https://www.st.com/stm32cube
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Acronyms and abbreviations

1 Acronyms and abbreviations

Table 1. List of acronyms

AP Access point

BSP Base support package

FOTA Firmware update over-the-air
GNSS Global navigation satellite system
GPIO General purpose input/output

GPS Global positioning system

HAL Hardware abstraction layer

HTML Hypertext markup language

HTTP Hypertext transfer protocol

IDE Integrated development environment
loT Internet of things

12C Inter-integrated circuit

LTE Long-term evolution

MCU Microcontroller unit

MEMS Micro electro-mechanical systems
ODE Open development environment
REST API Representational state transfer API
SIM Subscriber identity module

SDK Software development kit

SMD Surface mount device

SSID Service set identifier

UART Universal asynchronous receiver/transmitter
URL Uniform resource locator
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FP-ATR-LTE1 software expansion for STM32Cube

2 FP-ATR-LTE1 software expansion for STM32Cube

2.1 Overview
The package features:

. Complete firmware to connect a node with GNSS and MEMS sensors to a cellular network using LTE
communication technology

. Middleware library with FreeRTOS, mbedTLS and Amazon Web Services SDK

. Software interface to access GNSS module (Teseo-LIV3F), temperature and humidity sensor (HTS221),
pressure sensor (LPS22HB), and motion sensors (LSM6DSO, LIS2MDL and LIS2DW12)

. Sample implementations available for X-NUCLEO-GNSS1A1 and X-NUCLEO-IKS01A3 expansion boards
when connected to a P-L496G-CELLO2 LTE cellular to cloud pack

. Easy portability across different MCU families, thanks to STM32Cube

. Free, user-friendly license terms

The package integrates the AWS loT device SDK middleware with APIs to simplify interaction between the
32L496GDISCOVERY and the Amazon AWS loT services.

You can use it to prototype end-to-end sensors-to-cloud loT applications, by registering your board to the ST
Asset Tracking web dashboard and begin exchanging real-time sensor data and commands.

For AWS license terms, visit https://aws.amazon.com.

2.2 Architecture

The software layers used by the application software to access and use the STM32 microcontroller, cellular
(LTE-loT) modem and the sensor expansion boards are:

. STM32Cube HAL layer: a simple, generic and multi-instance set of APIs (application programming
interfaces) to interact with the upper layer applications, libraries and stack layers. The APIs are based
on a common framework so that overlying software can implement functions and routines without specific
microcontroller unit (MCU) hardware configurations. This structure improves library code reusability and
guarantees easy portability across other devices.

. Board support package (BSP) layer: drives the STM32 Nucleo board peripherals such as LEDs, user
button, etc. (except the MCU), with a specific set of APIs. This interface also helps to identify the specific
board version.

. Middleware layers: contains mbedTLS and the Amazon AWS IoT device SDK (https://aws.amazon.com/
tools/) to facilitate the connection of the 32L.496GDISCOVERY discovery kit to AWS loT services.
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Figure 1. FP-ATR-LTE1 software architecture
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2.3 Folder structure
The folders in the software package are:

. Documentation: a compiled HTML file generated from the source code detailing the software components
and APlIs (one for each project).

. Drivers: HAL drivers and the board-specific drivers for each supported board or hardware platform,
including those for the on-board components, and the CMSIS vendor-independent hardware abstraction
layer for the ARM Cortex-M processor series.

. Middlewares: middleware interface for cellular and mbedTLS, together with the porting of Amazon AWS loT
device SDK.

. Utilities: Tera Term script parameters

. Projects: sample applications for 32L496GDISCOVERY that can be used to register a device and transmit
sensor data to Amazon AWS loT. Together with the ST Asset Tracking web dashboard, these sample
applications enable easy sensor data visualization and device control through AWS loT. Sample applications
can be compiled under the IAR Embedded Workbench for ARM, RealView Microcontroller Development
Kit or STM32CubelDE development environments. For each sample application, the folder also contains a
corresponding pre-compiled binary.
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How to run the firmware application

3 How to run the firmware application

Before you begin, you should set up the hardware configuration compatible with the FP-ATR-LTE1 function pack.
To set up your remote IoT application with cloud monitoring and control capability, follow the steps below.

Step 1. Configure and launch a serial terminal application.

Step 2.  Download the FP-ATR-LTE1 firmware package.

Step 3.  Recompile the code or flash pre-compiled binaries to your board.

Step 4. Complete the cellular setup and read the SIM ID from serial terminal.

Step 5. Open the web dashboard and register your board using the SIM ID as Device ID.
Step 6. Download the certificate and key file from the dashboard.

Step 7. Provision credentials and certificates to your board.

Step 8.  Login to the dashboard.

Step 9.  Visualize sensor data.

3.1 Serial terminal setup

To update the provisioning data (cellular and certificates) to the board, you have to set up a serial terminal on a
PC.

A serial terminal is required to:

. configure the board (cellular parameters, device credentials)

. read SIM ID (used as device ID to register the device in the web dashboard)
. display the published and received AWS loT messages locally

Tera Term is used in the example below, but you can use any other similar tool.

Step 1. When using the board for the first time, connect it to your PC USB port.
Step 2.  Determine the STM32 ST-LINK Virtual COM port used for the STM32 Nucleo board.
Step 3.  Open the [Device Manager].

Step 4.  Open a serial terminal on the PC and connect it to the above virtual COM port.

Figure 2. Opening the COM port for the STM32 Nucleo board

Tera Term: New connection b

OTCPHP Host: myhost.example.com
History
Service: _ Telnet R
SSH $SH version: [SSH2

Other .
IP version: |AUTO

@® Serial Port: |[COM3: InteI(R) Achve Management Tec v|
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Configuration of cellular credentials

Step 5. Configure the terminal with the recommended parameters shown below.

Figure 3. Terminal setup

Tera Term: Terminal setup X

Terminal size New-line
X Receive: | AUTO ~

M Term size = win size Transmit] CR+LF - Cancel

Auto window resize

Terminal ID:  VT100 v Local echo

Answerback: | | CAuto switch (VT<>TEK)

Coding (receive) Coding (transmit)
UTF8 - UTF8 -

Note: The virtual terminal new-line transmit configuration must be set to LineFeed (\n or LF) to allow copying and
pasting from the UNIX type text files. The “Local echo” option makes copy and paste visible on the console.

Step 6. Flash the board with the pre-compiled binaries provided in the firmware package.FP-ATR-LTE1

Step 7.  Reset the board and follow the indications on the serial terminal to configure cellular parameters and
device credentials (see the following sections).
Data entered via serial terminal is copied and stored in the Flash memory and can be reused without
editing after each board reset.

3.2 Configuration of cellular credentials

The P-L496G-CELLO2 Discovery Kit features ready-to-run firmware samples using the 2G, 3G, LTE Cat M1, or
NB-loT protocols to support quick evaluation and development of AWS loT cloud applications.

The FP-ATR-LTE1 package offers out-of-the-box connectivity for communication to the AWS loT through the
MQTT protocol. It implements a complete middleware and application-level stack in C language, which allows the
connection of the P-L496G-CELLO2 Discovery kit to a AWS loT.

The Discovery Kit includes an STM32-based main board and a cellular add-on modem board.

To use the BG96 modem in Cat M1 or NB1 mode, you must insert a SIM card compliant with this network
technology from an MNO that has already deployed it.

After board reset, you can initialize the cellular module.
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Configuration of cellular credentials

Cellular modaule initialization and modem connection to the network

STHM32 IoT Discovery kit for
STH32L475/83TM32L496 MCU

FP-ATR-LTE1 Cloud Connectivity Demonstration

FW version 1.8.8 — 18—March—-2820 11:-380:80 AN

Initiali=zing =sensors... OK.

Board perzonalization e

Metwork Interface initialized:
Metwork Interface starting:

C2C connection e

Initializing the cellular module

Metwork Interface connecting:
rying to connect with the external S5IH

Jaiting for BG?6 modem »unning
Signal not known or not detectable vyet <he patient?

Then, you have to connect to the dashboard and register the new device (Thing).

Dashboard link and Thing registration

To register your device and display data go to 8T Dashbhoard at https:

= First 16 Bytes of 8IM Id to use for Board registration: B9398188802123%1

The first sixteen bytes of the platform SIM ID are used as default Thing Name/Device ID in device registration.
When connection to MNO equipment is established, the board SIM ID (that is, the sixteen bytes) is shown on the
serial terminal.

How to register the board to the ST loT web dashboard

To run the test application included in FP-ATR-LTE1 package and connect it to the ST Asset Tracking web
dashboard, it is necessary to register the board and download the device certificate and key.

The communication between ST development boards and AWS 1oT is protected by X.509 device certificate, a
digital certificate that uses public key infrastructure (PKI) standard.

The dashboard automates the generation of these certificates in the ST AWS Account used to deploy and run the
web application.


https://www.st.com/en/product/fp-atr-lte1?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2712
https://dsh-assetracking.st.com/
https://dsh-assetracking.st.com/

‘,_l UM2712

Configuration of cellular credentials

Step 1. To register a board and generate certificates, open the ST Asset Tracking web dashboard

Figure 6. ST Asset Tracking web dashboard

= # Home

ASSET-TRACKING PLATFORM

Dashboard and Device Management

]
Login I

Step 2.  Click on [Register and configure your devices] and complete the login procedure.

Step 3.  After successful login, in the Dashboard view, click on the empty icon with the '+' sign to register your
device.
The [New Device] popup appears.

Figure 7. Enroll a new device

© New device

'S
O
L
) &
L

Step 4.  Select [LTE Cellular], enter the SIM ID as [Device ID] and a descriptive name for the device in the
[Custom Name], and click on [Submit].

Step 5. After successful device registration, a .pem file will be automatically downloaded by the web browser.
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Step 6.

You can check the file in a text editor.

The text file named xxxx.pem (where xxx is the device ID) is divided into two sections:
a. The first section is the certificate of the AWS Thing created in AWS loT core:

b.  The second section is the private key of the AWS Thing created in AWS |oT:

Figure 8. Content of downloaded device_id.pem file
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MIIDWTCCAKGgAWIBAgIUFeL4VsUbODLS9+98kprg+hILkZ2cwDQYJRoZIhveNAQEL
BQAWTTFIMEkGAIUECWXCQWlhem9uIFdlYiBT2XJZ2aWNlcyBPPUFLYXpvbi5jb20g
SWSJLiBMPVN1YXRObGUgU1QSV2FzaGluZ3RvbiBDPVVTME4XDTESMDcxNzEzMDE1
MFoXDTQSMTI zMTIzNTk10VowH JECMBoGAIUERAWwWTQVATIEl vVCBDEZXI0aWZpY2F0
ZTCCASTWDQY JEoZ ThveNAQERBQADGYE PADCCAQOCHGERAME 1 1EUxgyo SKEMPNa Zg
DOOGRYcOucgllhlzsCx0zIU+wbRozghFRaR60stiDEQmsQ1JJiREVZIATWZabCux
VLZQCWOBS+WexowxNGCzCHEZ4/1J7kSuG00I/0344nTfmjt¥Q+kaZine6JoyH1 ML
EkpIaxMWds7+3YGMMEIvVuBThtim4QsSM3ixTTwodglxidt4hYw7VWEROKSvE/hi/
fOoTh4/XgJ4i8IvEykxmvAa fLul kLOACTUW®3/pPXnSbeLYHsYrhgx0QnF1FhimKl
vElscj2IUPLOBOzVY440mVSMgbpZQEWX1lpTpVdyGEb2D0gdoul Is TXVmvPodGuni
LwUCAWERRaNgMF4wHWwYDVROJBBgWwFoRAUCOZiXz6RG15pbiaUI ZHMR 6 SSKEQkwHQYD
VROOBBYEFEkKOXS5QlrFAkaUsgF4 JEPCLAP2pIMAWGALUAEWER /wQCMARWDGYDVROP
AQH/BAQDAQeAMAOGCSgGSIb3DQEECWUAAL IBAQBPRONS1OWs 7Y ktgV4cNHXwWMs I T
g+EBgLE3CpzffhalaQqi3PzwR1SUuvbiodmC4iquTl4yHEZanrt80Xe/iKL3vzenel
CJSVtUB4cajFkvrckIJB/ yn/hfuxXNOL8 fjmMRgbPrQCc4XRPLBCVawN /X TGEXNVAV
ImYJEQL1lrgWERmMi60b+d/ 0+NEk45PLtXSEQxodLaUORBYRShGgEECUL3ZA] /g2L2T
sSILROHeLg+xESChs144 SuMTWnS2TTs1i1WNEbVVEEQ TMUACCILINEJEILIPXgZcdwd
+gh%+nV3LrNcafUI7TdghpSFic22awnuCTryREXaBe 8t VLH2 YpRPUUQMMOQU4 $

MIIEpAIBARKCAQEAx+XURTGDEhIoYwE lpmoM4 TpH1w661iqXWEVOWLHTMhT 7BEGH O
CEVForo6yZMPxCaxDUmOJEg/ ¥gAhZlpsK7G4t1Bxb0FL522zG]DE0YIMIdn]+InuT
24Y70Q387£jict+a01dDESpmEfHolzIfVEyUSSkhrExZ2 zvTdgY¥wwomt 4FOG3Whhe
xIzZ2LFNPChZ2rXGJ23iFjDEtVYRHQry+v+HT9850H] Seonilwm8TRTGa8BpBuTwovy
BxOSbHf+kSeflt4tgexiuGDHRCcKUWHWY rW8 SWxyPYhQ8s4HTNV] ] JSEZXkyBullD
®¥ZfWnulV3I¥pvYPSDiidgmztdWa8+h0a6cAvBQIDAQARROTIBAQCoeNj4IAYNrpP/
ONhcktCeNWdRpwlswSul+VinhyC/w+55YEMUOVOpEoSuzuSAygMS5s25sk9rMe50g
5das1LHE6Zb3UgFGRCRGFGOst3HbDNREgEE/pai4TKTUEZ 62piFUle2UN TmS76CE3

Slarmmal tavt file lennth - 2800 linec- 4R

Board security credential provisioning

To set up your board with security credentials downloaded from ST loT web dashboard after board registration,
you can enter or update credentials as follows:

if the credentials are not available in the Flash memory (blank board), the console prompts to enter device
certificates and key at startup;

if the credentials are available in the Flash (pre-provisioned board), the console prompts to press the user
blue button within 5 seconds after the board startup to update them.

Blank board

When the board is flashed with pre-compiled files, enter or update the following parameters:

AWS loT endpoint
Thing Name

AWS Root Certificate
Thing Device Certificate
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Note:

Board security credential provisioning

. Thing Private Key

The firmware contains default values for the Root Certificate and AWS loT endpoint related to the ST account
used to deploy web dashboard and must not be modified. By default, the device ID used to register the Thing to
the AWS IloT core is the SIM ID (first sixteen bytes).

You must enter Private Key and Device Certificate copied and pasted from the device_id.pem file downloaded
from the web page (as described in Section 3.3 Board security credential provisioning).

When prompted to change Default ST loT Dashboard hosting AWS account, press ‘n’ and [ENTER] to
proceed.

The default endpoint must not be changed when using the firmware with the web dashboard.

Default ST loT Dashboard hosting AWS account

[

Fila Fdit S i nda Haln
e | e C ¢ e

Retrieving the cellular operator: "I TIMY

odule initialized successfully: Quectel
ProductID: BG?6
[F! version: BG?6MARBZAB7MLG
SIM Id (IccID>: 89390100002123916568
Network Interface started:
Waiting Network Interface to connect...
Network Interface connected:
To register your device and display data go to ST Dashhoard at htt

— First 16 Bytes of SIM Id to use for Board registration: 8939010000212391

DEFAULT ST IoT Web Dashboard is hosted @ AWS account: al1880831michh?s-ats.iot.eu—central-1.amazonaws.co
m

sing: ———
18803 1michh9s-ats.iot.eu—central-1.amazonaws.com

IED you want to modify DEFAULT ST IoT Web Dashboard hosting AWS account? <{y/n):n

The firmware reads the SIM ID as default device ID, the same used to register the device and create
certificates through the web dashboard.

Default Thing name

DEFAULT Thing Name is Dewvice SIM Id :§8991538982997304

Do you want to modify DEFAULT thing name? [ysnl:

Press ‘n’ and [ENTER] when asked to update default Thing name.

Default Thing name change

DEFAULT Thing Name is Device SIM Id :89915309029973084

Do you want to modify DEFAULT thing name? L[y/nl:




Board security credential provisioning

When prompted to change Default Root Certificate, press ‘n’ and [ENTER] to proceed.

Default Root CA certificate

Enter the x582 certificates or keys as per the following format:
————BEGIN CERTIFICATE

MPGn8ub6?7GB?t +aEMprSP+1gmI gNb1LTU +/8 j1i5uw0Quuf wu?uJBUcABLnBkemnnL
7EUQIN?Z/5G? jGr8X¥mksrUuEuvmEF/Bibyc +E1ixUABhmnM30TDPh5Le 2un8rNsu
————END CERTIFICATE

————BEGIN CERTIFICATE

MPGn8ub6?7GB2t +aEMrS5P+1gml gNb1LTVU +/ j1i5uww0Quuf wu?uJBUcABLnBkemnL
CERTIFICATE

Enter device certificate.
Open your device_id.pem file downloaded from the web dashboard in a text editor.

Copy the section highlighted below.

Data.cert file: device certificate and private key

2 MIIDWjCCAkKgAWIBAGIVAL2XHIBrzgHFzO02/745pM6PqPTrMOMAOGCSqGSIb3DQER
2 CwUAMEOxSzBJBgNVBAsSMQOkFtYXpvbiBXZWIgU2VydmljZXMgTz1BbWF6b24uY29t
4 TEl1uYy4gTDI1TZWFOdGx1IFNUPVdhcZhpbmdO0b24gQz1VUzAeFwOxOTA3IMJQWNJA2
MjFaFwO0OOTEyMzEyMzUSNT1aMB4xHDAaBgNVBAMME OFXUyBJb1QgQ2VydGlmaWNh
dGUwggEiMAOGCSgGSIb3DQEBAQUARA4 TBDWAWGGEKAOTIBAQCA4kyAMc2uBmsy8homh
e8dFT0aTbLfOJT3WDhp73SJI5mTECY /JYECTROaw JmAVWARSDiExXXN+7)k40Gcuko
udyzA8ckh000YZ7Tg05WFxMXidvHx3911QYPHZM+2z1 9 f55Fylhe+o5BgqUmIbou/k
% eQXg/xSMUkXalJU/iCKORonWPmL5eUAS5hLEdumhjemmAp2irneJQkiO7jOSFbUN
10 yT/HYSb6U/x4al3EoT3uukdwXCU700Z/jcpP+0AXyiCrZU26CgbTJYmAMX+oDQxU
11 WYzF7eHwDOBk4VX/Z6hIOtiOygRw800sQSLKmdwSYJ9ZbMsylKWP2dtRredboX7K
12 IxPBAgMBAAG]YDBeMB8GAlUdIwQYMBaAFA0GY18+kRouaW4dmlCGRzEevUikJIMBOG
12 AlUdDgQWBBRKjuDoYm2FMk1PvbcZU7wSmuSVpDAMBgNVHRMBALSEAjAAMA4GAL1Ud
14 DwEB/WQEAWIHgDANBgkghkiGIwOBAQsFAROCAQEAW1dJIBu2kzv3GybQciCtm5/cF
15 6cn2glLig4km¥rhi9ixwO06Kr8wSRxfpeGr8Zt46pFiPrwVODHHQLOYsO0gP// /v
16 JMNLAAftJaxmXnLAvEYudStplfHOL17/cDxTIQwaTGY7X3FCE6id6ZQCUuuUMQ3KP
1 zEaL70SFdJOoS4R56LTeW6VggfRe+XM3Z/ JAwrkc5SR1AQeduup 9gAmuMi 3g3QH1
15 KQbdkmmB9XEoRuv34mUnL5Ul00K1bLx50eL2Mduz2vilkdslul0yFn+nPxYqrJaWBO
19 7htxWCRh4ZxjY11ZGBmkEPwyxF8IFV/tw9+9EhMOyOdwfw7/cNJIdEL6g4cSysZw==

22 MITIEpQIBAAKCAQEAuJMgDHNrgZrMvIaJoXvHRU9GiGy3zi1U9lgd4ae90ieZkzAmPy
23 WBHEOTmsIS5gFcAEeQ4hMVzfud450NBnLpDrncswPHITANDmMGe4NOVheTF4Anbx8d/d
24 dUGDx22vs4vY3+YxcpYXvgOQalJiGeLv50kF4PBUjFIF2pSVP4gijkadljSi+X1A
25 0eYSxHbpoY3ppgKdoq53iUJTjudzvRWIDck/%x2PW+1PBeGtdxKE9TrpHcFwl0ztG
26 f43KT/jgF8ogg2VNugoGOyWJIgJ]l /qAOMVFmMxe3h8A9AZOFV/2e0SNLYtMoOECPKK
2 LEEiypncEmCEWWzLMES1j9nbUa3uGeF+yiMTwQIDAQABAOTIBAQCOWKHOOVTIw2gV
28 Vt24dk9HLB8z06LOggZuKYCjvVe9]jMtCaDpHgtKxh7onNmX70L4DsNijzs0frmg0a
29 4bskHHFgszp0Xhijx0ib5i0QsNFQOgVGjvEegUhahzRRTn0YByxk1HCQiVeyGvggQ
30 JyjJjEYyOMdAYLO4vNmMIMddM2YGkz1JUsQOEJtBXY1ImWKZsZeJOvrTy3TszUELlkdcP
31 Cab208yEvgPY67Lh76z)sYk+]0+PHTWGnJIIv3ZPIJjwsdcrPT87/Yh259cGtHggD
32 Hk9/0lXbrepbP4LvgNgzn+BeNvNvHuxf/18c5kv8PB8QAT3++1jSIYIEVaOfztsCN
33 zbYQSUtVACGBAOdS1niTn/75R2m51i09vwlwpoDsPGVC2bKADCFGUTEVKILV/E/u+
324 OtjA85befAUTpgg3DIyr0tcNnOnlv3wFhiNg6ErAH7XCOXMogUImhUSku4d /RE+T2
2 VEtCVYfPdcevi/fCl1fJTEXSWXX19SW+3pVHzEONplIo7ExdyZdkBj17AOGBAMZD
2pk6SAiJIlEhsTI7Trwslj5SWVc8FPAyZUsnInQFgqumFoRsME /Wur8QlKfkxmx87zo
hUm+1RAKEFpnQdGdV5vlsajd2UoxH7rz70DgxJ9¢cjvUKoyR7TMNCQgeQEBGF4GVvD
gSreQYmOTNRCduyH+ecYOVOMShNZ6tvtOYJWOg] zA0GBANAFDOOgPAVvddrYO6etn
39 SdnxzvBHKI9rl+ZuzDYgOWyhjOotmggjsjm+XtIoMrRyUjjnD4S1%es5Z24U0d1WVm2XK
40 Qnl172JD/3EKsngQiFLBzcelAgoX/EJYx1BVvOToRVEt5iHFaaPhxFmk2XTpEJIn2vhu

Go to the terminal application.
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Right-click on the terminal.
A clipboard window pops up with the copied certificate data.

Clipboard confirmation

i COM14 - Tera Term VT =B X

Use below MAC addl
Mac addree

BEGIN CERTIFICATE-—--MIDWTCC
czBHeW1Dw3qr7r2QUNv+gmWhkcbrIzDr

CaEaiaisisisiaiaiasistaiotaiaiaiaid
Updating TLS secif

Enter the x58% cg

BEGIN CERTIH
YMPGnBub?7GE?t +aEl
R7PEUQIN?Z/8G? jGrE

END CERTIFI(
| —BEGIN CERTII
YMPGnBu67GBYt +aEl

"“"""END CERTIFI(

Do you want to cl
Enter your device

Click [OK] to copy the data to the terminal.

Device certificate copied to the terminal

W COM14 - Tera Term VT e [ B [

File Edit Setup Control Window Help

MIIDUTCCAkGgAwI BAgIUbHWY1bUAuCKr1h4lvgnSgs PewboY wDQY JKoZl hucNAGEL
BGAwTTFLMEKGALUECuxCQW i hemPul FA1Y iBTZRJ2allN1c yBPPUFtYHpubhib jh28y
EWS jLiBMPUN1YXRALGUgU1Q?U2FzaGluZ3 RubiBDPUUTHME4R DT E4AMDEkwN jA3NDgw
OFo¥DTQSMT I=MT I zNTk10UowH jEcMBoGALUEAwLTQUAT I E1vUCEBDZY JAalZpY 2FA
ZTCCAS IwDQY JKoZI hvcNAQEEBOADggEPADCCAQo CggEBAOwt gh?GEY cPIDS ~~TKL
y1GirH1JZs1MLGpgHASETovVESP?CaxgpanBa wGK370QaQZoS12LP1z+eGFfUND
ZNKBS ~8CYaxi30Q?CrfNH j1RxH8?alGiDY »Ohku 1B 4uTIMRTS u¥?0vHCOZM1EL4
ZrrJulY TZ0rypEDSFf 1hsPa+1ZG+G4D5C4bagS5HMc U D 70wz 6 kWhGuY P44NusopnR
MzCUrLAoJtpZbib j?kUB5GIVuKImH4ESRAAh? s Zt uZEFge Ky~ pghNkt dwH I BKQ1n
UDJgkjtwxfAv@lizKspauwllcsohNe?8v t 08 x +-4RaC8 +nBE1 v jCCAndFPdpBSYgsk
WU kCAWEAAaNgMF4wHuwY DURB jBBgwFoAUY 46 JBUF10s GalLkMhrFHuwBrn4BY wHGY D
URAOEBY EFPy8 dvZQu44PKCEr~Aad +2U02Vc tnMAwGALUAEVER wQCMAAWDyY DURAP
AGH -BAQDAge AMABGCES gGS I h3DQEBCuwUAA4I BAQAEmt iInNoz j luxKDip jBhLDcFo
ThKUVEEaif?d4MGH2e7A7B1TOCsRENE Pyl e +UAS6ArgnaRZc Y miHA yLpRD1 +ul x=

ZMuZzz1 +0Qf UrBEJKHo 2 pDvl1 Fec luvrtol 21 OF1ZQPEoseFyPl ak +TPy=RZMiMdh
Aiv0oNfLTWez1iD753Veb lezBHe W1 Duw3 g7 r2GUNy +gnllkc by I z Drg FEE +GghBEY k
xtY¥hSosnetglDt6SydnRztIzhal EQ9KoxR/BNipjuwlilsig430=1%s=5v jEBiQB 0/
pewy¥ hCI83vwsQByyHYHEGlubgyiiM41 kA8 L1i4khiSHB +nsRm6 WGOF BUKiQY

END CERTIFICATE
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Press enter twice to send data to the device.

Device certificate accepted

¥ COM14 - Tera Term VT o= ] [

File Edit Setup Control Window Help

MI IDWTCCAkGgAwI BAgIUbHWY1bUAuCr1b4XvinSgysPewboYwDQY JKoZ1 hucNAQEL
BQAWTTFLMEKGALUECwxCQW1 hemPul Fd1Y iBTZXJ2alN1c yBPPUFtYXpubit jh2BAg
SW5 jLiBMPUN1YXRBLGUgU1Q2U2FzaGluZ3RvhiBDPUUTME4X DT E4MDEwN jAINDgw
OFoXDTQ5MT I zMT I=NT ki OUowH jEcMBoGA1UEAwwTQUAT IE1vUCEDZE JAalZpY 2FA
ZT CCASIwDGY JKoZI hucNAQEBBQADggEPADCCAQo CggEBAOWt gh?GSYcPI DS~ /TKL
p1QirH1JZs 1MLGpgHASET ovVESP?CaxgpanBa wGK37?0QalZoS12LP1 = +eGFFfUND
ZNKBS ~8CYaxi20Q?CrfNH j1RxHB 7allGiD¥»OhkuI@./4uTIMRT 5uY?0vHCOZM1BL4
ZrrJulYTZ0rypEDSFf 1hs Pa+1ZG+G4D5C4bagSNMcUD70uwz6kWhGuY P44NusopnR
NzCUrLAoJt p2bEbi?kUBSGIUvKImH4ES RBAhY s Zt uZEFge KryghNkt dwHI BKQ1n
U DJgkjtwxAv@l3zKs pauwllcsohNe?But 08x+-4RaC8 +nBE1 v jCCAndFPdpBS5Ygsk
LULCAWEAAaNgMF4wHwY DURA jEBgwFohlY 46 JBUF10s GalLkMhy» FHuBrn4BY wHOQYD
URBOBEY EFF yBdvZQu44PkC8r/Aak +2U9Uc t nMAwGA1UdEwER wGCHAAWDgY DURAP
AQH /BAGDAge AMABGCS gGS I h3DQERCWUAA4I BAGABMt i InNoz j luxKDip jBhLDcFo
ThKUEEaifA? d4MGH?eQ7A7B1T 0CsRAMBPg3e +UBE6BrOmaRZcY miHAYLpRDL +ul x=
ZMuZsz1 +0Qf UrBEJKHo #2 pDulFe luvrtol2 I0F1ZQPEose FyPlak +TPy=RZMiMdh
Aiv0oNFLTWcziD?83Ve5 1czBHeWl Duldgr?r2 QUNv +gmiike br1 2DrgFKS +GghBKEY k
xtYhSosnetqlDt6SyinR=tIzhal EQ2KoxR/BNipjuwlls ig43Q=1%s=sv jSBiQB 0/
e yYhCIB3vwsQByyHYHtQlubgyiiM4I kB8L1i4khiSHA+n s Rm6 UG0S BUKiQW
END CERTIFICATE

Enter your device key:

Open device_id.pem file and copy the device Private Key.

Follow the same procedure used for the device certificate to paste the Private Key in the serial terminal
and send it to the device.

Provisioned board

The entered device certificate and private key and the confirmed default values for Root Certificate, AWS
endpoint and Thing name are copied in the Flash memory.

When the board restarts, configuration data are read from the Flash memory.

You can update the pre-provisioned data by pressing the user button within 5 seconds, otherwise the Flash
configuration data are used.

Device security parameter update

Signal Level: -55 dBm
ié-mudule registered
istration done in 30825 msseconds
[Retrieving the cellular operator: "I TIM"
odule initialized successfully: Quectel
roductID: BG%6
[F\! version: BG?6MARB2AB?MLIG
[SIM Id <IccID>: 893981080H2123716588
Network Interface started:
Waiting Network Interface to connect...
Network Interface connected:

To register your device and display data go to ST Dashbhoard at https:/sdsh—assetracking.st._com/

|
— Pirst 16 Bytes of SIM Id to use for Board registration: 8939018008212391 |
|

eters.

Iﬁush the User button (Blue) within the next 5 seconds if you want to update the device connection para
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3.4 Data visualization in the web dashboard
Once the device configuration is complete, the board sends sensor data to the AWS loT Cloud.

To visualize sensor data, follow the procedure below.

Step 1. Log in to the Web Dashboard.

Figure 18. Dashboard login

= M Home

ASSET-TRACKING PLATFORM

Dashboard and Device Management

it and Stan 10 ik

Step 2. After logging in, the list of available devices appears.
Figure 19. Dashboard menu

= @ Devices

MAHOME  S}DEVICES

\- .
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Step 3. Select the device you want to monitor.
The dashboard shows the last activity of the device.

Figure 20. Dashboard selected device

= # Devices

A HoM & DEVICES

@ LTEtracker

8939010000212391
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i Last Telemetry

Connectivity ite e é a0
TEMPERATURE HUITY PRESSURE
Last Activity 4 Minute(S) Ago 2 57.78 984.5

Tue Feb 09 2021 14:42:49 GMT+0100 (Central European Standard Time)

Y -490 Y1z
Z140 2495

¥ Lasl Evenls Las! Posilion
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Step 4.  Select the device, the desired telemetry data to display and the window time, then press the blue
arrow.

Figure 21. Telemetry data

= 1l Telemetry

ihTELEMETRY  § EVEN

Select measure

§ () Select window time 2

Temperature

< Pressure °

Humidity
Accelerometer
Gyroscope

81 Magnetometer

You can see sensor data related to environmental sensors (temperature, pressure, humidity) and
motion sensors (accelerometer, magnetometer, gyroscope) charts and geo tracking information on a
map.

Figure 22. Temperature

[ LTEtracker

227pm 228pm 229pm 2:30pm 2:31pm 2:32pm 2:33pm 234 pm 2:35pm 2:36pm 2:37 pm 2:38 pm 2:39 pm 240 pm 2:41pm 242 pm 2:43pm 2:44pm 2:45pm 2:46 pm
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hPa

Figure 23. Humidity

[ UTEtracker

984.75

934.70

984 65

984.60

984.55

984.50

984.45
2:2Tpm 2:28pm 2:29pm 2:30pm 2:31pm 2:32pm 2:33pm 2:34pm 2:35pm 2:36pm 2:37Tpm 238pm 2:39pm 240pm 2:41pm 2:42pm 243pm 2:44pm 2:45pm 2:46 pm

oo

Figure 24. Pressure
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Figure 25. Accelerometer
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Figure 26. Geo tracking
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Delete a registered board

You can remove a registered board and the corresponding Thing created in the AWS loT Core directly from the
web dashboard by simply clicking on the device icon and then on the trash icon to delete the device.

Figure 27. Dashboard: delete a registered board section
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4 System setup guide

4.1 Hardware description

This section summarizes the hardware components needed for connecting the STM32 based platform to the
Amazon AWS IoT console.

411 X-NUCLEO-IKS01A3 expansion board
The X-NUCLEO-IKS01A3 is a motion MEMS and environmental sensor evaluation board system.

It is compatible with the Arduino UNO R3 connector layout and features the LSM6DSO 3-axis accelerometer +
3-axis gyroscope, the LIS2MDL 3-axis magnetometer, the LIS2DW12 3-axis accelerometer, the HTS221 humidity
and temperature sensor, the LPS22HH pressure sensor, and the STTS751 temperature sensor.

The X-NUCLEO-IKS01A3 interfaces with the STM32 microcontroller via the I?C pin, and it is possible to change
the default I2C port.

Figure 28. X-NUCLEO-IKS01A3 MEMS and environmental sensor expansion board

4.1.2 X-NUCLEO-GNSS1A1 expansion board

The X-NUCLEO-GNSS1A1 expansion board is based on the Teseo-LIV3F tiny GNSS module.

It represents an affordable, easy-to-use, global navigation satellite system (GNSS) module, embedding a Teseolll
single die standalone positioning receiver IC, usable in different configurations in your STM32 Nucleo project.
The Teseo-LIV3F is a compact (9.7x10.1 mm) module that provides superior accuracy thanks to the on-board

26 MHz temperature compensated crystal oscillator (TCXO) and a reduced time-to-first fix (TTFF) with its
dedicated 32 KHz real-time clock (RTC) oscillator.

The Teseo-LIV3F module runs the GNSS firmware (X-CUBE-GNSS1) to perform all GNSS operations including
acquisition, tracking, navigation and data output without external memory support.

The X-NUCLEO-GNSS1A1 expansion board is compatible with the Arduino™ UNO R3 connector and the ST
morpho connector, so it can be plugged to the STM32 Nucleo development board and stacked with additional
STM32 Nucleo expansion boards.

UM2712 - Rev 2 page 19/28
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Figure 29. X-NUCLEO-GNSS1A1 expansion board

41.3 P-L496G-CELLO02 discovery pack
The P-L496G-CELL02 STM32 discovery pack for LTE loT cellular to cloud (STM32-C2C/LTE IoT) is a turnkey
development platform for cellular and cloud technology-based solutions.
The discovery pack consists of the following boards:

1. An STM32L496AGI6-based low-power discovery motherboard with preloaded firmware
(32L496GDISCOVERY). The microcontroller has 1 Mbyte of Flash memory and 320 Kbytes of RAM in a
UFBGA169 package.

2. An STMod+ cellular expansion board with antenna. The expansion board features a Quectel BG96
worldwide cellular modem LTE Cat M1/Cat NB1/EGPRS module 300 kbps downlink, 375 kbps uplink.

UM2712 - Rev 2 page 20/28


http://www.st.com/en/product/p-l496g-cell02?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2712
https://www.st.com/en/product/STM32L496AG?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2712
https://www.st.com/en/product/32L496GDISCOVERY?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM2712

m UM2712

Hardware setup

Figure 30. P-L496G-CELLO02 LTE cellular to cloud pack

4.2 Hardware setup
The following hardware components are needed:
1. A P-L496G-CELLO2 LTE cellular to cloud pack
2. A sensor expansion board (order code: X-NUCLEO-IKS01A3)
3. A GNSS expansion board (order code: X-NUCLEO-GNSS1A1)
4. A USB type A to Mini-B USB cable to connect the board to the PC

421 P-L496G-CELLO2 LTE cellular to cloud pack and expansion board setup
Step 1. Connect the P-L496G-CELLO2 host board to the modem board via the STMod+ connector.

Step 2. When the UICC chip soldered on the add-on board is not used, insert a UICC compliant with the
network used into the UICC socket.

If the soldered UICC chip is used, it must be activated and selected in the boot menu.

Step 3. Power the board on by plugging its USB connector to a PC, USB power supply, or USB power bank.

Note: The USB connector must be connected to a PC with an open console application. For instance, power bands
are needed when 2G is selected under particular radio conditions.
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Step 4.  Connect the X-NUCLEO-IKS01A3 and the X-NUCLEO-GNSS1A1 expansion boards to the P-L496G-
CELLO2 through the Arduino UNO R3 connector as shown below.

Figure 31. X-NUCLEO-IKS01A3 and X-NUCLEO-GNSS1A1 expansion boards connected to P-
L496G-CELL02

4.2.2 X-NUCLEO-GNSS1A1 jumper setup

On the X-NUCLEO-GNSS1A1 expansion board, jumpers from J1 to J10 have to remain opened, while jumpers
from J11 to J15 have to be closed, as shown in the following picture.
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Figure 32. X-NUCLEO-GNSS1A1 expansion board jumper settings

4.3 Software setup
The following software components are needed to set up a suitable development environment for compiling and
running the FP-ATR-LTE1 package:
. FP-ATR-LTE1 software, available on www.st.com/stm32cube
. One of the following development tool-chain and compilers:
—  IAR Embedded Workbench for ARM® toolchain plus ST-LINK
—  RealView Microcontroller Development Kit toolchain plus ST-LINK
—  STM32CubelDE plus ST-LINK
Note: Project files for the supported IDEs can be found in FP-ATR-LTE 1-Release//Projects/32L496GDISCOVERY/
Applications/Cloud/AssetTracker.
. a serial line monitor (e.g. Tera Term)
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