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B.4.4 Security configuration

It allows performing the security operations (send slave security request, send pairing request, etc.).
The C function declaration is:

uint8 t BLE securityConfiguration (
AEK COM BLEV1 COMPONENT component,
uint8 t setClearSecDatabase,
uint8 t IOCapability,

uint8 t bonding mode,

uint8 t MITMprotection,

uint8 t secConnections,

uint8 t keypressNotification,
uint8 t identifyAddressType,
uint8 t useFixedPin,

uint8 t* fixedPin,

uint8 t encryptionKeySizeMin,
uint8 t encryptionKeySizeMax)

The following table details the C function declaration elements.

T

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM BLEV1 DEVO0

Used to clear the security database
setClearSecDatabase . NO_CLEAR DATABASE
. CLEAR DATABASE

Used to set IO Capability of BLE Host/Controller device

. I0 CAP DISPLAY ONLY

. I0_CAP DISPLAY YES NO
IOCapability . I0 CAP KEYBOARD ONLY

. I0_CAP _NO INPUT NO OUTPUT

. IO CAP KEYBOARD DISPLAY

+ NO IO CAPABILITY

Used to enable the bonding mode
bonding mode . BONDING NOT REQUIRED
. BONDING REQUIRED

Used to enable the MITM mode
MITMprotection . MITM_PROTECTION_NOT_REQUIRED
. MITM PROTECTION REQUIRED

Used to enable Bluetooth® Low Energy secure connection support
. SC_IS NOT SUPPORTED

. SC_IS SUPPORTED

. SC_IS_MANDATORY

secConnections

Used to enable the key pressed notification support
keypressNotification . KEY PRESSED IS NOT SUPPORTED
. KEY PRESSED IS SUPPORTED

Used to identify the address type specification

. PUBLIC ADDR
identifyAddressType . RANDOM ADDR

. RESOLVABLE ADDR

. NO RANDOM ADDR

To identify the use of the fixed pin
useFixedPin . USE FIXED PIN FOR PAIRING
+ NOT USE_FIXED PIN FOR PAIRING
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fixedPin Fixed pin used for paring if MITM is enabled
encryptionKeySizeMin Minimum encryption size used for pairing

encryptionKeySizeMax Maximum encryption size used for pairing

Start Bluetooth® Low Energy advertising

It allows placing a peripheral device in advertising mode by selecting:
. discoverable mode (limited, non-discoverable and general discoverable)
. type (ADV_IND, ADV_SCAN IND, ADV_NONCONN IND)
. set local name and type (complete or short)
. advertising intervals (min. and max.)
. policy:
- allows a scan request from any device, allows a connect request from any device
- allows a scan request from the whitelist only, allows a connect request from any device
- allows a scan request from any device, allows a connect request from the whitelist only
The C function declaration is:

uint8 t BLE Advertising(
AEK COM BLEV1 COMPONENT component,
uint8 t AdvType,

uintlé_t AdvIntervMin,
uintlé_t AdvIntervMax,
uint8 t OwnAddrType,

uint8 t AdvFilterPolicy,
uint8 t ServiceUUIDLen,
uint8 t* ServiceUUIDList,
uintl6é t SlaveConnIntervMin,
uintl6 t SlaveConnIntervMax,
uint8 t advType)

The following table details the C function declaration elements.

Table 4. C function details

T T

component The AEK_COM_BLEV1 device (the allocated board) —AEK COM BLEV1 DEVO0

Used to configure the advertising type
«  ADV_IND
AdvType +  ADV_DIRECT IND
- ADV_SCAN IND
. ADV_NONCONN_IND

AdvIntervMin Minimum value of the advertising interval
AdvIntervMax Maximum value of the advertising interval
Address type
. PUBLIC ADDR
OwnAddrType . RANDOM ADDR

+  RESOLVABLE ADDR
+  NO_RANDOM ADDR

Used to enable/disable the whitelist
AdvFilterPolicy . NO WHITE LIST USE
+  WHITE LIST USE
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T T

ServiceUUIDLen Length of the UUID service list
ServiceUUIDList UUID service list
SlaveConnIntervMin Minimum value of the connection interval
SlaveConnIntervMax Maximum value of the connection interval

Used to set the short or complete local name visualization
advType . AD TYPE COMPLETE LOCAL NAME
+ AD TYPE SHORTED LOCAL NAME

Start Bluetooth® Low Energy general discovery

If the device has a central role, this function sets the device in the general scanning mode.
The C function declaration is:

uint8 t BLE General Discovery (
AEK_COM_BLEVl_COMPONENT component,
uintlé_t LE scan_interval,
uintlé_t LE scan_window,

uint8 t address_type,

uint8 t filter duplicates);

The following table details the C function declaration elements.

Table 5. C function details

T

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM BLEV1 DEVO0

Time interval from the moment the controller starts its last scan until it begins the subsequent scan

LE i 1 . L. .
_scan_interva on the primary advertising physical channel

LE scan_window Scanning duration

Identify the address type specification

. PUBLIC ADDR
address_type . RANDOM ADDR

. RESOLVABLE ADDR

+  NO_RANDOM ADDR

filter duplicates Used to enable or disable the duplicate filters

Start Bluetooth® Low Energy general connection

If the device has a central role, this function sets the device in the general connection mode.
The C function declaration is:

uint8 t BLE Start general connection establish proc(
AEK COM BLEV1 COMPONENT component,

uint8 t LE scan_type,

uintl6é t LE scan interval,

uintlé t LE scan_ window,

uint8 t address_type,

uint8 t scanning filter policy,

uint8 t filter duplicates)

The following table details the C function declaration elements.
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Table 6. C function details

o Ems [ Emmwmw ]

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM_ BLEV1 DEVO
LE scan_ type Passive or active scanning

Time interval from the moment the controller starts its last scan until it begins the

LE i 1 . . )
_scan_interva subsequent scan on the primary advertising physical channel

LE scan_window Scanning duration
Identify the address type specification
. PUBLIC ADDR
address_ type . RANDOM ADDR
. RESOLVABLE ADDR
+  NO_RANDOM ADDR

Scanning filter policy Used to setthe scanning filter policy

filter duplicates Used to enable or disable the duplicate filters

B.4.8 Start Bluetooth® Low Energy limited discovery

If the device has a central role, this function sets the device in the limited scanning mode.
The C function declaration is:

uint8 t BLE Limited Discovery (
AEK _COM BLEV1 COMPONENT component,
uintlé t LE scan interval,
uintlé t LE scan window,

uint8 t address_ type

uint8 t filter duplicates);

The following table details the C function declaration elements.

Table 7. C function details

e [ EEww ]

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM BLEV1 DEVO0

. Time interval from the moment the controller starts its last scan until it begins the subsequent scan
LE scan interval . - .

- — on the primary advertising physical channel
LE scan_window Scanning duration

Identify the address type specification

. PUBLIC ADDR
address_type . RANDOM ADDR

. RESOLVABLE ADDR

. NO_ RANDOM ADDR

filter duplicates Used to enable or disable the duplicate filters

B.4.9 Terminate connection

If the device has a central role, this function terminates the available connections.
The C function declaration is:

uint8 t BLE_Disconnect (
AEK COM BLEV1 COMPONENT component,
uint8 t reason);

The following table details the C function declaration elements.
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Table 8. C function details

[Eme [ Ememm ]

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM_ BLEV1 DEVO

The reason to end the connection

. AUTHENTICATION FAILURE

. REMOTE USER TERMINATED CONNECTION
reason . REMOTE DEV TERMINATED LOW RESOURCES

. REMOTE DEV TERMINATED POWER OFF

. UNSUPPORTED REMOTE FEATURE

. UNACCETTABLE CONNECTION PARAM

B.4.10 Service discovery

If the device has a central role, this function allows discovering all the available connections.
The C function declaration is:

uint8 t BLE ServiceDiscovery (
AEK COM BLEV1 COMPONENT component) ;

The following table details the C function declaration elements.

Table 9. C function details

[Emes [ B ]

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM_BLEV1 DEVO

B.4.11 Characteristics discovery

If the device has a central role, this function allows discovering all the characteristics of the available connections.
The C function declaration is:

uint8 t BLE CharDiscovery (
AEK_COM_BLEVI_COMPONENT component) ;

The following table details the C function declaration elements.

Table 10. C function details

T

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM BLEV1 DEVO

B.4.12 Update characteristic value
This function updates the value (or array values) of specific characteristics.
The C function declaration is:

uint8 t BLE updateCharValue (

AEK COM BLEV1 COMPONENT component,
service t svr,

chars t chr,

uint8 t *arrayValue);

The following table details the C function declaration elements.

Table 11. C function details

[Ee [ Emwwm ]

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM_ BLEV1 DEVO
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T T

sSvVr Service handle

chr Characteristics handle

arrayValue Array of values to write in characteristic handle
B.4.13 Read characteristic value

This function reads the value (or array values) of specific characteristics.
The C function declaration is:

uint8 t BLE read_charValue (
AEK_COM_BLEVI_COMPONENT component,
service t svr,

chars_t chr,

uint8 t *readCharValue);

The following table details the C function declaration elements.

Table 12. C function details

T

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM BLEV1 DEVO0
svr Service handle
chr Characteristics handle
readCharValue Pointer to the array of values read from the characteristic handle
B.4.14 Bluetooth® Low Energy UART communication

The Bluetooth® Low Energy UART communication is initialized in the external device using the following API:

SERIAL init Communication (AEK COM BLEV1 DEVO) ;

The following table details the C function declaration elements.

Table 13. C function details

[Emas [ B ]

component The AEK_COM_BLEV1 device (the allocated board) -AEK COM BLEV1 DEVO
Note: The UART baud rate is equal to 115200 bps.
B.4.15 Bluetooth® Low Energy reset host/controller

The Bluetooth® Low Energy host/controller can be reset by using the following API:

_BLENRG reset (AEK COM BLEV1 DEVO0);

The following table details the C function declaration elements.

Table 14. C function details

T

component The AEK_COM_BLEV1 device (the allocated board) - AEK COM BLEV1 DEVO
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B.4.16 Bluetooth® Low Energy decode message
To decode a message sent by the Bluetooth® Low Energy host/controller, invoke the following API:
void BLE Decode Message Process (void);

From a scheduler, you can call this function in your main application after the Bluetooth® Low Energy reset and
Bluetooth® Low Energy serial initialization communication.

B.5 AEK-COM-BLEV1 sample application

In this example, we create an application to configure the AEK-COM-BLEV1 as a Bluetooth® Low Energy host
controller device with a peripheral role server. We suppose that the Bluetooth® Low Energy host controller
communicates with the AEK-MCU-C4MLIT1 via the UART protocol.

Step 1. Create a new SPC5-STUDIO application for the SPC58EC series microcontroller and add the following
components:
- SPC58ECxx Init Package Component RLA
- SPC58ECxx Low Level Drivers Component RLA

Add these components immediately, or the remaining ones are not visible.

Step 2. Add the following additional components:
- AutoDevKit Init Package Component
- SPC58ECxx Platform Component RLA
- AEK-COM-BLEV1 Component RLA

Figure 65. AutoDevKit: adding the AEK-COM-BLEV1 component

~ fw SPC58ECx: RLA AEK_COM_BLEV1 Test Application &i Select availablecomponents ®
~ (2 SPCS8ECxx_RLA AEK_COM_BLEV1 Test Application
&1 SPCS8ECxx Platform Component RLA
%= AutoDevKit Init Package Component
#* SPCS8ECxx Init Package Component RLA Flat View Tree View
%2 SPCS8ECKx Low Level Drivers Component RLA

Select one or more components to add.

filter text

& e Component Name Vendor Categ ™
[Dep] Board wizard component .
AEK EV-VNHxTooc Component RLA STMicroelectr..  EV-VP
23 [Dep] SPC58ECxx Board Initialization Component RLA B AEK EV-VNxTyooc Compc[?nenl RLA STMicroslectr Vb
) [Dep] SPCS8ECxx Clock Component RLA ) i ; ol i
: [Dep] SPCSBECxx IRQ Component RLA AEK Linear Hall Effect Sensor Compo... STM!cmeIectr... Linear
# [Dep] SPCSBECKx OSAL Component RLA ®  AEK MOT 2DCxxx Component RLA STMicroelectr.. AEK_}

) AEK-AUD-D903V1 Component RLA STMicroelectr.. AEK_/

> 2 source
» & UDE B  AEK-COM-BLEV1 Component RLA STMicroelectr.. AEKL( .,
g configurationxml < >
il s [Name:AEK-COM-BLEV1 Component RLA
< |ID:com.st.spc5.components AEK_COM_BLEV1.spc5x_rla
55 Outline £ | o & IVersio‘n:‘\-.E.O.EOEI12150932 )
« & SPCS8ECxx Platform Component RLA |Descnptmn:AEK-COM—BLEW driver for SPC5.
~ % Platform Settings 5
2, details [[] Show hidden components
-2, Runtime Settings [] show incompatible components

& Build Settings
o Linker Settings

Step 3.  Select the [AEK-COM-BLEV1 Component RLA] to open the [Application Configuration] window.
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Step 4.  Click on [+] to add a new element to the board list.

Figure 66. AutoDevKit: configuring the AEK-COM-BLEV1 component (1 of 2)

&7 Application Configuration

AEK-COM-BLEV1 Component RLA
AEK-COM-BLEV1 driver configuration.

o B B B T T TR ¢

Driver Settings
The AEK-COM-BLEV1 Bluetooth communication evaluation board requires a LIN peripheral.

Allocation Pin

Allocation Allocation
DeAllocation DeAllocation

AEK_COM_BLE\
# LIN Name Advertising Time Min  Advertising Time Max
0 LINT BLE_Device 32 32

Step 5. Double-click on the newly added element to configure the board.

Step 6.  Select the LIN for the UART communication.

Step 7.  Configure the Bluetooth® Low Energy device name and advertising interval values.

Figure 67. AutoDevKit: configuring the AEK-COM-BLEV1 component (2 of 2)

AEK_COM_BLEV1 [0]
Configure the pin initialization data and define the connection name (as appears when scanning for Bluetooth peer devices). The connection name can have a maximum of 13
characters.

"N LN 1 ~

Name | BLE_Device ‘

Advertising Time Min I 32 ‘

Advertising Time Max | 32 ‘

Step 8.  Click the [Allocation] button below the AEK-COM-BLEV1 list. Then, click [OK] in the confirmation
window.

This operation delegates the automatic pin allocation to the AutoDevKit.

Step 9.  Generate and build the application using the appropriate icons in SPC5-STUDIO.

The project folder is then populated with new files, including the main.c and the components folder with
the AEK-COM-BLEV1 drivers.

Step 10. Open the main.c file and include AEK_COM_BLE_MID.h and AEK_COM_BLEV1.h header files.
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Place the following functions inside the main () function.

#include "components.h"
#include <string.h>

#include "AEK COM BLE MID.h"
#include "AEK COM BLEV1.h"

/*
* Custom Service UUID setup
*/
#define CUSTOM SERVICE UUID (uuid struct)
COPY UUID 128 (uuid struct,0x36,0xA7,0x2F,0x40, 0x0C,0x86,
0x08, 0x00,0x20, 0x0C, 0x9A, 0x66)
/*
* Custom Characteristic UUID setup
*/
#define CUSTOM UUID (uuid struct)
COPY UUID 128 (uuid struct,0x29,0x3A,0xF2,0x50, 0x0C,0x87,
0x08, 0x00,0x20, 0x0C, 0x9A, 0x66)
/*
* Custom Characteristic UUID setup
*/
#define CUSTOM1 UUID (uuid struct)
COPY UUID 128 (uuid struct,0x21,0x3B,0xF2,0x51, 0x0C,0x88,
0x08, 0x00,0x20, 0x0C, 0x9A, 0x66)

/*
* Application entry point.
*/

int main(void) {

0x11,0xEC, O0xA3,0xEA,

0x11,0xEC, O0xA3,0xEA,

0x11,0xEC, O0xA3,0xEA,

/* Initialization of all the imported components in the order specified in
* the application wizard. The function is generated automatically.

*/

componentsInit () ;

/* Enable Interrupts
w/
irgIsrEnable () ;

/*Reset the Bluetooth Device
*/
_BLENRG_reset (AEK_COM BLEV1 DEVO);

/*
* Peripheral Service address
*/
uint8 t SERVER BDADDR[] = {0x02, 0x80, OxEl, 0x00, 0x09, OxE2};
/*
* Fixed Pin used
*/
uint8 t Fixed Pin[] = {0x00, 0x00, 0x04, 0xD2};
/*
* Local variables
*/
uint8 t uuid[1l6];
uint8 t valueToWrite[] = {0x00};

uint8 t valueToRead[4];
service t custom service;
chars t custom char;
chars_t custom charl;

/*
* Device Name Configuration

*/

uint8 t namef(] = {'B','L','U','E','T"','H','N','R","'G"};

/*
* Serial Initialization
*/

SERIAL init_ Communication (AEK_COM BLEV1_ DEVO) ;

page 73/94




UM3022

AEK-COM-BLEV1 sample application

UM3022 - Rev 1

/*
* Debug Led
*/
pal 11d setpad(PORT_F,PF LEDI) ;

/*
* Init device
=/
BLE initDevice (AEK COM BLEV1 DEV0O, GAP PERIPHERAL ROLE, sizeof (name)/
sizeof(uintS_t) ;, name, GAP_PRIVACY ENABLED, PUBLIC ADDR, sizeof(SERVER_BDADDR) /
sizeof(uintS_t), SERVER BDADDR, 4);

/*

* Adding a Service

*/
CUSTOM_SERVICE UUID (uuid) ;
custom service.service uuid type = UUID TYPE 128;
memcpy (custom_service.service uuid,uuid, 16) ;
custom service.service type = PRIMARY SERVICE;
custom service.max_ attr records = 5;
BLE_Addservice (AEK _COM BLEV1 DEVO, custom service);

/*
* Adding a Characteristic
*/
CUSTOM1_UUID (uuid) ;
memcpy (custom charl.charUuid, uuid, 16) ;
custom charl.charUuidType = UUID TYPE 128;
custom charl.charValuelLen 1;
custom charl.encryKeySize = 7;
custom charl.gattEvtMask = GATT NOTIFY ATTRIBUTE WRITE;
custom charl.charProperties = CHAR PROP WRITE;
custom charl.secPermissions = ATTR PERMISSION NONE;
BLE AddChar (AEK_COM BLEV1 DEV0, custom service, custom charl);

/*
* Adding a Characteristic
*/
CUSTOM_UUID (uuid) ;
memcpy (custom char.charUuid,uuid, 16) ;
custom char.charUuidType = UUID TYPE 128;
custom char.charValuelLen 1;
custom char.encryKeySize = 7;
custom char.gattEvtMask = GATT NOTIFY ATTRIBUTE WRITE;
custom char.charProperties = CHAR PROP_READ;
custom char.secPermissions = ATTR PERMISSION NONE;
BLE_AddChar (AEK_COM BLEV1 DEV0, custom service, custom char);

/*
* Adding security information
=/
BLE securityConfiguration(AEK COM BLEV1 DEV0O, NO CLEAR DATABASE,
NO_IO CAPABILITY, BONDING NOT REQUIRED, MITM PROTECTION REQUIRED, SC_IS SUPPORTED,
KEY PRESSED IS SUPPORTED, PUBLIC ADDR, USE FIXED PIN FOR PAIRING, Fixed Pin, 7, 16);

while (1) {
/*
* Peripheral Advertising
=/

if (BLE getStatus (AEK COM BLEV1 DEV0)==NOT CONNECTED NOT PAIRED NOT DISCOVERABLE) {
uint8 t service list[] = {0x00};
BLE Advertising(AEK COM BLEV1 DEVO, ADV_IND, 0x020, 0x0900,
PUBLIC ADDR, NO WHITE LIST USE, 0, service list, 0, 0, AD TYPE COMPLETE LOCAL NAME);
}

/*
* Reading and Sending
=/
if ((osalThreadGetMilliseconds () %$500)==0) {
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if (BLE getStatus (AEK COM BLEV1 DEV0)==CONNECTED NOT PAIRED NOT DISCOVERABLE ||
BLE getStatus (AEK COM BLEV1 DEV0)==CONNECTED PAIRED NOT DISCOVERABLE) {
BLE updateCharValue (AEK _COM BLEV1 DEVO, custom service,
custom char, valueToWrite) ;
BLE read charValue (AEK_COM_BLEV1 DEVO0,custom service, custom charl,
valueToRead) ;
valueToWrite[0]+=1;
}
}
/*
* Decoding Received Messages
*/
BLE_Decode Message Process();

}

Step 12. Save, generate, and compile the application.

Step 13. Open the [Board View Editor] provided by the AutoDevKit.
This editor offers a graphical point-to-point guide on how to wire the boards.

Step 14. Connect the AEK-MCU-C4MLIT1 to a USB port on your PC, using a mini-USB to USB cable.

Step 15. Launch SPC5-UDESTK-SW. Then, open the debug.wsx file in the AEK-MCU-C4MLIT1- application
UDE folder.

Step 16. Run and debug your code.
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Appendix C AEK Controller and Trunk Lift app

CA1 AEK Controller app

The trend for increasingly connected cars and the pervasiveness of powerful mobile phones are orienting the
automotive industry towards keyless applications such as keyless entry or keyless engine start.

Several wireless technologies, including Bluetooth® Low Energy and near-filed communication (NFC), support
this trend.

In line with this trend, the AutoDevKit ecosystem has been extended to include the AEK Controller app.

This app is paired with the AEK-COM-BLEV1. It is a sort of Bluetooth® Low Energy remote control for all the
demonstrators developed with the AutoDevKit.

Figure 68. AEK Controller logo

Lys

AEK
Controller

The first demonstrator included in the AEK Controller app is the power liftgate application.
You can download this app from Google Play.
The Trunk Lift app is the portion of the AEK Controller dedicated to the power liftgate application.

C.2 AEK Trunk Lift app

The Trunk Lift app offers the possibility to control remotely the opening/closing of the AutoDevKit power liftgate.
The Trunk Lift app matches the following requirements:

. each power liftgate system can accept only one Trunk Lift app as master

. only the Trunk Lift app configured as a master can associate a secondary Trunk Lift app installed on another
mobile to the power liftgate

. the communication between the power liftgate and the Trunk Lift app is validated by exchanging encrypted
tokens

. while connected, the power liftgate can interact only with one Trunk Lift app at a time
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Figure 69. App startup

144PH@ -

,I AEK Controller

Trunk Lift

AEKD-BLINDSPOTA1
& AEKD-BLINDSPOTBI.
Educational tool

All right reserved - 2021 STMicroelectronics

Il @] <

Note: Master key (or primary key) indicates that the app is installed on the primary mobile. Secondary key indicates
that the app is installed on a secondary mobile.

C.21 Login as master key

Step 1.  Tap on the label to open the app.

Figure 70. App label

A Trunk Lift
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Step 2.  Tap on [Master Key] to enter the master key configuration.

Figure 71. Master and secondary role selection

1444 W@ -

A  AEK Trunk Lift

All right reserved - 2021 STMicroelectronics

I @] <

Step 3. Activate geolocation (mandatory for Bluetooth® Low Energy) and Bluetooth® Low Energy in your
smartphone.
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Step 4.  On the displayed screen, select the [Scan] button to scan for all the BlueNRG devices.
The devices found are shown in the [Device Found] section.

Figure 72. Establishing a Bluetooth® Low Energy connection

1445 MW -

< AEK Trunk Lift

Device Name*(Max 6 char)

Device

Devices Found

Step 5. Add a device name in the [Device Name] text box.
This is a mandatory field, which accepts a maximum of six alphanumeric symbols.

Step 6.  Tap on the [Connect] button near the device found.

The app tries to connect with the power liftgate, sending an encrypted token message. If the
connection is successful, this token is stored in the power liftgate EEPROM. The token is used to
validate the subsequent connection requests that the app sends.

C.211 Encrypted token

The message exchange between the power liftgate and the Trunk Lift app is based on an encrypted token. The
encryption is generated as follows:

Step 1. Generate four random digits between 0 and 9.

Step 2. Apply the following formula to each generated random digit:
Number encrypted = ((random Number) XOR 170)XOR 187

Step 3.  Convert each of the six characters of the device name in an integer. Then, apply the same formula
described before:
Number encrypted = ((charIntegerCode) XOR 170)XOR 187

The 10 encrypted numbers, obtained in steps 2-3, are used in the communication message to validate
the connection between the power liftgate and the Trunk Lift app.
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C.2.2 Trunk lift app - main view

When the connection between the app and the power liftgate is successfully established, the main view is
displayed. This view is the same for the master and the secondary keys.

Figure 73. Main view options

Ll B

A  AEK Trunk Lift

& Open Trunk

T Self Learning

All right reserved - 2021 STMicroelectronics

According to the state of the power liftgate, the buttons for opening and closing the trunk are enabled or disabled.

The [Self-Learning] button is selectable only when the trunk lift is closed. It is used to calibrate some electrical
parameters according to the system tear and wear.
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Figure 74. Self-learning: blocked execution

Self Learning

Self learning can only be started with
the Trunk closed

Cc.23 Adding a secondary key

Once connected to the system, the master key can create a secondary key. The trunk lift app installed on a
different mobile phone can become this secondary key. To create the secondary key, follow the procedure below.
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Step 1. Tap on [Add Secondary Key].

Figure 75. Adding a secondary key

Step 2.  Add the device name.

UM3022 - Rev 1 page 82/94



m UM3022

AEK Trunk Lift app

Step 3. Tap [Add Device].

The master app sends a message with an encrypted token to the power lift gate. The OTP code
contained in this message is stored in the memory of the power lift gate for 20 seconds. The system
uses the OTP code to identify and validate the connection that the secondary key requires.

Important:  If the connection request does not reach the power lift gate within the following 20 seconds, the
generated OTP code is discarded.

The master key app shows an OTP code. The connection with the power lift gate is closed.

Figure 76. OTP in the master key app

1506 @M -

<€ AEK Trunk Lift

Add Secondary Key

Delete Master key

OTP: 117-55-246-183-Pippo

Il O <

Step 4. Open the trunk lift app in the secondary key mobile phone and tap on the [Secondary key] label.
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Step 5. Copy the OTP code generated from the master key in the text box above the [Scan] button.

Figure 77. Typing the OTP in the secondary key

1506 m@m -

€ AEK Trunk Lift

Add Secondary Key

OTP: 117-55-246-183-Pippo
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Step 6. Press the [Scan] button to scan all the BlueNRG devices.
The devices found are shown in the [Device Found] section.

Step 7. Tap on [Connect] to complete the operation.

C.24 Deleting a registered app

The master app can:
. delete all the secondary keys

. delete only a specific secondary key. When the [Delete Secondary] button is pressed, you can select the
secondary key to remove

. delete the master, that is, remove all the key stored in the power liftgate
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Figure 78. Master app capabilities
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A secondary app can only request for itself to be removed from the power liftgate.

UM3022 - Rev 1 page 85/94



UM3022

References

3

Appendix D References

1.  https://it. mathworks.com/help/physmod/sps/ref/dcmotor.html
2. https://ctms.engin.umich.edu/CTMS/index.php?example=MotorSpeed& section=SimulinkModeling

Thesis: Marco Mannino, Development of a Trunk Control System using AutoDevKit - An innovative foot
detection feature based on Time of Flight principle.

https://s3.amazonaws/actuonix/Actuonix+L12+Datasheet.pdf
https://it. mathworks.com/products/embedded-coder.html
https://it. mathworks.com/products/matlab.htmi

https://it. nathworks.com/products/simulink.html

w

https://it. mathworks.com/products/stateflow.html

© o N oA

https://www.autodesk.it/products/fusion-360/personal

UM3022 - Rev 1 page 86/94


https://it.mathworks.com/help/physmod/sps/ref/dcmotor.html
https://ctms.engin.umich.edu/CTMS/index.php?example=MotorSpeed&%20section=SimulinkModeling
https://s3.amazonaws.com/actuonix/Actuonix+L12+Datasheet.pdf
https://it.mathworks.com/products/embedded-coder.html
https://it.mathworks.com/products/matlab.html
https://it.mathworks.com/products/simulink.html
https://it.mathworks.com/products/stateflow.html
https://www.autodesk.it/products/fusion-360/personal

‘W UM3022

Revision history

Table 15. Document revision history

T T RN

25-May-2022 1 Initial release.

UM3022 - Rev 1 page 87/94



‘W UM3022

Contents

Contents
1 Getting started ............o i s 2
1.1 OV IV IBW . .ot 2
1.2 Power liftgate features . ... .. . e 3
1.3 Safety mechanisms. ... ... 3
2 Hardware architecture .......... ... ittt e it nnnns 4
21 AEK boards in the power liftgate system . ......... ... 4
3 Software architecture. ... i i 7
3.1 Power liftgate application . . ... ... . e 7
311 Gesture recognition algorithm with ToF sensors . .. .. ............. . ... ... ... ..... 8
3.1.2 Acousticalerting . . ... ... 9
313 Mini-infotainment subsystem ... ... ... ... 10
314 LED light visual alerting. . . . .. ... 1"
3.1.5 Bluetooth® Low Energy communication subsystem . ............... ... .. ... ..... 11
3.1.6 AEK controller app . .. oot 15
Power liftgate design ... i it 18
5 Model-based design OVervieW. . ...ttt it 19
5.1 Modeling fundamentals . .. ... ... 19
5.2 Modeling toolchain . ... ... .. e 20
Open software architecture ... e iienaanannns 21
Power liftgate model. ....... ..ot i it e ettt ian e iaaa e anaaaas 22
7.1 Plant . . 22
7.2 Control algorithm . . . ..o 24
7.21 External command control block . . .. ... ... . . 25
7.2.2 Trunk locking control block . . .. ... 25
7.2.3 Trunk liftcontrol block . . . .. ... 26
7.24 Fault detection control block . . ... ... ... . . . 27
7.2.5 Obstacle detection control block . . .. ... ... . . 28
7.2.6 Self-calibration control block . . . . ... ... . 28
7.2.7 Motion detection control block. . . ... ... .. . . 29
8 Model-in-the-loop (MIL) validation. ..............ccooiiiiiiiii i iiiiiannaas 31
9 Codegeneration. ... ....ooiiiiiiiiiiiii it ia it iaa e iaa et a e 32
10 Software-in-the-loop (SIL) validation .......... ... eaens 33
11 Basic softwareintegration ................ il i i i 34
111 ADCiltering function . ... ... . . 36

UM3022 - Rev 1 page 88/94



‘W UM3022

Contents

12 Systemvalidation. ... i it i it i a 38
13 Power lifgate waveforms. ... i i i i 41
131 Closing waveform .. ... 41

13.2  Opening Wavelorm . .. ... 42

13.3  Object detection during the closingwaveform. .......... .. ... ... ... .. .. . ... 42

13.4 NFC closing waveform . ... ... 43
Appendix A NFC technology with AutoDevKit and X-NUCLEO-NFCO06A1 .............. 45
A1 X-NUCLEO-NFCOGA1 board OVEervIEW. . . . .. ..o e e 45

A.2  X-NUCLEO-NFCO06 in the AutoDevKit ecosystem . .......... .. ... . i, 46

A.21 Hardware connection . . ... ... .. 46

A.2.2 AutoDevKit software library for the X-NUCLEO-NFCO06A1 . ........ ... ... ........ 47

A.23 How to create an application with AEK-COM-NFCO6AT .. ......... ... .. ... . ... 48

A.2.4  Available demos for AEK-COM-NFCOBAT . ... ... e 52

A.3  Access key to open/close the car trunk system. .. ........ .. ... .. . 53
Appendix B How to use Bluetooth® Low Energy with AutoDevKit and AEK-COM-BLEV1.
................................................................................... 54

B.1  Power liftgate Bluetooth® Low Energy overview . .. ................c.cooiieiieinon... 54

B.2  Bluetooth® Low Energy stack fundamentals ....................................... 54

B.2.1 Generic access profile (GAP) . ... 55

B.2.2 Generic attribute profile (GATT) ... ... e e e 55

B.2.3 Attribute protocol (AT T ) . . .. 57

B.2.4 Security manager (SM) . . .. ... 58

B.2.5 L2C AP 58

B.2.6 Host controllerinterface (HCI). . . . ... ... 58

B.2.7 Link layer (LL) . . .. 58

B.2.8 Physical layer (PHY ) . . . ..o e 58

B.2.9  Application framework layer (APP) . . ... ... . 58

B.3 AEK-COM-BLEV1 - Bluetooth® Low Energy hardware architecture ................... 58

B.4  AEK-COM-BLEV1 - Bluetooth® Low Energy procedure layer. ... ..................... 61

B.4.1 Initialize a Bluetooth® Low Energy host/controllerdevice . . . ...................... 62

B.4.2 Add anew servicetoa GATT profile. . ... ... . 63

B.4.3 Add a new characteristicto a GATT Service . .. ...ttt 63

B.4.4 Security configuration . . ... ... 65

B.4.5 Start Bluetooth® Low Energy advertising ... ... ... 66

B.4.6 Start Bluetooth® Low Energy general discovery . .. ............. .. ... 67

B.4.7 Start Bluetooth® Low Energy general connection. . . ............................ 67

B.4.8 Start Bluetooth® Low Energy limited discovery. . ........ ... ... .. .. . . . ... 68

UM3022 - Rev 1 page 89/94



m UM3022

Contents

B.4.9 Terminate connection . . .. ... .. 68

B.4.10  Service diSCOVEIY . . . ..ot 69

B.4.11 Characteristics diSCOVEry . ... ... .. 69

B.4.12 Update characteristicvalue. . . . ... .. . . e 69

B.4.13 Readcharacteristicvalue . . ... ... ... . e 70

B.4.14 Bluetooth® Low Energy UART communication. . ............... ... . . ... 70

B.4.15 Bluetooth® Low Energy reset host/controller .. ....... ... ... .. .. ... .. ... .. ...... 70

B.4.16 Bluetooth® Low Energy decode message. . . .. ..ot i i et 71

B.5 AEK-COM-BLEV1 sample application . .......... ... i 71
Appendix C AEK Controller and Trunk Liftapp.........ccoiiiiiiiiiiiii i iiiiaee e 76
CA AEK Controller app . . . oot e 76

C.2  AEKTrunK Lift app . ..o e 76

C.21 Login @as master KeY . . .. ... 77

C.2.2 Trunk liftapp - main View . . ... 80

Cc.23 Adding asecondary Key . ... ... 81

C.24 Deletingaregistered app . .. .... .ot 84

Appendix D ReferenCes ........coiiiiiiii ittt ie e tatttaasaaseansennrsanannnennns 86
ReVISIiON RiStOory . ... it iii i 87
Listof tables ....... ..o i i i i 91
= o T U] =Y 92

UM3022 - Rev 1 page 90/94



m UM3022

List of tables
List of tables
Table 1. Cfunctiondetails. . . .. ... . 62
Table 2. Cfunctiondetails. . . .. ... . 63
Table 3. Cfunctiondetails. . . . . .. ... 64
Table 4. Cfunctiondetails. . . .. ... .. 66
Table 5. Cfunction details. . . . . . .. .. 67
Table 6. Cfunctiondetails . . . .. ... e e 68
Table 7. Cfunctiondetails . . . . . ... 68
Table 8. Cfunctiondetails . . . . . ... 69
Table 9. Cfunctiondetails . . . . . ... 69
Table 10. Cfunctiondetails. . . . . . . ... e 69
Table 1. Cfunctiondetails. . . . . . ... . e 69
Table 12. Cfunctiondetails. . . . . . .. .. e 70
Table 13. Cfunctiondetails. . . . . . . ... 70
Table 14. Cfunction details. . . . . . . ... 70
Table 15, Document revision history . . . . . . . .. . 87

UM3022 - Rev 1 page 91/94



m UM3022

List of figures

List of figures

Figure 1. Power liftgate: USE Case. . . . . . . . . o 2
Figure 2. Power liftgate opening . . . . . . . . 3
Figure 3. Power liftgate architecture . . . . . . . .. 4
Figure 4. Power liftgate System . . . . .. .. 6
Figure 5. Software architecture layers . . . . . . ... 7
Figure 6. Accepted foot sequence to open/close the trunk . . . . . . . ... L 9
Figure 7. AcoustiC alert . . . . .. 10
Figure 8. LCD display . . . . oo et 10
Figure 9. Printing “closed” message . . . . . . . .. 11
Figure 10.  LED alerting Code . . . . . . . .o 11
Figure 11.  Block diagram of the token key algorithm . . . . . . .. ... . 13
Figure 12.  Block diagram of the master token privileges . . . . . . ... .. 14
Figure 13.  Block diagram of the secondary token privileges. . . . .. ... . .. .. . 15
Figure 14.  App main screen: master and S€CONdary VIEW . . . . . . . ..ttt e 16
Figure 15,  App input COMMaNnds. . . . . . . . .. 17
Figure 16.  Power liftgate system . . . . .. . 18
Figure 17.  Model-based design workflow. . . . . ... 19
Figure 18.  Diagram of the open software architecture . . . . . . . ... ... 21
Figure 19.  ACTUONIX linear actuator. . . . . . . .. e e e e e e e 22
Figure 20.  DC motor: mathematical model. . . . . . . . .. 23
Figure 21. DC motor look-up table . . . . . . ... 24
Figure 22.  FSM of the external command control block . . . . . ... ... .. . . . . . . . e 25
Figure 23.  FSM of the trunk locking control block . . . . . . . ... .. . 26
Figure 24.  FSM of the trunk lift control block . . . . . . .. . . . . e 27
Figure 25.  FSM of the fault detection control block . . . . . ... ... . . . 27
Figure 26.  FSM of the obstacle detection control block . . . . . ... .. . .. . . . 28
Figure 27.  FSM of the self-calibration control block. . . . . .. ... 29
Figure 28.  FSM of the motion detection control block . . . . . .. .. . . 30
Figure 29.  Closed [00p SYStem. . . . . . . 31
Figure 30.  Basic software integration . . . .. .. ... 34
Figure 31.  Obstacle detection code . . . ... ... . .. 35
Figure 32.  Command and self-calibration code. . . . . ... ... . .. . . . 35
Figure 33.  EEPROM code. . . . .. .. . e 35
Figure 34.  Position feedback code . . . . . .. .. 36
Figure 35.  Digital filtering code. . . . . . . .. 36
Figure 36.  Trunk opening options: gesture, app, NFC . . . . . .. . 38
Figure 37.  Powerlift gate fully open . . . . . .. 39
Figure 38.  Vehicle motion emulation . . . . . ... 39
Figure 39.  Obstacle detection . . . . . . ... 40
Figure 40.  Trunk closing via the fail-safe button . . . . . . . ... . 41
Figure 41.  Zoomofthe PWM signals . . . . ... . 42
Figure 42.  Trunk opening via the fail-safe button . . . ... ... ... .. . 42
Figure 43.  Objectdetection . . . . . .. .. . 43
Figure 44.  Trunkclosing via NFC . . . . . .. 44
Figure 45.  Automotive applications for NFC . . . . . . . .. 45
Figure 46.  X-NUCLEO-NFCO6A1 component placement. . . . ... .. ... .. e e e e e 46
Figure 47.  X-NUCLEO-NFCO06A1 and SPC582B-DIS connection . . . . .. .. ... ... e 47
Figure 48.  Wire CONNECLION . . . . . . . o 47
Figure 49.  Software stack . . . . . . .. 48
Figure 50.  ST25R3916 driver files . . . . . . . 48
Figure 51.  Adding COmMpPoONENnts . . . . . ... 49
Figure 52.  SPlconfiguration . . . ... . .. . . 50
Figure 53.  Application configuration . . . . . .. . ... 50

UM3022 - Rev 1 page 92/94



m UM3022

List of figures

Figure 54.  PinMap editor. . . . . . . 51
Figure 55.  Configuration check . . . . . .. . . 51
Figure 56.  Code debugging . . . . . . . o 52
Figure 57.  Source folder files . . . . . . .. 53
Figure 58.  Bluetooth® Low Energy architecture in the power liftgate . . .. .. ...... ... ... ... .. .. .. ........... 54
Figure 59.  Bluetooth® Low Energy architecture . . .. ... ... ... .. 55
Figure 60.  GATT attribute format . . . . . . . .. 56
Figure 61.  Architecture of the GATT server profile . .. .. ... . .. e 57
Figure 62.  AEK-COM-BLEV1 functional board . . . . . .. . ... 59
Figure 63.  Bluetooth® Low Energy architecture of the power liftgate. . . . . ... ... ... ... .. ... . . ... . ... .... 60
Figure 64.  Software architecture of the domain control unit . . . . .. ... ... . . . 61
Figure 65.  AutoDevKit: adding the AEK-COM-BLEV1 component. . . ... ... .. .. e 71
Figure 66.  AutoDevKit: configuring the AEK-COM-BLEV1 component (10of2) .. ... ... ... . ... ... . .. ... .. ... 72
Figure 67.  AutoDevKit: configuring the AEK-COM-BLEV1 component (20f2) .. ....... ... ... . . .. 72
Figure 68.  AEK Controller [0go. . . . . . . .ot 76
Figure 69.  App startup . . . .. . e e e 77
Figure 70.  App label . . . . . e e 77
Figure 71.  Master and secondary role selection . . . . . . .. ... 78
Figure 72.  Establishing a Bluetooth® Low Energy connection . . .. ... . ... ... . e 79
Figure 73.  Main View OptiONS . . . . . . oo 80
Figure 74.  Self-learning: blocked execution . . . . . . . .. 81
Figure 75.  Adding a secondary Key. . . . . . .. 82
Figure 76.  OTP inthe master key app. . . . . . . oo e 83
Figure 77.  Typing the OTP inthe secondary key . . .. ... ... i e 84
Figure 78.  Master app capabilities . . . . . . . ... 85

UM3022 - Rev 1 page 93/94



m UM3022

IMPORTANT NOTICE - READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgment.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.
Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, refer to www.st.com/trademarks. All other product or service names
are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2022 STMicroelectronics — All rights reserved

UM3022 - Rev 1 page 94/94



http://www.st.com/trademarks

	 Introduction
	1 Getting started
	1.1 Overview
	1.2 Power liftgate features
	1.3 Safety mechanisms

	2 Hardware architecture
	2.1 AEK boards in the power liftgate system

	3 Software architecture
	3.1 Power liftgate application
	3.1.1 Gesture recognition algorithm with ToF sensors
	3.1.2 Acoustic alerting
	3.1.3 Mini-infotainment subsystem 
	3.1.4 LED light visual alerting
	3.1.5 Bluetooth® Low Energy communication subsystem
	3.1.5.1 Bluetooth® Low Energy architecture
	3.1.5.2 Token key algorithm

	3.1.6 AEK controller app


	4 Power liftgate design
	5 Model-based design overview
	5.1 Modeling fundamentals
	5.2 Modeling toolchain

	6 Open software architecture
	7 Power liftgate model
	7.1 Plant
	7.2 Control algorithm
	7.2.1 External command control block
	7.2.2 Trunk locking control block
	7.2.3 Trunk lift control block
	7.2.4 Fault detection control block
	7.2.5 Obstacle detection control block
	7.2.6 Self-calibration control block
	7.2.7 Motion detection control block


	8 Model-in-the-loop (MIL) validation
	9 Code generation
	10 Software-in-the-loop (SIL) validation
	11 Basic software integration
	11.1 ADC filtering function

	12 System validation
	13 Power lifgate waveforms
	13.1 Closing waveform
	13.2 Opening waveform
	13.3 Object detection during the closing waveform
	13.4 NFC closing waveform

	Appendix A NFC technology with AutoDevKit and X-NUCLEO-NFC06A1
	A.1 X-NUCLEO-NFC06A1 board overview
	A.2 X-NUCLEO-NFC06 in the AutoDevKit ecosystem
	A.2.1 Hardware connection
	A.2.2 AutoDevKit software library for the X-NUCLEO-NFC06A1
	A.2.2.1 RF/NFC abstraction layer (RFLA)
	A.2.2.2 ST25R3916 driver

	A.2.3 How to create an application with AEK-COM-NFC06A1
	A.2.4 Available demos for AEK-COM-NFC06A1

	A.3 Access key to open/close the car trunk system

	Appendix B How to use Bluetooth® Low Energy with AutoDevKit and AEK-COM-BLEV1
	B.1 Power liftgate Bluetooth® Low Energy overview
	B.2 Bluetooth® Low Energy stack fundamentals
	B.2.1 Generic access profile (GAP)
	B.2.1.1 Role of the Bluetooth® Low Energy devices

	B.2.2 Generic attribute profile (GATT)
	B.2.2.1 GATT roles
	B.2.2.2 GATT attributes
	B.2.2.3 GATT data hierarchy

	B.2.3 Attribute protocol (ATT)
	B.2.4 Security manager (SM)
	B.2.5 L2CAP
	B.2.6 Host controller interface (HCI)
	B.2.7 Link layer (LL)
	B.2.8 Physical layer (PHY)
	B.2.9 Application framework layer (APP)

	B.3 AEK-COM-BLEV1 - Bluetooth® Low Energy hardware architecture
	B.4 AEK-COM-BLEV1 - Bluetooth® Low Energy procedure layer
	B.4.1 Initialize a Bluetooth® Low Energy host/controller device
	B.4.2 Add a new service to a GATT profile
	B.4.3 Add a new characteristic to a GATT service
	B.4.4 Security configuration
	B.4.5 Start Bluetooth® Low Energy advertising
	B.4.6 Start Bluetooth® Low Energy general discovery
	B.4.7 Start Bluetooth® Low Energy general connection
	B.4.8 Start Bluetooth® Low Energy limited discovery
	B.4.9 Terminate connection
	B.4.10 Service discovery
	B.4.11 Characteristics discovery
	B.4.12 Update characteristic value
	B.4.13 Read characteristic value
	B.4.14 Bluetooth® Low Energy UART communication
	B.4.15 Bluetooth® Low Energy reset host/controller
	B.4.16 Bluetooth® Low Energy decode message

	B.5 AEK-COM-BLEV1 sample application

	Appendix C AEK Controller and Trunk Lift app
	C.1 AEK Controller app
	C.2 AEK Trunk Lift app
	C.2.1 Login as master key
	C.2.1.1 Encrypted token

	C.2.2 Trunk lift app - main view
	C.2.3 Adding a secondary key
	C.2.4 Deleting a registered app


	Appendix D References
	 Revision history
	Contents
	List of tables
	List of figures

