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B.4.4 Security configuration
It allows performing the security operations (send slave security request, send pairing request, etc.).
The C function declaration is:
uint8_t BLE_securityConfiguration(
AEK_COM_BLEV1_COMPONENT component,
uint8_t setClearSecDatabase,
uint8_t IOCapability,
uint8_t bonding_mode,
uint8_t MITMprotection,
uint8_t secConnections,
uint8_t keypressNotification,
uint8_t identifyAddressType,
uint8_t useFixedPin,
uint8_t* fixedPin,
uint8_t encryptionKeySizeMin,
uint8_t encryptionKeySizeMax)

The following table details the C function declaration elements.

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0

setClearSecDatabase
Used to clear the security database
• NO_CLEAR_DATABASE
• CLEAR_DATABASE

IOCapability

Used to set IO Capability of BLE Host/Controller device
• IO_CAP_DISPLAY_ONLY
• IO_CAP_DISPLAY_YES_NO
• IO_CAP_KEYBOARD_ONLY
• IO_CAP_NO_INPUT_NO_OUTPUT
• IO_CAP_KEYBOARD_DISPLAY
• NO_IO_CAPABILITY

bonding_mode
Used to enable the bonding mode
• BONDING_NOT_REQUIRED
• BONDING_REQUIRED

MITMprotection
Used to enable the MITM mode
• MITM_PROTECTION_NOT_REQUIRED
• MITM_PROTECTION_REQUIRED

secConnections

Used to enable Bluetooth® Low Energy secure connection support
• SC_IS_NOT_SUPPORTED
• SC_IS_SUPPORTED
• SC_IS_MANDATORY

keypressNotification
Used to enable the key pressed notification support
• KEY_PRESSED_IS_NOT_SUPPORTED
• KEY_PRESSED_IS_SUPPORTED

identifyAddressType

Used to identify the address type specification
• PUBLIC_ADDR
• RANDOM_ADDR
• RESOLVABLE_ADDR
• NO_RANDOM_ADDR

useFixedPin
To identify the use of the fixed pin
• USE_FIXED_PIN_FOR_PAIRING
• NOT_USE_FIXED_PIN_FOR_PAIRING
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Element Description
-

fixedPin Fixed pin used for paring if MITM is enabled

encryptionKeySizeMin Minimum encryption size used for pairing

encryptionKeySizeMax Maximum encryption size used for pairing

B.4.5 Start Bluetooth® Low Energy advertising
It allows placing a peripheral device in advertising mode by selecting:
• discoverable mode (limited, non-discoverable and general discoverable)
• type (ADV_IND, ADV_SCAN_IND, ADV_NONCONN_IND)
• set local name and type (complete or short)
• advertising intervals (min. and max.)
• policy:

– allows a scan request from any device, allows a connect request from any device
– allows a scan request from the whitelist only, allows a connect request from any device
– allows a scan request from any device, allows a connect request from the whitelist only

The C function declaration is:
uint8_t BLE_Advertising(
AEK_COM_BLEV1_COMPONENT component,
uint8_t AdvType,
uint16_t AdvIntervMin,
uint16_t AdvIntervMax,
uint8_t OwnAddrType,
uint8_t AdvFilterPolicy,
uint8_t ServiceUUIDLen,
uint8_t* ServiceUUIDList,
uint16_t SlaveConnIntervMin,
uint16_t SlaveConnIntervMax,
uint8_t advType)

The following table details the C function declaration elements.

Table 4. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0

AdvType

Used to configure the advertising type
• ADV_IND
• ADV_DIRECT_IND
• ADV_SCAN_IND
• ADV_NONCONN_IND

AdvIntervMin Minimum value of the advertising interval

AdvIntervMax Maximum value of the advertising interval

OwnAddrType

Address type
• PUBLIC_ADDR
• RANDOM_ADDR
• RESOLVABLE_ADDR
• NO_RANDOM_ADDR

AdvFilterPolicy
Used to enable/disable the whitelist
• NO_WHITE_LIST_USE
• WHITE_LIST_USE
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Element Description

ServiceUUIDLen Length of the UUID service list

ServiceUUIDList UUID service list

SlaveConnIntervMin Minimum value of the connection interval

SlaveConnIntervMax Maximum value of the connection interval

advType
Used to set the short or complete local name visualization
• AD_TYPE_COMPLETE_LOCAL_NAME
• AD_TYPE_SHORTED_LOCAL_NAME

B.4.6 Start Bluetooth® Low Energy general discovery
If the device has a central role, this function sets the device in the general scanning mode.
The C function declaration is:
uint8_t BLE_General_Discovery(
AEK_COM_BLEV1_COMPONENT component,
uint16_t LE_scan_interval,
uint16_t LE_scan_window,
uint8_t address_type,
uint8_t filter_duplicates);

The following table details the C function declaration elements.

Table 5. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0

LE_scan_interval Time interval from the moment the controller starts its last scan until it begins the subsequent scan
on the primary advertising physical channel

LE_scan_window Scanning duration

address_type

Identify the address type specification
• PUBLIC_ADDR
• RANDOM_ADDR
• RESOLVABLE_ADDR
• NO_RANDOM_ADDR

filter_duplicates Used to enable or disable the duplicate filters

B.4.7 Start Bluetooth® Low Energy general connection
If the device has a central role, this function sets the device in the general connection mode.
The C function declaration is:
uint8_t BLE_Start_general_connection_establish_proc(
AEK_COM_BLEV1_COMPONENT component,
uint8_t LE_scan_type,
uint16_t LE_scan_interval,
uint16_t LE_scan_window,
uint8_t address_type,
uint8_t scanning_filter_policy,
uint8_t filter_duplicates)

The following table details the C function declaration elements.
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Table 6. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0
LE_scan_type Passive or active scanning

LE_scan_interval Time interval from the moment the controller starts its last scan until it begins the
subsequent scan on the primary advertising physical channel

LE_scan_window Scanning duration

address_type

Identify the address type specification
• PUBLIC_ADDR
• RANDOM_ADDR
• RESOLVABLE_ADDR
• NO_RANDOM_ADDR

Scanning_filter_policy Used to set the scanning filter policy

filter_duplicates Used to enable or disable the duplicate filters

B.4.8 Start Bluetooth® Low Energy limited discovery
If the device has a central role, this function sets the device in the limited scanning mode.
The C function declaration is:
uint8_t BLE_Limited_Discovery(
AEK_COM_BLEV1_COMPONENT component,
uint16_t LE_scan_interval,
uint16_t LE_scan_window,
uint8_t address_type
uint8_t filter_duplicates);

The following table details the C function declaration elements.

Table 7. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0

LE_scan_interval Time interval from the moment the controller starts its last scan until it begins the subsequent scan
on the primary advertising physical channel

LE_scan_window Scanning duration

address_type

Identify the address type specification
• PUBLIC_ADDR
• RANDOM_ADDR
• RESOLVABLE_ADDR
• NO_RANDOM_ADDR

filter_duplicates Used to enable or disable the duplicate filters

B.4.9 Terminate connection
If the device has a central role, this function terminates the available connections.
The C function declaration is:
uint8_t BLE_Disconnect(
AEK_COM_BLEV1_COMPONENT component,
uint8_t reason);

The following table details the C function declaration elements.
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Table 8. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0

reason

The reason to end the connection
• AUTHENTICATION_FAILURE
• REMOTE_USER_TERMINATED_CONNECTION
• REMOTE_DEV_TERMINATED_LOW_RESOURCES
• REMOTE_DEV_TERMINATED_POWER_OFF
• UNSUPPORTED_REMOTE_FEATURE
• UNACCETTABLE_CONNECTION_PARAM

B.4.10 Service discovery
If the device has a central role, this function allows discovering all the available connections.
The C function declaration is:
uint8_t BLE_ServiceDiscovery(
AEK_COM_BLEV1_COMPONENT component);

The following table details the C function declaration elements.

Table 9. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0

B.4.11 Characteristics discovery
If the device has a central role, this function allows discovering all the characteristics of the available connections.
The C function declaration is:
uint8_t BLE_CharDiscovery(
AEK_COM_BLEV1_COMPONENT component);

The following table details the C function declaration elements.

Table 10. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0

B.4.12 Update characteristic value
This function updates the value (or array values) of specific characteristics.
The C function declaration is:
uint8_t BLE_updateCharValue(
AEK_COM_BLEV1_COMPONENT component,
service_t svr,
chars_t chr,
uint8_t *arrayValue);

The following table details the C function declaration elements.

Table 11. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0
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Element Description

svr Service handle

chr Characteristics handle

arrayValue Array of values to write in characteristic handle

B.4.13 Read characteristic value
This function reads the value (or array values) of specific characteristics.
The C function declaration is:
uint8_t BLE_read_charValue(
AEK_COM_BLEV1_COMPONENT component,
service_t svr,
chars_t chr,
uint8_t *readCharValue);

The following table details the C function declaration elements.

Table 12. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0
svr Service handle

chr Characteristics handle

readCharValue Pointer to the array of values read from the characteristic handle

B.4.14 Bluetooth® Low Energy UART communication
The Bluetooth® Low Energy UART communication is initialized in the external device using the following API:
SERIAL_init_Communication(AEK_COM_BLEV1_DEV0);

The following table details the C function declaration elements.

Table 13. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0

Note: The UART baud rate is equal to 115200 bps.

B.4.15 Bluetooth® Low Energy reset host/controller
The Bluetooth® Low Energy host/controller can be reset by using the following API:
_BLENRG_reset(AEK_COM_BLEV1_DEV0);

The following table details the C function declaration elements.

Table 14. C function details

Element Description

component The AEK_COM_BLEV1 device (the allocated board) →AEK_COM_BLEV1_DEV0
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B.4.16 Bluetooth® Low Energy decode message
To decode a message sent by the Bluetooth® Low Energy host/controller, invoke the following API:
void BLE_Decode_Message_Process(void);

From a scheduler, you can call this function in your main application after the Bluetooth® Low Energy reset and
Bluetooth® Low Energy serial initialization communication.

B.5 AEK-COM-BLEV1 sample application
In this example, we create an application to configure the AEK-COM-BLEV1 as a Bluetooth® Low Energy host
controller device with a peripheral role server. We suppose that the Bluetooth® Low Energy host controller
communicates with the AEK-MCU-C4MLIT1 via the UART protocol.

Step 1. Create a new SPC5-STUDIO application for the SPC58EC series microcontroller and add the following
components:
– SPC58ECxx Init Package Component RLA
– SPC58ECxx Low Level Drivers Component RLA
Add these components immediately, or the remaining ones are not visible.

Step 2. Add the following additional components:
– AutoDevKit Init Package Component
– SPC58ECxx Platform Component RLA
– AEK-COM-BLEV1 Component RLA

Figure 65. AutoDevKit: adding the AEK-COM-BLEV1 component

Step 3. Select the [AEK-COM-BLEV1 Component RLA] to open the [Application Configuration] window.
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Step 4. Click on [+] to add a new element to the board list.

Figure 66. AutoDevKit: configuring the AEK-COM-BLEV1 component (1 of 2)

Step 5. Double-click on the newly added element to configure the board.

Step 6. Select the LIN for the UART communication.

Step 7. Configure the Bluetooth® Low Energy device name and advertising interval values.

Figure 67. AutoDevKit: configuring the AEK-COM-BLEV1 component (2 of 2)

Step 8. Click the [Allocation] button below the AEK-COM-BLEV1 list. Then, click [OK] in the confirmation
window.
This operation delegates the automatic pin allocation to the AutoDevKit.

Step 9. Generate and build the application using the appropriate icons in SPC5-STUDIO.
The project folder is then populated with new files, including the main.c and the components folder with
the AEK-COM-BLEV1 drivers.

Step 10. Open the main.c file and include AEK_COM_BLE_MID.h and AEK_COM_BLEV1.h header files.
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Step 11. Place the following functions inside the main() function.

#include "components.h"
#include <string.h>
#include "AEK_COM_BLE_MID.h"
#include "AEK_COM_BLEV1.h"

/*
 *  Custom Service UUID setup
 */
#define CUSTOM_SERVICE_UUID(uuid_struct)  
COPY_UUID_128(uuid_struct,0x36,0xA7,0x2F,0x40, 0x0C,0x86, 0x11,0xEC, 0xA3,0xEA, 
0x08,0x00,0x20,0x0C,0x9A,0x66)
/*
 *  Custom Characteristic UUID setup
 */
#define CUSTOM_UUID(uuid_struct)          
COPY_UUID_128(uuid_struct,0x29,0x3A,0xF2,0x50, 0x0C,0x87, 0x11,0xEC, 0xA3,0xEA, 
0x08,0x00,0x20,0x0C,0x9A,0x66)
/*
 *  Custom Characteristic UUID setup
 */
#define CUSTOM1_UUID(uuid_struct)         
COPY_UUID_128(uuid_struct,0x21,0x3B,0xF2,0x51, 0x0C,0x88, 0x11,0xEC, 0xA3,0xEA, 
0x08,0x00,0x20,0x0C,0x9A,0x66)

/*
 * Application entry point.
 */
int main(void) {

    /* Initialization of all the imported components in the order specified in
    * the application wizard. The function is generated automatically.
    */
    componentsInit();

    /* Enable Interrupts
     */
    irqIsrEnable();

    /*Reset the Bluetooth Device
     */
    _BLENRG_reset(AEK_COM_BLEV1_DEV0);

    /*
     * Peripheral Service address
     */
    uint8_t SERVER_BDADDR[] = {0x02, 0x80, 0xE1, 0x00, 0x09, 0xE2};
    /*
     * Fixed Pin used
     */
    uint8_t Fixed_Pin[] = {0x00, 0x00, 0x04, 0xD2};
    /*
     * Local variables
     */
    uint8_t uuid[16];
    uint8_t valueToWrite[] = {0x00};
    uint8_t valueToRead[4];
    service_t custom_service;
    chars_t custom_char;
    chars_t custom_char1;

    /*
     * Device Name Configuration
     */
    uint8_t name[] = {'B','L','U','E','T','H','N','R','G'};
    /*
     *  Serial Initialization
     */
    SERIAL_init_Communication(AEK_COM_BLEV1_DEV0);
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    /*
     * Debug Led
     */
    pal_lld_setpad(PORT_F,PF_LED1);

    /*
     * Init device
     */
    BLE_initDevice(AEK_COM_BLEV1_DEV0, GAP_PERIPHERAL_ROLE, sizeof(name)/
sizeof(uint8_t) , name, GAP_PRIVACY_ENABLED, PUBLIC_ADDR, sizeof(SERVER_BDADDR) / 
sizeof(uint8_t), SERVER_BDADDR, 4);

    /*
     * Adding a Service
     */
    CUSTOM_SERVICE_UUID(uuid);
    custom_service.service_uuid_type = UUID_TYPE_128;
    memcpy(custom_service.service_uuid,uuid,16);
    custom_service.service_type = PRIMARY_SERVICE;
    custom_service.max_attr_records = 5;
    BLE_Addservice(AEK_COM_BLEV1_DEV0, custom_service);

    /*
     * Adding a Characteristic
     */
    CUSTOM1_UUID(uuid);
    memcpy(custom_char1.charUuid,uuid,16);
    custom_char1.charUuidType = UUID_TYPE_128;
    custom_char1.charValueLen = 1;
    custom_char1.encryKeySize = 7;
    custom_char1.gattEvtMask = GATT_NOTIFY_ATTRIBUTE_WRITE;
    custom_char1.charProperties = CHAR_PROP_WRITE;
    custom_char1.secPermissions = ATTR_PERMISSION_NONE;
    BLE_AddChar(AEK_COM_BLEV1_DEV0, custom_service, custom_char1);

    /*
     * Adding a Characteristic
     */
    CUSTOM_UUID(uuid);
    memcpy(custom_char.charUuid,uuid,16);
    custom_char.charUuidType = UUID_TYPE_128;
    custom_char.charValueLen = 1;
    custom_char.encryKeySize = 7;
    custom_char.gattEvtMask = GATT_NOTIFY_ATTRIBUTE_WRITE;
    custom_char.charProperties = CHAR_PROP_READ;
    custom_char.secPermissions = ATTR_PERMISSION_NONE;
    BLE_AddChar(AEK_COM_BLEV1_DEV0, custom_service, custom_char);

    /*
     * Adding security information
     */
    BLE_securityConfiguration(AEK_COM_BLEV1_DEV0, NO_CLEAR_DATABASE, 
NO_IO_CAPABILITY, BONDING_NOT_REQUIRED, MITM_PROTECTION_REQUIRED, SC_IS_SUPPORTED, 
KEY_PRESSED_IS_SUPPORTED, PUBLIC_ADDR, USE_FIXED_PIN_FOR_PAIRING, Fixed_Pin, 7, 16);

    while(1){
        /*
         * Peripheral Advertising
         */
        
if(BLE_getStatus(AEK_COM_BLEV1_DEV0)==NOT_CONNECTED_NOT_PAIRED_NOT_DISCOVERABLE){
                uint8_t service_list[] = {0x00};
                BLE_Advertising(AEK_COM_BLEV1_DEV0, ADV_IND, 0x020, 0x0900, 
PUBLIC_ADDR, NO_WHITE_LIST_USE, 0, service_list, 0, 0, AD_TYPE_COMPLETE_LOCAL_NAME);
        }
        /*
         * Reading and Sending
         */
        if((osalThreadGetMilliseconds()%500)==0){
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if(BLE_getStatus(AEK_COM_BLEV1_DEV0)==CONNECTED_NOT_PAIRED_NOT_DISCOVERABLE || 
BLE_getStatus(AEK_COM_BLEV1_DEV0)==CONNECTED_PAIRED_NOT_DISCOVERABLE){
                BLE_updateCharValue(AEK_COM_BLEV1_DEV0, custom_service, 
custom_char, valueToWrite);
                BLE_read_charValue(AEK_COM_BLEV1_DEV0,custom_service, custom_char1, 
valueToRead);
                valueToWrite[0]+=1;
            }
        }
        /*
         * Decoding Received Messages
         */
        BLE_Decode_Message_Process();
    }
}

Step 12. Save, generate, and compile the application.

Step 13. Open the [Board View Editor] provided by the AutoDevKit.
This editor offers a graphical point-to-point guide on how to wire the boards.

Step 14. Connect the AEK-MCU-C4MLIT1 to a USB port on your PC, using a mini-USB to USB cable.

Step 15. Launch SPC5-UDESTK-SW. Then, open the debug.wsx file in the AEK-MCU-C4MLIT1– application
UDE folder.

Step 16. Run and debug your code.
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Appendix C AEK Controller and Trunk Lift app

C.1 AEK Controller app
The trend for increasingly connected cars and the pervasiveness of powerful mobile phones are orienting the
automotive industry towards keyless applications such as keyless entry or keyless engine start.
Several wireless technologies, including Bluetooth® Low Energy and near-filed communication (NFC), support
this trend.
In line with this trend, the AutoDevKit ecosystem has been extended to include the AEK Controller app.
This app is paired with the AEK-COM-BLEV1. It is a sort of Bluetooth® Low Energy remote control for all the
demonstrators developed with the AutoDevKit.

Figure 68. AEK Controller logo

The first demonstrator included in the AEK Controller app is the power liftgate application.
You can download this app from Google Play.
The Trunk Lift app is the portion of the AEK Controller dedicated to the power liftgate application.

C.2 AEK Trunk Lift app
The Trunk Lift app offers the possibility to control remotely the opening/closing of the AutoDevKit power liftgate.
The Trunk Lift app matches the following requirements:
• each power liftgate system can accept only one Trunk Lift app as master
• only the Trunk Lift app configured as a master can associate a secondary Trunk Lift app installed on another

mobile to the power liftgate
• the communication between the power liftgate and the Trunk Lift app is validated by exchanging encrypted

tokens
• while connected, the power liftgate can interact only with one Trunk Lift app at a time
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Figure 69. App startup

Note: Master key (or primary key) indicates that the app is installed on the primary mobile. Secondary key indicates
that the app is installed on a secondary mobile.

C.2.1 Login as master key
Step 1. Tap on the label to open the app.

Figure 70. App label
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Step 2. Tap on [Master Key] to enter the master key configuration.

Figure 71. Master and secondary role selection

Step 3. Activate geolocation (mandatory for Bluetooth® Low Energy) and Bluetooth® Low Energy in your
smartphone.
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Step 4. On the displayed screen, select the [Scan] button to scan for all the BlueNRG devices.
The devices found are shown in the [Device Found] section.

Figure 72. Establishing a Bluetooth® Low Energy connection

Step 5. Add a device name in the [Device Name] text box.
This is a mandatory field, which accepts a maximum of six alphanumeric symbols.

Step 6. Tap on the [Connect] button near the device found.
The app tries to connect with the power liftgate, sending an encrypted token message. If the
connection is successful, this token is stored in the power liftgate EEPROM. The token is used to
validate the subsequent connection requests that the app sends.

C.2.1.1 Encrypted token
The message exchange between the power liftgate and the Trunk Lift app is based on an encrypted token. The
encryption is generated as follows:

Step 1. Generate four random digits between 0 and 9.

Step 2. Apply the following formula to each generated random digit:Number encrypted = random Number XOR 170 XOR 187
Step 3. Convert each of the six characters of the device name in an integer. Then, apply the same formula

described before:Number encrypted = cℎarIntegerCode XOR 170 XOR 187
The 10 encrypted numbers, obtained in steps 2-3, are used in the communication message to validate
the connection between the power liftgate and the Trunk Lift app.
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C.2.2 Trunk lift app - main view
When the connection between the app and the power liftgate is successfully established, the main view is
displayed. This view is the same for the master and the secondary keys.

Figure 73. Main view options

According to the state of the power liftgate, the buttons for opening and closing the trunk are enabled or disabled.
The [Self-Learning] button is selectable only when the trunk lift is closed. It is used to calibrate some electrical
parameters according to the system tear and wear.

UM3022
AEK Trunk Lift app

UM3022 - Rev 1 page 80/94



Figure 74. Self-learning: blocked execution

C.2.3 Adding a secondary key
Once connected to the system, the master key can create a secondary key. The trunk lift app installed on a
different mobile phone can become this secondary key. To create the secondary key, follow the procedure below.
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Step 1. Tap on [Add Secondary Key].

Figure 75. Adding a secondary key

Step 2. Add the device name.
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Step 3. Tap [Add Device].
The master app sends a message with an encrypted token to the power lift gate. The OTP code
contained in this message is stored in the memory of the power lift gate for 20 seconds. The system
uses the OTP code to identify and validate the connection that the secondary key requires.

Important: If the connection request does not reach the power lift gate within the following 20 seconds, the
generated OTP code is discarded.

The master key app shows an OTP code. The connection with the power lift gate is closed.

Figure 76. OTP in the master key app

Step 4. Open the trunk lift app in the secondary key mobile phone and tap on the [Secondary key] label.
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Step 5. Copy the OTP code generated from the master key in the text box above the [Scan] button.

Figure 77. Typing the OTP in the secondary key

Step 6. Press the [Scan] button to scan all the BlueNRG devices.
The devices found are shown in the [Device Found] section.

Step 7. Tap on [Connect] to complete the operation.

C.2.4 Deleting a registered app
The master app can:
• delete all the secondary keys
• delete only a specific secondary key. When the [Delete Secondary] button is pressed, you can select the

secondary key to remove
• delete the master, that is, remove all the key stored in the power liftgate
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Figure 78. Master app capabilities

A secondary app can only request for itself to be removed from the power liftgate.
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