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Introduction

FP-SNS-SMARTAG?2 is an STM32Cube function pack that allows you to read the ambient light, the motion, and the
environmental sensor data on the STEVAL-SMARTAG2 evaluation board. These functions are performed via an NFC-enabled

reader, such as a mobile phone or a tablet.

The package supports energy harvesting (enabled by NFC and only for version B of the evaluation board
STEVAL$SMARTAG2B) and battery operated use cases.

This software, together with the suggested combination of STM32 and ST devices, can be used to develop tracking, cold chain,
medical, smart sensing, smart home, city, and building applications.

The package contains also a simple example that shows how to update the firmware using the NFC and ST25 NFC tag
application for Android/iOS.

The software runs on an STM32L4 ultralow power microcontroller. It includes drivers for the dynamic NFC tag and for the
ambient light, motion, and environmental sensors.

You can register the NFC sensor tag node on the DSH-ASSETRACKING web application for asset tracking. This app stores and
monitors on-board sensor data, as well as the geo-localization of the smartphone used to read the IoT node data.

The software is available also on GitHub, where the users can signal bugs and propose new ideas through [Issues] and [Pull
Requests] tabs.

Related links

Visit the STM32Cube ecosystem web page on www.st.com for further information
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For further information contact your local STMicroelectronics sales office.
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http://www.st.com/en/product/STEVAL-SMARTAG2?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM3073
http://www.st.com/en/product/STM32L4-series?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM3073
http://www.st.com/en/product/DSH-ASSETRACKING?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM3073
https://github.com/STMicroelectronics/fp-sns-smartag2
https://www.st.com/stm32cube

‘_ UM3073
,l FP-SNS-SMARTAG2 software description

1 FP-SNS-SMARTAG2 software description
1.1 Overview
The key features of the FP-SNS-SMARTAG2 package are:
. Complete firmware to access data from an loT node with a dynamic NFC tag, environmental, motion, and

ambient light sensors

- Ultra-low power operations, with the support of energy harvesting (only for version B of the evaluation
board STEVAL$SMARTAG2B) and battery operated use cases

- Compatible with the STAssetTracking application for Android/iOS. This allows data logs reading from
the NFC tag and data logs sending to the DSH-ASSETRACKING cloud-based dashboard

- Compatible with the STNFCSensor application for Android/iOS for reading and setting the data logs

. The package contains also one example that shows how to update the firmware using the fast transfer
mode protocol (ST25FTM)

- Compatible with the ST25 NFC tag application to download the firmware on the board via NFC
. Sample implementation available for the STEVAL-SMARTAG2 evaluation board
. Easy portability across different MCU families, thanks to STM32Cube
The package contains software to:

1. track the temperature, pressure, luminosity, and vibration values in a fixed time range, sending them via
NFC. Using an Android or iOS device, you can monitor and display the logged data
The software gathers:

- the temperature, pressure, luminosity, and vibration sensor data for the STS22H, LPS22DF, VD6283,
LSMBDS032X, LIS2DUXS12 and ST25DV64K devices for the STEVAL-SMARTAG2 evaluation
board running the STM32

This package is compatible with the STAssetTracking Android (version 3.1.0 or higher)/iOS (version
3.1.0 or higher) application and with the STNFCSensor Android/iOS application (version 1.3.0 or higher)
available on GooglePlay/App stores, to read the information sent via the NFC/RFID tag IC protocol

2. reads in energy harvesting mode the ambient light and environmental sensor data on your loT node by the
means of an NFC enabled reader, such as a mobile phone or tablet, throught a suitable AndroidST or iOST
application (for only version B of the evaluation board - STEVAL$SMARTAG2B).

The software gathers:

- the temperature, pressure, luminosity, and vibration sensor data for the STS22H, LPS22DF, VD6283
and ST25DV64K devices for the STEVAL-SMARTAG2 evaluation board running the STM32

3. update the firmware, using the ST25 NFC tag application (version 3.7.0 or higher) available on
GooglePlay/App stores

1.2 Architecture

The STM32Cube function packs leverage the modularity and interoperability of the STM32 Nucleo and the
expansion boards, as well as of the STM32Cube and the expansion software, in order to create function
examples, embodying some of the most common use cases for each application area.

These software function packs are designed to exploit as much as possible the underlying STM32 ODE hardware
and software components to fit best the requirements of final users’ applications.

Moreover, function packs may include additional libraries and frameworks, which do not present the original

expansion software packages, thus enabling new functionalities and creating a real and usable system for

developers.

To access and use the sensor expansion board, the application software uses:

. STM32Cube HAL layer: provides a simple, generic, and multiinstance set of generic and extension
APIs to interact with the upper layer application, libraries, and stacks. It is directly based on a generic
architecture and allows the layers that are built on it, such as the middleware layer, to implement their
functions without requiring the specific hardware configuration for a given microcontroller unit (MCU). This
structure improves the library code reusability and guarantees an easy portability across other devices.
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. Board support package (BSP) layer: supports the peripherals on the STM32 Nucleo development board
(except the MCU) with a limited set of APIs, providing a programming interface for certain board-specific
peripherals like the LED, the user button, etc. It helps determine the specific board version. For the sensor
expansion board, it provides the programming interface for various inertial and environmental sensors and
supports the sensor data initialization and reading.

Figure 1. FP-SNS-SMARTAG2 software architecture

Applications
& SmarTag2 FirmwareUpdate BootLoader
Example
Middleware ST25FTM
Hardware STM32Cube Hardware Abstraction Layer APl (HAL)
Abstraction
Hardware
1.3 Folder structure

Figure 2. FP-SNS-SMARTAG?2 folders
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D Package_License.md

e Release_Motes.html
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The following folders are included in the software package:

. Documentation: contains a compiled HTML file generated from the source code, detailing the software
components and APIs.
. Drivers: contains the HAL drivers, the board specific drivers for each supported board or hardware

platform, including the on-board components, and the CMSIS vendor-independent hardware abstraction
layer for the Cortex-M processor series.

. Middlewares: contains libraries and protocols for the ST25 fast transfer mode (ST25FTM).
. Projects: contains

- four different projects for the STEVAL-SMARTAG2, which are compatible with the IAR Embedded
Workbench for ARM, Real View Microcontroller Development Kit (MDK-ARM) and the integrated
development environment for STM32 (STM32CubelDE)

1. an example (SmarTag2) used to track the motion, luminosity, and environmental sensor data
on your loT node via an NFC-enabled reader, such as a mobile phone or a tablet
2. an example (OneShot) used to read in energy harvesting mode the ambient light and

environmental sensor data on your loT node by the via an NFC enabled reader, such
as a mobile phone or tablet.This example is only for version B of the evaluation board
STEVAL$SMARTAG2B

3. a sample application (FirmwareUpdate) used to update the firmware via NFC using the ST fast
transfer protocol

4. a bootloader example (SimpleBootLoader) that must be used with the firmware update
application to enable the capability of updating the current firmware running on the STEVAL-
SMARTAG2

1.4 APIs

Detailed user-API technical information with full function and parameter descriptions is available in a compiled
HTML file in the package “Documentation” folder.

1.5 Sample application description
The sample applications available for the STEVAL-SMARTAG2 evaluation board are:
. OneShot (only for version B of the evaluation board - STEVAL$SMARTAG2B)

. SmarTag2
. SimpleBootLoader
. FirmwareUpdate

Ready-to-build projects are available for multiple IDEs.

1.5.1 OneShot application description
Note: This example can only be used for the version B of the evaluation board (STEVAL$SMARTAG2B).
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You can set up a terminal window for the appropriate UART communication port in order to control the firmware
phase.

Figure 3. Terminal setting

Tera Terrn: Serial port setup and connecticn x
Port: COM2ZT w New setting
Speed: 115200 w
Data: 8 bit ~ Eraiage]]
Parity: none “
Stop bits: 1 bit W Help
Flow control: none ~
Transmit delay
0 msecichar 0 msecfline

Device Friendly Mame: STMicroelectronics STLink Yirtual CON
Device Instance ID; USBWID 0433&8PID_374F&MI_ 0216220901
Device Manufacturer: STMicroelectronics

Provider Name: STMicroelectronics

Driver Date; b-8-2017

Driver Yersion: 2.1.0.0

If the STEVAL-SMARTAG?2 is supplied using an NFC enabled reader, such as a mobile phone or tablet, the
OneShot firmware starts.
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After the initialization phase, the values from the environmental sensors (temperature, pressure, and ambient
light) are read and wrote onto NDEF EEPROM.

OneShot terminal

W COM2T - Tera Term VT — O >

File Edit Setup Contrel Window Help

STMicroelectronics One Shot:
Uerzion 1.1._08
STEVAL_SHARTAGZ hoard

MFCTAG Initialized

S1leep RF

Crete MDEF record <U2_13

SaveDefaultConfiguration

SavelirtualSenszorsConfiguration

DF: Press= 799 _635498

2H: Temp= 268_37800081
3: KLux= 94_294875
lhite One Shot Done
WakelUp RF

End of Program

Through a suitable AndroidST or iOST application, such as STAssetTracking or STNFCSensor, these
environmental sensors data can be read and show onto a mobile phone or tablet.

SmarTag2 application description

You can set up a terminal window for the appropriate UART communication port in order to control the
initialization phase, as shown in the figure below.
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Figure 5. FP-SNS-SMARTAG2 terminal setting

Tera Term: Serial port setup and connection >
Port: COMZ7 w .
MNew setting

Speed: 115200 w

Data: 8 bit e Cancel

Parity: none w

Stop bits: 1 bit v Help

Flow control: none w

Transmit delay

EI msecfchar EI msecfline

Device Friendly Name: STMicroelectronics STLink Virtual COW
Device Instance 1D: USBYYID _04838PID_374F&MI_02\6220901
Device Manufacturer: STMicroelectronics

Provider Name: STMicroelectronics

Driver Date: 6-8-2017

Driver ¥ersion: 2.1.0.0

Note: To enable/disable this UART functionality on the STEVAL-SMARTAG2 board, you must recompile the code by
uncommenting/commenting the line:

#define SMARTAGZ ENABLE PRINTF

in the Projects\ STM32L4P5CE-SmarTag2\Examples\SmarTag2\Inc\SMARTAG2_config.h file.
When you first press the reset button, the application:

. starts initializing the UART and I?C interfaces

. shows the SmarTag UID

. reads the last configuration written on to NFC tag (if available)
. sets the NFC behavior
. sets the wakeup timer
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FP-SNS-SMARTAG2 UART output initialization

T COM2T - Tera Term VT - O >

File Edit Setup Control Window Help
ART Initialized

STMicroelectronics FP-SMS-SMARTAG2:
Uersion 1.1.8
STEVAL_SHMARTAGZ2 hoard
¢HAL 1.13.2_8>
Compiled Jan 18 2823 11:87:27 <{IAR>»

Power on HFC <UDD EEF On?>

MFCTAG Initialized
SmarTaglID= eBB25388415achl

Creating NDEF External record Type for szaving log data
ST HFC Protocol Uer 2 Hev 1

Control if there is a Ualid Configuration

Un=3 SampleTime=6@

Found STTS22H_US_ID:
TheUzsageType=Int

Thi .Uil6Ualue=22 . AA0EEA
Th2 .lil6Value=43 . 200001
Found LPS22DF_US_ID:
ThsUsageType=Bigger
Thi.Uil6sUalue=260.000000
Found UD6283_LUX_US_ID:
ThesUsageType=Bigger
Thi.Ui32Ualue=100. 006000
Configuration Present on NFC

Set RIC Date&Time
RezetMaxMinlValuezAllVirtualSensors
SaveMaxMinlaluwesForlirtualSensors

MfcType5_SetInitialMDEFPayLoadLengthlUalue:
NDEFPayLoadLength=52
BeginAddrCompactData=76
EndAddrCompactData=8188
MaxSamplezNumber=1811

Set MFC Behavior
et Wakelp timer

Wait 2 sec hefore autoStart

After the auto-start range time, the samples are logged using the written configuration on the NFC tag (or the
default one, if not available).




Sample application description

FP-SNS-SMARTAG2 UART output auto-start

W COM2T - Tera Term VT

File Edit Control  Window

Setup

Help

MFC Behavior
Wakelp timer

ait 2 sec before autoStart

AutoStart
UDD ACC OFF

Suync Event:

Powered on ambient

Read

Save
Save
Save

Save
Save
Save

Save

Sensor Data
LPS22DF:

LPS22DF

Min Ualue for

Max Ualue for
STTIS22H:

STS22H

Min Ualue for

Max Ualue for
Up6e283:

Max Ualue for

sensors <UDD AMB On>
Press= 1882 824219

LP322DF
LP322DF
Temp= 25%.4180808

STS22H
ST322H

KLux= 52 .5295%69
UDG283

Powered off amhient sensors (UDD AMB Off>

Sync Event:

Powered on ambient sensors <UDD AMB On2>

Read
Save

Save
Save

Save

Senzor Data
LPS22DF:

LPS22DF
STTIS22H:

STS22H

Min Value for
UDe283:

UD6283 KLux

Press= 1862.845247
Temp= 25%.330080

STS22H
KLux= 262.553155

Save Max Ualue for UDG2E3
Powered off ambient sensors <UDD AMB Off >

Suync Event:
Powered on ambient sensors <UDD AMB On>

Read Sensor Data
LPS22DF: Press= 1882 815918
Temp= 25.33006048

Save LPS22ZDF
KLux= 255.293284

STTS22H:
STS22H

UD6283:
UD6Z28B3 KLux

Powered off ambient sensors (UDD AMB Off>

Save

Save

Sunc Event:
Powered on ambient sensors <UDD AMB On2>

Read Sensor Data
LPS22DF: Press= 1882 .788886
Temp= 25.2%8881

Save LPS22DF
KLux= 25%6.321248

STTS22H:
STS22H

UD6283:
UD6Z283 KLux

Powered off amhient sensors (UDD AMB Off>

Save

Save
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Sample application description

When the smartphone is close to the NFC tag, the message "Detected NFC FIELD On" appears.

FP-SNS-SMARTAG2 UART output NFC on

M COMET - Tera Term VT

File Edit Setup Control

Suync Event:

Powered on amhient

Read

Save
Save
Save

Save
Save
Save

Save
Save

Sensor Data
LPS22DF:

LFS22DF

Min Value for

Max Ualue for
STTS22H:

8TIS822H

Min Value for

Max UValue for
UD6283:

UD6283 KLux

Max Ualue for

Window Help

senzors “UDD AMB On>
Press= 1882.774678
LPS22DF
LPS22DF
Temp= 26._A788080
8TS22H
8TI822H
KLux= 288.6%2871

UDe283

Powered off ambient sensors CUDD AMB Off>

Detected NFC

FIELD On

When the smartphone is kept distant from the NFC tag, the message "Detected NFC FIELD Off" appears together
with the new configuration if a new one is detected.




Sample application description

FP-SNS-SMARTAG2 UART output NFC off

¥ COM2T - Tera Term VT - a X
File Edit Setup Contrel Window Help

Detected NFC FIELD On

Detected WNFC FIELD OFfF
Check if there iz a new Configuration
Un=2 SampleTime=608
Found STTS22H_US_ID:
Found LSM&DSOX3I2_6D_US_ID:
Valid Configuration present on HNFC
Restart the Log
Un=2 SampleTime=608
Found STTS22H_US_ID:
ThsUzageTupe=Int
Thi.Uiielalue=22_ 000000
Th2 .Uil6lalue=43_ 200881
Found LSEMG&DSOX3I2_6D_US_ID:
ThezUzageType=Ext
Thi.UigUalue=8
Th2 .UigUalue=8
et RIC Date&Time
RezsetMaxMinUaluesAllVirtualSensors
SaveMaxMinValuesForlirtualSensors

MfcTuypeS_SetInitialMDEFPavyLoadLlengthlUalue :

NMDEFPayLoadLength=32
BeginAddrCompactData=76
EndAddrCompactData=8188
MaxSamplesMunher=1814

UnD AGCC On

Init Accelerometer Events:

Init LEMeDEOKI2

Wakellp Off

6D On

6D Orientation=4
6D Orientation=2
Async Event:

Save LSM&DSOX3I2 6D

Sync Event:
Powered on ambient szensors <UDD AMB On2
Read Sensor Data
STTS22H: Temp= 27.298881
Save STS22H
Save Min Ualue for STS22ZH
Save Max Ualue for STS22ZH

Povwered off ambient sensors <UDD AMB Off >

SmarTag2: Android and iOS sample client application

The SmarTag?2 application is compatible with the STAssetTracking Android (version 3.1.0 or higher)/iOS (version
3.1.0 or higher) application and with the STNFCSensor Android/iOS application (version 1.4.0 or higher) available
at their respective GooglePlay/App store.

The next sections show some use cases enabled by the Android application.

Sign-in with MyST

If you are not signed-in or you are not registered on MyST, when you open the STAssetTracking application, the
following page appears.


https://www.st.com/en/product/stassettracking?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM3073
https://www.st.com/en/product/stnfcsensor?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM3073
https://www.st.com/en/product/stassettracking?ecmp=tt9470_gl_link_feb2019&rt=um&id=UM3073
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Figure 10. Sign-in with MyST (1 of 2)

1134 Mz » BN{RA

ST Asset Tracking

¢

&y7 Signin with MyST

Il @) <

Click on "Sign-in with MyST". Then, insert your e-mail address and password to execute the login if you are
already registered. Otherwise, click "New User" and follow the instructions.
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Figure 11. Sign-in with MyST (2 of 2)

100% @

X ﬂ my.st.com

p

Applications Tools & Software

Welcome back!

Enter your e-mail address and password to login your myST
user.

E-mail address

Password

Remember me on this computer.

Forgot password?

New user?

myST brings you a set of personalized features:

o Particiiate to ST Events

1.5.21.2 How to register a new device
After signing-in to MyST, when reopening, the STAssetTracking application shows the following page.
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Figure 12. STAssetTracking after signing-in to MyST

1135 @@ & o BNl
& Asset Tracking O
No devices.

Please register new device by clicking on the + button.

Click on the "+" button to register a new device and scroll down to find the Smartag2 device.
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Figure 13. STAssetTracking - registering a new device (1 of 3)

1136 M@ & BNl

ASTRA
STEVAL-ASTRA1

The ASTRA platform (STEVAL-ASTRA1B) is

a development kit and reference design that
simplifies prototyping, testing and evaluating
advanced asset tracking applications such as
livestock monitoring, fleet management, and
logistics.

MORE INFO ADD

[[ETTTLRNE-S

i3

SmarTag 2 [Dev]
STEVAL-SMARTAG2

Development Board.

MORE INFO ADD

1] @) <

Click on the add button and put the mobile phone on top the device to detect the tag by NFC. When the tag is
detected, the device ID is shown:

UM3073 - Rev 2
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Figure 14. STAssetTracking - registering a new device (2 of 3)

M3 a o BN R 1136 W@ & o BRI W

< Add Smart Tag 2 < Add Smart Tag 2

Device ID 0 Device ID @
[ XXX ] [ B1AC1504005302E0 ]
Device Name Device Name

Device name ‘

Device name ’

ADD ADD

Waiting for tag...

] @] < 1] @) <

Insert the device name and click on the add button to complete the process.
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Figure 15. STAssetTracking - registering a new device (3 of 3)

1013 @ 8 e N3BEO & » BNl

< Add Smart Tag 2 <

Device ID @

[ B1AC1504005302E0 ]

Device Name

Device name
( SmarTag2

Device Registration COMPLETE.

ADD

I @] < I @] <

After the device is registered, the STAssetTracking shows it in the device list.
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Figure 16. STAssetTracking - device list

10:14 4 8 BN{Rm

& Asset Tracking O

SmarTag2

ID:  B1AC1504005302E0

‘ Never Seen >

1.5.2.1.3 Settings
Start the STAssetTracking application and select your device from the list.
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Figure 17. STAssetTracking - device info

10:14 G 8

& Asset Tracking NIl < Device Info

10:14 G & BN{=.W

SmarTag2

ID:  BTAC1504005302E0

‘ Never Seen >

~; DATA HISTORY

(@ General

ID B1AC1504005302E0
Friendly Label SmarTag2
Profile No Device Profile
Last Activity Never Seen

Select settings and put the mobile phone on top the device to detect the tag by NFC. When the tag is detected,
the application shows the following page.
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Figure 18. STAssetTracking - settings

1M44 & 1

Settings

Tag Id B1AC1504005302E0

Sampling Interval (min) —

Sampling options ( 60

Mote: change of settings will erase saved data

| Enable/disable the data to be logged | Sensors to monitor:
Temperature
STS22H

Record the value when it is:

| Select the data range |

T — Out Less More
» Range O In range O Than than
. — Th held 1
| Fix the data range | rashold
10
— Thresheld 2
28

| Pressure

Writes the new settings
== LPs220F 9
Record the value when it is: a
7™y 0u W W~ S
¢ g /\/
Settings Extremes Samples

Il @ <

From this page, you can select the data to be logged (temperature, pressure, luminosity, IMU accelerometer,
6-axis orientation, and tilt) with the related data range as well as the time interval.

1.5.21.4 Extremes
This page shows the maximum and minimum values obtained during the logging of the selected data.
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Figure 19. STAssetTracking - Extremes

10:18 Gd 8 BN W

Extremes Data

Temperature
Min: 28.2°C
16:49 - 19/03
Max: 37.8°C
16:59 - 19/03
Pressure
Min: 1019 hPa
16:49-19/03
\l/
Max: 1019 hPa
16:49-19/03
Luminosity
% Max: 112.64 Lux
16:52-19/03
* o ~
Settings Extremes Samples
1l @) <

1.5.2.1.5 Samples
This page collects all the data logging for the selected data with the related data range.
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Figure 20. STAssetTracking - samples

10:32 Gd £ BN e 10:32 G & BN{=.0a
Samples Samples
DATA PLOTS DATA LISTED DATA PLOTS DATA LISTED
= Filter by: no filter selected 0
Temperature
Pressure
o B2 l Value: 1012 hPa
5 :
C e N~
o /\ = 16:36:42-09/10
2 27.0 E\
g 26.4
E s \)\\ Temperature
(0
2 oS . .
16:38 16:40 16:41 16:43 16:44 /o Value: 28.4°C
Time 16:36:42-09/10
El Pressure
Value: 1012 hPa
\J-;
16:37:43-09/10
Pressure
Temperature
1,012.5 » o
e R T T / Value: 26.8°C
£ o3 \ 1/ 16:37:43 - 09/10
2 022 \ /
2 10121 / \ / Pressure
a 1,012.00—0/ v l Velue: 1012.5hP
alue: o a
16:38 16:40 16:41 16:43 16:44 .v, S
Settings Extremes Samples Settings Extremes Samples
] @) < 1" O <
153 FirmwareUpdate and SimpleBootLoader applications description
The FirmwareUpdate application must work with the SimpleBootLoader example to enable the firmware update

capability.

The FirmwareUpdate receives the new firmware via NFC using the ST FTM protocol and saves it on the right
flash memory region.

The SimpleBootLoader replaces the FirmwareUpdate firmware currently running with the new version received
via NFC.

1.5.3.1 Firmware update

You can set up a terminal window for the appropriate UART communication port in order to control the
initialization phase, as shown in the figure below.
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Figure 21. FP-SNS-SMARTAG2 terminal setting

Tera Term: Serial port setup and connection >
Port: COMZ7 w .
MNew setting

Speed: 115200 w

Data: 8 bit e Cancel

Parity: none w

Stop bits: 1 bit v Help

Flow control: none w

Transmit delay

EI msecfchar EI msecfline

Device Friendly Name: STMicroelectronics STLink Virtual COW
Device Instance 1D: USBYYID _04838PID_374F&MI_02\6220901
Device Manufacturer: STMicroelectronics

Provider Name: STMicroelectronics

Driver Date: 6-8-2017

Driver ¥ersion: 2.1.0.0

Note: To enable/disable this UART functionality on the STEVAL-SMARTAG2 board, you must recompile the code by
uncommenting/commenting the line: #define SMARTAGZ ENABLE PRINTF in the Projects\ STM32L4P5CE-
SmarTag2\Applications\ FirmwareUpdate\lnc\Firmware_conf.h file.

When you first press the reset button, the application:

. initializes the UART

. initializes the NFC tag
. changes the I?C password on the NFC tag
. writes the interrupt configuration
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FP-SNS-SMARTAG2 UART output initialization

File Edit Setup Control Window Help

ART Initialized
STMicroelectronics Firmwarelpdate:

Version 1.1.8

STEUAL_SMARTAGZ hoard

{HAL 1.13_.2_8A>

Compiled Jan 16 28232 15:21:45 C(IAR>

UDD AME On
DD ACC On

UDD EEP On

MFCTAG Initialized

MFCTAG Changed the I2C password

MFCTAG Written the Interrupt Configuration

After pressing the user button, the fast transfer mode (FTM) starts.

FP-SNS-SMARTAG2 - FTM

T COM2T - Tera Term VT — O b
File Edit Setup Control Window Help

ART Initialized
STHMicroelectronics Firmuwarelpdate:
Uersion 1.1.8
STEUVAL_SMARTAGZ hoard
CHAL 1.13.2_8>
Compiled Jan 16 2023 15:21:45 (IAR>

UDD AMB On

MFCTAG Initialized

MFCTAG Changed the [2C password

MFCTAG YWritten the Interrupt Configuration
Starting FTH

NFCTAG Set the Duration of Interrupt Pulse
MFCTAG YWritten the Interrupt Configuration
NFCTAG Hailbox Enahled

MFCTAG Mailbhox watchdog Disabled

itarted FTH

After the firmware update, the board restarts. For further details on how to execute the firmware update, see
Section 1.5.3.5 FirmwareUpdate: Android and iOS sample client application.




Sample application description

FP-SNS-SMARTAG?2 - board restart (1 of 3)

M COM2T - Tera Term VT — O >

File Edit Setup Control Window Help

ART Initialized
STHicroelectronics Firmuwarellpdate:
Uersjion 1.1.08
STEVAL_SMARTAG2 board
CHAL 1.13.2_8>
Compiled Jan 16 2823 15:21:45 <(IAR>

UDD AMB On
UDD ACC On
UDD EEP On
MFCTAG Initialized
MFCTAG Changed

the I2C password
MFCTAG YWritten the Interrupt Configuration
Starting FTH
MFCTAG Set the
MFCTAG Written
MFCTAG Mailhox
MFCTAG Mailbox
Started FTH
Init Fu Flash...
Eassuurd 0Kt

Duration of Interrupt Pulse
the Interrupt Configuration
Enahbhled

watchdog Disabled

FP-SNS-SMARTAG?2 - board restart (2 of 3)

M COM2T - Tera Term VT — O >

File Edit Setup Control Window Help

ART Initialized
8THicroelectronics Firmwarellpdate:
Uersion 1.1.8
STEUVAL_SMARTAGZ hoard
(HAL 1.13.2_@>
Compiled Jan 16 2823 15:21:45 (IAR>

uph AME On
UpDh ACC On
uDDh EEF On
NFCTAG Initiali=ed

NFCTAG Changed
HFCTAG VWritten
Starting FTH

HFCTAG Set the
HFCTAG VWritten
MFCTAG Mailbox
HFCTAG Mailbox
Started FIM

the I2C password
the Interrupt Configuration

Duration of Interrupt Pulse
the Interrupt Configuration
Enahled

watchdog Disabhled

Init Fuw Flash...

Password OK*

File transfer donet

Duration: 17323 ms




Note:

Note:

Sample application description

FP-SNS-SMARTAG?2 - board restart (3 of 3)

T COMET - Tera Term VT
File Edit Setup Control Window Help

ART Initialized
STMicroelectronics Firmuwarelpdate:
Jerszion 1.1.8
STEUAL_SMARTAG2 hoard
CHAL 1.13.2_@>
Compiled Jan 16 2823 15:21:45 (IAR>

UDD AMB On

UDD ACC On

UDD EEF On

MFCTAG Initialized

MFCTAG Changed the I2C password

MFCTAG Written the Interrupt Configuration

Duration of Interrupt Pulse
MFCTAG Written the Interrupt Configuration
MFCTAG Mailbox Enahled
MFCTAG Mailbox watchdog Disahbled
Started FTH
Init Fw Flash...
Password OK?
File tranzfer donet?

Duration:= 17323 ms

UART Initialized
STHicroelectronics Firmwarelpdate:
Uersion 1.1.08
STEVAL_SMARTAG2Z board
¢HAL 1.13.2_@>
Compiled Jan 16 2823 15:21:45 (IAR>

UDD AMB On

UDD ACC On

UDD EEF On

MFCTAG Initialized

MFCTAG Changed the I2C password

MFCTAG YWritten the Interrupt Configuration

The installation process
The package binary directory contains:

. precompiled firmware to be flashed with the STM32CubeProgrammer to the correct memory address
(0x08002000)
This precompiled binary is compatible with the firmware update procedure.

. precompiled firmware plus the bootloader to be directly flashed with the STM32CubeProgrammer
This precompiled binary is not compatible with the firmware update procedure.
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Figure 27. Binary folder

Projects * STM32L4P5CG-5marTag? » Applications * Firmwarellpdate » Binary

Mame Date modified Type
FirmwarelUpdate.bin 1/30/2023 3:03 PM BIM File
Firmwarelpdate_BL.bin 1/30/2025 3:03 PM BIM File

A batch script is provided to simplify the operation described before by saving the firmware and the bootloader to
the right position. It is available for each IDE (IAR/RealView/STM32CubelDE).

This script:

1. performs a full flash memory erase to start from a clean system
2. flashes the bootloader to the correct position (0x08000000)

3. flashes the firmware to the correct position (0x08002000)

The script also dumps an image that contains the bootloader and the firmware. This image file can be directly
flashed to the beginning of the flash memory as the image provided in the binary folder.

1.5.3.3 Flash memory management
To enable the firmware update, the whole flash management is split into:
1. a region that contains a custom bootloader
2. a region that contains the FirmwareUpdate application
3. a region used to store the firmware before the update

For further info on the flash memory configuration, see RM0432: "STM32L4+ Series advanced Arm®-based 32-bit
MCUs".
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Figure 28. Flash memory management

0x0800 0000 1
Page 04K 0x0800 OFFF i
_Region
0x0800 1000
Page 14K 0x0800 1FFF
0x0800 2000 =
Page 2 4K 0x0800 2FFF
0x0800 3000
Page 3 4K
0x0800 3FFF
=
25 2
n = :
5 O _Eeglon
o =
< @]
3 7
0x0807 0000
Page 127 4K
0x0807 FFFF
—
I
CHH 0x0808 FFFF 0x0808 0008
.
g =
g 2 3
v o .
B i Region
g8
S 0
oo
-0
0x080FF000
Page 255 4K
0OxO80F FFFF )

1.5.3.4 The boot process

The FirmwareUpdate cannot be flashed to the beginning of the flash memory (address 0x08000000). Therefore, it
is compiled to run from the beginning of the second flash memory region (address0x08002000).

To enable this functionality, we have set the vector table offset with respect to the default value by modifying the
Src/system_stm32l4xx.c files using the #defineVECT TAB OFFSET 0x2000 define.

We also have changed the linker script.
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For example, the linker script used for running and compiled using IAR Embedded Workbench for ARM is:

/*###ICF### Section handled by ICF editor, don't touch! **xx/

/*-Editor annotation file-*/

/* IcfEditorFile="$TOOLKIT DIRS$\config\ide\IcfEditor\cortex vl 0.xml" */
/*-Specials-*/

define symbol  ICFEDIT intvec start = 0x08002000;
/*-Memory Regions-*/

define symbol  ICFEDIT region ROM start = 0x08002000;
define symbol _ ICFEDIT region ROM end = O0x0807FFFF;
define symbol  ICFEDIT region RAM start = 0x20000000;
define symbol _ ICFEDIT region RAM end = O0x2004FFFF;
/*-Sizes-*/

define symbol  ICFEDIT size cstack = 0x8000;

define symbol  ICFEDIT size heap =~ = 0x8000;

/***% End of ICF editor section. ###ICEF###*/

Using the above linker script, the maximum usable code size is fixed at 516 Kbytes.
The bootloader firmware is available in the package. It is the SimpleBootLoader application.
At any board reset, the board starts executing the bootloader.

The boot loader checks whether a firmware update is available. The check is based on the presence of a "magic
number" at the beginning of the third flash memory region (see Figure 28. Flash memory management).

If there is a firmware update available, the bootloader:

1. erases the second flash memory region (containing the FirmwareUpdate application)
2. replaces its content with the firmware update
3. erases the “magic number” used to check the firmware update presence

4. restarts the board
If there is no firmware update available, the bootloader jumps directly to the FirmwareUpdate firmware.

Figure 29. FirmwareUpdate application

FLASH
Organization

Firmware Updated

‘ Copy Firmware Updated
from “Region 3” to “Region 2”

STA RT ‘ Sipr?:::::; Erase “Region 2"

Delete Firmware Updated
“magic number” in “Region 3”
JUMP TO
APPLICATION

Restart the board

1.5.3.5 FirmwareUpdate: Android and iOS sample client application
Start the ST25 NFC tag mobile application and put your mobile phone on the board.
Select the menu option.
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Figure 30. ST25 NFC tag app - tag info

09:33 &~ & g BN{R W 09:34 d & & BN{R @

= ST25 =  ST25DV64KC-J

TAG INFO NDEF CCFILE SYSTEM FILE ME
I

ST25DV64KC-J
NFC type5 - ISO/IEC 15693

Please tap an NFC tag...

Manufacturer: STMicroelectronics
UID : E0 02 53 00 04 15 AC B1
Memory size (bytes): :8192 bytes

Tech list : android.nfc.tech.NfcV
android.nfc.tech.NdefFormatable

Select "FTM Demos" and click "continue".
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Figure 31. ST25 NFC tag app - FTM demos

S1T25PV Ecatires

/* System File
ﬁ]: Memory Content
* Register Management
To run the FTM demos, you will need:
X DynRegister Management - a ST25DV Discovery Kit (MB1283)
running the stsw-st25dv0071 firmware
o Configuration Protection (version 1.2.0 minimum).
or
{9} Areas Management

- a ST25DV64KC-DISCO Kit (MB1396)
Areas Content Editor running the stsw-st25dv002 firmware
(version 2.1.0 minimum).

I
v

Areas Security Status
y Please put the phone on the board

and click on FTM button of the Kit.

Send Custom command

FEV S

Mailbox Management

> App launcher

Continue
ST25DV Demonstrations

> FTM demos

> Stopwatch demo

Select "Firmware Update", choose “Pick up a firmware in phone’s memory storage" and click "continue".
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Figure 32. ST25 NFC tag app - firmware update

09:35 i & & BN .E 10356 &

ST25DV64KC-J

Discovery board name: MB1396 (FW ver. 4.0.0)

Send picture Receive picture
to tag from tag

Firmware Update
Send data Receive data
to tag from tag

Transmitted: 0

Which Firmware do you want to
use?

Use the demo Firmware for MB1283
embedded in this application

Use the demo Firmware for MB1396
embedded in this application

@ Pick up a firmware in phone's memory
storage

Continue

Received: 0

Error recovery enabled Update

Select the firmware file and enter the password (12345678 is the default one).
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Figure 33. ST25 NFC tag app - password entering

10:35 G £ BN{=.lm 10:36 Gd &
Select item Q =
m Downloads
Today ...........................................................
@ N FirmwareUpdate.bin
= E 24 Aug 09:31 32.13 KB
This week  «roeeerreersrrr
O STNFCSensor-TEST.apk Enter your Password
¥l 17 Aug 09:56 5.30 MB
12345678
This month  weeermrrrrerereer e
CANCEL OK
O N MOTENV1_IK..55RG_OTA.bin
rf 1 Aug 16:00 159 KB
Please select firmware file
Files My Files Done
] @] < ] @ <

Wait for the firmware update to finish.
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Figure 34. ST25 NFC tag app - firmware update complete

11:27 G & Feall @ 11:28 & 8

ST25DV64KC-J ST25DV64KC-J

Discovery board name: MB1396 (FW ver. 4.0.0) Discovery board name: MB1396 (FW ver. 4.0.0)

Send picture Receive picture Send picture Receive picture
to tag from tag to tag from tag

Firmware Update Firmware Update

to tag from tag to tag from tag
B |
00:15:72 00:19:40

Transmitted: 24755 / 32903 bytes Transmitted: 32903 / 32903 bytes
Received: 2/ 2 bytes Received: 2 /2 bytes
Error recovery enabled Update Error recovery enabled Update
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2 Using the Asset Tracking web dashboard

Step 1. Go to DSH asset tracking web dashoboard.

Figure 35. DSH-ASSETRACKING dashboard homepage

ASSET-TRACKING PLATFORM

Dashboard and Device Management

1. Register and configure your 2. Look at your devices telemetry
devices Select one or more device and the widow ime
Follow s . 1o register a new device based on 5 intresied i, and then vsualize elemety data
pR—— ecened by devies.

=]

3. Analyze the events detected by 4. Monitor your device on their geo
your devices localization

Setect one or more device and the window time: one or more device and the window time
interested i, and then visualize events received by ted in, and then visualize geo-position data
devices ed by devices.

5. Set and detect geofencing events
‘Select one or more device and draw.

in order to enable tracking of geotence e

by devices.

Step 2. Select login, click [GO] button and provide your username and password.

Figure 36. DSH-ASSETRACKING dashboard - login

ASSET-TRACKING PLATFORM
Das ent
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Step 3.  Add the new device.

Figure 37. DSH-ASSETRACKING dashboard - adding device
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Step 4.  Select the device you want to monitor.

Figure 38. DSH-ASSETRACKING dashboard - selecting the device

+ Select the device you
want to monitor.

«  Select desired telemetry

Som e "///’// data to display
ity . 4T .

‘—‘\_\—\——\_\.___- Choose the amount of

oxt - (] ] data to display

*  Select Play Button

,,,,,,,,,,,,,,,,,,,,,,,,

To upload data on the cloud, you can also register the device from the ST Asset Tracking application.
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Figure 40. Uploading data the cloud through ST Asset Tracking application

Cloud Sync

Welcome back!

Enter your e-mail address and password te login

; your myST user.
Do you want to upload the data on
cloud? E-mail address
CANCEL

Password

Sync cloud Data

L7 Sign in with MyST

Remember me on this computer.

Figure 41. ST Asset Tracking application - data uploaded to the cloud and related plots

Asset Tracking Cloud Asset Tracking Cloud & ST Asset Tracking

Device ID: 5CED4304002702E0 SENSOR PLOTS EVENTS

Device already registered.
Uploading data will start soon... Pressure

1,140
Device name
1110

1,080

REGISTER DEVICE

Pressure (mBar)
s
g

1,020 &
990 s
960
1249 13:40 1430 1519 16:09
(] SHOW DETAILS
Upload Data...
Humidity

Humidity (%RH)

Settings Min/Max Data
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3 System setup guide
3.1 Hardware description
3141 STEVAL-SMARTAG2 evaluation board

The STEVAL-SMARTAG2 is an NFC-enabled sensor node, which embeds inertial MEMS sensors and
environmental sensors, an STM32 microcontroller, and a dynamic NFC tag for communication with NFC readers,
such as tablets and smartphones.

The STEVAL-SMARTAG2 can optionally be equipped with a battery charger fed through a full-wave rectifier for
NFC energy harvesting (to be put on top of the energy harvester already embedded in the dynamic NFC tag), a
secure element to support authentication and state-of-the-art cryptographic security, and a real-time clock (RTC)
with an embedded crystal oscillator to enable an accurate timekeeping and time stamping.

The board has a small and thin form factor, comparable to the size of a credit card. This makes it particularly fit for
deployment in the field and data collection.

Figure 42. STEVAL-SMARTAG?2 evaluation board (top and bottom views)

STEVALSSMARTAG2A ‘Y—l o 1 e

" (e @ Ce

\i T q

STEVAL-SMARTAG?2

)
Wnnuud

3.2 Hardware setup
The following hardware components are required:
. One STEVAL-SMARTAG2 evaluation board
. One STLINK-V3SET (or STLINK-V3MINI) debugger/programmer
. One USB type A to Micro-B USB cable to connect the STLINK-V3SET (or STLINK-V3MINI) to the PC
. One CR 2032 battery

3.3 Software setup

The following software components are needed to set up a suitable development environment to create
applications for the STEVAL-SMARTAG2 evaluation board:

. FP-SNS-SMARTAG2: complete firmware to access data from an loT node with a dynamic NFC tag,
environmental, ambient light, and motion sensors and to enable the firmware update by NFC. The package
provides easy portability across different MCU families, thanks to STM32Cube. The FP-SNS-SMARTAG2
firmware and related documentation is available on www.st.com.

. Development tool-chain and compiler. The STM32Cube expansion software supports the following
environments:

- IAR Embedded Workbench for ARM® toolchain + ST-LINK
- Real View Microcontroller Development Kit (MDK-ARM) toolchain + ST-LINK
- Integrated Development Environment for STM32 (STM32CubelDE) + ST-LINK
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3.4 STEVAL-SMARTAG2 evaluation board setup

To program the STEVAL-SMARTAG2 evaluation board, use the STLINK-V3SET (or STLINK-V3MINI) debugger/
programmer. Download the relevant version of the STLINK-V3SET (or STLINK-V3MINI) USB driver by clicking
STSW-LINKOO7 or STSW-LINKO0O9.

Step 1. Connect the STLINK-V3SET (or STLINK-V3MINI) to your PC.

Step 2. Connect the STEVAL-SMARTAG2 to the STLINK-V3SET (or STLINK-V3MINI) via the SWD connector
to start programming.

Figure 43. Connecting the STEVAL-SMARTAG2 via the SWD connector to the STLINK-V3SET

Figure 44. Connecting the STEVAL-SMARTAG2 via the SWD connector to the STLINK-V3MINI
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