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1 Documentation conventions
1.1 List of abbreviations for registers

3

The following abbreviations are used in register descriptions:

read/write (rw)
read-only (r)

write-only (w)

read/clear (rc_w1)

read/clear (rc_w0)

read/clear by read
(rc_r)

read/set (rs)

read-only write
trigger (rt_w)

toggle (1)
Reserved (Res.)

Software can read and write to these bits.
Software can only read these bits.

Software can only write to this bit. Reading the bit returns the reset
value.

Software can read as well as clear this bit by writing 1. Writing ‘0’ has
no effect on the bit value.

Software can read as well as clear this bit by writing 0. Writing ‘1’ has
no effect on the bit value.

Software can read this bit. Reading this bit automatically clears it to ‘0.
Writing ‘0’ has no effect on the bit value.

Software can read as well as set this bit. Writing ‘0’ has no effect on the
bit value.

Software can read this bit. Writing ‘0’ or 1’ triggers an event but has no
effect on the bit value.

Software can only toggle this bit by writing ‘1. Writing ‘0’ has no effect.

Reserved bit, must be kept at reset value.
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1.2 Glossary

This section gives a brief definition of acronyms and abbreviations used in this document:

The CPU core integrates two debug ports:

— JTAG debug port (JTAG-DP) provides a 5-pin standard interface based on the
Joint Test Action Group (JTAG) protocol.

—  SWD debug port (SWD-DP) provides a 2-pin (clock and data) interface based on
the Serial Wire Debug (SWD) protocol.

For both the JTAG and SWD protocols, please refer to the Cortex®-M4 with FPU
Technical Reference Manual

Word: data/instruction of 32-bit length.
Half word: data/instruction of 16-bit length.
Byte: data of 8-bit length.

Double word: data of 64-bit length.

IAP (in-application programming): IAP is the ability to reprogram the Flash memory of a
microcontroller while the user program is running.

ICP (in-circuit programming): ICP is the ability to program the Flash memory of a
microcontroller using the JTAG protocol, the SWD protocol or the bootloader while the
device is mounted on the user application board.

I-Code: this bus connects the Instruction bus of the CPU core to the Flash instruction
interface. Prefetch is performed on this bus.

D-Code: this bus connects the D-Code bus (literal load and debug access) of the CPU
to the Flash data interface.

Option bytes: product configuration bits stored in the Flash memory.
OBL.: option byte loader.

AHB: advanced high-performance bus.

CPU: refers to the Cortex®-M4 with FPU core.

1.3 Peripheral availability

For information on the availability and the number of instances of each peripheral, refer to
the STM32F411xC/E datasheet.

34/836

3

DoclD026448 Rev 1




RM0383 Memory and bus architecture

2 Memory and bus architecture

2.1 System architecture
In STM32F411xC/E, the main system consists of 32-bit multilayer AHB bus matrix that
interconnects:

e Six masters:
-~ Cortex®-M4 with FPU core I-bus, D-bus and S-bus
DMA1 memory bus
DMA2 memory bus
—  DMA2 peripheral bus
e Five slaves:
— Internal Flash memory ICode bus
— Internal Flash memory DCode bus
— Main internal SRAM
—  AHBH1 peripherals including AHB to APB bridges and APB peripherals
—  AHB2 peripherals

The bus matrix provides access from a master to a slave, enabling concurrent access and
efficient operation even when several high-speed peripherals work simultaneously. This
architecture is shown in Figure 1.

Figure 1. System architecture
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211 I-bus

This bus connects the Instruction bus of the Cortex®-M4 with FPU core to the BusMatrix.
This bus is used by the core to fetch instructions. The target of this bus is a memory
containing code (internal Flash memory/SRAM).

2.1.2 D-bus

This bus connects the databus of the Cortex®-M4 with FPU to the BusMatrix. This bus is
used by the core for literal load and debug access. The target of this bus is a memory
containing code or data (internal Flash memory/SRAM).

2.1.3 S-bus

This bus connects the system bus of the Cortex®-M4 with FPU core to a BusMatrix. This
bus is used to access data located in a peripheral or in SRAM. Instructions may also be
fetch on this bus (less efficient than ICode). The targets of this bus are the internal SRAM,
the AHB1 peripherals including the APB peripherals and the AHB2 peripherals.

2.1.4 DMA memory bus

This bus connects the DMA memory bus master interface to the BusMatrix. It is used by the
DMA to perform transfer to/from memories. The targets of this bus are data memories:
internal Flash memory, internal SRAM and additionally for S4 the AHB1/AHB2 peripherals
including the APB peripherals.

2.1.5 DMA peripheral bus

This bus connects the DMA peripheral master bus interface to the BusMatrix. This bus is
used by the DMA to access AHB peripherals or to perform memory-to-memory transfers.
The targets of this bus are the AHB and APB peripherals plus data memories: Flash
memory and internal SRAM.

2.1.6 BusMatrix

The BusMatrix manages the access arbitration between masters. The arbitration uses a
round-robin algorithm.

2.1.7 AHB/APB bridges (APB)

The two AHB/APB bridges, APB1 and APB2, provide full synchronous connections between
the AHB and the two APB buses, allowing flexible selection of the peripheral frequency.

Refer to the device datasheets for more details on APB1 and APB2 maximum frequencies,
and to Table 1 for the address mapping of AHB and APB peripherals.

After each device reset, all peripheral clocks are disabled (except for the SRAM and Flash
memory interface). Before using a peripheral you have to enable its clock in the
RCC_AHBXENR or RCC_APBXENR register.

Note: When a 16- or an 8-bit access is performed on an APB register, the access is transformed
into a 32-bit access: the bridge duplicates the 16- or 8-bit data to feed the 32-bit vector.
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2.2 Memory organization

Program memory, data memory, registers and I/O ports are organized within the same linear
4 Gbyte address space.

The bytes are coded in memory in little endian format. The lowest numbered byte in a word
is considered the word’s least significant byte and the highest numbered byte, the word’s
most significant.

For the detailed mapping of peripheral registers, please refer to the related chapters.
The addressable memory space is divided into 8 main blocks, each of 512 MB.

All the memory areas that are not allocated to on-chip memories and peripherals are
considered “Reserved”). Refer to the memory map figure in the product datasheet.

2.3 Memory map

See the datasheet corresponding to your device for a comprehensive diagram of the
memory map. Table 1 gives the boundary addresses of the peripherals available in
STM32F411xC/E device.

Table 1. STM32F411xC/E register boundary addresses

Boundary address Peripheral Bus Register map
0x5000 0000 - 0x5003 FFFF USBOTGFS  |AHB2 | S€ction 22.16.6: OTG_FS register map on
page 744
0x4002 6400 - 0x4002 67FF DMA2
Section 9.5.11: DMA register map on page 194
0x4002 6000 - 0x4002 63FF DMA1
0x4002 3CO00 - 0x4002 3FFF Flair;;?;?er:ace Section 3.8: Flash interface registers on page 58
0x4002 3800 - 0x4002 3BFF RCC Section 6.3.22: RCC register map on page 133
0x4002 3000 - 0x4002 33FF CRC Section 4.4.4: CRC register map on page 68
0x4002 1C00 - 0x4002 1FFF GPIOH AHB1
0x4002 1000 - 0x4002 13FF GPIOE
0x4002 0C00 - 0x4002 OFFF GPIOD
Section 8.4.11: GPIO register map on page 160
0x4002 0800 - 0x4002 OBFF GPIOC
0x4002 0400 - 0x4002 07FF GPIOB
0x4002 0000 - 0x4002 03FF GPIOA

3

DoclD026448 Rev 1 37/836




Memory and bus architecture

RMO0383

Table 1. STM32F411xC/E register boundary addresses (continued)

Boundary address Peripheral Bus Register map
0x4001 5000 - 0x4001 53FFF SPI5/12S5 Section 20.5.10: SPI register map on page 602
0x4001 4800 - 0x4001 4BFF TIM11 Section 14.5.11: TIM10/11 register map on
0x4001 4400 - 0x4001 47FF TIM10 page 407
0x4001 4000 - 0x4001 43FF TIM9 Section 14.4.13: TIM9 register map on page 397
0x4001 3C00 - 0x4001 3FFF EXTI Section 10.3.7: EXTI register map on page 208
0x4001 3800 - 0x4001 3BFF SYSCFG Section 7.2.8: SYSCFG register map
0x4001 3400 - 0x4001 37FF SP14/1254 APB2
0x4001 3000 - Ox4001 33FF SPI/1251 Section 20.5.10: SPI register map on page 602
0x4001 2C00 - 0x4001 2FFF SDIO Section 21.9.16: SDIO register map on page 657
0x4001 2000 - 0x4001 23FF ADCA1 Section 11.12.16: ADC register map on page 235
0x4001 1400 - 0x4001 17FF USART6
Ox4001 1000 - Ox4001 13FF USARTT Section 19.6.8: USART register map on page 548
0x4001 0000 - 0x4001 03FF TIM1 Section 12.4.21: TIM1 register map on page 304
0x4000 7000 - 0x4000 73FF PWR Section 5.5: PWR register map on page 86
0x4000 5C00 - 0x4000 5FFF 12C3
0x4000 5800 - 0x4000 5BFF 12C2 Section 18.6.11: 12C register map on page 496
0x4000 5400 - 0x4000 57FF 12C1
0x4000 4400 - 0x4000 47FF USART2 Section 19.6.8: USART register map on page 548
0x4000 4000 - 0x4000 43FF 12S3ext
0x4000 3C00 - 0x4000 3FFF SPI3 /1283
Ox4000 3800 - Ox4000 3BFF P12/ 1252 Section 20.5.10: SPI register map on page 602
0x4000 3400 - 0x4000 37FF 12S2ext APBT
0x4000 3000 - 0x4000 33FF IWDG Section 15.4.5: IWDG register map on page 415
0x4000 2C00 - 0x4000 2FFF WWDG Section 16.6.4: WWDG register map on page 422
0x4000 2800 - 0x4000 2BFF | RTC & BKP Registers Section 17.6.21: RTC register map on page 459
0x4000 0C00 - 0x4000 OFFF TIM5
0x4000 0800 - 0x4000 OBFF TIM4
04000 0400 - 0x2000 O7FF - Section 13.4.21: TIMx register map on page 364
0x4000 0000 - 0x4000 03FF TIM2

2.3.1

Embedded SRAM

STM32F411xC/E devices feature 128 Kbytes of system SRAM.

The embedded SRAM can be accessed as bytes, half-words (16 bits) or full words (32 bits).
Read and write operations are performed at CPU speed with 0 wait state.

38/836
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2.3.2

2.3.3

3

The CPU can access the embedded SRAM through the System Bus or through the I-
Code/D-Code buses when boot from SRAM is selected or when physical remap is selected
(Section 7.2.1: SYSCFG memory remap register (SYSCFG_MEMRMP) in the SYSCFG
controller). To get the max performance on SRAM execution, physical remap should be
selected (boot or software selection).

Flash memory overview

The Flash memory interface manages CPU AHB |-Code and D-Code accesses to the Flash

memory. It implements the erase and program Flash memory operations and the read and

write protection mechanisms. It accelerates code execution with a system of instruction

prefetch and cache lines.

The Flash memory is organized as follows:

e A main memory block divided into sectors.

e  System memory from which the device boots in System memory boot mode

e 512 OTP (one-time programmable) bytes for user data.

e  Option bytes to configure read and write protection, BOR level, watchdog
software/hardware and reset when the device is in Standby or Stop mode.

Refer to Section 3: Embedded Flash memory interface for more details.

Bit banding

The Cortex®-M4 with FPU memory map includes two bit-band regions. These regions map
each word in an alias region of memory to a bit in a bit-band region of memory. Writing to a
word in the alias region has the same effect as a read-modify-write operation on the
targeted bit in the bit-band region.

In the STM32F4xx devices both the peripheral registers and the SRAM are mapped to a bit-
band region, so that single bit-band write and read operations are allowed. The operations
are only available for Cortex®-M4 with FPU accesses, and not from other bus masters (e.g.
DMA).

A mapping formula shows how to reference each word in the alias region to a corresponding
bit in the bit-band region. The mapping formula is:

bit word_addr = bit_band_base + (byte_offset x 32) + (bit_number x 4)

where:

—  bit_word_addr is the address of the word in the alias memory region that maps to
the targeted bit

—  bit_band_base is the starting address of the alias region

— byte offset is the number of the byte in the bit-band region that contains the
targeted bit

—  bit_number is the bit position (0-7) of the targeted bit
Example

The following example shows how to map bit 2 of the byte located at SRAM address
0x20000300 to the alias region:

0x22006008 = 0x22000000 + (0x300*32) + (2*4)

Writing to address 0x22006008 has the same effect as a read-modify-write operation on bit
2 of the byte at SRAM address 0x20000300.
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2.4

Note:
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Reading address 0x22006008 returns the value (0x01 or 0x00) of bit 2 of the byte at SRAM
address 0x20000300 (0x01: bit set; 0x00: bit reset).

For more information on bit-banding, please refer to the Cortex®-M4 with FPU programming
manual (see Related documents on page 1).

Boot configuration

Due to its fixed memory map, the code area starts from address 0x0000 0000 (accessed
through the ICode/DCode buses) while the data area (SRAM) starts from address
0x2000 0000 (accessed through the system bus). The Cortex®-M4 with FPU CPU always
fetches the reset vector on the ICode bus, which implies to have the boot space available
only in the code area (typically, Flash memory). STM32F4xx microcontrollers implement a
special mechanism to be able to boot from other memories (like the internal SRAM).

In the STM32F4xx, three different boot modes can be selected through the BOOT[1:0] pins
as shown in Table 2.

Table 2. Boot modes

Boot mode selection pins
Boot mode Aliasing
BOOT1 BOOTO
X 0 Main Flash memory | Main Flash memory is selected as the boot space
0 1 System memory System memory is selected as the boot space
1 1 Embedded SRAM | Embedded SRAM is selected as the boot space

The values on the BOOT pins are latched on the 4th rising edge of SYSCLK after a reset. It
is up to the user to set the BOOT1 and BOOTO pins after reset to select the required boot
mode.

BOOTO is a dedicated pin while BOOT1 is shared with a GPIO pin. Once BOOT1 has been
sampled, the corresponding GPIO pin is free and can be used for other purposes.

The BOOT pins are also resampled when the device exits the Standby mode. Consequently,
they must be kept in the required Boot mode configuration when the device is in the Standby
mode. After this startup delay is over, the CPU fetches the top-of-stack value from address
0x0000 0000, then starts code execution from the boot memory starting from 0x0000 0004.

When the device boots from SRAM, in the application initialization code, you have to
relocate the vector table in SRAM using the NVIC exception table and the offset register.

3
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Embedded bootloader

The embedded bootloader mode is used to reprogram the Flash memory using one of the
following serial interfaces:

e USART1 (PA9/PA10)

e USART2 (PD5/PD6)

e |2C1 (PB6/PB7)

e [2C2 (PB10/PB3)

e |2C3 (PA8/PB4)

e  SPI1 (PA4/PA5/PAG/PAT)

e SPI2 (PB12/PB13/PB14/PB15)

e SPI3 (PA15/PC10/PC11/PC12)

e USB OTG FS (PA11/12) in Device mode (DFU: device firmware upgrade).

The USART peripherals operate at the internal 16 MHz oscillator (HSI) frequency, while the
USB OTG FS require an external clock (HSE) multiple of 1 MHz (ranging from 4 to 26 MHz).

The embedded bootloader code is located in system memory. It is programmed by ST
during production. For additional information, refer to application note AN2606.

Physical remap in STM32F411xC/E

Once the boot pins are selected, the application software can modify the memory
accessible in the code area (in this way the code can be executed through the ICode bus in
place of the System bus). This modification is performed by programming the Section 7.2.1:
SYSCFG memory remap register (SYSCFG_MEMRMP) in the SYSCFG controller.

The following memories can thus be remapped:

e  Main Flash memory

e  System memory

e Embedded SRAM1

Table 3. Memory mapping vs. Boot mode/physical remap in STM32F411xC/E

Boot/Remap in main Boot/Remap in Boot/Remap in

Addresses Flash memory embedded SRAM | System memory

0x2000 0000 - 0x2002 0000 SRAM1 (128 KB) SRAM1 (128KB) SRAM1 (128KB)

0x1FFF 0000 - Ox1FFF 77FF System memory System memory System memory
0x0804 0000 - Ox1FFE FFFF Reserved Reserved Reserved
0x0800 0000 - 0x0807 FFFF Flash memory Flash memory Flash memory
0x0400 000 - 0x07FF FFFF Reserved Reserved Reserved
SRAM1 (128 KB) System memory

- (1 i
0x0000 0000 - 0x0007 FFFF Flash (512 KB) Aliased Aliased (30 KB) Aliased

1. Even when aliased in the boot memory space, the related memory is still accessible at its original memory
space.
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3 Embedded Flash memory interface

3.1 Introduction

The Flash memory interface manages CPU AHB I-Code and D-Code accesses to the Flash
memory. It implements the erase and program Flash memory operations and the read and
write protection mechanisms.

The Flash memory interface accelerates code execution with a system of instruction
prefetch and cache lines.

3.2 Main features

e  Flash memory read operations

e  Flash memory program/erase operations
e Read / write protections

e  Prefetch on I-Code

e 64 cache lines of 128 bits on I-Code

e 8 cache lines of 128 bits on D-Code

Figure 2 shows the Flash memory interface connection inside the system architecture.

Figure 2. Flash memory interface connection inside system architecture
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Embedded Flash memory in STM32F411xC/E

The Flash memory has the following main features:

Capacity up to 512 KBytes for STM32F411xC/E
128 bits wide data read
Byte, half-word, word and double word write

Sector and mass erase
Memory organization
The Flash memory is organized as follows:

— A main memory block divided into 4 sectors of 16 KBytes, 1 sector of 64 KBytes, 3
sectors of 128 Kbytes (STM32F411xC/E).

—  System memory from which the device boots in System memory boot mode
— 512 OTP (one-time programmable) bytes for user data

The OTP area contains 16 additional bytes used to lock the corresponding OTP
data block.

—  Option bytes to configure read and write protection, BOR level, watchdog
software/hardware and reset when the device is in Standby or Stop mode.

Low-power modes (for details refer to the Power control (PWR) section of the reference

manual)
Table 4. Flash module organization (STM32F411xC/E)
Block Name Block base addresses Size
Sector 0 0x0800 0000 - 0x0800 3FFF 16 Kbytes
Sector 1 0x0800 4000 - 0x0800 7FFF 16 Kbytes
Sector 2 0x0800 8000 - 0x0800 BFFF 16 Kbytes
Main memory Sector 3 0x0800 C000 - 0x0800 FFFF 16 Kbytes
Sector 4 0x0801 0000 - 0x0801 FFFF 64 Kbytes
Sector 5 0x0802 0000 - 0x0803 FFFF 128 Kbytes
Sector 6 0x0804 0000 - 0x0805 FFFF 128 Kbytes
Sector 7 0x0806 0000 - 0x0807 FFFF 128 Kbytes
System memory O0x1FFF 0000 - Ox1FFF 77FF 30 Kbytes
OTP area 0x1FFF 7800 - Ox1FFF 7AQF 528 bytes
Option bytes Ox1FFF C000 - 0x1FFF COOF 16 bytes
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3.4

3.4.1

Read interface

Relation between CPU clock frequency and Flash memory read time

To correctly read data from Flash memory, the number of wait states (LATENCY) must be
correctly programmed in the Flash access control register (FLASH_ACR) according to the
frequency of the CPU clock (HCLK) and the supply voltage of the device.

The prefetch buffer must be disabled when the supply voltage is below 2.1 V. The
correspondence between wait states and CPU clock frequency is given in Table 5.

- when VOSJ[1:0] = 0x01, the maximum value of fyc x = 64 MHz.
- when VOSJ[1:0] = 0x10, the maximum value of fyc k = 84 MHz.

- when VOS[1:0] = 0x11, the maximum value of fc x = 100 MHz.

Table 5. Number of wait states according to CPU clock (HCLK) frequency

Wait states (WS)
(LATENCY)

HCLK (MHz)

Voltage range
27V-36V

Voltage range
24V -27V

Voltage range
21V-24V

Voltage range
1.71Vv-21V

0 WS (1 CPU cycle)

0 <HCLK<30

0 <HCLK<24

0 <HCLK<18

0 <HCLK <16

1 WS (2 CPU cycles

30 <HCLK <64

24 <HCLK <48

18 <HCLK <36

16 <HCLK <32

2 WS (3 CPU cycles

64 < HCLK <90

48 <HCLK <72

36 <HCLK <54

32 <HCLK <48

90 < HCLK <100

72 <HCLK <96

54 <HCLK <72

48 <HCLK <64

4 WS (5 CPU cycles

96 < HCLK <100

72 <HCLK £90

64 < HCLK <80

5 WS (6 CPU cycles

90 <HCLK <100

80 < HCLK <96

)
)
3 WS (4 CPU cycles)
)
)
)

6 WS (7 CPU cycles

96 < HCLK <100

44/836

After reset, the CPU clock frequency is 16 MHz and 0 wait state (WS) is configured in the
FLASH_ACR register.

It is highly recommended to use the following software sequences to tune the number of
wait states needed to access the Flash memory with the CPU frequency.

Increasing the CPU frequency

1. Program the new number of wait states to the LATENCY bits in the FLASH_ACR
register

2. Check that the new number of wait states is taken into account to access the Flash
memory by reading the FLASH_ACR register

3. Modify the CPU clock source by writing the SW bits in the RCC_CFGR register

4. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR

5. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are

taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.

3
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Decreasing the CPU frequency

1. Modify the CPU clock source by writing the SW bits in the RCC_CFGR register
2. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR

3. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register

4. Program the new number of wait states to the LATENCY bits in FLASH_ACR

5. Check that the new number of wait states is used to access the Flash memory by
reading the FLASH_ACR register

A change in CPU clock configuration or wait state (WS) configuration may not be effective
straight away. To make sure that the current CPU clock frequency is the one you have
configured, you can check the AHB prescaler factor and clock source status values. To
make sure that the number of WS you have programmed is effective, you can read the
FLASH_ACR register.

Adaptive real-time memory accelerator (ART Accelerator™)

The proprietary Adaptive real-time (ART) memory accelerator is optimized for STM32
industry-standard ARM® Cortex®-M4 with FPU processors. It balances the inherent
performance advantage of the ARM® Cortex®-M4 with FPU over Flash memory
technologies, which normally requires the processor to wait for the Flash memory at higher
operating frequencies.

To release the processor full performance, the accelerator implements an instruction
prefetch queue and branch cache which increases program execution speed from the 128-
bit Flash memory. Based on CoreMark benchmark, the performance achieved thanks to the
ART accelerator is equivalent to 0 wait state program execution from Flash memory at a
CPU frequency up to 100 MHz.

Instruction prefetch

Each Flash memory read operation provides 128 bits from either four instructions of 32 bits
or 8 instructions of 16 bits according to the program launched. So, in case of sequential
code, at least four CPU cycles are needed to execute the previous read instruction line.
Prefetch on the I-Code bus can be used to read the next sequential instruction line from the
Flash memory while the current instruction line is being requested by the CPU. Prefetch is
enabled by setting the PRFTEN bit in the FLASH_ACR register. This feature is useful if at
least one wait state is needed to access the Flash memory.

Figure 3 shows the execution of sequential 32-bit instructions with and without prefetch
when 3 WSs are needed to access the Flash memory.
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Figure 3. Sequential 32-bit instruction execution
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When the code is not sequential (branch), the instruction may not be present in the currently
used instruction line or in the prefetched instruction line. In this case (miss), the penalty in
terms of number of cycles is at least equal to the number of wait states.
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Instruction cache memory

To limit the time lost due to jumps, it is possible to retain 64 lines of 128 bits in an instruction
cache memory. This feature can be enabled by setting the instruction cache enable (ICEN)
bit in the FLASH_ACR register. Each time a miss occurs (requested data not present in the
currently used instruction line, in the prefetched instruction line or in the instruction cache
memory), the line read is copied into the instruction cache memory. If some data contained
in the instruction cache memory are requested by the CPU, they are provided without
inserting any delay. Once all the instruction cache memory lines have been filled, the LRU
(least recently used) policy is used to determine the line to replace in the instruction memory
cache. This feature is particularly useful in case of code containing loops.

Data management

Literal pools are fetched from Flash memory through the D-Code bus during the execution
stage of the CPU pipeline. The CPU pipeline is consequently stalled until the requested
literal pool is provided. To limit the time lost due to literal pools, accesses through the AHB
databus D-Code have priority over accesses through the AHB instruction bus I-Code.

If some literal pools are frequently used, the data cache memory can be enabled by setting
the data cache enable (DCEN) bit in the FLASH_ACR register. This feature works like the
instruction cache memory, but the retained data size is limited to 8 rows of 128 bits.

Data in user configuration sector are not cacheable.

Erase and program operations

For any Flash memory program operation (erase or program), the CPU clock frequency
(HCLK) must be at least 1 MHz. The contents of the Flash memory are not guaranteed if a
device reset occurs during a Flash memory operation.

Any attempt to read the Flash memory on STM32F4xx while it is being written or erased,
causes the bus to stall. Read operations are processed correctly once the program
operation has completed. This means that code or data fetches cannot be performed while
a write/erase operation is ongoing.

Unlocking the Flash control register

After reset, write is not allowed in the Flash control register (FLASH_CR) to protect the
Flash memory against possible unwanted operations due, for example, to electric
disturbances. The following sequence is used to unlock this register:

1. Write KEY1 = 0x45670123 in the Flash key register (FLASH_KEYR)

2.  Write KEY2 = OxCDEF89AB in the Flash key register (FLASH_KEYR)

Any wrong sequence will return a bus error and lock up the FLASH_CR register until the
next reset.

The FLASH_CR register can be locked again by software by setting the LOCK bit in the
FLASH_CR register.

The FLASH_CR register is not accessible in write mode when the BSY bit in the FLASH_SR
register is set. Any attempt to write to it with the BSY bit set will cause the AHB bus to stall
until the BSY bit is cleared.
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3.5.2

Program/erase parallelism

The Parallelism size is configured through the PSIZE field in the FLASH_CR register. It
represents the number of bytes to be programmed each time a write operation occurs to the
Flash memory. PSIZE is limited by the supply voltage and by whether the external Vpp
supply is used or not. It must therefore be correctly configured in the FLASH_CR register
before any programming/erasing operation.

A Flash memory erase operation can only be performed by sector, or for the whole Flash
memory (mass erase). The erase time depends on PSIZE programmed value. For more
details on the erase time, refer to the electrical characteristics section of the device
datasheet.

Table 6 provides the correct PSIZE values.

Table 6. Program/erase parallelism

Voltage range | Voltage range | Voltage range | Voltage range

Voltage range 2.7 -3.6 V
with External Vpp

27-36V

24-27V

21-24V

1.7v-21V

Parallelism size

x64

x32

x16

x8

PSIZE(1:0)

1" 10 01 00

Note:

3.5.3
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Any program or erase operation started with inconsistent program parallelism/voltage range
settings may lead to unpredicted results. Even if a subsequent read operation indicates that
the logical value was effectively written to the memory, this value may not be retained.

To use Vpp, an external high-voltage supply (between 8 and 9 V) must be applied to the Vpp
pad. The external supply must be able to sustain this voltage range even if the DC
consumption exceeds 10 mA. It is advised to limit the use of VPP to initial programming on
the factory line. The Vpp supply must not be applied for more than an hour, otherwise the
Flash memory might be damaged.

Erase

The Flash memory erase operation can be performed at sector level or on the whole Flash
memory (Mass Erase). Mass Erase does not affect the OTP sector or the configuration
sector.

Sector Erase

To erase a sector, follow the procedure below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register

2. Setthe SER bit and select the sector out of the 7 sectors (STM32F411xC/E) in the
main memory block you wish to erase (SNB) in the FLASH_CR register

3. Setthe STRT bit in the FLASH_CR register
4. Wait for the BSY bit to be cleared
Mass Erase

To perform Mass Erase, the following sequence is recommended:

3
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1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register
2. Setthe MER bit in the FLASH_CR register
3. Setthe STRT bit in the FLASH_CR register
4. Wait for the BSY bit to be cleared
Note: If MERx and SER bits are both set in the FLASH_CR register, mass erase is performed.
If both MERx and SER bits are reset and the STRT bit is set, an unpredictable behavior may
occur without generating any error flag. This condition should be forbidden.
3.54 Programming
Standard programming
The Flash memory programming sequence is as follows:
1. Check that no main Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register.
2. Setthe PG bit in the FLASH_CR register
3. Perform the data write operation(s) to the desired memory address (inside main
memory block or OTP area):
—  Byte access in case of x8 parallelism
— Half-word access in case of x16 parallelism
—  Word access in case of x32 parallelism
— Double word access in case of x64 parallelism
4. Wait for the BSY bit to be cleared.
Note: Successive write operations are possible without the need of an erase operation when

3

changing bits from ‘1’ to ‘0’. Writing ‘1’ requires a Flash memory erase operation.

If an erase and a program operation are requested simultaneously, the erase operation is
performed first.

Programming errors

It is not allowed to program data to the Flash memory that would cross the 128-bit row
boundary. In such a case, the write operation is not performed and a program alignment
error flag (PGAERR) is set in the FLASH_SR register.

The write access type (byte, half-word, word or double word) must correspond to the type of
parallelism chosen (x8, x16, x32 or x64). If not, the write operation is not performed and a
program parallelism error flag (PGPERR) is set in the FLASH_SR register.

If the standard programming sequence is not respected (for example, if there is an attempt
to write to a Flash memory address when the PG bit is not set), the operation is aborted and
a program sequence error flag (PGSERR) is set in the FLASH_SR register.

Programming and caches

If a Flash memory write access concerns some data in the data cache, the Flash write
access modifies the data in the Flash memory and the data in the cache.

If an erase operation in Flash memory also concerns data in the data or instruction cache,
you have to make sure that these data are rewritten before they are accessed during code
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execution. If this cannot be done safely, it is recommended to flush the caches by setting the
DCRST and ICRST bits in the FLASH_CR register.

The I/D cache should be flushed only when it is disabled (I/DCEN = 0).

Interrupts

Setting the end of operation interrupt enable bit (EOPIE) in the FLASH_CR register enables
interrupt generation when an erase or program operation ends, that is when the busy bit
(BSY) in the FLASH_SR register is cleared (operation completed, correctly or not). In this
case, the end of operation (EOP) bit in the FLASH_SR register is set.

If an error occurs during a program, an erase, or a read operation request, one of the
following error flags is set in the FLASH_SR register:

e PGAERR, PGPERR, PGSERR (Program error flags)

e  WRPERR (Protection error flag)

In this case, if the error interrupt enable bit (ERRIE) is set in the FLASH_SR register, an
interrupt is generated and the operation error bit (OPERR) is set in the FLASH_SR register.

If several successive errors are detected (for example, in case of DMA transfer to the Flash
memory), the error flags cannot be cleared until the end of the successive write requests.

Table 7. Flash interrupt request

Interrupt event Event flag Enable control bit
End of operation EOP EOPIE
Write protection error WRPERR ERRIE
Programming error PGAERR, PGPERR, PGSERR ERRIE

Option bytes

Description of user option bytes

The option bytes are configured by the end user depending on the application requirements.
Table 8 shows the organization of these bytes inside the user configuration sector.

Table 8. Option byte organization
Address [63:16] [15:0]

O0x1FFF C000 Reserved ROP & user option bytes (RDP & USER)

Write protection nWRP bits for sectors 0to 7

0x1FFF CO008 Reserved (STM32F411xC/E)

3
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Table 9. Description of the option bytes

Option bytes (word, address 0x1FFF C000)

RDP: Read protection option byte.
The read protection is used to protect the software code stored in Flash memory.

OxAA: Level 0, no protection

Bit 15:8 0xCC: Level 2, chip protection (debug and boot from RAM features
disabled)

Others: Level 1, read protection of memories (debug features limited)

USER: User option byte

This byte is used to configure the following features:
Select the watchdog event: Hardware or software
Reset event when entering the Stop mode

Reset event when entering the Standby mode

nRST_STDBY
Bit 7 0: Reset generated when entering the Standby mode
1: No reset generated

NRST_STOP
Bit 6 0: Reset generated when entering the Stop mode
1: No reset generated

WDG_SW
Bit 5 0: Hardware watchdog
1: Software watchdog

Bit 4 0x0: Not used. Always readout as “0”.

BOR_LEV: BOR reset Level
These bits contain the supply level threshold that activates/releases the reset.
They can be written to program a new BOR level value into Flash memory.
00: BOR Level 3 (VBORS3), brownout threshold level 3

Bits 3:2 01: BOR Level 2 (VBOR?2), brownout threshold level 2

10: BOR Level 1 (VBOR1), brownout threshold level 1

11: BOR off, POR/PDR reset threshold level is applied

For full details on BOR characteristics, refer to the Electrical characteristics

section of the product datasheet.

Bits 1:0 0x1: Not used

Option bytes (word, address Ox1FFF C008)
SPRMOD: Selection of Protection Mode of nWPRI bits

Bit 15 0: nWPRI bits used for sector i write protection (Default)
1: nWPRi bits used for sector i PCROP protection (Sector)
Bits 14:6 Reserved

3
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Table 9. Description of the option bytes (continued)

nWRP: Flash memory write protection option bytes
Sector 0 to 7 (STM32F411xC/E) can be write protected.

nWRPi

If SPRMOD is reset (default value) :
0: Write protection active on sector i.

Bits 5:0 1: Write protection not active on sector i.

If SPRMOD is set (active):
0: PCROP protection not active on sector i.
1: PCROP protection active on sector i.

3.6.2 Programming user option bytes

To run any operation on this sector, the option lock bit (OPTLOCK) in the Flash option
control register (FLASH_OPTCR) must be cleared. To be allowed to clear this bit, you have
to perform the following sequence:

1. Write OPTKEY1 = 0x0819 2A3B in the Flash option key register (FLASH_OPTKEYR)
2.  Write OPTKEY2 = 0x4C5D 6E7F in the Flash option key register (FLASH_OPTKEYR)

The user option bytes can be protected against unwanted erase/program operations by
setting the OPTLOCK bit by software.

Modifying user option bytes

To modify the user option value, follow the sequence below:

1. Check that no Flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register

2. Write the desired option value in the FLASH_OPTCR register.
3. Set the option start bit (OPTSTRT) in the FLASH_OPTCR register
4. Wait for the BSY bit to be cleared.
Note: The value of an option is automatically modified by first erasing the user configuration sector

and then programming all the option bytes with the values contained in the FLASH_OPTCR
register.

3.6.3 Read protection (RDP)

The user area in the Flash memory can be protected against read operations by an
entrusted code. Three read protection levels are defined:

e Level 0: no read protection

When the read protection level is set to Level 0 by writing OxXAA into the read protection
option byte (RDP), all read/write operations (if no write protection is set) from/to the

3
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Flash memory are possible in all boot configurations (Flash user boot, debug or boot
from RAM).

Level 1: read protection enabled

It is the default read protection level after option byte erase. The read protection Level
1 is activated by writing any value (except for OxAA and 0xCC used to set Level 0 and
Level 2, respectively) into the RDP option byte. When the read protection Level 1 is set:

— No access (read, erase, program) to Flash memory can be performed while the
debug feature is connected or while booting from RAM or system memory
bootloader. A bus error is generated in case of read request.

—  When booting from Flash memory, accesses (read, erase, program) to Flash
memory from user code are allowed.

When Level 1 is active, programming the protection option byte (RDP) to Level 0
causes the Flash memory to be mass-erased. As a result the user code area is cleared
before the read protection is removed. The mass erase only erases the user code area.
The other option bytes including write protections remain unchanged from before the
mass-erase operation. The OTP area is not affected by mass erase and remains
unchanged. Mass erase is performed only when Level 1 is active and Level 0
requested. When the protection level is increased (0->1, 1->2, 0->2) there is no mass
erase.

Level 2: debug/chip read protection disabled

The read protection Level 2 is activated by writing 0xCC to the RDP option byte. When
the read protection Level 2 is set:

— All protections provided by Level 1 are active.

—  Booting from RAM or system memory bootloader is no more allowed.

— JTAG, SWYV (single-wire viewer), ETM, and boundary scan are disabled.
—  User option bytes can no longer be changed.

—  When booting from Flash memory, accesses (read, erase and program) to Flash
memory from user code are allowed.

Memory read protection Level 2 is an irreversible operation. When Level 2 is activated,
the level of protection cannot be decreased to Level 0 or Level 1.

The JTAG port is permanently disabled when Level 2 is active (acting as a JTAG fuse). As a
consequence, boundary scan cannot be performed. STMicroelectronics is not able to
perform analysis on defective parts on which the Level 2 protection has been set.
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Table 10. Access versus read protection level

Debug features, Boot from RAM or Booting from Flash memory
Memory area Prcl)_teevc:Ion from System memory bootloader
Read Write Erase Read Write Erase
Level 1 NO No(™ YES
Main Flash Memory
Level 2 NO YES
Level 1 YES YES
Option Bytes
Level 2 NO NO
Level 1 NO NA YES NA
OoTP
Level 2 NO NA YES NA

1. The main Flash memory only erased when the RDP changes from level 1 to 0. The OTP area remains unchanged.
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Figure 4 shows how to go from one RDP level to another.

Figure 4. RDP levels

RDP /= AAh & /= CCh
Others options modified

Level 1
RDP /= AAh
RDP /= CCh
default

Write options Write options
including including

RDP = CCh Write optionsincluding RDP = AAh

RDP /= CCh & /= AAh

Level 2 Level 0
RDP = CCh RDP = AAh

A

Write options

including
RDP = CCh
—— Options write (RDP level increase) includes RDP = AAh
- Options erase Others option(s) modified
- New options program
___ Options write (RDP level decrease) includes —— Options write (RDP level identical) includes
- Mas_s erase - Options erase
- Options erase - New options program

- New options program
ai16045

3.6.4 Write protections

Up to 7 (STM32F411xC/E) user sectors in Flash memory can be protected against
unwanted write operations due to loss of program counter contexts. When the non-write
protection nWRPi bit (0 < <7) in the FLASH_OPTCR registers is low, the corresponding
sector cannot be erased or programmed. Consequently, a mass erase cannot be performed
if one of the sectors is write-protected.

If an erase/program operation to a write-protected part of the Flash memory is attempted
(sector protected by write protection bit, OTP part locked or part of the Flash memory that
can never be written like the ICP), the write protection error flag (WRPERR) is set in the
FLASH_SR register.

Note: When the memory read protection level is selected (RDP level = 1), it is not possible to
program or erase Flash memory sector i if the CPU debug features are connected (JTAG or
single wire) or boot code is being executed from RAM, even if N\WRPi = 1.

Write protection error flag

If an erase/program operation to a write protected area of the Flash memory is performed,
the Write Protection Error flag (WRPERR) is set in the FLASH_SR register.

3
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If an erase operation is requested, the WRPERR bit is set when:
e Mass, bank, sector erase are configured (MER and SER = 1)
e A sector erase is requested and the Sector Number SNB field is not valid

e A mass erase is requested while at least one of the user sector is write protected by
option bit (MER = 1 and nWRPi = 0 with 0 < <7 bits in the FLASH_OPTCRX register

e A sector erase is requested on a write protected sector. (SER =1, SNB =i and
nWRPi = 0 with 0 < <7 bits in the FLASH_OPTCRX register)

e The Flash memory is readout protected and an intrusion is detected.

If a program operation is requested, the WRPERR bit is set when:

e A write operation is performed on system memory or on the reserved part of the user
specific sector.

e A write operation is performed to the user configuration sector

e A write operation is performed on a sector write protected by option bit.
e A write operation is requested on an OTP area which is already locked
e The Flash memory is read protected and an intrusion is detected.

Proprietary code readout protection (PCROP)

Flash memory user sectors (0 to7) can be protected against D-bus read accesses by using
the proprietary readout protection (PCROP).

The PCROP protection is selected as follows, through the SPRMOD option bit in the

FLASH_CR register:

e SPRMOD = 0: nWRPi control the write protection of respective user sectors

e  SPRMOD = 1: nWRPi control the read and write protection (PCROP) of respective
user sectors.

When a sector is readout protected (PCROP mode activated), it can only be accessed for

code fetch through ICODE Bus on Flash interface:

e Anyread access performed through the D-bus triggers a RDERR flag error.

e  Any program/erase operation on a PCROPed sector triggers a WRPERR flag error.

3
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Figure 5. PCROP levels
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* Valid nWRPi means that none of the nWRP bits set can be reset (transition from 1 to 0) MS30467V4

The deactivation of the SPRMOD and/or the unprotection of PCROPed user sectors can
only occur when, at the same time, the RDP level changes from 1 to 0. If this condition is not
respected, the user option byte modification is cancelled and the write error WRPERR flag
is set. The modification of the users option bytes (BOR_LEV, RST_STDBY, ..) is allowed
since none of the active nWRPi bits is reset and SPRMOD is kept active.

Note: The active value of NWRPI bits is inverted when PCROP mode is active (SPRMOD =1).

If SPRMOD =1 and nWRPi =1, then user sector i of bank 1, respectively bank 2 is
read/write protected (PCROP).

3.7 One-time programmable bytes

Table 11 shows the organization of the one-time programmable (OTP) part of the OTP area.

Table 11. OTP area organization

Block [128:96] [95:64] [63:32] [31:0] Address byte 0
OTPO OTPO OTPO OTPO Ox1FFF 7800
° OTPO OTPO OTPO OTPO Ox1FFF 7810
OTP1 OTP1 OTP1 OTP1 Ox1FFF 7820
1 OTP1 OTP1 OTP1 OTP1 Ox1FFF 7830
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30

Table 11. OTP area organization (continued)

Block [128:96] [95:64] [63:32] [31:0] Address byte 0
OTP15 OTP15 OTP15 OTP15 Ox1FFF 79E0
15
OTP15 OTP15 OTP15 OTP15 Ox1FFF 79F0
LOCKB15.. | LOCKBM .. | LOCKB7.. | LOCKB3..
Lockblock | okp12 LOCKBS LOCKB4 LOCKBO Ox1FFF 7A00

The OTP area is divided into 16 OTP data blocks of 32 bytes and one lock OTP block of 16
bytes. The OTP data and lock blocks cannot be erased. The lock block contains 16 bytes
LOCKBI (0 g <15) to lock the corresponding OTP data block (blocks 0 to 15). Each OTP
data block can be programmed until the value 0x00 is programmed in the corresponding
OTP lock byte. The lock bytes must only contain 0x00 and OxFF values, otherwise the OTP
bytes might not be taken into account correctly.

Flash interface registers

Flash access control register (FLASH_ACR)

The Flash access control register is used to enable/disable the acceleration features and
control the Flash memory access time according to CPU frequency.

Address offset: 0x00
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

29 28 27 26 25 24 23 22 21 20 19 18 17 16

Reserved |

15

14

13 12 1 10 9 8 7 6 5 4 3 2 1 0

Reserved

DCRST | ICRST | DCEN | ICEN |PRFTEN LATENCY
Reserved
w w w rw w rw | w | w | w

Bits 31:13 Reserved, must be kept cleared.

58/836

Bit 12 DCRST: Data cache reset

0: Data cache is not reset
1: Data cache is reset
This bit can be written only when the D cache is disabled.

Bit 11 ICRST: Instruction cache reset

0: Instruction cache is not reset
1: Instruction cache is reset

This bit can be written only when the | cache is disabled.
Bit 10 DCEN: Data cache enable

0: Data cache is disabled

1: Data cache is enabled

Bit 9 ICEN: Instruction cache enable

0: Instruction cache is disabled
1: Instruction cache is enabled

3
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Bit 8 PRFTEN: Prefetch enable

0: Prefetch is disabled
1: Prefetch is enabled

Bits 7:4 Reserved, must be kept cleared.

Bits 3:0 LATENCY: Latency
These bits represent the ratio of the CPU clock period to the Flash memory access time.

0000: Zero wait state
0001: One wait state
0010: Two wait states

1110: Fourteen wait states
1111: Fifteen wait states

3.8.2 Flash key register (FLASH_KEYR)

The Flash key register is used to allow access to the Flash control register and so, to allow
program and erase operations.

Address offset: 0x04
Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
KEY[31:16]

w [ w [ w ] w]w ] [w]w ] [w ] [w] [ w]w]w]w][w][w]w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
KEY[15:0]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

Bits 31:0 FKEYR: FPEC key
The following values must be programmed consecutively to unlock the FLASH_CR register
and allow programming/erasing it:

a) KEY1=0x45670123
b) KEY2 = 0xCDEF89AB

3.8.3 Flash option key register (FLASH_OPTKEYR)

The Flash option key register is used to allow program and erase operations in the user
configuration sector.

Address offset: 0x08
Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPTKEYR[31:16

‘Yl DoclD026448 Rev 1 59/836




Embedded Flash memory interface RM0383

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

OPTKEYR[15:0]

Bits 31:0 OPTKEYR: Option byte key

The following values must be programmed consecutively to unlock the FLASH_OPTCR
register and allow programming it:

a) OPTKEY1 = 0x08192A3B
b) OPTKEY2 = 0x4C5D6E7F

3.84 Flash status register (FLASH_SR)

The Flash status register gives information on ongoing program and erase operations.

Address offset: 0x0C
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BSY
Reserved

r

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RDERR | PGSERR | PGPERR | PGAERR | WRPERR OPERR| EOP

Reserved Reserved

w rc_w1 rc_w1 rc_w1 rc_w1 rc_w1 | rc_w1

Bits 31:17 Reserved, must be kept cleared.

Bit 16 BSY: Busy

This bit indicates that a Flash memory operation is in progress. It is set at the beginning of a
Flash memory operation and cleared when the operation finishes or an error occurs.

0: no Flash memory operation ongoing
1: Flash memory operation ongoing
Bits 15:9 Reserved, must be kept cleared.

Bit 8 RDERR: Read Protection Error (pcrop)

Set by hardware when an address to be read through the Dbus belongs to a read protected
part of the flash.
Reset by writing 1.

Bit 7 PGSERR: Programming sequence error
Set by hardware when a write access to the Flash memory is performed by the code while
the control register has not been correctly configured.
Cleared by writing 1.

Bit 6 PGPERR: Programming parallelism error
Set by hardware when the size of the access (byte, half-word, word, double word) during the
program sequence does not correspond to the parallelism configuration PSIZE (x8, x16,
x32, x64).
Cleared by writing 1.

3
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Bit5 PGAERR: Programming alignment error
Set by hardware when the data to program cannot be contained in the same 128-bit Flash
memory row.
Cleared by writing 1.

Bit4 WRPERR: Write protection error

Set by hardware when an address to be erased/programmed belongs to a write-protected
part of the Flash memory.
Cleared by writing 1.

Bits 3:2 Reserved, must be kept cleared.

Bit 1 OPERR: Operation error

Set by hardware when a flash operation (programming / erase /read) request is detected and
can not be run because of parallelism, alignment, or write protection error. This bit is set only
if error interrupts are enabled (ERRIE = 1).

Bit 0 EOP: End of operation

Set by hardware when one or more Flash memory operations (program/erase) has/have
completed successfully. It is set only if the end of operation interrupts are enabled (EOPIE =

1).
Cleared by writing a 1.

3.8.5 Flash control register (FLASH_CR)
The Flash control register is used to configure and start Flash memory operations.
Address offset: 0x10
Reset value: 0x8000 0000

Access: no wait state when no Flash memory operation is ongoing, word, half-word and
byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LOCK ERRIE | EOPIE STRT
Reserved Reserved
rs w w rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PSIZE[1:0] SNBJ[3:0] MER SER PG
Reserved Res.
w w w | w | w | w rw w w

Bit 31 LOCK: Lock

Write to 1 only. When it is set, this bit indicates that the FLASH_CR register is locked. It is
cleared by hardware after detecting the unlock sequence.
In the event of an unsuccessful unlock operation, this bit remains set until the next reset.

Bits 30:26 Reserved, must be kept cleared.

Bit 25 ERRIE: Error interrupt enable
This bit enables the interrupt generation when the OPERR bit in the FLASH_SR register is
setto 1.
0: Error interrupt generation disabled
1: Error interrupt generation enabled

3
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Bit 24 EOPIE: End of operation interrupt enable

This bit enables the interrupt generation when the EOP bit in the FLASH_SR register goes
to 1.

0: Interrupt generation disabled

1: Interrupt generation enabled

Bits 23:17 Reserved, must be kept cleared.

Bit 16 STRT: Start
This bit triggers an erase operation when set. It is set only by software and cleared when the
BSY bit is cleared.
Bits 15:10 Reserved, must be kept cleared.

Bits 9:8 PSIZE: Program size
These bits select the program parallelism.
00 program x8
01 program x16
10 program x32
11 program x64

Bit 7 Reserved, must be kept cleared.

Bits 6:3 SNB: Sector number

These bits select the sector to erase.
0000 sector 0
0001 sector 1

0101 sector 5
0110 sector 6
0111 sector 7
1000 not allowed

1011 not allowed

1100 user specific sector

1101 user configuration sector
1110 not allowed

1111 not allowed

Bit 2 MER: Mass Erase
Erase activated for all user sectors.

Bit 1 SER: Sector Erase
Sector Erase activated.

Bit0 PG: Programming
Flash programming activated.

3.8.6 Flash option control register (FLASH_OPTCR)

The FLASH_OPTCR register is used to modify the user option bytes.
Address offset: 0x14

Reset value: OXOFFF AAED. The option bits are loaded with values from Flash memory at
reset release.
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Access: no wait state when no Flash memory operation is ongoing, word, half-word and
byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
,\SAZFE, NWRP[7:0]
Reserved
15 4 13 12 1 10 9 8 7 6 5 4 3 2 1 0
_ nRST_| nRST_ | WDG_ OPTST| OPTLO
RDP[7:0] STDBY | STOP | sw_ | Reserv BOR_LEV RT | cK
e
rw | w | w | w | rw | rw | rw | rw rw rw rw w | rw rs rs

Bit 31 SPRMOD: Selection of Protection Mode of nWPRI bits
0: PCROP disabled, nWPRI bits used for Write Protection on sector i
1: PCROP enabled, nWPRi bits used for PCROP Protection on sector i

Bits 30:24 Reserved, must be kept cleared.

Bits 23:16 nWRP[7:0]: Not write protect
These bits contain the value of the write-protection option bytes of sectors after reset. They
can be written to program a new write protect value into Flash memory.
0: Write protection active on selected sector
1: Write protection not active on selected sector
These bits contain the value of the write-protection and read-protection (PCROP) option

bytes for sectors 0 to 5 after reset. They can be written to program a new write-protect or
PCRORP value into Flash memory.

If SPRMOD is reset:

0: Write protection active on sector i

1: Write protection not active on sector i

If SPRMOD is set:

0: PCRORP protection not active on sector i
1: PCROP protection active on sector i

Bits 15:8 RDP: Read protect

These bits contain the value of the read-protection option level after reset. They can be
written to program a new read protection value into Flash memory.

0xAA: Level 0, read protection not active

0xCC: Level 2, chip read protection active

Others: Level 1, read protection of memories active

Bits 7:5 USER: User option bytes

These bits contain the value of the user option byte after reset. They can be written to
program a new user option byte value into Flash memory.

Bit 7: nRST_STDBY

Bit 6: nRST_STOP

Bit 5: WDG_SW

Note: When changing the WDG mode from hardware to software or from software to
hardware, a system reset is required to make the change effective.

Bit 4 Reserved, must be kept cleared. Always read as “0”.

3
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Bits 3:2 BOR_LEV: BOR reset Level

These bits contain the supply level threshold that activates/releases the reset. They can be
written to program a new BOR level. By default, BOR is off. When the supply voltage (Vpp)
drops below the selected BOR level, a device reset is generated.
00: BOR Level 3 (VBOR3), brownout threshold level 3
01: BOR Level 2 (VBOR?2), brownout threshold level 2
10: BOR Level 1 (VBOR1), brownout threshold level 1
11: BOR off, POR/PDR reset threshold level is applied

Note: For full details about BOR characteristics, refer to the “Electrical characteristics” section

in the device datasheet.

Bit 1 OPTSTRT: Option start
This bit triggers a user option operation when set. It is set only by software and cleared when
the BSY bit is cleared.

Bit 0 OPTLOCK: Option lock
Write to 1 only. When this bit is set, it indicates that the FLASH_OPTCR register is locked.
This bit is cleared by hardware after detecting the unlock sequence.
In the event of an unsuccessful unlock operation, this bit remains set until the next reset.

3
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3.8.7 Flash interface register map
Table 12. Flash register map and reset values
Offset| Register |5 3|Q|X|K|K(QI|QIQ|K|K|B|E(S|S|3|3|S|S|S|S|o|w|~|o|w|so|a -0
z
b 5 Z| z| W
FLASH_ACR Xyl o 8 E LATENCY
0x00 Reserved 8l 9| g 2 | Reserved
Reset value o(ojojo|o0 0| 0 ‘ 0 | 0
FLASH_KEYR KEY[31:16] KEY[15:0]
0x04
Reset value 0‘0|0‘O‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0‘0|0 O‘0|0‘0‘0‘0‘0|0‘0‘0‘0‘0|0|0‘O|O
FLASH_ . .
OPTKEVR OPTKEYR[31:16] OPTKEYR[15:0]
0x08
Reset value 0‘0|0|0IOIOIOIOIOIOIOIOIOIO‘OOO|O|0|O‘0|O|OOOOOOO|O 0|0
rlx x
> Flrees o |Ela
FLASH_SR n w H i Ya ¢ |wlo
0x0C Reserved @ Reserved glololole & |FIW
alalal=s @
— (14
Reset value 0 0jojojojo 0|0
wl w e
X =i = hat o o
FLASH.CR |§ Ty x oo o SNB[3:0] | W i Q
0x10 - Reserved wi| w Reserved »n Reserved 7] 9] =
| 2 | 8
Reset value 1 00 0 00 0jofojojojo0|o0
alo
a g oz o | E[S
o E B s 3| E|lo
FLASH_OPTCR | 2 nWRP[7:0] RDP[7:0] I S I I R =
= x =
0x14 o Reserved =l wl 8 of O [
7 Plxl2g a OO
c| © 14
Reset value 0 1|1|1|1|1|1‘1|11|0|1|0‘1|0|1|01 111 111]0(1
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CRC calculation unit

CRC introduction
The CRC (cyclic redundancy check) calculation unit is used to get a CRC code from a 32-bit

data word and a fixed generator polynomial.

Among other applications, CRC-based techniques are used to verify data transmission or
storage integrity. In the scope of the EN/IEC 60335-1 standard, they offer a means of
verifying the Flash memory integrity. The CRC calculation unit helps compute a signature of
the software during runtime, to be compared with a reference signature generated at link-
time and stored at a given memory location.

CRC main features
e Uses CRC-32 (Ethernet) polynomial: 0x4C11DB7
X32 + X26 + X23 4 X22 4 X16 4 X12 4 X1 + X10 4X8 + X7 + X5 + X4 + X2+ X +1
e  Single input/output 32-bit data register
e  CRC computation done in 4 AHB clock cycles (HCLK)
e  General-purpose 8-bit register (can be used for temporary storage)

The block diagram is shown in Figure 6.

Figure 6. CRC calculation unit block diagram

| AHB bus |

A
32-bit (read access)

| Data register (output) |
A

| CRC computation (polynomial: 0x4C11DB7) |

4

32-bit (write access) d

| Data register (input) |

ai14968

CRC functional description

The CRC calculation unit mainly consists of a single 32-bit data register, which:

e is used as an input register to enter new data in the CRC calculator (when writing into
the register)

e holds the result of the previous CRC calculation (when reading the register)

Each write operation into the data register creates a combination of the previous CRC value
and the new one (CRC computation is done on the whole 32-bit data word, and not byte per
byte).

The write operation is stalled until the end of the CRC computation, thus allowing back-to-
back write accesses or consecutive write and read accesses.
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The CRC calculator can be reset to OxFFFF FFFF with the RESET control bit in the
CRC_CR register. This operation does not affect the contents of the CRC_IDR register.

4.4 CRC registers

The CRC calculation unit contains two data registers and a control register.
The CRC registers have to be accessed by words (32 bits).

44.1 Data register (CRC_DR)
Address offset: 0x00
Reset value: OxFFFF FFFF

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DR [31:16]

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DR [15:0]

Bits 31:0 Data register bits

Used as an input register when writing new data into the CRC calculator.
Holds the previous CRC calculation result when it is read.

4.4.2 Independent data register (CRC_IDR)
Address offset: 0x04
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
IDR[7:0]
Reserved
w | w ‘ w ‘ w ‘ rw | w | w ‘ w

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 General-purpose 8-bhit data register bits
Can be used as a temporary storage location for one byte.

This register is not affected by CRC resets generated by the RESET bit in the CRC_CR
register.

3
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Control register (CRC_CR)

4.4.3
Address offset: 0x08
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESET
Reserved
w
Bits 31:1 Reserved, must be kept at reset value.
Bit0 RESET bit
Resets the CRC calculation unit and sets the data register to OxFFFF FFFF.
This bit can only be set, it is automatically cleared by hardware.
4.4.4 CRC register map
The following table the CRC register map and reset values.
Table 13. CRC calculation unit register map and reset values
Offset | Register | 31-24 | 23-16 | 15-8 7 6 5 4 3 2 1 0
CRC_DR Data register
0x00
Reset OXFFFF FFFF
value
CRC_IDR Independent data register
0x04 Reserved
Reset 0x00
value
CRC_CR RESET
0x08 Reset Reserved
value 0
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5 Power controller (PWR)

5.1 Power supplies

There are two main power supply schemes:

e VDD =1.7 to 3.6 V: external power supply for I/Os with the internal regulator disabled,
provided externally through VDD pins. Requires the use of an external power supply
supervisor connected to the VDD and PDR_ON pins.

e VDD =1.810 3.6 V: external power supply for I/Os and the internal regulator (when
enabled), provided externally through VDD pins.

The real-time clock (RTC) and the RTC backup registers can be powered from the Vgt
voltage when the main Vpp supply is powered off.

Note: Depending on the operating power supply range, some peripheral may be used with limited
functionality and performance. For more details refer to section "General operating
conditions" in STM32F4xx datasheets.

Figure 7. Power supply overview
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Note:
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Independent A/D converter supply and reference voltage

To improve conversion accuracy, the ADC has an independent power supply which can be
separately filtered and shielded from noise on the PCB.

e The ADC voltage supply input is available on a separate Vppa pin.
e Anisolated supply ground connection is provided on pin Vgga.

To ensure a better accuracy of low voltage inputs, the user can connect a separate external
reference voltage ADC input on Vreg. The voltage on Vrgg ranges from 1.7 V to Vppa.

Battery backup domain

Backup domain description

To retain the content of the RTC backup registers and supply the RTC when Vpp is turned
off, Vgat pin can be connected to an optional standby voltage supplied by a battery or by
another source.

To allow the RTC to operate even when the main digital supply (Vpp) is turned off, the Vgat
pin powers the following blocks:

e TheRTC

e The LSE oscillator

e PC13toPC151/Os

The switch to the Vgar supply is controlled by the power-down reset embedded in the Reset
block.

Warning: During tgrstrempo (temporization at Vpp startup) or after a PDR
is detected, the power switch between Vgatand Vpp remains
connected to Vgat
During the startup phase, if Vpp is established in less than
tRSTTEMPO (Refer to the datasheet for the value of tRSTTEMPO)
and Vpp > Vgat + 0.6 V, a current may be injected into Vgat
through an internal diode connected between Vpp and the
power switch (VgaT)-

If the power supply/battery connected to the Vgt pin cannot
support this current injection, it is strongly recommended to
connect an external low-drop diode between this power
supply and the Vgat pin.

If no external battery is used in the application, it is recommended to connect the Vgt pin to
Vpp with a 100 nF external decoupling ceramic capacitor in parallel.

When the backup domain is supplied by Vpp (analog switch connected to Vpp), the
following functions are available:
e PC14 and PC15 can be used as either GPIO or LSE pins

e PC13 can be used as a GPIO or additional functions can be configured (refer to
Table 25: RTC additional functions for more details about this pin configuration)

Due to the fact that the switch only sinks a limited amount of current (3 mA), the use of
GPIOs PC13 to PC15 are restricted: only one 1/O at a time can be used as an output, the
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speed has to be limited to 2 MHz with a maximum load of 30 pF and these 1/0Os must not be
used as a current source (e.g. to drive an LED).

When the backup domain is supplied by Vgt (analog switch connected to Vgat because

Vpp is not present), the following functions are available:

e PC14 and PC15 can be used as LSE pins only

e PC13 can be used as the RTC additional function pin (refer to Table 25: RTC additional
functions for more details about this pin configuration)

Backup domain access

After reset, the backup domain (RTC registers and RTC backup register) is protected

against possible unwanted write accesses. To enable access to the backup domain,

proceed as follows:

e Access to the RTC and RTC backup registers

1. Enable the power interface clock by setting the PWREN bits in the RCC_APB1ENR
register (see Section 6.3.11: RCC APBL1 peripheral clock enable register
(RCC_APBI1ENR))

2. Set the DBP bit in the Section 5.4.1 to enable access to the backup domain

3. Select the RTC clock source: see Section 6.2.8: RTC/AWU clock

4. Enable the RTC clock by programming the RTCEN [15] bit in the Section 6.3.17: RCC
Backup domain control register (RCC_BDCR)

RTC and RTC backup registers

The real-time clock (RTC) is an independent BCD timer/counter. The RTC provides a time-

of-day clock/calendar, two programmable alarm interrupts, and a periodic programmable

wakeup flag with interrupt capability. The RTC contains 20 backup data registers (80 bytes)

which are reset when a tamper detection event occurs. For more details refer to Section 17:

Real-time clock (RTC).

5.1.3 Voltage regulator

3

An embedded linear voltage regulator supplies all the digital circuitries except for the backup
domain and the Standby circuitry. The regulator output voltage is around 1.2 V.

This voltage regulator requires one or two external capacitors to be connected to one or two
dedicated pins, Vcap 4 and for some packages Voap 2. Specific pins must be connected
either to Vgg or Vpp to activate or deactivate the voltage regulator. These pins depend on
the package.

When activated by software, the voltage regulator is always enabled after Reset. It works in
three different modes depending on the application modes.

¢ In Run mode, the regulator supplies full power to the 1.2 VV domain (core, memories
and digital peripherals). In this mode, the regulator output voltage (around 1.2 V) can
be scaled by software to different voltage values:

Scale 1, scale 2, or scale 3 can be configured through the VOS[1:0] bits of the
PWR_CR register. After reset the VOS register is set to scale 2. When the PLL is
OFF, the voltage regulator is set to scale 3 independently of the VOS register
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Note:

5.2

5.2.1
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content. The VOS register content is only taken into account once the PLL is
activated and the HSI or HSE is selected as clock source.

The voltage scaling allows optimizing the power consumption when the device is
clocked below the maximum system frequency.

e In Stop mode, the main regulator or the low-power regulator supplies low power to the
1.2 V domain, thus preserving the content of registers and internal SRAM. The voltage
regulator can be put either in main regulator mode (MR) or in low-power mode (LPR).
The programmed voltage scale remains the same during Stop mode:

Voltage scale 3 is automatically selected when the microcontroller enters Stop
mode (see Section 5.4.1: PWR power control register (PWR_CR)).

e In Standby mode, the regulator is powered down. The content of the registers and
SRAM are lost except for the Standby circuitry and the backup domain.

For more details, refer to the voltage regulator section in the STM32F411xC/E datasheet.

Power supply supervisor

Power-on reset (POR)/power-down reset (PDR)

The device has an integrated POR/PDR circuitry that allows proper operation starting
from 1.8 V.

To use the device below 1.8 V, the internal power supervisor must be switched off using the
PDR_ON pin (please refer to section Power supply supervisor of the
STM32F411xC/Edatasheet).The device remains in Reset mode when Vpp/Vppa is below a
specified threshold, Vpor/ppr, Without the need for an external reset circuit. For more
details concerning the power on/power-down reset threshold, refer to the electrical
characteristics of the datasheet.

Figure 8. Power-on reset/power-down reset waveform
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5.2.2 Brownout reset (BOR)

During power on, the Brownout reset (BOR) keeps the device under reset until the supply

voltage reaches the specified Vggog threshold.

Vgor is configured through device option bytes. By default, BOR is off. 3 programmable

Vpgor threshold levels can be selected:

e BOR Level 3 (VBORS3). Brownout threshold level 3.

e BOR Level 2 (VBOR2). Brownout threshold level 2.

e BORLevel 1 (VBOR1). Brownout threshold level 1.
Note: For full details about BOR characteristics, refer to the "Electrical characteristics" section in

the device datasheet.

When the supply voltage (Vpp) drops below the selected Vgor threshold, a device reset is

generated.

The BOR can be disabled by programming the device option bytes. In this case, the

power-on and power-down is then monitored by the POR/ PDRor by an external power

supervisor if the PDR is switched off through the PDR_ON pin (see Section 5.2.1: Power-on

reset (POR)/power-down reset (PDR)).

The BOR threshold hysteresis is ~100 mV (between the rising and the falling edge of the

supply voltage).

Figure 9. BOR thresholds
VDD/VDDA
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BOR threshold 100 mV
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>
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MS30432V1

5.2.3 Programmable voltage detector (PVD)

3

You can use the PVD to monitor the Vpp power supply by comparing it to a threshold
selected by the PLS[2:0] bits in the PWR power control register (PWR_CR).

The PVD is enabled by setting the PVDE bit.
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A PVDO flag is available, in the PWR power control/status register (PWR_CSR), to indicate
if Vpp is higher or lower than the PVD threshold. This event is internally connected to the
EXTI line16 and can generate an interrupt if enabled through the EXTI registers. The PVD
output interrupt can be generated when Vpp drops below the PVD threshold and/or when
Vpp rises above the PVD threshold depending on EXTI line16 rising/falling edge
configuration. As an example the service routine could perform emergency shutdown tasks.

Figure 10. PVD thresholds
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Low-power modes

By default, the microcontroller is in Run mode after a system or a power-on reset. In Run
mode the CPU is clocked by HCLK and the program code is executed. Several low-power
modes are available to save power when the CPU does not need to be kept running, for
example when waiting for an external event. It is up to the user to select the mode that gives
the best compromise between low-power consumption, short startup time and available
wakeup sources.

The devices feature three low-power modes:

e Sleep mode (Cortex®-M4 with FPU core stopped, peripherals kept running)

e  Stop mode (all clocks are stopped)

e  Standby mode (1.2 V domain powered off)

In addition, the power consumption in Run mode can be reduce by one of the following
means:

e  Slowing down the system clocks

e  Gating the clocks to the APBx and AHBXx peripherals when they are unused.

3
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Table 14. Low-power mode summary

Effecton
Effecton 1.2V Vop
Mode name Entry Wakeup domain clocks | domain Voltage regulator
clocks
WFI Any interrupt CPU CLK OFF
Sleep
no effect on other
(Sleep now or None ON
Sleep-on-exit) WFE Wakeup event clocks or analog
clock sources
Main regulator or
. ) Low-Power
sto SLEEPDEEP bit A”iﬁ 'fhfg'(r}? r(gogft'gr“sred regulator (depends
P + WFlor WFE |. gIsters, on PWR power
internal and external lines) .
control register
HSI and (PWR_CR)
— All 1.2 V domain HSE
WKUP pin rising edge, clocks OFF | oscillators
RTC alarm (Alarm A or OFF
PDDS bit + Alarm B), RTC Wakeup
Standby SLEEPDEEP bit | event, RTC tamper events, OFF
+ WFI or WFE RTC time stamp event,
external reset in NRST
pin, IWDG reset
53.1 Slowing down system clocks
In Run mode the speed of the system clocks (SYSCLK, HCLK, PCLK1, PCLK2) can be
reduced by programming the prescaler registers. These prescalers can also be used to slow
down peripherals before entering Sleep mode.
For more details refer to Section 6.3.3: RCC clock configuration register (RCC_CFGR).
5.3.2 Peripheral clock gating

3

In Run mode, the HCLKx and PCLKXx for individual peripherals and memories can be
stopped at any time to reduce power consumption.

To further reduce power consumption in Sleep mode the peripheral clocks can be disabled
prior to executing the WFI or WFE instructions.

Peripheral clock gating is controlled by the AHB1 peripheral clock enable register
(RCC_AHB1ENR), AHB2 peripheral clock enable register (RCC_AHB2ENR) (see
Section 6.3.9: RCC AHBL peripheral clock enable register (RCC_AHB1ENR),
Section 6.3.10: RCC AHB2 peripheral clock enable register (RCC_AHB2ENR)).

Disabling the peripherals clocks in Sleep mode can be performed automatically by resetting
the corresponding bit in RCC_AHBXLPENR and RCC_APBXLPENR registers.
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5.3.3 Sleep mode

Entering Sleep mode

The Sleep mode is entered by executing the WFI (Wait For Interrupt) or WFE (Wait for
Event) instructions. Two options are available to select the Sleep mode entry mechanism,
depending on the SLEEPONEXIT bit in the Cortex®-M4 with FPU System Control register:

e  Sleep-now: if the SLEEPONEXIT bit is cleared, the MCU enters Sleep mode as soon
as WFI or WFE instruction is executed.

e  Sleep-on-exit: if the SLEEPONEXIT bit is set, the MCU enters Sleep mode as soon as
it exits the lowest priority ISR.

Refer to Table 15 and Table 16 for details on how to enter Sleep mode.

Exiting Sleep mode

If the WFI instruction is used to enter Sleep mode, any peripheral interrupt acknowledged by
the nested vectored interrupt controller (NVIC) can wake up the device from Sleep mode.

If the WFE instruction is used to enter Sleep mode, the MCU exits Sleep mode as soon as
an event occurs. The wakeup event can be generated either by:

e Enabling an interrupt in the peripheral control register but not in the NVIC, and enabling
the SEVONPEND bit in the Cortex®-M4 with FPU System Control register. When the
MCU resumes from WFE, the peripheral interrupt pending bit and the peripheral NVIC
IRQ channel pending bit (in the NVIC interrupt clear pending register) have to be
cleared.

e  Or configuring an external or internal EXT]I line in event mode. When the CPU resumes
from WFE, it is not necessary to clear the peripheral interrupt pending bit or the NVIC
IRQ channel pending bit as the pending bit corresponding to the event line is not set.

This mode offers the lowest wakeup time as no time is wasted in interrupt entry/exit.

Refer to Table 15 and Table 16 for more details on how to exit Sleep mode.

Table 15. Sleep-now entry and exit

Sleep-now mode Description

WFI (Wait for Interrupt) or WFE (Wait for Event) while:

Mode entr — SLEEPDEEP =0 and

y — SLEEPONEXIT =0
Refer to the Cortex®-M4 with FPU System Control register.
If WFI was used for entry:
. Interrupt: Refer to Table 37: Vector table for STM32F411xC/E

Mode exit

If WFE was used for entry
Wakeup event: Refer to Section 10.2.3: Wakeup event management
Wakeup latency None
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Table 16. Sleep-on-exit entry and exit
Sleep-on-exit Description
WEFI (wait for interrupt) while:
Mode entr — SLEEPDEEP = 0 and
y — SLEEPONEXIT = 1
Refer to the Cortex®-M4 with FPU System Control register.
Mode exit Interrupt: refer to Table 37: Vector table for STM32F411xC/E
Wakeup latency None
5.34 Stop mode
The Stop mode is based on the Cortex®-M4 with FPU deepsleep mode combined with
peripheral clock gating. The voltage regulator can be configured either in normal or low-
power mode. In Stop mode, all clocks in the 1.2 V domain are stopped, the PLLs, the HSI
and the HSE RC oscillators are disabled. Internal SRAM and register contents are
preserved.
Some settings in the PWR_CR register allow to further reduce the power consumption.
When the Flash memory is in power-down mode, an additional startup delay is incurred
when waking up from Stop mode (see Table 17: Stop operating modes and Section 5.4.1:
PWR power control register (PWR_CR)).
Table 17. Stop operating modes
Stop mode MRLV bit | LPLV bit | FPDS bit | LPDS bit Wakeup latency
STOP MR 0 - 0 0 HSI RC startup time
HSI RC startup time +
STOP MRFPD 0 - 1 0 Flash wakeup time from Deep
Power Down mode
HSI RC startup time +
STOP LP 0 0 0 1 regulator wakeup time from LP
mode
k) HSI RC startup time +
o Flash wakeup time from Deep
E STOP LPFPD - 0 1 1 Power Down mode +
® .
£ regulator wakeup time from LP
g mode
HSI RC startup time +
Flash wakeup time from Deep
STOP MRLV 1 - - 0 Power Down mode +
Main regulator from low voltage
mode
HSI RC startup time +
Flash wakeup time from Deep
STOP LPLV - 1 - 1 Power Down mode +
regulator wakeup time from Low
Voltage LP mode

3
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Note:
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Entering Stop mode

Refer to Table 18 for details on how to enter the Stop mode.

To further reduce power consumption in Stop mode, the internal voltage regulator can be put
in low-power mode. This is configured by the LPDS bit of the PWR power control register
(PWR_CR).

If Flash memory programming is ongoing, the Stop mode entry is delayed until the memory
access is finished.

If an access to the APB domain is ongoing, The Stop mode entry is delayed until the APB
access is finished.

In Stop mode, the following features can be selected by programming individual control bits:

e Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started it cannot be stopped except by a Reset. See
Section 15.3 in Section 15: Independent watchdog (IWDG).

e Real-time clock (RTC): this is configured by the RTCEN bit in the Section 6.3.17: RCC
Backup domain control register (RCC_BDCR)

e Internal RC oscillator (LSI RC): this is configured by the LSION bit in the
Section 6.3.18: RCC clock control & status register (RCC_CSR).

e External 32.768 kHz oscillator (LSE OSC): this is configured by the LSEON bit in the
Section 6.3.17: RCC Backup domain control register (RCC_BDCR).

The ADC can also consume power during the Stop mode, unless it is disabled before
entering it. To disable it, the ADON bit in the ADC_CR?2 register must be written to 0.

If the application needs to disable the external clock before entering Stop mode, the HSEON
bit must first be disabled and the system clock switched to HSI.

Otherwise, if the HSEON bit is kept enabled while the external clock (external oscillator) can
be removed before entering stop mode, the clock security system (CSS) feature must be
enabled to detect any external oscillator failure and avoid a malfunction behavior when
entering stop mode.

Exiting Stop mode
Refer to Table 18 for more details on how to exit Stop mode.

When exiting Stop mode by issuing an interrupt or a wakeup event, the HSI RC oscillator is
selected as system clock.

When the voltage regulator operates in low-power mode, an additional startup delay is
incurred when waking up from Stop mode. By keeping the internal regulator ON during Stop
mode, the consumption is higher although the startup time is reduced.

3
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Table 18. Stop mode entry and exit

Stop mode Description

WFI (Wait for Interrupt) or WFE (Wait for Event) while:

— Set SLEEPDEEP bit in Cortex®-M4 with FPU System Control register
— Clear PDDS bit in Power Control register (PWR_CR)

— Select the voltage regulator mode by configuring LPDS bit in PWR_CR.

Note: To enter the Stop mode, all EXTI Line pending bits (in Pending
register (EXTI_PR)), all peripheral interrupts pending bits, the RTC Alarm
(Alarm A and Alarm B), RTC wakeup, RTC tamper, and RTC time stamp
flags, must be reset. Otherwise, the Stop mode entry procedure is ignored
and program execution continues.

Mode entry

If WFI was used for entry:
All EXTI lines configured in Interrupt mode (the corresponding EXTI
Interrupt vector must be enabled in the NVIC). Refer to Table 37: Vector
Mode exit table for STM32F411xC/E.
If WFE was used for entry:
All EXTI Lines configured in event mode. Refer to Section 10.2.3:
Wakeup event management on page 202

Wakeup latency Table 17: Stop operating modes

Standby mode

The Standby mode allows to achieve the lowest power consumption. It is based on the
Cortex®-M4 with FPU deepsleep mode, with the voltage regulator disabled. The 1.2V
domain is consequently powered off. The PLLs, the HSI oscillator and the HSE oscillator are
also switched off. SRAM and register contents are lost except for registers in the backup
domain (RTC registers and RTC backup register), and Standby circuitry (see Figure 7).

Entering Standby mode

Refer to Table 19 for more details on how to enter Standby mode.

In Standby mode, the following features can be selected by programming individual control
bits:
e Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started it cannot be stopped except by a reset. See
Section 15.3 in Section 15: Independent watchdog (IWDG).

e Real-time clock (RTC): this is configured by the RTCEN bit in the backup domain
control register (RCC_BDCR)

e Internal RC oscillator (LS| RC): this is configured by the LSION bit in the Control/status
register (RCC_CSR).

e External 32.768 kHz oscillator (LSE OSC): this is configured by the LSEON bit in the
backup domain control register (RCC_BDCR)

Exiting Standby mode

The microcontroller exits Standby mode when an external Reset (NRST pin), an IWDG
Reset, a rising edge on WKUP pin, an RTC alarm, a tamper event, or a time stamp event is
detected. All registers are reset after wakeup from Standby except for PWR power
control/status register (PWR_CSR).
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After waking up from Standby mode, program execution restarts in the same way as after a
Reset (boot pins sampling, vector reset is fetched, etc.). The SBF status flag in the PWR
power control/status register (PWR_CSR) indicates that the MCU was in Standby mode.

Refer to Table 19 for more details on how to exit Standby mode.

Table 19. Standby mode entry and exit

Standby mode Description

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:
— Set SLEEPDEEP in Cortex®-M4 with FPU System Control register
— Set PDDS bit in Power Control register (PWR_CR)

Mode entry o )
— Clear WUF bit in Power Control/Status register (PWR_CSR)
— Clear the RTC flag corresponding to the chosen wakeup source (RTC
Alarm A, RTC Alarm B, RTC wakeup, Tamper or Timestamp flags)
Mode exit WKUP pin rising edge, RTC alarm (Alarm A and Alarm B), RTC wakeup,
tamper event, time stamp event, external reset in NRST pin, IWDG reset.
Wakeup latency Reset phase.

I/O states in Standby mode

In Standby mode, all I/0 pins are high impedance except for:
e Reset pad (still available)

e RTC_AF1 pin (PC13) if configured for tamper, time stamp, RTC Alarm out, or RTC
clock calibration out

e  WKUP pin (PAO), if enabled

Debug mode

By default, the debug connection is lost if the application puts the MCU in Stop or Standby
mode while the debug features are used. This is due to the fact that the Cortex®-M4 with
FPU core is no longer clocked.

However, by setting some configuration bits in the DBGMCU_CR register, the software can
be debugged even when using the low-power modes extensively. For more details, refer to
Section 23.16.1: Debug support for low-power modes.

Programming the RTC alternate functions to wake up the device from
the Stop and Standby modes
The MCU can be woken up from a low-power mode by an RTC alternate function.

The RTC alternate functions are the RTC alarms (Alarm A and Alarm B), RTC wakeup, RTC
tamper event detection and RTC time stamp event detection.

These RTC alternate functions can wake up the system from the Stop and Standby low-
power modes.

The system can also wake up from low-power modes without depending on an external
interrupt (Auto-wakeup mode), by using the RTC alarm or the RTC wakeup events.

The RTC provides a programmable time base for waking up from the Stop or Standby mode
at regular intervals.
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For this purpose, two of the three alternate RTC clock sources can be selected by
programming the RTCSEL[1:0] bits in the Section 6.3.17: RCC Backup domain control
register (RCC_BDCR):

Low-power 32.768 kHz external crystal oscillator (LSE OSC)
This clock source provides a precise time base with a very low-power consumption
(additional consumption of less than 1 pA under typical conditions)

Low-power internal RC oscillator (LSI RC)
This clock source has the advantage of saving the cost of the 32.768 kHz crystal. This
internal RC oscillator is designed to use minimum power.

RTC alternate functions to wake up the device from the Stop mode

To wake up the device from the Stop mode with an RTC alarm event, it is necessary to:

a) Configure the EXTI Line 17 to be sensitive to rising edges (Interrupt or Event
modes)

b) Enable the RTC Alarm Interrupt in the RTC_CR register
c) Configure the RTC to generate the RTC alarm

To wake up the device from the Stop mode with an RTC tamper or time stamp event, it
is necessary to:

a) Configure the EXTI Line 21 to be sensitive to rising edges (Interrupt or Event
modes)

b) Enable the RTC time stamp Interrupt in the RTC_CR register or the RTC tamper
interrupt in the RTC_TAFCR register

c) Configure the RTC to detect the tamper or time stamp event

To wake up the device from the Stop mode with an RTC wakeup event, it is necessary
to:

a) Configure the EXTI Line 22 to be sensitive to rising edges (Interrupt or Event
modes)

b) Enable the RTC wakeup interrupt in the RTC_CR register
c) Configure the RTC to generate the RTC Wakeup event

RTC alternate functions to wake up the device from the Standby mode

To wake up the device from the Standby mode with an RTC alarm event, it is necessary
to:

a) Enable the RTC alarm interrupt in the RTC_CR register
b) Configure the RTC to generate the RTC alarm

To wake up the device from the Standby mode with an RTC tamper or time stamp
event, it is necessary to:

a) Enable the RTC time stamp interrupt in the RTC_CR register or the RTC tamper
interrupt in the RTC_TAFCR register

b) Configure the RTC to detect the tamper or time stamp event

To wake up the device from the Standby mode with an RTC wakeup event, it is
necessary to:

a) Enable the RTC wakeup interrupt in the RTC_CR register
b) Configure the RTC to generate the RTC wakeup event
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Safe RTC alternate function wakeup flag clearing sequence

If the selected RTC alternate function is set before the PWR wakeup flag (WUTF) is cleared,
it will not be detected on the next event as detection is made once on the rising edge.

To avoid bouncing on the pins onto which the RTC alternate functions are mapped, and exit
correctly from the Stop and Standby modes, it is recommended to follow the sequence
below before entering the Standby mode:

e  When using RTC alarm to wake up the device from the low-power modes:

a)
b)
c)
d)
e)

Disable the RTC alarm interrupt (ALRAIE or ALRBIE bits in the RTC_CR register)
Clear the RTC alarm (ALRAF/ALRBF) flag

Clear the PWR Wakeup (WUF) flag

Enable the RTC alarm interrupt

Re-enter the low-power mode

e  When using RTC wakeup to wake up the device from the low-power modes:

a)
b)
c)
d)
e)

Disable the RTC Wakeup interrupt (WUTIE bit in the RTC_CR register)
Clear the RTC Wakeup (WUTF) flag

Clear the PWR Wakeup (WUF) flag

Enable the RTC Wakeup interrupt

Re-enter the low-power mode

e  When using RTC tamper to wake up the device from the low-power modes:

a)
b)
c)
d)
e)

Disable the RTC tamper interrupt (TAMPIE bit in the RTC_TAFCR register)
Clear the Tamper (TAMP1F/TSF) flag

Clear the PWR Wakeup (WUF) flag

Enable the RTC tamper interrupt

Re-enter the low-power mode

e  When using RTC time stamp to wake up the device from the low-power modes:

a)
b)
c)
d)
e)

82/836

Disable the RTC time stamp interrupt (TSIE bit in RTC_CR)
Clear the RTC time stamp (TSF) flag

Clear the PWR Wakeup (WUF) flag

Enable the RTC TimeStamp interrupt

Re-enter the low-power mode

3
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54 Power control registers

54.1 PWR power control register (PWR_CR)

Address offset: 0x00
Reset value: 0x0000 8000 (reset by wakeup from Standby mode)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FISSR | FMSSR
Reserved Reserved
w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VOS ADCDC1 MRLV | LPLV FPDS | DBP PLS[2:0] PVDE | CSBF | CWUF | PDDS | LPDS
Res DS DS
rw w rw w w rw rw w | rw | rw w w w w w

Bits 31:22 Reserved, must be kept at reset value.

Bit 21 FISSR: Flash Interface Stop while System Run
0: Flash Interface clock run (Default value).
1: Flash Interface clock off.
Note: This bit could not be set while executing with the Flash itself. It should be done with
specific routine executed from RAM.

Bit 20 FMSSR: Flash Memory Sleep System Run.
0: Flash standard mode (Default value)
1: Flash forced to be in STOP or DeepPower Down mode (depending of FPDS value bit) by
hardware.
Note: This bit could not be set while executing with the Flash itself. It should be done with
specific routine executed from RAM.

Bits 19:16 Reserved, must be kept at reset value.

Bits 15:14 VOSJ[1:0]: Regulator voltage scaling output selection
These bits control the main internal voltage regulator output voltage to achieve a trade-off
between performance and power consumption when the device does not operate at the
maximum frequency (refer to the corresponding datasheet for more details).
These bits can be modified only when the PLL is OFF. The new value programmed is active
only when the PLL is ON. When the PLL is OFF, the voltage regulator is set to scale 3
independently of the VOS register content.
00: Reserved (Scale 3 mode selected)
01: Scale 3 mode <= 64 MHz
10: Scale 2 mode (reset value) <= 84 MHz
11: Scale 1 mode <= 100 MHz

Bit 13 ADCDCI1:
0: No effect.
1: Refer to AN4073 for details on how to use this bit.

Note: This bit can only be set when operating at supply voltage range 2.7 to 3.6V and when
the Prefetch is OFF.

3
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Bit 12
Bit 11

Bit 10

Bit 9

Bit 8

Bits 7:5

Bit 4

Bit 3

Bit 2

84/836

Reserved, must be kept at reset value.

MRLVDS: Main regulator Low Voltage in Deep Sleep
0: Main regulator in Voltage scale 3 when the device is in Stop mode.
1: Main regulator in Low Voltage and Flash memory in Deep Sleep mode when the device is
in Stop mode.

LPLVDS: Low-power regulator Low Voltage in Deep Sleep
0: Low-power regulator on if LPDS bit is set when the device is in Stop mode.
1: Low-power regulator in Low Voltage and Flash memory in Deep Sleep mode if LPDS bit is
set when device is in Stop mode.

FPDS: Flash power-down in Stop mode
When set, the Flash memory enters power-down mode when the device enters Stop mode.
This allows to achieve a lower consumption in stop mode but a longer restart time.
0: Flash memory not in power-down when the device is in Stop mode
1: Flash memory in power-down when the device is in Stop mode

DBP: Disable backup domain write protection
In reset state, the RCC_BDCR register, the RTC registers (including the backup registers),
and the BRE bit of the PWR_CSR register, are protected against parasitic write access. This
bit must be set to enable write access to these registers.

0: Access to RTC and RTC Backup registers.

1: Access to RTC and RTC Backup registers.

PLS[2:0]: PVD level selection
These bits are written by software to select the voltage threshold detected by the Power
Voltage Detector
000: 2.2V
001: 2.3V
010: 24V
011:25V
100: 2.6 V
101: 2.7V
110: 2.8V
111:29V
Note: Refer to the electrical characteristics of the datasheet for more details.

PVDE: Power voltage detector enable
This bit is set and cleared by software.
0: PVD disabled
1: PVD enabled

CSBF: Clear standby flag
This bit is always read as 0.
0: No effect.
1: Clear the SBF Standby Flag (write).

CWUF: Clear wakeup flag
This bit is always read as 0.
0: No effect.
1: Clear the WUF Wakeup Flag after 2 System clock cycles.

3
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Bit 1 PDDS: Power-down deepsleep
This bit is set and cleared by software. It works together with the LPDS bit.

0: Enter Stop mode when the CPU enters deepsleep. The regulator status depends on the
LPDS bit.
1: Enter Standby mode when the CPU enters deepsleep.

Bit 0 LPDS: Low-power deepsleep
This bit is set and cleared by software. It works together with the PDDS bit.

0: Voltage regulator on during Stop mode.
1: Low-power Voltage regulator on during Stop mode.

5.4.2 PWR power control/status register (PWR_CSR)

Address offset: 0x04
Reset value: 0x0000 0000 (not reset by wakeup from Standby mode)

Additional APB cycles are needed to read this register versus a standard APB read.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
\ég\s( BRE | EWUP BRR | PVDO | SBF WUF
Res Reserved Reserved
r rw rw r r r r

Bits 31:15 Reserved, must be kept at reset value.

Bit 14 VOSRDY: Regulator voltage scaling output selection ready bit
0: Not ready
1: Ready

Bits 13:10 Reserved, must be kept at reset value.

Bit 9 BRE: Backup regulator enable
When set, the Backup regulator (used to maintain the backup domain content) is enabled. If
BRE is reset, the backup regulator is switched off. Once set, the application must wait that
the Backup Regulator Ready flag (BRR) is set to indicate that the data written into the
backup registers will be maintained in the Standby and Vgat modes.
0: Backup regulator disabled
1: Backup regulator enabled

Note: This bit is not reset when the device wakes up from Standby mode, by a system reset,
or by a power reset.

Bit 8 EWUP: Enable WKUP pin
This bit is set and cleared by software.
0: WKUP pin is used for general purpose 1/0. An event on the WKUP pin does not wakeup
the device from Standby mode.
1: WKUP pin is used for wakeup from Standby mode and forced in input pull down
configuration (rising edge on WKUP pin wakes-up the system from Standby mode).

Note: This bit is reset by a system reset.

Bits 7:4 Reserved, must be kept at reset value.
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Bit 3

Bit 2

Bit 1

Bit 0

BRR: Backup regulator ready
Set by hardware to indicate that the Backup Regulator is ready.
0: Backup Regulator not ready
1: Backup Regulator ready
Note: This bit is not reset when the device wakes up from Standby mode or by a system reset
or power reset.

PVDO: PVD output
This bit is set and cleared by hardware. It is valid only if PVD is enabled by the PVDE bit.
0: Vpp is higher than the PVD threshold selected with the PLS[2:0] bits.
1: Vpp is lower than the PVD threshold selected with the PLS[2:0] bits.
Note: The PVD is stopped by Standby mode. For this reason, this bit is equal to 0 after
Standby or reset until the PVDE bit is set.

SBF: Standby flag
This bit is set by hardware and cleared only by a POR/PDR (power-on reset/power-down
reset) or by setting the CSBF bit in the PWR_CR register.
0: Device has not been in Standby mode
1: Device has been in Standby mode

WUF: Wakeup flag
This bit is set by hardware and cleared either by a system reset or by setting the CWUF bit in
the PWR_CR register.
0: No wakeup event occurred
1: A wakeup event was received from the WKUP pin or from the RTC alarm (Alarm A or
Alarm B), RTC Tamper event, RTC TimeStamp event or RTC Wakeup).

Note: An additional wakeup event is detected if the WKUP pin is enabled (by setting the

EWUP bit) when the WKUP pin level is already high.

5.5 PWR register map
The following table summarizes the PWR registers.
Table 20. PWR - register map and reset values
Offset | Register |FS(Q|QINILILIIICNILLQSIRISIC|LSEI2N DG oo~ o|wv|<t|m|c|—|o
% |% 2R gggapLS[zo]Lr'ﬂE%"o’S
PWR_CR » |9 |Reser @ |o g3 | (2 s a2 A |a
0x000 Reserved L |=| ved g o % g | o 21015 g |5
Reset value ofo 11110 ofoJojofoJoJojofofo]o]o
>
[a] o o w
Z w (S x |8 (w
0x004 PWR_CSR Reserved 8 Reserved % = Reserved Eé > 93 2
2 w o
Reset value 0| 00 0[0[0]0

86/836

Refer to Table 1 on page 37 for the register boundary addresses.
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6 Reset and clock control (RCC) for STM32F411xC/E
6.1 Reset
There are three types of reset, defined as system Reset, power Reset and backup domain
Reset.

6.1.1 System reset

A system reset sets all registers to their reset values except the reset flags in the clock
controller CSR register and the registers in the Backup domain.

A system reset is generated when one of the following events occurs:
1.  Alow level on the NRST pin (external reset)

2. Window watchdog end of count condition (WWDG reset)

3. Independent watchdog end of count condition (IWDG reset)

4. A software reset (SW reset) (see Software reset)

5. Low-power management reset (see Low-power management reset)

Software reset

The reset source can be identified by checking the reset flags in the RCC clock control &
status register (RCC_CSR).

The SYSRESETREQ bit in Cortex®-M4 with FPU Application Interrupt and Reset Control
Register must be set to force a software reset on the device. Refer to the Cortex®-M4 with
FPU technical reference manual for more details.
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Low-power management reset

There are two ways of generating a low-power management reset:
1. Reset generated when entering the Standby mode:

This type of reset is enabled by resetting the nRST_STDBY bit in the user option bytes.
In this case, whenever a Standby mode entry sequence is successfully executed, the
device is reset instead of entering the Standby mode.

2. Reset when entering the Stop mode:

This type of reset is enabled by resetting the nRST_STOP bit in the user option bytes.
In this case, whenever a Stop mode entry sequence is successfully executed, the
device is reset instead of entering the Stop mode.

For further information on the user option bytes, refer to the STM32F411xC/E Flash
programming manual available from your ST sales office.

6.1.2 Power reset

A power reset is generated when one of the following events occurs:
1. Power-on/power-down reset (POR/PDR reset) or brownout (BOR) reset
2. When exiting the Standby mode

A power reset sets all registers to their reset values except the Backup domain.

These sources act on the NRST pin and it is always kept low during the delay phase. The
RESET service routine vector is fixed at address 0x0000_0004 in the memory map.

The system reset signal provided to the device is output on the NRST pin. The pulse
generator guarantees a minimum reset pulse duration of 20 us for each internal reset
source. In case of an external reset, the reset pulse is generated while the NRST pin is

asserted low.
Figure 11. Simplified diagram of the reset circuit
— Voo/Voba
P % |
Erxetggt]al ] ’_ZT Filter » System reset
NRST

Pulse Aﬂ— WWDG reset
pul —— IWDG reset
| generator Power reset
(min 20 ps) Software reset
Low-power management reset

ai16095¢
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6.1.3 Backup domain reset

The backup domain reset sets all RTC registers and the RCC_BDCR register to their reset
values.
A backup domain reset is generated when one of the following events occurs:

1. Software reset, triggered by setting the BDRST bit in the RCC Backup domain control
register (RCC_BDCR).
2. Vpp or Vgat power on, if both supplies have previously been powered off.

6.2 Clocks

Three different clock sources can be used to drive the system clock (SYSCLK):
e  HSI oscillator clock

e  HSE oscillator clock

e  Main PLL (PLL) clock

The devices have the two following secondary clock sources:
e 32 kHz low-speed internal RC (LS| RC) which drives the independent watchdog and,
optionally, the RTC used for Auto-wakeup from the Stop/Standby mode.

e  32.768 kHz low-speed external crystal (LSE crystal) which optionally drives the RTC
clock (RTCCLK)

Each clock source can be switched on or off independently when it is not used, to optimize
power consumption.
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Figure 12. Clock tree
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1. For full details about the internal and external clock source characteristics, refer to the Electrical characteristics section in
the device datasheet.
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The clock controller provides a high degree of flexibility to the application in the choice of the
external crystal or the oscillator to run the core and peripherals at the highest frequency
and, guarantee the appropriate frequency for peripherals that need a specific clock like USB
OTG FS, 125 and SDIO.

Several prescalers are used to configure the AHB frequency, the high-speed APB (APB2)
and the low-speed APB (APB1) domains. The maximum frequency of the AHB domain is
100 MHz. The maximum allowed frequency of the high-speed APB2 domain is 100 MHz.
The maximum allowed frequency of the low-speed APB1 domain is 50 MHz

All peripheral clocks are derived from the system clock (SYSCLK) except for:

e The USB OTG FS clock (48 MHz) and the SDIO clock (48 MHz) which are coming
from a specific output of PLL (PLL48CLK)
e The I2S clock

To achieve high-quality audio performance, the 12S clock can be derived either from a
specific PLL (PLLI2S) or from an external clock mapped on the I12S_CKIN pin. For
more information about 12S clock frequency and precision, refer to Section 20.4.4:
Clock generator.

The RCC feeds the external clock of the Cortex System Timer (SysTick) with the AHB clock
(HCLK) divided by 8. The SysTick can work either with this clock or with the Cortex clock
(HCLK), configurable in the SysTick control and status register.

The timer clock frequencies for STM32F411xC/E are automatically set by hardware. There
are two cases:

1. If the APB prescaler is 1, the timer clock frequencies are set to the same frequency as
that of the APB domain to which the timers are connected.

2. Otherwise, they are set to twice (x2) the frequency of the APB domain to which the
timers are connected.

The timer clock frequencies are automatically set by hardware. There are two cases

depending on the value of TIMPRE bit in RCC_DCKCFGR register:

e If TIMPRE bit is reset:

If the APB prescaler is configured to a division factor of 1, the timer clock frequencies
(TIMxCLK) are set to HCLK. Otherwise, the timer clock frequencies are twice the
frequency of the APB domain to which the timers are connected: TIMXCLK = 2xPCLKXx.

e If TIMPRE bit is set:

If the APB prescaler is configured to a division factor of 1 or 2, the timer clock
frequencies (TIMxCLK) are set to HCLK. Otherwise, the timer clock frequencies is four
times the frequency of the APB domain to which the timers are connected: TIMxCLK =
4xPCLKXx.

FCLK acts as Cortex®-M4 with FPU free-running clock. For more details, refer to the
Cortex®-M4 with FPU technical reference manual.

HSE clock

The high speed external clock signal (HSE) can be generated from two possible clock
sources:

e  HSE external crystal/ceramic resonator
e  HSE external user clock
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The resonator and the load capacitors have to be placed as close as possible to the
oscillator pins in order to minimize output distortion and startup stabilization time. The
loading capacitance values must be adjusted according to the selected oscillator.

Figure 13. HSE/ LSE clock sources

Hardware configuration

OSC_OouT
[ ] [ ]
External clock L] e
1 (HI-Z)
External
source

OSC_IN 0OSC_OUT

Crystal/ceramic

—
resonators I | H:H T I

Cp1 Cpo
77 Load 777

capacitors

External source (HSE bypass)

In this mode, an external clock source must be provided. You select this mode by setting the
HSEBYP and HSEON bits in the RCC clock control register (RCC_CR). The external clock
signal (square, sinus or triangle) with ~50% duty cycle has to drive the OSC_IN pin while the
OSC_OUT pin should be left HI-Z. See Figure 13.

External crystal/ceramic resonator (HSE crystal)

The HSE has the advantage of producing a very accurate rate on the main clock.

The associated hardware configuration is shown in Figure 13. Refer to the electrical
characteristics section of the datasheet for more details.

The HSERDY flag in the RCC clock control register (RCC_CR) indicates if the high-speed
external oscillator is stable or not. At startup, the clock is not released until this bit is set by
hardware. An interrupt can be generated if enabled in the RCC clock interrupt register
(RCC_CIR).

The HSE Crystal can be switched on and off using the HSEON bit in the RCC clock control
register (RCC_CR).
6.2.2 HSI clock

The HSI clock signal is generated from an internal 16 MHz RC oscillator and can be used
directly as a system clock, or used as PLL input.

The HSI RC oscillator has the advantage of providing a clock source at low cost (no external
components). It also has a faster startup time than the HSE crystal oscillator however, even
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with calibration the frequency is less accurate than an external crystal oscillator or ceramic
resonator.

Calibration

RC oscillator frequencies can vary from one chip to another due to manufacturing process
variations, this is why each device is factory calibrated by ST for 1% accuracy at Ty= 25 °C.

After reset, the factory calibration value is loaded in the HSICAL[7:0] bits in the RCC clock
control register (RCC_CR).

If the application is subject to voltage or temperature variations this may affect the RC
oscillator speed. You can trim the HSI frequency in the application using the HSITRIM[4:0]
bits in the RCC clock control register (RCC_CR).

The HSIRDY flag in the RCC clock control register (RCC_CR) indicates if the HSI RC is
stable or not. At startup, the HSI RC output clock is not released until this bit is set by
hardware.

The HSI RC can be switched on and off using the HSION bit in the RCC clock control
register (RCC_CR).

The HSI signal can also be used as a backup source (Auxiliary clock) if the HSE crystal
oscillator fails. Refer to Section 6.2.7: Clock security system (CSS) on page 94.

PLL configuration

The STM32F411xC/E devices feature two PLLs:

e A main PLL (PLL) clocked by the HSE or HSI oscillator and featuring two different
output clocks:

—  The first output is used to generate the high speed system clock (up to 100 MHz)

—  The second output is used to generate the clock for the USB OTG FS (48 MHz)
and the SDIO (50 MHz).

e Adedicated PLL (PLLI2S) used to generate an accurate clock to achieve high-quality
audio performance on the 12S interface.

Since the main-PLL configuration parameters cannot be changed once PLL is enabled, it is
recommended to configure PLL before enabling it (selection of the HSI or HSE oscillator as
PLL clock source, and configuration of division factors M, P, Q and multiplication factor N).

The PLLI2S uses the same input clock as the main PLL (HSI or HSE). However, the PLLI2S
has dedicated enable/disable and division factors configuration bits. Refer to Section 6.3.1:
RCC clock control register (RCC_CR), Section 6.3.2: RCC PLL configuration register
(RCC_PLLCFGR) and Section 6.3.20: RCC PLLI2S configuration register
(RCC_PLLI2ZSCFGR). Once the PLLI2S is enabled, the configuration parameters cannot be
changed.

The two PLLs are disabled by hardware when entering Stop and Standby modes, or when
an HSE failure occurs when HSE or PLL (clocked by HSE) are used as system clock. RCC
PLL configuration register (RCC_PLLCFGR) and RCC clock configuration register
(RCC_CFGR) can be used to configure PLL and PLLI2S, respectively.
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LSE clock

The LSE clock is generated using a 32.768kHz low speed external crystal or ceramic
resonator. It has the advantage providing a low-power but highly accurate clock source to
the real-time clock peripheral (RTC) for clock/calendar or other timing functions.

The LSE oscillator is switched on and off using the LSEON bit in RCC Backup domain
control register (RCC_BDCR).

The LSERDY flag in the RCC Backup domain control register (RCC_BDCR) indicates if the
LSE crystal is stable or not. At startup, the LSE crystal output clock signal is not released
until this bit is set by hardware. An interrupt can be generated if enabled in the RCC clock
interrupt register (RCC_CIR).

External source (LSE bypass)

In this mode, an external clock source must be provided. It must have a frequency up to

1 MHz. You select this mode by setting the LSEBYP and LSEON bits in the RCC Backup
domain control register (RCC_BDCR). The external clock signal (square, sinus or triangle)
with ~50% duty cycle has to drive the OSC32_IN pin while the OSC32_OUT pin should be
left HI-Z. See Figure 13.

LSl clock

The LSI RC acts as an low-power clock source that can be kept running in Stop and
Standby mode for the independent watchdog (IWDG) and Auto-wakeup unit (AWU). The
clock frequency is around 32 kHz. For more details, refer to the electrical characteristics
section of the datasheets.

The LSI RC can be switched on and off using the LSION bit in the RCC clock control &
status register (RCC_CSR).

The LSIRDY flag in the RCC clock control & status register (RCC_CSR) indicates if the low-
speed internal oscillator is stable or not. At startup, the clock is not released until this bit is
set by hardware. An interrupt can be generated if enabled in the RCC clock interrupt register
(RCC_CIR).

System clock (SYSCLK) selection

After a system reset, the HSI oscillator is selected as the system clock. When a clock source
is used directly or through PLL as the system clock, it is not possible to stop it.

A switch from one clock source to another occurs only if the target clock source is ready
(clock stable after startup delay or PLL locked). If a clock source that is not yet ready is
selected, the switch occurs when the clock source is ready. Status bits in the RCC clock
control register (RCC_CR) indicate which clock(s) is (are) ready and which clock is currently
used as the system clock.

Clock security system (CSS)

The clock security system can be activated by software. In this case, the clock detector is
enabled after the HSE oscillator startup delay, and disabled when this oscillator is stopped.

If a failure is detected on the HSE clock, this oscillator is automatically disabled, a clock
failure event is sent to the break inputs of advanced-control timer TIM1, and an interrupt is
generated to inform the software about the failure (clock security system interrupt CSSlI),
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allowing the MCU to perform rescue operations. The CSSl is linked to the Cortex®-M4 with
FPU NMI (non-maskable interrupt) exception vector.

When the CSS is enabled, if the HSE clock happens to fail, the CSS generates an interrupt,
which causes the automatic generation of an NMI. The NMI is executed indefinitely unless
the CSS interrupt pending bit is cleared. As a consequence, the application has to clear the
CSS interrupt in the NMI ISR by setting the CSSC bit in the Clock interrupt register
(RCC_CIR).

If the HSE oscillator is used directly or indirectly as the system clock (indirectly meaning that
it is directly used as PLL input clock, and that PLL clock is the system clock) and a failure is
detected, then the system clock switches to the HSI oscillator and the HSE oscillator is
disabled.

If the HSE oscillator clock was the clock source of PLL used as the system clock when the
failure occurred, PLL is also disabled. In this case, if the PLLI2S was enabled, it is also
disabled when the HSE fails.

RTC/AWU clock

Once the RTCCLK clock source has been selected, the only possible way of modifying the
selection is to reset the power domain.

The RTCCLK clock source can be either the HSE 1 MHz (HSE divided by a programmable
prescaler), the LSE or the LSI clock. This is selected by programming the RTCSEL[1:0] bits
in the RCC Backup domain control register (RCC_BDCR) and the RTCPRE[4:0] bits in RCC
clock configuration register (RCC_CFGR). This selection cannot be modified without
resetting the Backup domain.

If the LSE is selected as the RTC clock, the RTC will work normally if the backup or the
system supply disappears. If the LSI is selected as the AWU clock, the AWU state is not
guaranteed if the system supply disappears. If the HSE oscillator divided by a value
between 2 and 31 is used as the RTC clock, the RTC state is not guaranteed if the backup
or the system supply disappears.

The LSE clock is in the Backup domain, whereas the HSE and LSI clocks are not. As a
consequence:
e IfLSE is selected as the RTC clock:
— The RTC continues to work even if the Vpp supply is switched off, provided the
Vpat supply is maintained.
e IfLSlis selected as the Auto-wakeup unit (AWU) clock:
— The AWU state is not guaranteed if the Vpp supply is powered off. Refer to
Section 6.2.5: LSI clock on page 94 for more details on LSI calibration.
e |fthe HSE clock is used as the RTC clock:

— The RTC state is not guaranteed if the Vpp supply is powered off or if the internal
voltage regulator is powered off (removing power from the 1.2 V domain).

To read the RTC calendar register when the APBL1 clock frequency is less than seven times
the RTC clock frequency (fapg1 < 7XfrTcLck): the software must read the calendar time and
date registers twice. The data are correct if the second read access to RTC_TR gives the
same result than the first one. Otherwise a third read access must be performed.
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Watchdog clock

If the independent watchdog (IWDG) is started by either hardware option or software
access, the LS| oscillator is forced ON and cannot be disabled. After the LSI oscillator
temporization, the clock is provided to the IWDG.

Clock-out capability

Two microcontroller clock output (MCO) pins are available:
e MCO1

You can output four different clock sources onto the MCO1 pin (PA8) using the
configurable prescaler (from 1 to 5):

— HSlclock
—  LSE clock
—  HSE clock
— PLL clock

The desired clock source is selected using the MCO1PRE[2:0] and MCO1[1:0] bits in
the RCC clock configuration register (RCC_CFGR).

. MCO2

You can output four different clock sources onto the MCO2 pin (PC9) using the
configurable prescaler (from 1 to 5):

—  HSE clock

—  PLL clock

—  System clock (SYSCLK)

—  PLLI2S clock

The desired clock source is selected using the MCO2PRE[2:0] and MCO2 bits in the
RCC clock configuration register (RCC_CFGR).

For the different MCO pins, the corresponding GPIO port has to be programmed in alternate
function mode.

The selected clock to output onto MCO must not exceed 100 MHz (the maximum 1/O
speed).

Internal/external clock measurement using TIM5/TIM11

It is possible to indirectly measure the frequencies of all on-board clock source generators
by means of the input capture of TIM5 channel4 and TIM11 channel1 as shown in Figure 14
and Figure 15.

Internal/external clock measurement using TIM5 channel4

TIM5 has an input multiplexer which allows choosing whether the input capture is triggered
by the 1/0 or by an internal clock. This selection is performed through the TI4_RMP [1:0] bits
in the TIM5_OR register.

The primary purpose of having the LSE connected to the channel4 input capture is to be
able to precisely measure the HSI (this requires to have the HSI used as the system clock
source). The number of HSI clock counts between consecutive edges of the LSE signal
provides a measurement of the internal clock period. Taking advantage of the high precision
of LSE crystals (typically a few tens of ppm) we can determine the internal clock frequency
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with the same resolution, and trim the source to compensate for manufacturing-process
and/or temperature- and voltage-related frequency deviations.

The HSI oscillator has dedicated, user-accessible calibration bits for this purpose.

The basic concept consists in providing a relative measurement (e.g. HSI/LSE ratio): the
precision is therefore tightly linked to the ratio between the two clock sources. The greater
the ratio, the better the measurement.

It is also possible to measure the LSI frequency: this is useful for applications that do not
have a crystal. The ultralow-power LSI oscillator has a large manufacturing process
deviation: by measuring it versus the HSI clock source, it is possible to determine its
frequency with the precision of the HSI. The measured value can be used to have more
accurate RTC time base timeouts (when LSl is used as the RTC clock source) and/or an
IWDG timeout with an acceptable accuracy.

Use the following procedure to measure the LSI frequency:

1. Enable the TIM5 timer and configure channel4 in Input capture mode.

2. Setthe Tl4_RMP bits in the TIM5_OR register to 0x01 to connect the LSI clock
internally to TIM5 channel4 input capture for calibration purposes.

3. Measure the LSI clock frequency using the TIM5 capture/compare 4 event or interrupt.

4. Use the measured LSI frequency to update the prescaler of the RTC depending on the
desired time base and/or to compute the IWDG timeout.

Figure 14. Frequency measurement with TIM5 in Input capture mode

TIM5

TI4_RMP[1:0]
GPIO ————
RTC_WakeUp_IT Ti4
LSE
LSI

ai17741v2

Internal/external clock measurement using TIM11 channell

TIM11 has an input multiplexer which allows choosing whether the input capture is triggered
by the 1/0 or by an internal clock. This selection is performed through TI11_RMP [1:0] bits in
the TIM11_OR register. The HSE_RTC clock (HSE divided by a programmable prescaler) is
connected to channel 1 input capture to have a rough indication of the external crystal
frequency. This requires that the HSI is the system clock source. This can be useful for
instance to ensure compliance with the IEC 60730/IEC 61335 standards which require to be
able to determine harmonic or subharmonic frequencies (-50/+100% deviations).
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Figure 15. Frequency measurement with TIM11 in Input capture mode
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6.3

6.3.1

RCC registers

Refer to Section 1.1: List of abbreviations for registers for a list of abbreviations used in

register descriptions.

RCC clock control register (RCC_CR)
Address offset: 0x00
Reset value: 0x0000 XX81 where X is undefined.

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLI2S | PLLI2S CSs HSE HSE
PLLRDY| PLLON HSE ON
Reserved RDY ON Reserved ON BYP RDY
r w r w w rw r w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
. . HSI
HSICAL[7:0] HSITRIM[4:0] Res. RDY HSION
r | r | r | r | r | r | r | r rw | w | w | w | w r w

3

Bits 31:28 Reserved, must be kept at reset value.

Bit 27 PLLI2SRDY: PLLI2S clock ready flag
Set by hardware to indicate that the PLLI2S is locked.

0: PLLI2S unlocked
1: PLLI2S locked

Bit 26 PLLI2SON: PLLI2S enable
Set and cleared by software to enable PLLI2S.
Cleared by hardware when entering Stop or Standby mode.
0: PLLI2S OFF
1: PLLI2S ON

Bit 25 PLLRDY: Main PLL (PLL) clock ready flag
Set by hardware to indicate that PLL is locked.
0: PLL unlocked
1: PLL locked
Bit 24 PLLON: Main PLL (PLL) enable
Set and cleared by software to enable PLL.

Cleared by hardware when entering Stop or Standby mode. This bit cannot be reset if PLL

clock is used as the system clock.
0: PLL OFF
1: PLL ON

Bits 23:20 Reserved, must be kept at reset value.

Bit 19 CSSON: Clock security system enable

Set and cleared by software to enable the clock security system. When CSSON is set, the
clock detector is enabled by hardware when the HSE oscillator is ready, and disabled by

hardware if an oscillator failure is detected.
0: Clock security system OFF (Clock detector OFF)

1: Clock security system ON (Clock detector ON if HSE oscillator is stable, OFF if not)
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Bit 18

Bit 17

Bit 16

Bits 15:8

Bits 7:3

Bit 2
Bit 1

Bit 0

HSEBYP: HSE clock bypass
Set and cleared by software to bypass the oscillator with an external clock. The external
clock must be enabled with the HSEON bit, to be used by the device.
The HSEBYP bit can be written only if the HSE oscillator is disabled.
0: HSE oscillator not bypassed
1: HSE oscillator bypassed with an external clock

HSERDY: HSE clock ready flag
Set by hardware to indicate that the HSE oscillator is stable. After the HSEON bit is cleared,
HSERDY goes low after 6 HSE oscillator clock cycles.
0: HSE oscillator not ready
1: HSE oscillator ready

HSEON: HSE clock enable
Set and cleared by software.
Cleared by hardware to stop the HSE oscillator when entering Stop or Standby mode. This
bit cannot be reset if the HSE oscillator is used directly or indirectly as the system clock.
0: HSE oscillator OFF
1: HSE oscillator ON

HSICAL[7:0]: Internal high-speed clock calibration
These bits are initialized automatically at startup.

HSITRIM[4:0]: Internal high-speed clock trimming
These bits provide an additional user-programmable trimming value that is added to the
HSICAL[7:0] bits. It can be programmed to adjust to variations in voltage and temperature
that influence the frequency of the internal HSI RC.

Reserved, must be kept at reset value.

HSIRDY: Internal high-speed clock ready flag
Set by hardware to indicate that the HSI oscillator is stable. After the HSION bit is cleared,
HSIRDY goes low after 6 HSI clock cycles.
0: HSI oscillator not ready
1: HSI oscillator ready

HSION: Internal high-speed clock enable
Set and cleared by software.
Set by hardware to force the HSI oscillator ON when leaving the Stop or Standby mode or in
case of a failure of the HSE oscillator used directly or indirectly as the system clock. This bit
cannot be cleared if the HSI is used directly or indirectly as the system clock.
0: HSI oscillator OFF
1: HSI oscillator ON

3
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6.3.2 RCC PLL configuration register (RCC_PLLCFGR)

Address offset: 0x04

Reset value: 0x2400 3010

Access: no wait state, word, half-word and byte access.

This register is used to configure the PLL clock outputs according to the formulas:

e frvco clock) = f(PLL clock input) ¥ (PLLN/ PLLM)
*  fPLL general clock output) = f(vco clock) / PLLP
* fusB 0TGFs, SDIO, RNG clock output) = f(vco clock) / PLLQ

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLQ3 | PLLQ2 | PLLQ1 | PLLQO | Resery |PLLSRC PLLP1 | PLLPO
Reserved d Reserved
rw w rw rw e w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Reserv PLLN PLLM5 | PLLM4 | PLLM3 | PLLM2 | PLLM1 | PLLMO
ed w | w ‘ w ‘ w ‘ w | w | w | rw ‘ w w w w rw w w

Bit 31:28 Reserved, must be kept at reset value.

Bits 27:24 PLLQ: Main PLL (PLL) division factor for USB OTG FS, SDIO and random number generator
clocks
Set and cleared by software to control the frequency of USB OTG FS clock, the random
number generator clock and the SDIO clock. These bits should be written only if PLL is
disabled.

Caution: The USB OTG FS requires a 48 MHz clock to work correctly. The SDIO and the
random number generator need a frequency lower than or equal to 48 MHz to work
correctly.

USB OTG FS clock frequency = VCO frequency / PLLQ with 2 <PLLQ <15
0000: PLLQ = 0, wrong configuration

0001: PLLQ = 1, wrong configuration

0010: PLLQ =2

0011: PLLQ =3

0100: PLLQ =4

1111: PLLQ =15

Bit 23 Reserved, must be kept at reset value.

Bit 22 PLLSRC: Main PLL(PLL) and audio PLL (PLLI2S) entry clock source
Set and cleared by software to select PLL and PLLI2S clock source. This bit can be written
only when PLL and PLLI2S are disabled.

0: HSI clock selected as PLL and PLLI2S clock entry
1: HSE oscillator clock selected as PLL and PLLI2S clock entry

Bits 21:18 Reserved, must be kept at reset value.

3
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Bits 17:16 PLLP: Main PLL (PLL) division factor for main system clock
Set and cleared by software to control the frequency of the general PLL output clock. These
bits can be written only if PLL is disabled.

Caution: The software has to set these bits correctly not to exceed 100 MHz on this domain.
PLL output clock frequency = VCO frequency / PLLP with PLLP =2, 4,6, or 8
00: PLLP =2
01: PLLP =4
10: PLLP =6
11: PLLP =8

Bits 14:6 PLLN: Main PLL (PLL) multiplication factor for VCO
Set and cleared by software to control the multiplication factor of the VCO. These bits can
be written only when PLL is disabled. Only half-word and word accesses are allowed to
write these bits.

Caution: The software has to set these bits correctly to ensure that the VCO output
frequency is between 100 and 432 MHz. (check also Section 6.3.20: RCC PLLI2S
configuration register (RCC_PLLI2SCFGR))

VCO output frequency = VCO input frequency x PLLN with 50 <PLLN <432
000000000: PLLN = 0, wrong configuration
000000001: PLLN = 1, wrong configuration

000110010: PLLN =50

001100011: PLLN = 99
001100100: PLLN = 100

110110000: PLLN = 432
110110001: PLLN = 433, wrong configuration

111111111: PLLN = 511, wrong configuration

Note: Multiplication factors possible for VCO input frequency higher than 1 MHz but care
must be taken to fulfill the minimum VCO output frequency as specified above.

Bits 5:0 PLLM: Division factor for the main PLL (PLL) input clock
Set and cleared by software to divide the PLL and PLLI2S input clock before the VCO.
These bits can be written only when the PLL and PLLI2S are disabled.

Caution: The software has to set these bits correctly to ensure that the VCO input frequency

ranges from 1 to 2 MHz. It is recommended to select a frequency of 2 MHz to limit
PLL jitter.

VCO input frequency = PLL input clock frequency / PLLM with 2 <PLLM <63

000000: PLLM = 0, wrong configuration

000001: PLLM = 1, wrong configuration

000010: PLLM =2

000011: PLLM =3

000100: PLLM =4

111110: PLLM = 62
111111: PLLM = 63

3
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6.3.3 RCC clock configuration register (RCC_CFGR)
Address offset: 0x08
Reset value: 0x0000 0000
Access: 0 <wait state <2, word, half-word and byte access
1 or 2 wait states inserted only if the access occurs during a clock source switch.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MCO2 MCO2 PRE[2:0] MCO1 PRE[2:0] 'ZSRSC MCO1 RTCPRE[4:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PPRE2[2:0] PPRE1[2:0] HPRE[3:0] SWS1 | SWS0 | SwW1 SWO0
Reserved

Bits 31:30 MCOZ2[1:0]: Microcontroller clock output 2

Set and cleared by software. Clock source selection may generate glitches on MCO2. It is
highly recommended to configure these bits only after reset before enabling the external
oscillators and the PLLs.

00: System clock (SYSCLK) selected

01: PLLI2S clock selected

10: HSE oscillator clock selected

11: PLL clock selected

Bits 29:27 MCO2PRE: MCQ2 prescaler

Set and cleared by software to configure the prescaler of the MCO2. Modification of this
prescaler may generate glitches on MCO2. It is highly recommended to change this
prescaler only after reset before enabling the external oscillators and the PLLs.

Oxx: no division

100: division by 2

101: division by 3

110: division by 4

111: division by 5

Bits 26:24 MCO1PRE: MCO1 prescaler

Set and cleared by software to configure the prescaler of the MCO1. Modification of this
prescaler may generate glitches on MCO1. It is highly recommended to change this
prescaler only after reset before enabling the external oscillators and the PLL.

O0xx: no division

100: division by 2

101: division by 3

110: division by 4

111: division by 5

Bit 23 12SSRC: 12S clock selection

3

Set and cleared by software. This bit allows to select the 12S clock source between the
PLLI2S clock and the external clock. It is highly recommended to change this bit only after
reset and before enabling the 12S module.

0: PLLI2S clock used as I12S clock source
1: External clock mapped on the 12S_CKIN pin used as I12S clock source
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Bits 22:21 MCOZ1: Microcontroller clock output 1

Set and cleared by software. Clock source selection may generate glitches on MCO1. It is
highly recommended to configure these bits only after reset before enabling the external
oscillators and PLL.

00: HSI clock selected

01: LSE oscillator selected

10: HSE oscillator clock selected

11: PLL clock selected

Bits 20:16 RTCPRE: HSE division factor for RTC clock

Set and cleared by software to divide the HSE clock input clock to generate a 1 MHz clock
for RTC.

Caution: The software has to set these bits correctly to ensure that the clock supplied to the
RTC is 1 MHz. These bits must be configured if needed before selecting the RTC
clock source.

00000: no clock
00001: no clock
00010: HSE/2
00011: HSE/3
00100: HSE/4

11110: HSE/30
11111: HSE/31

Bits 15:13 PPRE2: APB high-speed prescaler (APB2)
Set and cleared by software to control APB high-speed clock division factor.

Caution: The software has to set these bits correctly not to exceed 84 MHz on this domain.

The clocks are divided with the new prescaler factor from 1 to 16 AHB cycles after
PPRE2 write.

Oxx: AHB clock not divided

100: AHB clock divided by 2

101: AHB clock divided by 4

110: AHB clock divided by 8

111: AHB clock divided by 16

Bits 12:10 PPREZ1: APB Low speed prescaler (APB1)
Set and cleared by software to control APB low-speed clock division factor.

Caution: The software has to set these bits correctly not to exceed 42 MHz on this domain.

The clocks are divided with the new prescaler factor from 1 to 16 AHB cycles after
PPRE1 write.

Oxx: AHB clock not divided

100: AHB clock divided by 2

101: AHB clock divided by 4

110: AHB clock divided by 8

111: AHB clock divided by 16

Bits 9:8 Reserved, must be kept at reset value.

3
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Bits 7:4 HPRE: AHB prescaler
Set and cleared by software to control AHB clock division factor.
Caution: The clocks are divided with the new prescaler factor from 1 to 16 AHB cycles after
HPRE write.
Caution: The AHB clock frequency must be at least 25 MHz when the Ethernet is used.
Oxxx: system clock not divided
1000: system clock divided by 2
1001: system clock divided by 4
1010: system clock divided by 8
1011: system clock divided by 16
1100: system clock divided by 64
1101: system clock divided by 128
1110: system clock divided by 256
1111: system clock divided by 512
Bits 3:2 SWS: System clock switch status
Set and cleared by hardware to indicate which clock source is used as the system clock.
00: HSI oscillator used as the system clock
01: HSE oscillator used as the system clock
10: PLL used as the system clock
11: not applicable
Bits 1:0 SW: System clock switch
Set and cleared by software to select the system clock source.
Set by hardware to force the HSI selection when leaving the Stop or Standby mode or in
case of failure of the HSE oscillator used directly or indirectly as the system clock.
00: HSI oscillator selected as system clock
01: HSE oscillator selected as system clock
10: PLL selected as system clock
11: not allowed
6.3.4 RCC clock interrupt register (RCC_CIR)
Address offset: 0x0C
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
cSSC PLLI2S | PLL | HSE | HSI LSE LSl
Reserved Reserved | RDYC | RDYC | RDYC | RDYC | RDYC | RDYC
w w w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PLLI2S | PLL | HSE | HSI | LSE LSl | cssF PLLI2S | PLL | HSE | HSI LSE LSl
Reserved | RDYIE | RDYIE | RDYIE | RDYIE | RDYIE | RDYIE Reserved | RDYF | RDYF | RDYF | RDYF | RDYF | RDYF
w w w rw w w r r r r r r r
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Bits 31:24 Reserved, must be kept at reset value.

Bit 23 CSSC: Clock security system interrupt clear
This bit is set by software to clear the CSSF flag.
0: No effect
1: Clear CSSF flag

Bit 22 Reserved, must be kept at reset value.

Bit 21 PLLI2SRDYC: PLLI2S ready interrupt clear
This bit is set by software to clear the PLLI2SRDYF flag.
0: No effect
1: PLLI2SRDYF cleared

Bit 20 PLLRDYC: Main PLL(PLL) ready interrupt clear
This bit is set by software to clear the PLLRDYF flag.
0: No effect
1: PLLRDYF cleared

Bit 19 HSERDYC: HSE ready interrupt clear
This bit is set by software to clear the HSERDYF flag.
0: No effect
1: HSERDYF cleared

Bit 18 HSIRDYC: HSI ready interrupt clear
This bit is set software to clear the HSIRDYF flag.
0: No effect
1: HSIRDYF cleared

Bit 17 LSERDYC: LSE ready interrupt clear

This bit is set by software to clear the LSERDYF flag.
0: No effect
1: LSERDYF cleared

Bit 16 LSIRDYC: LSI ready interrupt clear

This bit is set by software to clear the LSIRDYF flag.
0: No effect
1: LSIRDYF cleared

Bits 15:14 Reserved, must be kept at reset value.

Bit 13 PLLI2SRDYIE: PLLI2S ready interrupt enable
Set and cleared by software to enable/disable interrupt caused by PLLI2S lock.
0: PLLIZS lock interrupt disabled
1: PLLI2S lock interrupt enabled

Bit 12 PLLRDYIE: Main PLL (PLL) ready interrupt enable
Set and cleared by software to enable/disable interrupt caused by PLL lock.
0: PLL lock interrupt disabled
1: PLL lock interrupt enabled

Bit 11 HSERDYIE: HSE ready interrupt enable

Set and cleared by software to enable/disable interrupt caused by the HSE oscillator
stabilization.

0: HSE ready interrupt disabled

1: HSE ready interrupt enabled

3
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Bit 10 HSIRDYIE: HSI ready interrupt enable
Set and cleared by software to enable/disable interrupt caused by the HSI oscillator
stabilization.
0: HSI ready interrupt disabled
1: HSI ready interrupt enabled

Bit9 LSERDYIE: LSE ready interrupt enable
Set and cleared by software to enable/disable interrupt caused by the LSE oscillator
stabilization.
0: LSE ready interrupt disabled
1: LSE ready interrupt enabled

Bit 8 LSIRDYIE: LSI ready interrupt enable
Set and cleared by software to enable/disable interrupt caused by LSI oscillator
stabilization.
0: LSI ready interrupt disabled
1: LSl ready interrupt enabled

Bit 7 CSSF: Clock security system interrupt flag
Set by hardware when a failure is detected in the HSE oscillator.
Cleared by software setting the CSSC bit.
0: No clock security interrupt caused by HSE clock failure
1: Clock security interrupt caused by HSE clock failure

Bit 6 Reserved, must be kept at reset value.

Bit 5 PLLI2SRDYF: PLLI2S ready interrupt flag
Set by hardware when the PLLI2S locks and PLLI2SRDYDIE is set.
Cleared by software setting the PLLRI2SDYC bit.
0: No clock ready interrupt caused by PLLI2S lock
1: Clock ready interrupt caused by PLLI2S lock

Bit4 PLLRDYF: Main PLL (PLL) ready interrupt flag
Set by hardware when PLL locks and PLLRDYDIE is set.
Cleared by software setting the PLLRDYC bit.
0: No clock ready interrupt caused by PLL lock
1: Clock ready interrupt caused by PLL lock

Bit 3 HSERDYF: HSE ready interrupt flag
Set by hardware when External High Speed clock becomes stable and HSERDYDIE is set.
Cleared by software setting the HSERDYC bit.
0: No clock ready interrupt caused by the HSE oscillator
1: Clock ready interrupt caused by the HSE oscillator

Bit 2 HSIRDYF: HSI ready interrupt flag
Set by hardware when the Internal High Speed clock becomes stable and HSIRDYDIE is
set.
Cleared by software setting the HSIRDYC bit.
0: No clock ready interrupt caused by the HSI oscillator
1: Clock ready interrupt caused by the HSI oscillator

Bit 1 LSERDYF: LSE ready interrupt flag
Set by hardware when the External Low Speed clock becomes stable and LSERDYDIE is
set.
Cleared by software setting the LSERDYC bit.
0: No clock ready interrupt caused by the LSE oscillator
1: Clock ready interrupt caused by the LSE oscillator

3
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Bit 0 LSIRDYF: LSI ready interrupt flag
Set by hardware when the internal low speed clock becomes stable and LSIRDYDIE is set.
Cleared by software setting the LSIRDYC bit.
0: No clock ready interrupt caused by the LS| oscillator
1: Clock ready interrupt caused by the LSI oscillator

6.3.5 RCC AHBL1 peripheral reset register (RCC_AHB1RSTR)

Address offset: 0x10
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DMA2 | DMA1
Reserved RST RST Reserved
w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CRCRST GPIOH GPIOE | GPIOD | GPIOC | GPIOB | GPIOA
Reserved Reserved RST Reserved RST RST RST RST RST
w w w w rw w w

Bits 31:23 Reserved, must be kept at reset value.

Bit22 DMA2RST: DMA2 reset
Set and cleared by software.

0: does not reset DMA2
1: resets DMA2

Bit21 DMA1RST:. DMA1 reset
Set and cleared by software.

0: does not reset DMA1
1: resets DMA1

Bits 20:13 Reserved, must be kept at reset value.

Bit 12 CRCRST: CRC reset
Set and cleared by software.

0: does not reset CRC
1: resets CRC

Bits 11:8 Reserved, must be kept at reset value.
Bit 7 GPIOHRST: 10 port H reset
Set and cleared by software.
0: does not reset 10 port H
1: resets 10 port H
Bits 6:5 Reserved, must be kept at reset value.

Bit4 GPIOERST: IO port E reset
Set and cleared by software.

0: does not reset 10 port E
1: resets IO port E
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Bit 3 GPIODRST: 10 port D reset

Set and cleared by software.

0: does not reset 10 port D
1: resets IO port D

Bit2 GPIOCRST: 10 port C reset

Set and cleared by software.

0: does not reset 10 port C
1: resets 1O port C

Bit 1 GPIOBRST: IO port B reset

Set and cleared by software.

0: does not reset 10 port B
1:resets IO port B

Bit 0 GPIOARST: IO port A reset

Set and cleared by software.

0: does not reset 10 port A
1: resets 1O port A
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6.3.6 RCC AHB2 peripheral reset register (RCC_AHB2RSTR)

Address offset: 0x14

Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OTGFS
Reserved RST Reserved
w
Bits 31:8 Reserved, must be kept at reset value.
Bit 6:0 Reserved, must be kept at reset value.
6.3.7 RCC APB1 peripheral reset register for (RCC_APB1RSTR)

Address offset: 0x20

Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

PWR 2C3 | 12C2 | I2C1 USART2
Reserved RST Reserved RST RST RST Reserved RST Rszgr-
rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SPI3 | SPI2 WWDG TIM5 | TIM4 | TIM3 | TIM2
RST | RST Reserved RST Reserved RST | RST | RST | RST
rw w w rw rw rw rw

Bits 31:29 Reserved, must be kept at reset value.

Bit 28 PWRRST: Power interface reset
Set and cleared by software.
0: does not reset the power interface
1: resets the power interface

Bits 27:24 Reserved, must be kept at reset value.

Bit 23 12C3RST: 12C3 reset
Set and cleared by software.
0: does not reset 12C3
1: resets 12C3

Bit 22 12C2RST: 12C2 reset

Set and cleared by software.
0: does not reset 12C2
1: resets 12C2
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Bit 21 I12C1RST: 12C1 reset
Set and cleared by software.

0: does not reset 12C1
1: resets 12C1

Bits 20:18 Reserved, must be kept at reset value.

Bit 17 USART2RST:. USART2 reset

Set and cleared by software.
0: does not reset USART2
1: resets USART2

Bit 16 Reserved, must be kept at reset value.

Bit 15 SPI3RST: SPI3 reset
Set and cleared by software.

0: does not reset SPI3
1: resets SPI3

Bit 14 SPI2RST: SPI2 reset
Set and cleared by software.

0: does not reset SPI2
1: resets SPI2

Bits 13:12 Reserved, must be kept at reset value.

Bit 11 WWDGRST: Window watchdog reset
Set and cleared by software.

0: does not reset the window watchdog
1: resets the window watchdog

Bits 10:4 Reserved, must be kept at reset value.

Bit 3 TIM5RST: TIM5 reset

Set and cleared by software.
0: does not reset TIM5
1: resets TIM5

Bit 2 TIMARST: TIM4 reset
Set and cleared by software.

0: does not reset TIM4
1: resets TIM4

Bit 1 TIM3RST: TIM3 reset
Set and cleared by software.

0: does not reset TIM3
1: resets TIM3

Bit 0 TIM2RST: TIM2 reset
Set and cleared by software.

0: does not reset TIM2
1: resets TIM2

3
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6.3.8 RCC APB2 peripheral reset register (RCC_APB2RSTR)
Address offset: 0x24
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SPI5 TIM11 | TIM10 | TIM9
Reserved RST |[Reser-| RsT | RST | RST
ved
w rw rw w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SYSCFG| SPl4 | SPI1 | SDIO ADC1 USART6 | USART1 TIM1
Res:r' RST RST RST RST Reserved RST Reserved RST RST Reserved RST
ve
rw rw w w w rw w w
Bits 31:21 Reserved, must be kept at reset value.
Bit 20 SPI5SRST: SPI5RST
This bit is set and cleared by software.
0: does not reset SPI5
1: resets SPI5
Bit 19 Reserved, must be kept at reset value.
Bit 18 TIM11RST: TIM11 reset
Set and cleared by software.
0: does not reset TIM11
1: resets TIM11
Bit 17 TIM10RST: TIM10 reset
Set and cleared by software.
0: does not reset TIM10
1: resets TIM10
Bit 16 TIMORST: TIM9 reset
Set and cleared by software.
0: does not reset TIM9
1: resets TIM9
Bit 15 Reserved, must be kept at reset value.
Bit 14 SYSCFGRST: System configuration controller reset
Set and cleared by software.
0: does not reset the System configuration controller
1: resets the System configuration controller
Bit 13 SPI4RST: SPI4 reset
Set and reset by software.
0: does not reset SP14
1: resets SPI4
Bit 12 SPILRST: SPI1 reset
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Set and cleared by software.
0: does not reset SPI1
1: resets SPI1

DoclD026448 Rev 1

3




RM0383 Reset and clock control (RCC) for STM32F411xC/E

Bit 11 SDIORST: SDIO reset
Set and cleared by software.

0: does not reset the SDIO module
1: resets the SDIO module

Bits 10:9 Reserved, must be kept at reset value.

Bit 8 ADC1RST: ADC interface reset
Set and cleared by software.

0: does not reset the ADC interface
1: resets the ADC interface

Bits 7:6 Reserved, must be kept at reset value.

Bit 5 USARTERST: USARTG6 reset
Set and cleared by software.
0: does not reset USART6
1: resets USART6

Bit4 USARTL1RST: USART1 reset
Set and cleared by software.

0: does not reset USART1
1: resets USART1

Bits 3:1 Reserved, must be kept at reset value.

Bit 0 TIM1RST: TIM1 reset

Set and cleared by software.
0: does not reset TIM1
1: resets TIM1

3
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6.3.9 RCC AHBL1 peripheral clock enable register (RCC_AHB1ENR)
Address offset: 0x30
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DMA2EN [DMA1EN
Reserved Reserved
rw rw
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
GPIOH GPIOD | GPIOC |GPIOB|GPIOA
RCEN PIOEEN
Reserved CRC Reserved EN Reserved erio EN EN EN EN
rw w rw w w rw rw

Bits

Bits

31:23 Reserved, must be kept at reset value.

Bit 22 DMA2EN: DMAZ2 clock enable

Set and cleared by software.
0: DMA2 clock disabled
1: DMAZ2 clock enabled

Bit 21 DMA1EN: DMA1 clock enable

Set and cleared by software.
0: DMA1 clock disabled
1: DMA1 clock enabled

20:13 Reserved, must be kept at reset value.

Bit 12 CRCEN: CRC clock enable

Set and cleared by software.
0: CRC clock disabled
1: CRC clock enabled

Bits 11:8 Reserved, must be kept at reset value.

Bit 7 GPIOHEN: IO port H clock enable
Set and reset by software.
0: 10 port H clock disabled
1: 10 port H clock enabled

Bits 6:5 Reserved, must be kept at reset value.
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Bit 4 GPIOEEN: IO port E clock enable
Set and cleared by software.

0: 1O port E clock disabled
1: 10 port E clock enabled

Bit 3 GPIODEN: 10 port D clock enable
Set and cleared by software.

0: 10 port D clock disabled
1: 10 port D clock enabled

Bit 2 GPIOCEN: 10 port C clock enable
Set and cleared by software.

0: 10 port C clock disabled
1: 10 port C clock enabled

3
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Bit 1 GPIOBEN: 10 port B clock enable
Set and cleared by software.
0: 10 port B clock disabled
1: 10 port B clock enabled
Bit 0 GPIOAEN: |0 port A clock enable
Set and cleared by software.
0: 10 port A clock disabled
1: 10 port A clock enabled
6.3.10 RCC AHB2 peripheral clock enable register (RCC_AHB2ENR)
Address offset: 0x34
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OTGFS
Reserved EN Reserved
w
Bits 31:8 Reserved, must be kept at reset value.
Bit 7 OTGFSEN: USB OTG FS clock enable
Set and cleared by software.
0: USB OTG FS clock disabled
1: USB OTG FS clock enabled
Bits 6:0 Reserved, must be kept at reset value.
6.3.11 RCC APB1 peripheral clock enable register (RCC_APB1ENR)
Address offset: 0x40
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PWR 12C3 | 12C2 | 12C1 USART2
Reserved EN Reserved EN EN EN Reserved EN Rszgr-
w w w rw w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SPI3 | SPI2 WWDG TIM5 | TIM4 | TIM3 | TIM2
EN EN Reserved EN Reserved EN EN EN EN
w rw w rw w w w
115/836
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Bits 31:29
Bit 28

Bits 27:24
Bit 23

Bit 22

Bit 21

Bits 20:18
Bit 17

Bit 16
Bit 15

Bit 14

Bits 13:12
Bit 11

Bits 10:4
Bit 3
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Reserved, must be kept at reset value.

PWREN: Power interface clock enable
Set and cleared by software.

0: Power interface clock disabled
1: Power interface clock enable

Reserved, must be kept at reset value.

I2C3EN: 12C3 clock enable

Set and cleared by software.
0: 12C3 clock disabled
1: 12C3 clock enabled

I2C2EN: 12C2 clock enable
Set and cleared by software.
0: 12C2 clock disabled
1: 12C2 clock enabled

I2C1EN: 12C1 clock enable

Set and cleared by software.
0: 12C1 clock disabled
1: 12C1 clock enabled

Reserved, must be kept at reset value.

USART2EN: USART2 clock enable
Set and cleared by software.

0: USART2 clock disabled
1: USART2 clock enabled

Reserved, must be kept at reset value.

SPI3EN: SPI3 clock enable
Set and cleared by software.
0: SPI3 clock disabled
1: SPI3 clock enabled

SPI2EN: SPI2 clock enable

Set and cleared by software.
0: SPI2 clock disabled
1: SPI2 clock enabled

Reserved, must be kept at reset value.

WWDGEN: Window watchdog clock enable
Set and cleared by software.

0: Window watchdog clock disabled
1: Window watchdog clock enabled

Reserved, must be kept at reset value.

TIM5EN: TIMS clock enable
Set and cleared by software.

0: TIM5 clock disabled
1: TIM5 clock enabled
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Bit 2 TIM4EN: TIM4 clock enable

Set and cleared by software.

0: TIM4 clock disabled
1: TIM4 clock enabled

Bit 1 TIM3EN: TIM3 clock enable

Set and cleared by software.

0: TIM3 clock disabled
1: TIM3 clock enabled

Bit 0 TIM2EN: TIM2 clock enable

Set and cleared by software.

0: TIMZ2 clock disabled
1: TIM2 clock enabled

3
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6.3.12 RCC APB2 peripheral clock enable register
(RCC_APB2ENR)

Address offset: 0x44
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
TIM11 | TIM10 | TIM9
SPISEN _
Reserved Reser EN EN EN
ved
w rw rw w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SYSCF SPI4EN SPI1 SDIO ADCA1 USART6({USART1 TIM1
Rszgr— GEN EN EN Reserved EN Reserved EN EN Reserved EN
rw w w w w w w w

Bits 31:21 Reserved, must be kept at reset value.

Bit 20 SPISEN:SPI5 clock enable
This bit is set and cleared by software

0: SPI5 clock disabled
1: SPI5 clock enabled

Bit 19 Reserved, must be kept at reset value.

Bit 18 TIM11EN: TIM11 clock enable
Set and cleared by software.

0: TIM11 clock disabled
1: TIM11 clock enabled

Bit 17 TIM1OEN: TIM10 clock enable
Set and cleared by software.

0: TIM10 clock disabled
1: TIM10 clock enabled

Bit 16 TIM9EN: TIM9 clock enable

Set and cleared by software.
0: TIM9 clock disabled
1: TIM9 clock enabled

Bit 15 Reserved, must be kept at reset value.

Bit 14 SYSCFGEN: System configuration controller clock enable
Set and cleared by software.

0: System configuration controller clock disabled
1: System configuration controller clock enabled

Bit 13 SPI4EN: SPI4 clock enable
Set and reset by software.
0: SPI4 clock disabled
1: SPI4 clock enable

Bit 12 SPI1EN: SPI1 clock enable
Set and cleared by software.

0: SPI1 clock disabled
1: SPI1 clock enabled
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Bit 11 SDIOEN: SDIO clock enable
Set and cleared by software.

0: SDIO module clock disabled
1: SDIO module clock enabled

Bit 8 ADC1EN: ADC1 clock enable

Set and cleared by software.
0: ADC1 clock disabled
1: ADC1 clock disabled

Bits 7:6 Reserved, must be kept at reset value.

Bit 5 USART6EN: USARTS6 clock enable
Set and cleared by software.

0: USARTBS clock disabled
1: USART®6 clock enabled

Bit4 USART1EN: USART1 clock enable
Set and cleared by software.

0: USART1 clock disabled
1: USART1 clock enabled

Bits 3:1 Reserved, must be kept at reset value.

Bit 0 TIM1EN: TIM1 clock enable

Set and cleared by software.
0: TIM1 clock disabled
1: TIM1 clock enabled

3
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6.3.13 RCC AHB1 peripheral clock enable in low power mode register
(RCC_AHB1LPENR)
Address offset: 0x50
Reset value: 0x0061 900F
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DMA2 |DMA1 SRAM1
Reserved LPEN | LPEN Reserved LPEN
w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 0
FLITF CRC GPIOH GPIOE | GPIOD | GPIOC |GPIOB |GPIOA
LPEN Reserved LPEN Reserved LPEN Reserved LPEN | LPEN | LPEN |LPEN | LPEN
rw rw w w w w w w
Bits 31:23 Reserved, must be kept at reset value.
Bit 22 DMA2LPEN: DMAZ2 clock enable during Sleep mode
Set and cleared by software.
0: DMAZ2 clock disabled during Sleep mode
1: DMA2 clock enabled during Sleep mode
Bit 21 DMA1LPEN: DMA1 clock enable during Sleep mode
Set and cleared by software.
0: DMA1 clock disabled during Sleep mode
1: DMA1 clock enabled during Sleep mode
Bits 20:17 Reserved, must be kept at reset value.
Bit 16 SRAMI1LPEN: SRAM1interface clock enable during Sleep mode
Set and cleared by software.
0: SRAM1 interface clock disabled during Sleep mode
1: SRAM1 interface clock enabled during Sleep mode
Bit 15 FLITFLPEN: Flash interface clock enable during Sleep mode
Set and cleared by software.
0: Flash interface clock disabled during Sleep mode
1: Flash interface clock enabled during Sleep mode
Bits 14:13 Reserved, must be kept at reset value.
Bit 12 CRCLPEN: CRC clock enable during Sleep mode
Set and cleared by software.
0: CRC clock disabled during Sleep mode
1: CRC clock enabled during Sleep mode
Bits 11:8 Reserved, must be kept at reset value.
Bit 7 GPIOHLPEN: IO port H clock enable during sleep mode
Set and reset by software.
0: 10 port H clock disabled during sleep mode
1: 10 port H clock enabled during sleep mode
Bits 6:5 Reserved, must be kept at reset value.
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Bit 4 GPIOELPEN: IO port E clock enable during Sleep mode

Set and cleared by software.
0: 10 port E clock disabled during Sleep mode
1: 10 port E clock enabled during Sleep mode

Bit 3 GPIODLPEN: 10 port D clock enable during Sleep mode
Set and cleared by software.
0: 10 port D clock disabled during Sleep mode
1: 10 port D clock enabled during Sleep mode

Bit 2 GPIOCLPEN: 10 port C clock enable during Sleep mode
Set and cleared by software.
0: 10 port C clock disabled during Sleep mode
1: 10 port C clock enabled during Sleep mode

Bit 1 GPIOBLPEN: IO port B clock enable during Sleep mode
Set and cleared by software.
0: 10 port B clock disabled during Sleep mode
1: 10 port B clock enabled during Sleep mode

Bit 0 GPIOALPEN: IO port A clock enable during sleep mode
Set and cleared by software.

0: 10 port A clock disabled during Sleep mode
1: 10 port A clock enabled during Sleep mode

6.3.14 RCC AHB2 peripheral clock enable in low power mode register
(RCC_AHB2LPENR)

Address offset: 0x54
Reset value: 0x0000 0080

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
OTGFS
Reserved LPEN Reserved
w

Bits 31:8 Reserved, must be kept at reset value.

Bit 7 OTGFSLPEN: USB OTG FS clock enable during Sleep mode
Set and cleared by software.

0: USB OTG FS clock disabled during Sleep mode
1: USB OTG FS clock enabled during Sleep mode

Bits 6:0 Reserved, must be kept at reset value.

3
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6.3.15 RCC APB1 peripheral clock enable in low power mode register
(RCC_APB1LPENR)
Address offset: 0x60
Reset value: 0x10E2 C80F
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PWR 12C3 | 12C2 | 12C1 USART?2
Reserved LPEN Reserved LPEN | LPEN | LPEN Reserved LPEN Re:gr—
Vi
w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SPI3 | SPI2 WWDG TIM5 | TIM4 | TIM3 | TIM2
LPEN | LPEN Reserved LPEN Reserved LPEN | LPEN | LPEN | LPEN
w w w w w w w
Bits 31:29 Reserved, must be kept at reset value.
Bit 28 PWRLPEN: Power interface clock enable during Sleep mode
Set and cleared by software.
0: Power interface clock disabled during Sleep mode
1: Power interface clock enabled during Sleep mode
Bits 27:24 Reserved, must be kept at reset value.
Bit 23 12C3LPEN: 12C3 clock enable during Sleep mode
Set and cleared by software.
0: 12C3 clock disabled during Sleep mode
1: 12C3 clock enabled during Sleep mode
Bit 22 12C2LPEN: 12C2 clock enable during Sleep mode
Set and cleared by software.
0: 12C2 clock disabled during Sleep mode
1: 12C2 clock enabled during Sleep mode
Bit 21 12C1LPEN: 12C1 clock enable during Sleep mode
Set and cleared by software.
0: 12C1 clock disabled during Sleep mode
1: 12C1 clock enabled during Sleep mode
Bits 20:18 Reserved, must be kept at reset value.
Bit 17 USART2LPEN: USART2 clock enable during Sleep mode
Set and cleared by software.
0: USART2 clock disabled during Sleep mode
1: USART2 clock enabled during Sleep mode
Bit 16 Reserved, must be kept at reset value.
Bit 15 SPI3LPEN: SPI3 clock enable during Sleep mode
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Set and cleared by software.
0: SPI3 clock disabled during Sleep mode
1: SPI3 clock enabled during Sleep mode
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Bit 14

Bits 13:12

Bit 11 WWDGLPEN: Window watchdog clock enable during Sleep mode

Bits 10:4
Bit 3

Bit 2

Bit 1

Bit 0

3

SPI2LPEN: SPI2 clock enable during Sleep mode
Set and cleared by software.

0: SPI2 clock disabled during Sleep mode
1: SPI2 clock enabled during Sleep mode

Reserved, must be kept at reset value.

Set and cleared by software.

0: Window watchdog clock disabled during sleep mode
1: Window watchdog clock enabled during sleep mode

Reserved, must be kept at reset value.

TIM5LPEN: TIM5 clock enable during Sleep mode
Set and cleared by software.

0: TIMS5 clock disabled during Sleep mode
1: TIM5 clock enabled during Sleep mode

TIMALPEN: TIM4 clock enable during Sleep mode

Set and cleared by software.
0: TIM4 clock disabled during Sleep mode
1: TIM4 clock enabled during Sleep mode

TIM3LPEN: TIMS3 clock enable during Sleep mode
Set and cleared by software.
0: TIM3 clock disabled during Sleep mode
1: TIM3 clock enabled during Sleep mode
TIM2LPEN: TIM2 clock enable during Sleep mode
Set and cleared by software.

0: TIM2 clock disabled during Sleep mode
1: TIM2 clock enabled during Sleep mode
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6.3.16 RCC APB2 peripheral clock enabled in low power mode register
(RCC_APB2LPENR)

Address offset: 0x64
Reset value: 0x0007 7930

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SPI5 TIM11 | TIM10 | TIM9
Reserved LPEN Resgf- LPEN | LPEN | LPEN
ve

rw w w w

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
S\F((S;C SPI4LP| SPI1 | SDIO ADC1 USART6 | USART1 TIM1
Rj:gr- Lpen| EN | LPEN | LPEN Reserved LPEN | Reserved | LPEN | LPEN Reserved LPEN
w rw w w w w rw w

Bits 31:21 Reserved, must be kept at reset value.

Bit 20 SPISLPEN: SPI5 clock enable during Sleep mode
This bit is set and cleared by software

0: SPI5 clock disabled during Sleep mode
1: SPI5 clock enabled during Sleep mode

Bit 19 Reserved, must be kept at reset value.

Bit 18 TIM11LPEN: TIM11 clock enable during Sleep mode
Set and cleared by software.

0: TIM11 clock disabled during Sleep mode
1: TIM11 clock enabled during Sleep mode

Bit 17 TIM1OLPEN: TIM10 clock enable during Sleep mode
Set and cleared by software.

0: TIM10 clock disabled during Sleep mode
1: TIM10 clock enabled during Sleep mode

Bit 16 TIMOLPEN: TIM9 clock enable during sleep mode
Set and cleared by software.

0: TIM9 clock disabled during Sleep mode
1: TIM9 clock enabled during Sleep mode

Bit 15 Reserved, must be kept at reset value.

Bit 14 SYSCFGLPEN: System configuration controller clock enable during Sleep mode
Set and cleared by software.

0: System configuration controller clock disabled during Sleep mode
1: System configuration controller clock enabled during Sleep mode

Bit 13 SPI4LPEN: SPI4 clock enable during sleep mode
Set and reset by software.

0: SPI14 clock disabled during sleep mode
1: SPI4 clock enabled during sleep mode

3
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Bit 12 SPI1LPEN: SPI1 clock enable during Sleep mode
Set and cleared by software.

0: SPI1 clock disabled during Sleep mode
1: SPI1 clock enabled during Sleep mode

Bit 11 SDIOLPEN: SDIO clock enable during Sleep mode
Set and cleared by software.

0: SDIO module clock disabled during Sleep mode
1: SDIO module clock enabled during Sleep mode

Bits 10:9 Reserved, must be kept at reset value.

Bit 8 ADC1LPEN: ADC1 clock enable during Sleep mode

Set and cleared by software.
0: ADC1 clock disabled during Sleep mode
1: ADC1 clock disabled during Sleep mode

Bits 7:6 Reserved, must be kept at reset value.

Bit 5 USART6LPEN: USART®6 clock enable during Sleep mode
Set and cleared by software.

0: USART®6 clock disabled during Sleep mode
1: USART®6 clock enabled during Sleep mode

Bit4 USARTL1LPEN: USART1 clock enable during Sleep mode
Set and cleared by software.

0: USART1 clock disabled during Sleep mode
1: USART1 clock enabled during Sleep mode

Bits 3:1 Reserved, must be kept at reset value.

Bit0 TIM1LPEN: TIM1 clock enable during Sleep mode
Set and cleared by software.

0: TIM1 clock disabled during Sleep mode
1: TIM1 clock enabled during Sleep mode

3
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6.3.17 RCC Backup domain control register (RCC_BDCR)
Address offset: 0x70
Reset value: 0x0000 0000, reset by Backup domain reset.
Access: 0 <wait state <3, word, half-word and byte access
Wait states are inserted in case of successive accesses to this register.
The LSEON, LSEBYP, RTCSEL and RTCEN bits in the RCC Backup domain control
register (RCC_BDCR) are in the Backup domain. As a result, after Reset, these bits are
write-protected and the DBP bit in the PWR power control register (PWR_CR) has to be set
before these can be modified. Refer to Section 5.1.2 on page 70 for further information.
These bits are only reset after a Backup domain Reset (see Section 6.1.3: Backup domain
reset). Any internal or external Reset will not have any effect on these bits.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BDRST
Reserved
rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RTCEN RTCSEL[1:0] LSEMO|LSEBYP|LSERDY| LSEON
Reserved Reserved D
w w w w r w
Bits 31:17 Reserved, must be kept at reset value.
Bit 16 BDRST: Backup domain software reset
Set and cleared by software.
0: Reset not activated
1: Resets the entire Backup domain
Bit 15 RTCEN: RTC clock enable
Set and cleared by software.
0: RTC clock disabled
1: RTC clock enabled
Bits 14:10 Reserved, must be kept at reset value.
Bits 9:8 RTCSEL[1:0]: RTC clock source selection
Set by software to select the clock source for the RTC. Once the RTC clock source has been
selected, it cannot be changed anymore unless the Backup domain is reset. The BDRST bit
can be used to reset them.
00: No clock
01: LSE oscillator clock used as the RTC clock
10: LSI oscillator clock used as the RTC clock
11: HSE oscillator clock divided by a programmable prescaler (selection through the
RTCPRE[4:0] bits in the RCC clock configuration register (RCC_CFGR)) used as the RTC
clock
Bits 7:4 Reserved, must be kept at reset value.
Bit 3 LSEMOD: External low-speed oscillator bypass
Set and reset by software to select crystal mode for low speed oscillator. Two power modes
are available.
0: LSE oscillator “low power” mode selection
1: LSE oscillator “high drive” mode selection
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Bit 2 LSEBYP: External low-speed oscillator bypass

Set and cleared by software to bypass oscillator in debug mode. This bit can be written only
when the LSE clock is disabled.

0: LSE oscillator not bypassed

1: LSE oscillator bypassed

Bit 1 LSERDY: External low-speed oscillator ready

Set and cleared by hardware to indicate when the external 32 kHz oscillator is stable. After
the LSEON bit is cleared, LSERDY goes low after 6 external low-speed oscillator clock
cycles.

0: LSE clock not ready

1: LSE clock ready

Bit 0 LSEON: External low-speed oscillator enable
Set and cleared by software.
0: LSE clock OFF
1: LSE clock ON
6.3.18 RCC clock control & status register (RCC_CSR)

Address offset: 0x74

Reset value: 0xOE00 0000, reset by system reset, except reset flags by power reset only.

Access: 0 <wait state <3, word, half-word and byte access

Wait states are inserted in case of successive accesses to this register.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LPWR [WWDG| IWDG | SFT POR PIN |BORRS RMVF
RSTF | RSTF | RSTF | RSTF | RSTF | RSTF TF Reserved
w w rw w w w rw w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LSIRDY | LSION
Reserved
r w

Bit 31 LPWRRSTF: Low-power reset flag
Set by hardware when a Low-power management reset occurs.
Cleared by writing to the RMVF bit.
0: No Low-power management reset occurred
1: Low-power management reset occurred
For further information on Low-power management reset, refer to Low-power management
reset.

Bit 30 WWDGRSTF: Window watchdog reset flag

Set by hardware when a window watchdog reset occurs.
Cleared by writing to the RMVF bit.

0: No window watchdog reset occurred

1: Window watchdog reset occurred

Bit 29 IWDGRSTF: Independent watchdog reset flag

Set by hardware when an independent watchdog reset from Vpp domain occurs.
Cleared by writing to the RMVF bit.

0: No watchdog reset occurred

1: Watchdog reset occurred

3
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Bit 28

Bit 27

Bit 26

Bit 25

Bit 24

Bits 23:2
Bit 1

Bit 0
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SFTRSTF: Software reset flag
Set by hardware when a software reset occurs.
Cleared by writing to the RMVF bit.
0: No software reset occurred
1: Software reset occurred

PORRSTF: POR/PDR reset flag
Set by hardware when a POR/PDR reset occurs.
Cleared by writing to the RMVF bit.

0: No POR/PDR reset occurred
1: POR/PDR reset occurred

PINRSTF: PIN reset flag

Set by hardware when a reset from the NRST pin occurs.

Cleared by writing to the RMVF bit.

0: No reset from NRST pin occurred

1: Reset from NRST pin occurred
BORRSTF: BOR reset flag

Cleared by software by writing the RMVF bit.

Set by hardware when a POR/PDR or BOR reset occurs.

0: No POR/PDR or BOR reset occurred
1: POR/PDR or BOR reset occurred

RMVF: Remove reset flag
Set by software to clear the reset flags.
0: No effect
1: Clear the reset flags

Reserved, must be kept at reset value.

LSIRDY: Internal low-speed oscillator ready

Set and cleared by hardware to indicate when the internal RC 40 kHz oscillator is stable.

After the LSION bit is cleared, LSIRDY goes low after 3 LSI clock cycles.

0: LSI RC oscillator not ready
1: LSI RC oscillator ready

LSION: Internal low-speed oscillator enable
Set and cleared by software.

0: LSI RC oscillator OFF
1: LSI RC oscillator ON
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6.3.19 RCC spread spectrum clock generation register (RCC_SSCGR)
Address offset: 0x80
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
The spread spectrum clock generation is available only for the main PLL.

The RCC_SSCGR register must be written either before the main PLL is enabled or after
the main PLL disabled.

Note: For full details about PLL spread spectrum clock generation (SSCG) characteristics, refer to
the “Electrical characteristics” section in your device datasheet.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
3t EZE INCSTEP
SEL Reserved
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
INCSTEP MODPER
w | w | w w | w | w | w | w | w | w | w | w | w | w | w | w

Bit 31 SSCGEN: Spread spectrum modulation enable
Set and cleared by software.
0: Spread spectrum modulation DISABLE. (To write after clearing CR[24]=PLLON bit)
1: Spread spectrum modulation ENABLE. (To write before setting CR[24]=PLLON bit)
Bit 30 SPREADSEL: Spread Select
Set and cleared by software.
To write before to set CR[24]=PLLON bit.

0: Center spread
1: Down spread

Bits 29:28 Reserved, must be kept at reset value.

Bits 27:13 INCSTEP: Incrementation step
Set and cleared by software. To write before setting CR[24]=PLLON bit.
Configuration input for modulation profile amplitude.

Bits 12:0 MODPER: Modulation period

Set and cleared by software. To write before setting CR[24]=PLLON bit.
Configuration input for modulation profile period.

3
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6.3.20 RCC PLLI2S configuration register (RCC_PLLI2SCFGR)
Address offset: 0x84
Reset value: 0x2400 3000
Access: no wait state, word, half-word and byte access.
This register is used to configure the PLLI2S clock outputs according to the formulas:
*  frvco clock) = fiPLLI2S clock inputy * (PLLIZSN / PLLI2ZSM)
*  fipLL 125 clock output) = frvco clock) / PLLIZSR
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLI2S PLLI2S | PLLI2S
Reserved R2 R1 RO Reserved
w w w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PLLI2SN[8:0] PLLI2SM[5:0]
Reserved

130/836

Bit 31 Reserved, must be kept at reset value.

Bits 30:28 PLLI2SR: PLLI2S division factor for 12S clocks

Set and cleared by software to control the 12S clock frequency. These bits should be written
only if the PLLI2S is disabled. The factor must be chosen in accordance with the prescaler
values inside the 12S peripherals, to reach 0.3% error when using standard crystals and 0%
error with audio crystals. For more information about I2S clock frequency and precision,

refer to Section 20.4.4: Clock generator in the 12S chapter.

Caution: The 12Ss requires a frequency lower than or equal to 192 MHz to work correctly.

12S clock frequency = VCO frequency / PLLR with 2 <PLLR <7

000: PLLR = 0, wrong configuration
001: PLLR = 1, wrong configuration
010: PLLR =2

1M1: PLLR =7
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Bits 27:15 Reserved, must be kept at reset value.
Bits 14:6 PLLI2SN: PLLI2S multiplication factor for VCO

Bits 5:0

Set and cleared by software to control the multiplication factor of the VCO. These bits can
be written only when the PLLI2S is disabled. Only half-word and word accesses are allowed
to write these bits.

Caution: The software has to set these bits correctly to ensure that the VCO output
frequency is between 100 and 432 MHz. With VCO input frequency ranges from 1
to 2 MHz (refer to Figure 13 and divider factor M of the RCC PLL configuration
register (RCC_PLLCFGR))

VCO output frequency = VCO input frequency x PLLI2SN with 50 <PLLI2SN <432

000000000: PLLI2SN = 0, wrong configuration
000000001: PLLI2SN = 1, wrong configuration

001100010: PLLI2SN = 50

001100011: PLLI2SN = 99
001100100: PLLI2SN =100
001100101: PLLI2SN = 101

001100110: PLLI2SN = 102

110110000: PLLI2SN = 432
110110000: PLLI2SN = 433, wrong configuration

111111111: PLLI2SN = 511, wrong configuration

Note: Between 50 and 99 multiplication factors are possible for VCO input frequency higher
than 1 MHz. However care must be taken to fulfill the minimum VCO output frequency
as specified above.

PLLI2SM: Division factor for the main PLL (PLL) and audio PLL (PLLI2S) input clock

Set and cleared by software to divide the PLL and PLLI2S input clock before the VCO.
These bits can be written only when the PLL and PLLI2S are disabled.

Caution: The software has to set these bits correctly to ensure that the VCO input frequency
ranges from 1 to 2 MHz.It is recommended to select a frequency of 2 MHz to limit
PLL jitter.
VCO input frequency = PLL input clock frequency / PLLI2SM with 2<PLLI2SM <63

000000: PLLI2SM = 0, wrong configuration
000001: PLLI2SM = 1, wrong configuration...
000010: PLLI2SM =2

000011: PLLI2SM =3

000100: PLLI2SM = 4

111110: PLLI2SM = 62

111111: PLLI2SM = 63
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6.3.21 RCC Dedicated Clocks Configuration Register (RCC_DCKCFGR)
Address offset: 0x8C
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
TIMPRE
Reserved Reserved
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Reserved
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Bits 31:25 Reserved, must be kept at reset value.

Bit 24 TIMPRE: Timers clocks prescalers selection

Set and reset by software to control the clock frequency of all the timers connected to APB1

and APB2 domain.

0: If the APB prescaler (PPRE1, PPRE2 in the RCC_CFGR register) is configured to a
division factor of 1, TIMxCLK = HCKL . Otherwise, the timer clock frequencies are set to

twice to the frequency of the APB domain to which the timers are connected:
TIMXCLK = 2xPCLKXx.

1:1f the APB prescaler ( PPRE1, PPRE2 in the RCC_CFGR register) is configured to a
division factor of 1 or 2, TIMXCLK = HCKL. Otherwise, the timer clock frequencies are set to

four times to the frequency of the APB domain to which the timers are connected:
TIMxCLK = 4xPCLKXx.

Bits 23: 0 Reserved, must be kept at reset value.
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RCC register map

6.3.22

Table 21 gives the register map and reset values

Table 21. RCC register map and reset values for STM32F411xC/E
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Table 21. RCC register map and reset values for STM32F411xC/E (continued)
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Table 21. RCC register map and reset values for STM32F411xC/E (continued)

16
15
14
13
12
11
10
9
8
7
6
5
4
3
2
1
0

Addr. | Register |
offset name |

30
29
28
27
26
25
24
23
22
21
20
19
18
17

0x88 Reserved

Reserved

0x8C RCC—GDF?KCF Reserved

TIMPRE

Refer to Table 3 on page 41 for the register boundary addresses.
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7 System configuration controller (SYSCFG)
The system configuration controller is mainly used to remap the memory accessible in the
code area and manage the external interrupt line connection to the GPIOs.
7.1 I/O compensation cell
By default the 1/0O compensation cell is not used. However when the 1/0 output buffer speed
is configured in 50 MHz or 100 MHz mode, it is recommended to use the compensation cell
for slew rate control on 1/O tg0)0ut)/tr(10)out COMMutation to reduce the 1/O noise on power
supply.
When the compensation cell is enabled, a READY flag is set to indicate that the
compensation cell is ready and can be used. The I/O compensation cell can be used only
when the supply voltage ranges from 2.4 to 3.6 V.
7.2 SYSCFG registers
7.2.1 SYSCFG memory remap register (SYSCFG_MEMRMP)
This register is used for specific configurations on memory remap:
e  Two bits are used to configure the type of memory accessible at address 0x0000 0000.
These bits are used to select the physical remap by software and so, bypass the BOOT
pins.
o After reset these bits take the value selected by the BOOT pins. When booting from
main Flash memory with BOOTO pin set to 0 this register takes the value 0x00.
In remap mode, the CPU can access the external memory via ICode bus instead of System
bus which boosts up the performance.
Address offset: 0x00
Reset value: 0x0000 000X (X is the memory mode selected by the BOOT pins)
31 30 ’ 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved |
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
MEM_MODE
Reserved
w | w
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Bits 31:2 Reserved, must be kept at reset value.

Bits 1:0 MEM_MODE: Memory mapping selection

Set and cleared by software. This bit controls the memory internal mapping at
address 0x0000 0000. After reset these bits take the value selected by the Boot
pins .

00: Main Flash memory mapped at 0x0000 0000

01: System Flash memory mapped at 0x0000 0000

11: Embedded SRAM mapped at 0x0000 0000

Note: Referto Section 2.3: Memory map for details about the memory mapping at

address 0x0000 0000.
7.2.2 SYSCFG peripheral mode configuration register (SYSCFG_PMC)
Address offset: 0x04
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADC1D
Reserved C2
rw
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Reserved
Bits 31:17 Reserved, must be kept at reset value.
Bit 16 ADCxDC2:
0: No effect.
1: Refer to AN4073 on how to use this bit .
Note: These bits can be set only if the following conditions are met:
- ADC clock higher or equal to 30 MHz.
- Only one ADCxDC2 bit must be selected if ADC conversions do not start
at the same time and the sampling times differ.
- These bits must not be set when the ADCDC1 bhit is set in PWR_CR
register.
Bits 15:0 Reserved, must be kept at reset value.
7.2.3 SYSCFG external interrupt configuration register 1

(SYSCFG_EXTICR1)
Address offset: 0x08
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EXTI3[3:0] EXTI2[3:0] EXTI1[3:0] EXTIO0[3:0]
w | w | w | w w | w | rw | rw w | w | w | w w | w | rw | w

S74
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Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 EXTIx[3:0]: EXTI x configuration (x = 0 to 3)

These bits are written by software to select the source input for the EXTIx

external interrupt.
0000: PA[X] pin
0001: PB[x] pin
0010: PC[x] pin
0011: PDIxX] pin
0100: PE[X] pin
0101: Reserved
0110: Reserved
0111: PH[x] pin

7.2.4 SYSCFG external interrupt configuration register 2
(SYSCFG_EXTICR2)
Address offset: 0x0C
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
| Reserved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EXTI7[3:0] EXTI6[3:0] EXTI5[3:0] EXTI4[3:0]
Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 EXTIx[3:0]: EXTI x configuration (x = 4 to 7)
These bits are written by software to select the source input for the EXTIx
external interrupt.
0000: PA[X] pin
0001: PBI[x] pin
0010: PC[x] pin
0011: PD[x] pin
0100: PE[X] pin
0101: Reserved
0110: Reserved
0111: PHIx] pin
138/836 DoclD026448 Rev 1 Kys
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7.2.5 SYSCFG external interrupt configuration register 3
(SYSCFG_EXTICR3)
Address offset: 0x10
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
| Reserved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EXTI11[3:0] EXTI10[3:0] EXTI9[3:0] EXTI8[3:0]
Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 EXTIx[3:0]: EXTI x configuration (x = 8 to 11)
These bits are written by software to select the source input for the EXTIx external
interrupt.
0000: PA[X] pin
0001: PB[x] pin
0010: PC[x] pin
0011: PD[x] pin
0100: PE[X] pin
0101: Reserved
0110: Reserved
0111: PH[x] pin
7.2.6 SYSCFG external interrupt configuration register 4
(SYSCFG_EXTICRA4)
Address offset: 0x14
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
| Reserved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
EXTI15[3:0] EXTI14[3:0] EXTI13[3:0] EXTI12[3:0]

3

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 EXTIx[3:0]: EXTI x configuration (x = 12 to 15)
These bits are written by software to select the source input for the EXTIx external

interrupt.

0000: PA[X] pin
0001: PBI[x] pin
0010: PC[x] pin
0011: PD[X] pin
0100: PE[x] pin
0101: Reserved
0110: Reserved
0111: PH[x] pin
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7.2.7 Compensation cell control register (SYSCFG_CMPCR)

Address offset: 0x20
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
READY CMP_PD
Reserved Reserved
r rw

Bits 31:9 Reserved, must be kept at reset value.

Bit 8 READY: Compensation cell ready flag

0: I/O compensation cell not ready
1: O compensation cell ready

Bits 7:2 Reserved, must be kept at reset value.

Bit 0 CMP_PD: Compensation cell power-down
0: I/0 compensation cell power-down mode
1: 1/0 compensation cell enabled

3
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7.2.8 SYSCFG register map
The following table gives the SYSCFG register map and the reset values.
Table 22. SYSCFG register map and reset values
Offset| Register |ZR(2RINICILNIFNIFIRISICINICILIIRNYN D S|o|o|~|o|wv|<|m|cf-|o
w
a
SYSCFG_ Q
0x00 MEMRMP Reserved s'
=
Reset value X | X
N
(@]
SYSCFG_PMC Q
0x04 Reserved 8 Reserved
|<< |
Reset value 0
SYSCFG_EXTICR1 EXTI3[3:0] | EXTI2[3:0] | EXTI[3:0] | EXTIO[3:0]
0x08 Reserved
Reset value 0|o|0|o 0|0|0|0 0|0|0|0 0|0|0|0
SYSCFG_EXTICR2 EXTI7[3:0] | EXTI6[3:0] | EXTI5[3:0] | EXTI4[3:0]
0x0C Reserved
Reset value 0|o|0|o 0|0|o|0 o|0|0|o 0|o|0|0
SYSCFG_EXTICR3 EXTI1[3:0] | EXTI10[3:0] | EXTIO[3:0] | EXTI8[3:0]
0x10 Reserved
Reset value 0|o|0|o 0|0|0|0 0|0|0|0 0|0|0|0
SYSCFG_EXTICR4 EXTI15[3:0] | EXTI14[3:0] | EXTI13[3:0] | EXTI12[3:0]
0x14 Reserved
Reset value 0|o|0|o 0|0|o|000|0|o 0|o|00
> £
SYSCFG_CMPCR < o
0x20 Reserved w Reserved s
x o
Reset value 0 ﬂ
Refer to Table 3 on page 41 for the register boundary addresses.
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General-purpose I/Os (GPIO)

GPIO F/G/H/NIJIK (except GPIOHO and GPIOH1) are not available in STM32F411xC/E.

GPIO introduction

Each general-purpose I/O port has four 32-bit configuration registers (GPIOx_MODER,
GPIOx_OTYPER, GPIOx_OSPEEDR and GPIOx_PUPDR), two 32-bit data registers
(GPIOx_IDR and GPIOx_ODR), a 32-bit set/reset register (GPIOx_BSRR), a 32-bit locking
register (GPIOx_LCKR) and two 32-bit alternate function selection register (GPIOx_AFRH
and GPIOx_AFRL).

GPIO main features

e Upto 16 I/Os under control
e  Output states: push-pull or open drain + pull-up/down

e  Output data from output data register (GPIOx_ODR) or peripheral (alternate function
output)

e  Speed selection for each 1/0O

e Input states: floating, pull-up/down, analog

e Input data to input data register (GPIOx_IDR) or peripheral (alternate function input)
e Bit set and reset register (GPIOx_BSRR) for bitwise write access to GPIOx_ODR

e  Locking mechanism (GPIOx_LCKR) provided to freeze the I/O configuration

e Analog function

e Alternate function input/output selection registers (at most 16 AFs per I/O)

e Fast toggle capable of changing every two clock cycles

e Highly flexible pin multiplexing allows the use of I/O pins as GPIOs or as one of several
peripheral functions

GPIO functional description

Subject to the specific hardware characteristics of each 1/0 port listed in the datasheet, each
port bit of the general-purpose 1/0 (GPIO) ports can be individually configured by software in
several modes:

e Input floating

e Input pull-up

e Input-pull-down

e Analog

e  Output open-drain with pull-up or pull-down capability

e  Output push-pull with pull-up or pull-down capability

e Alternate function push-pull with pull-up or pull-down capability
e Alternate function open-drain with pull-up or pull-down capability

3
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3

Each 1/0O port bit is freely programmable, however the I/O port registers have to be
accessed as 32-bit words, half-words or bytes. The purpose of the GPIOx_BSRR register is
to allow atomic read/modify accesses to any of the GPIO registers. In this way, there is no
risk of an IRQ occurring between the read and the modify access.

show the basic structure of a 5 V tolerant 1/O port bit. Table 26 gives the possible port bit
configurations.

Figure 16. Basic structure of a five-volt tolerant I/O port bit
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N
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| |
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- 5 control
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. _ _ _  _  __  __  __ _dsabled _
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1. Vpp_pris a potential specific to five-volt tolerant I/Os and different from Vpp.

Table 23. Port bit configuration table®

Mo[lD:%?(i) OTYPER(i) OSTSi?R(i) PU[E%T(D I/0 configuration

0 0 0 GP output PP
0 0 1 GP output PP + PU
0 1 0 GP output PP + PD
0 SPEED 1 1 Reserved

o 1 [B:A] 0 0 GP output oD
1 0 1 GP output oD + PU
1 1 0 GP output OD + PD
1 1 1 Reserved (GP output OD)
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Table 23. Port bit configuration table® (continued)

Mo[lD:%?(i) OTYPER(i) OSTSi?R(i) PU[E%T(D I/O configuration

0 0 0 AF PP
0 0 1 AF PP + PU
0 1 0 AF PP + PD
0 SPEED 1 1 Reserved

10 1 [B:A] 0 0 |AF oD
1 0 1 AF OD +PU
1 1 0 AF OD +PD
1 1 1 Reserved
X X X 0 0 Input Floating
X X X 0 1 Input PU

00
X X X 1 0 Input PD
X X X 1 1 Reserved (input floating)
X X X 0 0 Input/output Analog
X X X 0 1

1
X X X 1 0 Reserved
X X X 1 1

1. GP = general-purpose, PP = push-pull, PU = pull-up, PD = pull-down, OD = open-drain, AF = alternate
function.

General-purpose I/0 (GPIO)

During and just after reset, the alternate functions are not active and the I/O ports are
configured in input floating mode.

The debug pins are in AF pull-up/pull-down after reset:

e PA15: JTDI in pull-up

e PA14: JTCK/SWCLK in pull-down

e PA13: JTMS/SWDAT in pull-up

e PB4:NJTRST in pull-up

e PB3:JTDO in floating state

When the pin is configured as output, the value written to the output data register

(GPIOx_ODR) is output on the I/O pin. It is possible to use the output driver in push-pull
mode or open-drain mode (only the N-MOS is activated when 0 is output).

The input data register (GPIOx_IDR) captures the data present on the 1/O pin at every AHB
clock cycle.

All GPIO pins have weak internal pull-up and pull-down resistors, which can be activated or
not depending on the value in the GPIOx_PUPDR register.

3
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8.3.2 I/O pin multiplexer and mapping

The microcontroller I/O pins are connected to onboard peripherals/modules through a
multiplexer that allows only one peripheral’s alternate function (AF) connected to an 1/O pin
at a time. In this way, there can be no conflict between peripherals sharing the same 1/O pin.

Each 1/0O pin has a multiplexer with sixteen alternate function inputs (AF0 to AF15) that can
be configured through the GPIOx_AFRL (for pin 0 to 7) and GPIOx_AFRH (for pin 8 to 15)
registers:

e Afterreset all I/Os are connected to the system’s alternate function 0 (AFO0)
e  The peripherals’ alternate functions are mapped from AF1 to AF13
e  Cortex®-M4 with FPU EVENTOUT is mapped on AF15

This structure is shown in Figure 17 below.

In addition to this flexible 1/0O multiplexing architecture, each peripheral has alternate
functions mapped onto different I/O pins to optimize the number of peripherals available in
smaller packages.
To use an I/O in a given configuration, proceed as follows:
e System function

Connect the I/O to AF0 and configure it depending on the function used:

— JTAG/SWD, after each device reset these pins are assigned as dedicated pins
immediately usable by the debugger host (not controlled by the GPIO controller)

— RTC_REFIN: this pin should be configured in Input floating mode
— MCO1 and MCO2: these pins have to be configured in alternate function mode.

Note: You can disable some or all of the JTAG/SWD pins and so release the associated pins for
GPIO usage.

For more details please refer to Section 6.2.10: Clock-out capability.

3
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Table 24. Flexible SWJ-DP pin assignment

SWJ I/O pin assigned
Available debug ports PA13/ | PAl4/ PA15/ | PB3J PB4/

JTMS/ 1 JTCK/ JTDI JTDO | NJTRST
SWDIO | SWCLK

Full SWJ (JTAG-DP + SW-DP) - Reset state X X X X X

Full SWJ (JTAG-DP + SW-DP) but without

NJTRST X X X X

JTAG-DP Disabled and SW-DP Enabled X X

JTAG-DP Disabled and SW-DP Disabled Released

e GPIO

Configure the desired 1/O as output or input in the GPIOx_MODER register.

e Peripheral alternate function

For the ADC, configure the desired 1/O as analog in the GPIOx_MODER register.

For other peripherals:

—  Configure the desired I/O as an alternate function in the GPIOx_MODER register
—  Select the type, pull-up/pull-down and output speed via the GPIOx_OTYPER,

GPIOx_PUPDR and GPIOx_OSPEEDER registers, respectively

—  Connect the I/O to the desired AFx in the GPIOx_AFRL or GPIOx_AFRH register

e EVENTOUT

Configure the 1/O pin used to output the Cortex®-M4 with FPU EVENTOUT signal by

connecting it to AF15

EVENTOUT is not mapped onto the following 1/O pins: PC13, PC14, PC15, PHO and PH1.

Please refer to the “Alternate function mapping” table in the datasheets for the detailed
mapping of the system and peripherals’ alternate function 1/O pins.
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Figure 17. Selecting an alternate function onSTM32F411xC/E
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For pins 0 to 7, the GPIOx_AFRL[31:0] register selects the dedicated alternate function
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For pins 8 to 15, the GPIOx_AFRH[31:0] register selects the dedicated alternate function

Pin x (x = 8..15)

1

AFRH[31:0]

MS33041V1

1. Configured in FS.

8.3.3 I/O port control registers

Each of the GPIOs has four 32-bit memory-mapped control registers (GPIOx_MODER,
GPIOx_OTYPER, GPIOx_OSPEEDR, GPIOx_PUPDR) to configure up to 16 I/Os. The
GPIOx_MODER register is used to select the I/O direction (input, output, AF, analog). The
GPIOx_OTYPER and GPIOx_OSPEEDR registers are used to select the output type (push-
pull or open-drain) and speed (the 1/0O speed pins are directly connected to the
corresponding GPIOx_OSPEEDR register bits whatever the 1/0 direction). The
GPIOx_PUPDR register is used to select the pull-up/pull-down whatever the I/O direction.

3
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I/O port data registers

Each GPIO has two 16-bit memory-mapped data registers: input and output data registers
(GPIOx_IDR and GPIOx_ODR). GPIOx_ODR stores the data to be output, it is read/write
accessible. The data input through the I/O are stored into the input data register
(GPIOx_IDR), a read-only register.

See Section 8.4.5: GPIO port input data register (GPIOx_IDR) (x = A..E and H) and
Section 8.4.6: GPIO port output data register (GPIOx_ODR) (x = A..E and H) for the register
descriptions.

I/O data bitwise handling

The bit set reset register (GPIOx_BSRR) is a 32-bit register which allows the application to
set and reset each individual bit in the output data register (GPIOx_ODR). The bit set reset
register has twice the size of GPIOx_ODR.

To each bit in GPIOx_ODR, correspond two control bits in GPIOx_BSRR: BSRR(i) and
BSRR(i+SIZE). When written to 1, bit BSRR(i) sets the corresponding ODR(i) bit. When
written to 1, bit BSRR(i+SIZE) resets the ODR(i) corresponding bit.

Writing any bit to 0 in GPIOx_BSRR does not have any effect on the corresponding bit in
GPIOx_ODR. If there is an attempt to both set and reset a bit in GPIOx_BSRR, the set
action takes priority.

Using the GPIOx_BSRR register to change the values of individual bits in GPIOx_ODRis a
“one-shot” effect that does not lock the GPIOx_ODR bits. The GPIOx_ODR bits can always
be accessed directly. The GPIOx_BSRR register provides a way of performing atomic
bitwise handling.

There is no need for the software to disable interrupts when programming the GPIOx_ODR
at bit level: it is possible to modify one or more bits in a single atomic AHB1 write access.

GPIO locking mechanism

It is possible to freeze the GPIO control registers by applying a specific write sequence to
the GPIOx_LCKR register. The frozen registers are GPIOx_MODER, GPIOx_OTYPER,
GPIOx_OSPEEDR, GPIOx_PUPDR, GPIOx_AFRL and GPIOx_AFRH.

To write the GPIOx_LCKR register, a specific write / read sequence has to be applied. When
the right LOCK sequence is applied to bit 16 in this register, the value of LCKR[15:0] is used
to lock the configuration of the I/Os (during the write sequence the LCKR[15:0] value must
be the same). When the LOCK sequence has been applied to a port bit, the value of the port
bit can no longer be modified until the next reset. Each GPIOx_LCKR bit freezes the
corresponding bit in the control registers (GPIOx_MODER, GPIOx_OTYPER,
GPIOx_OSPEEDR, GPIOx_PUPDR, GPIOx_AFRL and GPIOx_AFRH).

The LOCK sequence (refer to Section 8.4.8: GPIO port configuration lock register
(GPIOX_LCKR) (x = A..E and H)) can only be performed using a word (32-bit long) access
to the GPIOx_LCKR register due to the fact that GPIOx_LCKR bit 16 has to be set at the
same time as the [15:0] bits.

For more details please refer to LCKR register description in Section 8.4.8: GPIO port
configuration lock register (GPIOx_LCKR) (x = A..E and H).

3
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3

I/O alternate function input/output

Two registers are provided to select one out of the sixteen alternate function inputs/outputs
available for each I/O. With these registers, you can connect an alternate function to some
other pin as required by your application.

This means that a number of possible peripheral functions are multiplexed on each GPIO
using the GPIOx_AFRL and GPIOx_AFRH alternate function registers. The application can
thus select any one of the possible functions for each I/O. The AF selection signal being
common to the alternate function input and alternate function output, a single channel is
selected for the alternate function input/output of one 1/O.

To know which functions are multiplexed on each GPIO pin, refer to the datasheets.

The application is allowed to select one of the possible peripheral functions for each I/O at a
time.

External interrupt/wakeup lines

All ports have external interrupt capability. To use external interrupt lines, the port must be
configured in input mode, refer to Section 10.2: External interrupt/event controller (EXTI)
and Section 10.2.3: Wakeup event management.

Input configuration

When the 1/O port is programmed as Input:
e the output buffer is disabled
e the Schmitt trigger input is activated

e the pull-up and pull-down resistors are activated depending on the value in the
GPIOx_PUPDR register

e The data present on the I/O pin are sampled into the input data register every AHB
clock cycle

e Aread access to the input data register provides the I/O State

Figure 18 shows the input configuration of the I/O port bit.

Figure 18. Input floating/pull up/pull down configurations
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8.3.10 Output configuration

When the 1/O port is programmed as output:
e  The output buffer is enabled:

—  Open drain mode: A “0” in the Output register activates the N-MOS whereas a “1”
in the Output register leaves the port in Hi-Z (the P-MOS is never activated)

—  Push-pull mode: A “0” in the Output register activates the N-MOS whereas a “1” in
the Output register activates the P-MOS

e  The Schmitt trigger input is activated

e  The weak pull-up and pull-down resistors are activated or not depending on the value
in the GPIOx_PUPDR register

e The data present on the I/O pin are sampled into the input data register every AHB
clock cycle

e Aread access to the input data register gets the 1/O state
e Aread access to the output data register gets the last written value

Figure 19 shows the output configuration of the I/O port bit.

Figure 19. Output configuration
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8.3.11 Alternate function configuration

When the 1/O port is programmed as alternate function:
e  The output buffer can be configured as open-drain or push-pull

e  The output buffer is driven by the signal coming from the peripheral (transmitter enable
and data)

e  The Schmitt trigger input is activated

e  The weak pull-up and pull-down resistors are activated or not depending on the value
in the GPIOx_PUPDR register

e The data present on the I/O pin are sampled into the input data register every AHB
clock cycle

e Aread access to the input data register gets the 1/O state

Figure 20 shows the Alternate function configuration of the I/O port bit.
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Figure 20. Alternate function configuration
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8.3.12 Analog configuration
When the 1/O port is programmed as analog configuration:
e  The output buffer is disabled
e  The Schmitt trigger input is deactivated, providing zero consumption for every analog
value of the I/O pin. The output of the Schmitt trigger is forced to a constant value (0).
e  The weak pull-up and pull-down resistors are disabled
e Read access to the input data register gets the value “0”
Note: In the analog configuration, the I/O pins cannot be 5 Volt tolerant.

Figure 21 shows the high-impedance, analog-input configuration of the 1/O port bit.

Figure 21. High impedance-analog configuration
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8.3.13

Note:

8.3.14

8.3.15

152/836

Using the OSC32_IN/OSC32_OUT pins as GPIO PC14/PC15
port pins

The LSE oscillator pins OSC32_IN and OSC32_OUT can be used as general-purpose
PC14 and PC15 1I/Os, respectively, when the LSE oscillator is off. The PC14 and PC15 I/Os
are only configured as LSE oscillator pins OSC32_IN and OSC32_OUT when the LSE
oscillator is ON. This is done by setting the LSEON bit in the RCC_BDCR register. The LSE
has priority over the GPIO function.

The PC14/PC15 GPIO functionality is lost when the 1.2 V domain is powered off (by the
device entering the standby mode) or when the backup domain is supplied by Vgat (Vpp N0
more supplied). In this case the 1/Os are set in analog input mode.

Using the OSC_IN/OSC_OUT pins as GPIO PHO/PH1 port pins

The HSE oscillator pins OSC_IN/OSC_OUT can be used as general-purpose PHO/PH1
I/Os, respectively, when the HSE oscillator is OFF. (after reset, the HSE oscillator is off). The
PHO/PH1 1/Os are only configured as OSC_IN/OSC_OUT HSE oscillator pins when the
HSE oscillator is ON. This is done by setting the HSEON bit in the RCC_CR register. The
HSE has priority over the GPIO function.

Selection of RTC additional functions

The STM32F4xx feature one GPIO pins RTC_AF1 that can be used for the detection of a
tamper or time stamp event, or RTC_ALARM, or RTC_CALIB RTC outputs.

e The RTC_AF1 (PC13) can be used for the following purposes:
RTC_ALARM output: this output can be RTC Alarm A, RTC Alarm B or RTC Wakeup
depending on the OSEL[1:0] bits in the RTC_CR register

e RTC_CALIB output: this feature is enabled by setting the COE[23] in the RTC_CR
register

e RTC_TAMP1: tamper event detection

e RTC_TS: time stamp event detection

The selection of the corresponding pin is performed through the RTC_TAFCR register as

follows:

e TAMP1INSEL is used to select which pin is used as the RTC_TAMP1 tamper input

e TSINSEL is used to select which pin is used as the RTC_TS time stamp input

e ALARMOUTTYPE is used to select whether the RTC_ALARM is output in push-pull or
open-drain mode

The output mechanism follows the priority order listed in Table 25

3
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Table 25. RTC additional functions®

. ) TSINSEL
Pin Tamper | 1M | TAMPLINSEL | e oramp | ALARMOUTTYP
configuration enabled enabled stamp TAMPERL1 . . .
: enabled . . pin E configuration
and function enabled | pin selection .
selection
Alarm out 1 Don’t care Don't Don't Don'’t care Don'’t care 0
output OD care care
Alarm out 1 Don'’t care Don't Don't Don'’t care Don'’t care 1
output PP care care
Calibration 0 1 Don't Don't Don’t care Don’t care Don’t care
out output PP care care
TAMPERT 0 0 1 0 0 Don'’t care Don’t care
input floating
TIMESTAMP
and ,
TAMPER1 0 0 1 1 0 0 Don’t care
input floating
TIMESTAMP 0 0 0 1 Don’t care 0 Don’t care
input floating
Standard , , ,
GPIO 0 0 0 0 Don’t care Don'’t care Don’t care

1.

8.4

OD: open drain; PP: push-pull.

GPIO registers

This section gives a detailed description of the GPIO registers.
For a summary of register bits, register address offsets and reset values, refer to Table 26.

The GPIO registers can be accessed by byte (8 bits), half-words (16 bits) or words (32 bits).

8.4.1

Address offset: 0x00

Reset values:

0x0CO00

0000 for port A

0x0000 0280 for port B
0x0000 0000 for other ports

GPIO port mode register (GPIOx_MODER) (x = A..E and H)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MODER15[1:0] | MODER14[1:0] | MODER13[1:0] | MODER12[1:0] | MODER11[1:0] | MODER10[1:0] | MODER9[1:0] | MODERS[1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MODER7[1:0] | MODER6[1:0] | MODERS5[1:0] | MODER4[1:0] | MODER3[1:0] | MODER2[1:0] | MODER1[1:0] | MODERO[1:0]

S74
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Bits 2y:2y+1 MODERYy[1:0]: Port x configuration bits (y = 0..15)
These bits are written by software to configure the 1/0O direction mode.
00: Input (reset state)
01: General purpose output mode
10: Alternate function mode
11: Analog mode
8.4.2 GPIO port output type register (GPIOx_OTYPER)
(x =A..Eand H)
Address offset: 0x04
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OT15 | OT14 | OT13 | OT12 | OT11 | OT10 | OT9 | OT8 | OT7 | OTé | OT5 | OT4 | OT3 | OT2 | OT1 | OTO
w w rw w w w w w w w w w w w rw w
Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 OTy: Port x configuration bits (y = 0..15)
These bits are written by software to configure the output type of the I/O port.
0: Output push-pull (reset state)
1: Output open-drain
154/836
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8.4.3 GPIO port output speed register (GPIOx_OSPEEDR)
(x =A..Eand H)
Address offset: 0x08
Reset values:
° 0x0CO00 0000 for port A
e  0x0000 00CO for port B
e  0x0000 0000 for other ports
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OSPEEDR15 | OSPEEDR14 | OSPEEDR13 | OSPEEDR12 | OSPEEDR11 | OSPEEDR10 | OSPEEDR9 | OSPEEDRS
[1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0] [1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OSPEEDR7[1:0] | OSPEEDR6[1:0] | OSPEEDRS5[1:0] | OSPEEDR4{1:0] | OSPEEDR3[1:0] | OSPEEDR2[1:0] OSF['EE]DM OSPEE]DRO

Bits 2y:2y+1 OSPEEDRYy[1:0]: Port x configuration bits (y = 0..15)

These bits are written by software to configure the 1/0 output speed.

00: Low speed
01: Medium speed
10: Fast speed
11: High speed

Note: Refer to the product datasheets for the values of OSPEEDRYy bits versus Vpp
range and external load.

3
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8.4.4 GPIO port pull-up/pull-down register (GPIOx_PUPDR)
(x =A..Eand H)
Address offset: 0x0C
Reset values:
e  0x6400 0000 for port A
e  0x0000 0100 for port B
e  0x0000 0000 for other ports
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PUPDR15[1:0] | PUPDR14[1:0] | PUPDR13[1:0] | PUPDR12[1:0] | PUPDR11[1:0] | PUPDR10[1:0] | PUPDR[1:0] PUPDRS[1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PUPDR7[1:0] | PUPDRS6[1:0] | PUPDR5[1:0] | PUPDRA4[1:0] PUPDR3[1:0] | PUPDR2[1:0] | PUPDR1[1:0] PUPDRO[1:0]
Bits 2y:2y+1 PUPDRYy[1:0]: Port x configuration bits (y = 0..15)
These bits are written by software to configure the 1/0 pull-up or pull-down
00: No pull-up, pull-down
01: Pull-up
10: Pull-down
11: Reserved
8.4.5 GPIO port input data register (GPIOx_IDR) (x = A..E and H)
Address offset: 0x10
Reset value: 0x0000 XXXX (where X means undefined)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
IDR15 | IDR14 | IDR13 | IDR12 | IDR11 | IDR10 | IDR9 | IDR8 | IDR7 | IDR6 | IDR5 | IDR4 | IDR3 | IDR2 | IDR1 | IDRO
r r r r r r r r r r r r r r r r
Bits 31:16 Reserved, must be kept at reset value.
Bits 15:0 IDRy: Port input data (y = 0..15)
These bits are read-only and can be accessed in word mode only. They contain the input
value of the corresponding I/O port.
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8.4.6 GPIO port output data register (GPIOx_ODR) (x = A..E and H)

Address offset: 0x14
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

ODR15 | ODR14 | ODR13 | ODR12 | ODR11 | ODR10 | ODR9 | ODR8 | ODR7 | ODR6 | ODR5 | ODR4 | ODR3 | ODR2 | ODR1 | ODRO

w w w w w w w w w w w w w w w w

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 ODRYy: Port output data (y = 0..15)
These bits can be read and written by software.

Note: For atomic bit set/reset, the ODR bits can be individually set and reset by writing to the
GPIOx_BSRR register (x = A..E and H).

8.4.7 GPIO port bit set/reset register (GPIOx_BSRR) (x = A..E and H)

Address offset: 0x18
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BR15 | BR14 | BR13 | BR12 | BR11 BR10 BR9 BR8 BR7 BR6 BR5 BR4 BR3 BR2 BR1 BRO

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
BS15 | BS14 | BS13 | BS12 | BS11 BS10 BS9 BS8 BS7 BS6 BS5 BS4 BS3 BS2 BS1 BSO

Bits 31:16 BRYy: Port x reset bity (y = 0..15)
These bits are write-only and can be accessed in word, half-word or byte mode. A read to
these bits returns the value 0x0000.
0: No action on the corresponding ODRX bit
1: Resets the corresponding ODRX bit
Note: If both BSx and BRx are set, BSx has priority.

Bits 15:0 BSy: Port x set bit y (y= 0..15)
These bits are write-only and can be accessed in word, half-word or byte mode. A read to
these bits returns the value 0x0000.
0: No action on the corresponding ODRX bit
1: Sets the corresponding ODRX bit

8.4.8 GPIO port configuration lock register (GPIOx_LCKR)
(x =A..Eand H)

This register is used to lock the configuration of the port bits when a correct write sequence
is applied to bit 16 (LCKK). The value of bits [15:0] is used to lock the configuration of the
GPIO. During the write sequence, the value of LCKR[15:0] must not change. When the

3
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LOCK sequence has been applied on a port bit, the value of this port bit can no longer be
modified until the next reset.

Note: A specific write sequence is used to write to the GP1IOx_LCKR register. Only word access
(32-bit long) is allowed during this write sequence.

Each lock bit freezes a specific configuration register (control and alternate function
registers).

Address offset: 0x1C
Reset value: 0x0000 0000

Access: 32-bit word only, read/write register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LCKK
Reserved
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

LCK15 | LCK14 | LCK13 | LCK12 | LCK11 [ LCK10 | LCK9 | LCK8 | LCK7 | LCK6 | LCK5 | LCK4 | LCK3 | LCK2 | LCK1 | LCKO

'w w w w 'w 'w w 'w w w w w w w 'w 'w

Bits 31:17 Reserved, must be kept at reset value.

Bit 16 LCKK][16]: Lock key
This bit can be read any time. It can only be modified using the lock key write sequence.
0: Port configuration lock key not active
1: Port configuration lock key active. The GPIOx_LCKR register is locked until an MCU reset
occurs.

LOCK key write sequence:

WR LCKR[16] = ‘1" + LCKR[15:0]

WR LCKR[16] = ‘0’ + LCKR[15:0]

WR LCKR[16] = ‘1" + LCKR[15:0]

RD LCKR

RD LCKR[16] = ‘1’ (this read operation is optional but it confirms that the lock is active)
Note: During the LOCK key write sequence, the value of LCK[15:0] must not change.

Any error in the lock sequence aborts the lock.

After the first lock sequence on any bit of the port, any read access on the LCKK bit will
return ‘1’ until the next CPU reset.

Bits 15:0 LCKYy: Port x lock bity (y=0..15)
These bits are read/write but can only be written when the LCKK bit is ‘0.

0: Port configuration not locked
1: Port configuration locked

3
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8.4.9 GPIO alternate function low register (GPIOx_AFRL) (x = A..E and H)
Address offset: 0x20
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
AFRL7[3:0] AFRL6[3:0] AFRL5[3:0] AFRL4[3:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
AFRL3[3:0] AFRL2[3:0] AFRL1[3:0] AFRLO[3:0]

Bits 31:0 AFRLy: Alternate function selection for port x bity (y = 0..7)
These bits are written by software to configure alternate function 1/Os

AFRLy selection:
0000: AFO 1000: AF8
0001: AF1 1001: AF9
0010: AF2 1010: AF10
0011: AF3 1011: AF11
0100: AF4 1100: AF12
0101: AF5 1101: AF13
0110: AF6 1110: AF14
0111: AF7 1111: AF15
8.4.10 GPIO alternate function high register (GPIOx_AFRH)
(x =A..Eand H)
Address offset: 0x24
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
AFRH15[3:0] AFRH14[3:0] AFRH13[3:0] AFRH12[3:0]
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
AFRH11[3:0] AFRH10[3:0] AFRH9[3:0] AFRHS8[3:0]

3

Bits 31:0 AFRHy: Alternate function selection for port x bit y (y = 8..15)
These bits are written by software to configure alternate function 1/Os

AFRHYy selection:
0000: AFO
0001: AF1
0010: AF2
0011: AF3
0100: AF4
0101: AF5
0110: AF6
0111: AF7

1000: AF8

1001: AF9

1010: AF10
1011: AF11
1100: AF12
1101: AF13
1110: AF14
1111: AF15
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GPIO register map

8.4.11

The following table gives the GPIO register map and the reset values.

Table 26. GPIO register map and reset values
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Table 26. GPIO register map and reset values (continued)
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DMA introduction

Direct memory access (DMA) is used in order to provide high-speed data transfer between
peripherals and memory and between memory and memory. Data can be quickly moved by
DMA without any CPU action. This keeps CPU resources free for other operations.

The DMA controller combines a powerful dual AHB master bus architecture with
independent FIFO to optimize the bandwidth of the system, based on a complex bus matrix
architecture.

The two DMA controllers have 16 streams in total (8 for each controller), each dedicated to
managing memory access requests from one or more peripherals. Each stream can have
up to 8 channels (requests) in total. And each has an arbiter for handling the priority
between DMA requests.

DMA main features

The main DMA features are:

e Dual AHB master bus architecture, one dedicated to memory accesses and one
dedicated to peripheral accesses

e  AHB slave programming interface supporting only 32-bit accesses
e 8 streams for each DMA controller, up to 8 channels (requests) per stream
e  Four-word depth 32 first-in, first-out memory buffers (FIFOs) per stream, that can be
used in FIFO mode or direct mode:
—  FIFO mode: with threshold level software selectable between 1/4, 1/2 or 3/4 of the
FIFO size
—  Direct mode

Each DMA request immediately initiates a transfer from/to the memory. When it is
configured in direct mode (FIFO disabled), to transfer data in memory-to-
peripheral mode, the DMA preloads only one data from the memory to the internal

3
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FIFO to ensure an immediate data transfer as soon as a DMA request is triggered
by a peripheral.
Each stream can be configured by hardware to be:
— aregular channel that supports peripheral-to-memory, memory-to-peripheral and
memory-to-memory transfers
— adouble buffer channel that also supports double buffering on the memory side
Each of the 8 streams are connected to dedicated hardware DMA channels (requests)
Priorities between DMA stream requests are software-programmable (4 levels

consisting of very high, high, medium, low) or hardware in case of equality (request 0
has priority over request 1, etc.)

Each stream also supports software trigger for memory-to-memory transfers (only
available for the DMA2 controller)

Each stream request can be selected among up to 8 possible channel requests. This

selection is software-configurable and allows several peripherals to initiate DMA

requests

The number of data items to be transferred can be managed either by the DMA

controller or by the peripheral:

— DMA flow controller: the number of data items to be transferred is software-
programmable from 1 to 65535

—  Peripheral flow controller: the number of data items to be transferred is unknown
and controlled by the source or the destination peripheral that signals the end of
the transfer by hardware

Independent source and destination transfer width (byte, half-word, word): when the

data widths of the source and destination are not equal, the DMA automatically

packs/unpacks the necessary transfers to optimize the bandwidth. This feature is only

available in FIFO mode

Incrementing or nonincrementing addressing for source and destination

Supports incremental burst transfers of 4, 8 or 16 beats. The size of the burst is
software-configurable, usually equal to half the FIFO size of the peripheral

Each stream supports circular buffer management

5 event flags (DMA Half Transfer, DMA Transfer complete, DMA Transfer Error, DMA

FIFO Error, Direct Mode Error) logically ORed together in a single interrupt request for
each stream
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DMA functional description

General description

Figure 22 shows the block diagram of a DMA.

Figure 22. DMA block diagram
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The DMA controller performs direct memory transfer: as an AHB master, it can take the
control of the AHB bus matrix to initiate AHB transactions.

It can carry out the following transactions:

e  peripheral-to-memory

e memory-to-peripheral

e  memory-to-memory

The DMA controller provides two AHB master ports: the AHB memory port, intended to be
connected to memories and the AHB peripheral port, intended to be connected to

peripherals. However, to allow memory-to-memory transfers, the AHB peripheral port must
also have access to the memories.

The AHB slave port is used to program the DMA controller (it supports only 32-bit
accesses).

See Figure 23 for the implementation of the system of two DMA controllers.

3

DoclD026448 Rev 1




RM0383 DMA controller (DMA)

Figure 23. System implementation of the two DMA controllers( STM32F411xC/E)

Bus Matrix
(AHB multilayer)

Flash
memory

SRAM

AHB1 peripherals

DMA controller 2

) —
AHB memory
port

(—‘g 13 AHB-APB APB2
[N N ) - bridge2 - ]
T 2 ||E (dual AVE) peripherals
< 2T ol |
eg | i

AFB perpn
port

AHB-APB
bridge1
(dual AHB)

APB1
peripherals

AHB2 peripherals

4
<
<]
<
<
<
o=
<«
<
o
Aﬁr'memory
port

To AHB2
peripherals
I AHB slave I
N y
Arbiter |
| Firo[$

) —
AHB periph
port

DMA controller 1

MS31426V1

1. The DMA1 controller AHB peripheral port is not connected to the bus matrix like in the case of the DMA2 controller, thus
only DMA2 streams are able to perform memory-to-memory transfers.

9.3.2 DMA transactions

A DMA transaction consists of a sequence of a given number of data transfers. The number
of data items to be transferred and their width (8-bit, 16-bit or 32-bit) are software-
programmable.

Each DMA transfer consists of three operations:

e Aloading from the peripheral data register or a location in memory, addressed through
the DMA_SxPAR or DMA_SxMOAR register

e A storage of the data loaded to the peripheral data register or a location in memory
addressed through the DMA_SxPAR or DMA_SxMOAR register

e A post-decrement of the DMA_SxNDTR register, which contains the number of
transactions that still have to be performed

After an event, the peripheral sends a request signal to the DMA controller. The DMA
controller serves the request depending on the channel priorities. As soon as the DMA
controller accesses the peripheral, an Acknowledge signal is sent to the peripheral by the

3
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DMA controller. The peripheral releases its request as soon as it gets the Acknowledge
signal from the DMA controller. Once the request has been deasserted by the peripheral,
the DMA controller releases the Acknowledge signal. If there are more requests, the
peripheral can initiate the next transaction.

9.3.3 Channel selection
Each stream is associated with a DMA request that can be selected out of 8 possible
channel requests. The selection is controlled by the CHSEL[2:0] bits in the DMA_SxCR
register.
Figure 24. Channel selection
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The 8 requests from the peripherals (TIM, ADC, SPI, 12C, etc.) are independently connected
to each channel and their connection depends on the product implementation.
Table 79 and Table 81 give examples of DMA request mappings.
Table 27. DMA1 request mapping (STM32F411xC/E)
F:q;:g;?;al Stream O |Stream 1 |Stream 2 |Stream 3 Stream 4 |Stream 5 |Stream 6 |Stream 7
Channel 0 SPI3_RX 12C1_TX SPI3_RX SPI2_RX SPI2_TX SPI3_TX SPI3_TX
Channel 1 12C1_RX 12C3_RX 12C1_RX 12C1_TX 12C1_TX
Channel 2 TIM4_CH1 I2S3_EXT_RX | TIM4_CH2 |1282_EXT_TX | [2S3_EXT_TX | TIM4_UP | TIM4_CH3
TIM2_UP TIM2_CH2 | TIM2_UP
Channel 3 1283 EXT RX| 1o Chia I2C3_RX | 1282_EXT_RX | 12C3_TX TIM2_CH1 TM2 CHe | TIM2 CHa
Channel 4 USART2_RX | USART2_TX
TIM3_CH4 TIM3_CH1
Channel 5 TIM3_UP TM3 TRIG | TIM3_CH2 TIM3_CH3
TIM5_CH3 | TIM5_CH4 TIM5_CH4
Channel 6 TM5UP | TiMs TRiG | TIMS_CHI TIVMs TRIG | TIM5_CH2 12C3_TX TIM5_UP | USART2_RX
Channel 7 12C2_RX 12C2_RX 12C2_TX
166/836 DoclD026448 Rev 1 Kys
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Table 28. DMA2 request mapping (STM32F411xC/E)

IrDeequupef;?;al Stream O |Stream 1 |Stream 2 |Stream 3 |Stream 4 |Stream 5 |Stream 6 |Stream 7
TIM1_CH1
Channel 0 ADC1 ADCA1 TIM1_CH2
TIM1_CH3
Channel 1
Channel 2 SPI1_TX SPI5_RX SPI5_TX
Channel 3 SPI1_RX SPI1_RX SPI1_TX SPI1_TX
Channel 4 SPI4_RX SPI4_TX USART1_RX SDIO SPI4_RX | USART1_RX SDIO USART1_TX
Channel 5 USART6_RX | USART6_RX | SPI4_RX SPI4_TX SPI5_TX | USART6_TX | USART6_TX
TIM1_CH4
Channel 6 TIMI_TRIG | TIM1_CH1 TIM1_CH2 | TIM1_CH1 | TIMI_TRIG | TIM1_UP TIM1_CH3
TIM1_COM
Channel 7 SPI5_RX SPI5_TX
9.34 Arbiter
An arbiter manages the 8 DMA stream requests based on their priority for each of the two
AHB master ports (memory and peripheral ports) and launches the peripheral/memory
access sequences.
Priorities are managed in two stages:
e  Software: each stream priority can be configured in the DMA_SxCR register. There are
four levels:
—  Very high priority
—  High priority
—  Medium priority
—  Low priority
e Hardware: If two requests have the same software priority level, the stream with the
lower number takes priority over the stream with the higher number. For example,
Stream 2 takes priority over Stream 4.
9.3.5 DMA streams

3

Each of the 8 DMA controller streams provides a unidirectional transfer link between a
source and a destination.

Each stream can be configured to perform:

e Regular type transactions: memory-to-peripherals, peripherals-to-memory or memory-
to-memory transfers

e Double-buffer type transactions: double buffer transfers using two memory pointers for
the memory (while the DMA is reading/writing from/to a buffer, the application can
write/read to/from the other buffer).

The amount of data to be transferred (up to 65535) is programmable and related to the
source width of the peripheral that requests the DMA transfer connected to the peripheral
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AHB port. The register that contains the amount of data items to be transferred is
decremented after each transaction.

Source, destination and transfer modes

Both source and destination transfers can address peripherals and memories in the entire
4 GB area, at addresses comprised between 0x0000 0000 and OxFFFF FFFF.

The direction is configured using the DIR[1:0] bits in the DMA_SxCR register and offers
three possibilities: memory-to-peripheral, peripheral-to-memory or memory-to-memory
transfers. Table 29 describes the corresponding source and destination addresses.

Table 29. Source and destination address

[B)il\t/ls,'-\[_)ls,r\)’([(]:-ﬁ]rg;itshtzr Direction Source address Destination address
00 Peripheral-to-memory DMA_SxPAR DMA_SxMOAR

01 Memory-to-peripheral DMA_SxMOAR DMA_SxPAR

10 Memory-to-memory DMA_SxPAR DMA_SxMOAR

1 reserved - -

When the data width (programmed in the PSIZE or MSIZE bits in the DMA_SxCR register)
is a half-word or a word, respectively, the peripheral or memory address written into the
DMA_SxPAR or DMA_SxMOAR/M1AR registers has to be aligned on a word or half-word
address boundary, respectively.

Peripheral-to-memory mode

Figure 25 describes this mode.

When this mode is enabled (by setting the bit EN in the DMA_SxCR register), each time a
peripheral request occurs, the stream initiates a transfer from the source to fill the FIFO.

When the threshold level of the FIFO is reached, the contents of the FIFO are drained and
stored into the destination.

The transfer stops once the DMA_SxNDTR register reaches zero, when the peripheral
requests the end of transfers (in case of a peripheral flow controller) or when the EN bit in
the DMA_SxCR register is cleared by software.

In direct mode (when the DMDIS value in the DMA_SxFCR register is ‘0’), the threshold
level of the FIFO is not used: after each single data transfer from the peripheral to the FIFO,
the corresponding data are immediately drained and stored into the destination.

The stream has access to the AHB source or destination port only if the arbitration of the
corresponding stream is won. This arbitration is performed using the priority defined for
each stream using the PL[1:0] bits in the DMA_SxCR register.

3
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Figure 25. Peripheral-to-memory mode
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1. For double-buffer mode.
Memory-to-peripheral mode

Figure 26 describes this mode.

When this mode is enabled (by setting the EN bit in the DMA_SxCR register), the stream
immediately initiates transfers from the source to entirely fill the FIFO.

Each time a peripheral request occurs, the contents of the FIFO are drained and stored into
the destination. When the level of the FIFO is lower than or equal to the predefined
threshold level, the FIFO is fully reloaded with data from the memory.

The transfer stops once the DMA_SxNDTR register reaches zero, when the peripheral
requests the end of transfers (in case of a peripheral flow controller) or when the EN bit in
the DMA_SxCR register is cleared by software.

In direct mode (when the DMDIS value in the DMA_SxFCR register is '0"), the threshold
level of the FIFO is not used. Once the stream is enabled, the DMA preloads the first data to
transfer into an internal FIFO. As soon as the peripheral requests a data transfer, the DMA
transfers the preloaded value into the configured destination. It then reloads again the
empty internal FIFO with the next data to be transfer. The preloaded data size corresponds
to the value of the PSIZE bitfield in the DMA_SxCR register.

The stream has access to the AHB source or destination port only if the arbitration of the
corresponding stream is won. This arbitration is performed using the priority defined for
each stream using the PL[1:0] bits in the DMA_SxCR register.
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Figure 26. Memory-to-peripheral mode
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1. For double-buffer mode.
Memory-to-memory mode

The DMA channels can also work without being triggered by a request from a peripheral.
This is the memory-to-memory mode, described in Figure 27.

When the stream is enabled by setting the Enable bit (EN) in the DMA_SxCR register, the
stream immediately starts to fill the FIFO up to the threshold level. When the threshold level
is reached, the FIFO contents are drained and stored into the destination.

The transfer stops once the DMA_SxNDTR register reaches zero or when the EN bit in the
DMA_SxCR register is cleared by software.

The stream has access to the AHB source or destination port only if the arbitration of the
corresponding stream is won. This arbitration is performed using the priority defined for
each stream using the PL[1:0] bits in the DMA_SxCR register.

When memory-to-memory mode is used, the Circular and direct modes are not allowed.
Only the DMAZ2 controller is able to perform memory-to-memory transfers.

3
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Figure 27. Memory-to-memory mode
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1. For double-buffer mode.

9.3.7 Pointer incrementation

Peripheral and memory pointers can optionally be automatically post-incremented or kept
constant after each transfer depending on the PINC and MINC bits in the DMA_SxCR
register.

Disabling the Increment mode is useful when the peripheral source or destination data are
accessed through a single register.

If the Increment mode is enabled, the address of the next transfer will be the address of the
previous one incremented by 1 (for bytes), 2 (for half-words) or 4 (for words) depending on
the data width programmed in the PSIZE or MSIZE bits in the DMA_SxCR register.

In order to optimize the packing operation, it is possible to fix the increment offset size for
the peripheral address whatever the size of the data transferred on the AHB peripheral port.
The PINCOS bit in the DMA_SXxCR register is used to align the increment offset size with
the data size on the peripheral AHB port, or on a 32-bit address (the address is then
incremented by 4). The PINCOS bit has an impact on the AHB peripheral port only.

If PINCOS bit is set, the address of the next transfer is the address of the previous one
incremented by 4 (automatically aligned on a 32-bit address) whatever the PSIZE value.
The AHB memory port, however, is not impacted by this operation.

9.3.8 Circular mode

The Circular mode is available to handle circular buffers and continuous data flows (e.g.
ADC scan mode). This feature can be enabled using the CIRC bit in the DMA_SxCR
register.

3

DoclD026448 Rev 1 171/836




DMA controller (DMA) RM0383

Note:

9.3.9

Note:

172/836

When the circular mode is activated, the number of data items to be transferred is
automatically reloaded with the initial value programmed during the stream configuration
phase, and the DMA requests continue to be served.

In the circular mode, it is mandatory to respect the following rule in case of a burst mode
configured for memory:

DMA_SxNDTR = Multiple of ((Mburst beat) x (Msize)/(Psize)), where:

—  (Mburst beat) = 4, 8 or 16 (depending on the MBURST bits in the DMA_SxCR
register)

- ((Msize)/(Psize)) = 1, 2, 4, 1/2 or 1/4 (Msize and Psize represent the MSIZE and
PSIZE bits in the DMA_SXCR register. They are byte dependent)

— DMA_SxNDTR = Number of data items to transfer on the AHB peripheral port

For example: Mburst beat = 8 (INCR8), MSIZE = ‘00’ (byte) and PSIZE = ‘01’ (half-word), in
this case: DMA_SXNDTR must be a multiple of (8 x 1/2 = 4).

If this formula is not respected, the DMA behavior and data integrity are not guaranteed.

NDTR must also be a multiple of the Peripheral burst size multiplied by the peripheral data
size, otherwise this could result in a bad DMA behavior.

Double buffer mode

This mode is available for all the DMA1 and DMA2 streams.
The Double buffer mode is enabled by setting the DBM bit in the DMA_SxCR register.

A double-buffer stream works as a regular (single buffer) stream with the difference that it
has two memory pointers. When the Double buffer mode is enabled, the Circular mode is
automatically enabled (CIRC bitin DMA_SxCR is don’t care) and at each end of transaction,
the memory pointers are swapped.

In this mode, the DMA controller swaps from one memory target to another at each end of
transaction. This allows the software to process one memory area while the second memory
area is being filled/used by the DMA transfer. The double-buffer stream can work in both
directions (the memory can be either the source or the destination) as described in

Table 30: Source and destination address registers in Double buffer mode (DBM=1).

In Double buffer mode, it is possible to update the base address for the AHB memory port
on-the-fly (DMA_SxMOAR or DMA_SxM1AR) when the stream is enabled, by respecting the
following conditions:

e  When the CT bitis ‘0’ in the DMA_SXCR register, the DMA_SxM1AR register can be
written. Attempting to write to this register while CT = '1' sets an error flag (TEIF) and
the stream is automatically disabled.

e Whenthe CT bitis ‘1’ in the DMA_SXCR register, the DMA_SXMOAR register can be
written. Attempting to write to this register while CT ='0", sets an error flag (TEIF) and
the stream is automatically disabled.

To avoid any error condition, it is advised to change the base address as soon as the TCIF
flag is asserted because, at this point, the targeted memory must have changed from
memory 0 to 1 (or from 1 to 0) depending on the value of CT in the DMA_SXCR register in
accordance with one of the two above conditions.

For all the other modes (except the Double buffer mode), the memory address registers are
write-protected as soon as the stream is enabled.
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Table 30. Source and destination address registers in Double buffer mode (DBM=1)

Bits DIR[1:0] of the . . o
DMA_SXCR register Direction Source address Destination address
. DMA_SxMOAR /
00 Peripheral-to-memory |DMA_SxPAR DMA_SxM1AR
. DMA_SxMOAR /
01 Memory-to-peripheral DMA_SxM1AR DMA_SxPAR
10 Not allowed(")
1 Reserved - -

1. When the Double buffer mode is enabled, the Circular mode is automatically enabled. Since the memory-
to-memory mode is not compatible with the Circular mode, when the Double buffer mode is enabled, it is
not allowed to configure the memory-to-memory mode.

9.3.10 Programmable data width, packing/unpacking, endianess

The number of data items to be transferred has to be programmed into DMA_SxNDTR
(number of data items to transfer bit, NDT) before enabling the stream (except when the
flow controller is the peripheral, PFCTRL bit in DMA_SxCR is set).

When using the internal FIFO, the data widths of the source and destination data are
programmable through the PSIZE and MSIZE bits in the DMA_SXCR register (can be 8-,
16- or 32-bit).

When PSIZE and MSIZE are not equal:

e  The data width of the number of data items to transfer, configured in the DMA_SxNDTR
register is equal to the width of the peripheral bus (configured by the PSIZE bits in the
DMA_SxCR register). For instance, in case of peripheral-to-memory, memory-to-
peripheral or memory-to-memory transfers and if the PSIZE[1:0] bits are configured for
half-word, the number of bytes to be transferred is equal to 2 x NDT.

e  The DMA controller only copes with little-endian addressing for both source and
destination. This is described in Table 31: Packing/unpacking & endian behavior (bit
PINC = MINC =1).

This packing/unpacking procedure may present a risk of data corruption when the operation
is interrupted before the data are completely packed/unpacked. So, to ensure data
coherence, the stream may be configured to generate burst transfers: in this case, each
group of transfers belonging to a burst are indivisible (refer to Section 9.3.11: Single and
burst transfers).

In direct mode (DMDIS = 0 in the DMA_SxFCR register), the packing/unpacking of data is
not possible. In this case, it is not allowed to have different source and destination transfer
data widths: both are equal and defined by the PSIZE bits in the DMA_SxCR MSIZE bits are
don’t care).
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Table 31. Packing/unpacking & endian behavior (bit PINC = MINC = 1)

AHB Number Peripher Peripheral port address / byte lane
AHB of data [ Memory | Memory port
memory . ) al
ort peripheral |itemsto | transfer |address / byte transfer
> port width |transfer || number |lane PINCOS =1 PINCOS =0
width number
(NDT)
1 0x0 / BO[7:0] 1 0x0 / BO[7:0] 0x0 / BO[7:0]
8 8 . 2 0x1/B1[7:0] 2 0x4 / B1[7:0] 0x1/BA1[7:0]
3 0x2 / B2[7:0] 3 0x8 / B2[7:0] 0x2 / B2[7:0]
4 0x3/ B3[7:0] 4 0xC / B3[7:0] 0x3 / B3[7:0]
1 0x0 / BO[7:0] 1 0x0 / B1|BO[15:0] 0x0 / B1|BO[15:0]
8 16 ) 2 0x1/B1[7:0]
3 0x2 / B2[7:0] 2 0x4 / B3|B2[15:0] 0x2 / B3|B2[15:0]
4 0x3/ B3[7:0]
1 0x0 / BO[7:0] 1 0x0 / B3|B2|B1|BO[31:0] | 0x0 / B3|B2[B1|BO[31:0]
8 32 ] 2 0x1/B1[7:0]
3 0x2 / B2[7:0]
4 0x3/ B3[7:0]
1 0x0 / B1|BO[15:0] 1 0x0 / BO[7:0] 0x0 / BO[7:0]
1 8 . 2 0x4 / B1[7:0] 0x1/BA1[7:0]
2 0x2 / B3|B2[15:0] 3 0x8 / B2[7:0] 0x2 / B2[7:0]
4 0xC / B3[7:0] 0x3 / B3[7:0]
1 0x0 / B1|BO[15:0] 1 0x0 / B1|BO[15:0] 0x0 / B1|BO[15:0]
16 16 2
2 0x2 / B1|BO[15:0] 2 0x4 / B3|B2[15:0] 0x2 / B3|B2[15:0]
16 32 ] 1 0x0 / B1|BO[15:0] 1 0x0 / B3|B2|B1|BO[31:0] | 0x0 / B3|B2[B1|BO[31:0]
2 0x2 / B3|B2[15:0]
1 0x0 / B3|B2|B1|B0[31:0] | 1 0x0 / BO[7:0] 0x0 / BO[7:0]
- 8 . 2 0x4 / B1[7:0] 0x1/BA1[7:0]
3 0x8 / B2[7:0] 0x2 / B2[7:0]
4 0xC / B3[7:0] 0x3 / B3[7:0]
2 16 ) 1 0x0 /B3|B2[B1|BO[31:0] | 1 0x0 / B1|BO[15:0] 0x0 / B1|BO[15:0]
2 0x4 / B3|B2[15:0] 0x2 / B3|B2[15:0]
32 32 1 1 0x0 /B3|B2[B1|BO [31:0] | 1 0x0 /B3|B2[B1|BO [31:0] | 0x0 / B3|B2[B1|BO[31:0]
Note: Peripheral port may be the source or the destination (it could also be the memory source in
the case of memory-to-memory transfer).
PSIZE, MSIZE and NDT[15:0] have to be configured so as to ensure that the last transfer
will not be incomplete. This can occur when the data width of the peripheral port (PSIZE
bits) is lower than the data width of the memory port (MSIZE bits). This constraint is
summarized in Table 32.
Table 32. Restriction on NDT versus PSIZE and MSIZE
PSIZE[1:0] of DMA_SXCR | MSIZE[1:0] of DMA_SxCR |NDT[15:0] of DMA_SxNDTR
00 (8-bit) 01 (16-bit) must be a multiple of 2
00 (8-bit) 10 (32-bit) must be a multiple of 4
01 (16-bit) 10 (32-bit) must be a multiple of 2
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3

Single and burst transfers

The DMA controller can generate single transfers or incremental burst transfers of 4, 8 or 16
beats.

The size of the burst is configured by software independently for the two AHB ports by using
the MBURSTI[1:0] and PBURST[1:0] bits in the DMA_SxCR register.

The burst size indicates the number of beats in the burst, not the number of bytes
transferred.

To ensure data coherence, each group of transfers that form a burst are indivisible: AHB
transfers are locked and the arbiter of the AHB bus matrix does not degrant the DMA master
during the sequence of the burst transfer.

Depending on the single or burst configuration, each DMA request initiates a different
number of transfers on the AHB peripheral port:

e When the AHB peripheral port is configured for single transfers, each DMA request
generates a data transfer of a byte, half-word or word depending on the PSIZE[1:0] bits
in the DMA_SxCR register

e  When the AHB peripheral port is configured for burst transfers, each DMA request

generates 4,8 or 16 beats of byte, half word or word transfers depending on the
PBURSTI[1:0] and PSIZE[1:0] bits in the DMA_SxCR register.

The same as above has to be considered for the AHB memory port considering the
MBURST and MSIZE bits.

In direct mode, the stream can only generate single transfers and the MBURST[1:0] and
PBURST[1:0] bits are forced by hardware.

The address pointers (DMA_SxPAR or DMA_SxMOAR registers) must be chosen so as to
ensure that all transfers within a burst block are aligned on the address boundary equal to
the size of the transfer.

The burst configuration has to be selected in order to respect the AHB protocol, where
bursts must not cross the 1 KB address boundary because the minimum address space that
can be allocated to a single slave is 1 KB. This means that the 1 KB address boundary
should not be crossed by a burst block transfer, otherwise an AHB error would be
generated, that is not reported by the DMA registers.

FIFO

FIFO structure

The FIFO is used to temporarily store data coming from the source before transmitting them
to the destination.

Each stream has an independent 4-word FIFO and the threshold level is software-
configurable between 1/4, 1/2, 3/4 or full.

To enable the use of the FIFO threshold level, the direct mode must be disabled by setting
the DMDIS bit in the DMA_SxFCR register.

The structure of the FIFO differs depending on the source and destination data widths, and
is described in Figure 28: FIFO structure.
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Figure 28. FIFO structure
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FIFO threshold and burst configuration

Caution is required when choosing the FIFO threshold (bits FTH[1:0] of the DMA_SxFCR
register) and the size of the memory burst (MBURST][1:0] of the DMA_SxCR register): The
content pointed by the FIFO threshold must exactly match to an integer number of memory
burst transfers. If this is not in the case, a FIFO error (flag FEIFx of the DMA_HISR or
DMA_LISR register) will be generated when the stream is enabled, then the stream will be
automatically disabled. The allowed and forbidden configurations are described in the
Table 33: FIFO threshold configurations.

Table 33. FIFO threshold configurations

MSIZE FIFO level | MBURST = INCR4 MBURST = INCR8 MBURST = INCR16
1/4 1 burst of 4 beats forbidden
1/2 2 bursts of 4 beats 1 burst of 8 beats forbidden

Byte 3/4 3 bursts of 4 beats forbidden
Full 4 bursts of 4 beats 2 bursts of 8 beats 1 burst of 16 beats
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Table 33. FIFO threshold configurations (continued)

MSIZE FIFO level | MBURST = INCR4 MBURST = INCR8 MBURST = INCR16
1/4 forbidden
1/2 1 burst of 4 beats forbidden
Half-word
3/4 forbidden
Full 2 bursts of 4 beats 1 burst of 8 beats
forbidden
1/4
1/2 forbidden
Word forbidden
3/4
Full 1 burst of 4 beats

In all cases, the burst size multiplied by the data size must not exceed the FIFO size (data
size can be: 1 (byte), 2 (half-word) or 4 (word)).

Incomplete Burst transfer at the end of a DMA transfer may happen if one of the following
conditions occurs:

e  For the AHB peripheral port configuration: the total number of data items (set in the
DMA_SxNDTR register) is not a multiple of the burst size multiplied by the data size

e  For the AHB memory port configuration: the number of remaining data items in the
FIFO to be transferred to the memory is not a multiple of the burst size multiplied by the
data size

In such cases, the remaining data to be transferred will be managed in single mode by the
DMA, even if a burst transaction was requested during the DMA stream configuration.

Note: When burst transfers are requested on the peripheral AHB port and the FIFO is used
(DMDIS = 1 in the DMA_SXCR register), it is mandatory to respect the following rule to
avoid permanent underrun or overrun conditions, depending on the DMA stream direction:

If (PBURST x PSIZE) = FIFO_SIZE (4 words), FIFO_Threshold = 3/4 is forbidden with
PSIZE = 1, 2 or 4 and PBURST =4, 8 or 16.

This rule ensures that enough FIFO space at a time will be free to serve the request from
the peripheral.

FIFO flush

The FIFO can be flushed when the stream is disabled by resetting the EN bit in the
DMA_SxCR register and when the stream is configured to manage peripheral-to-memory or
memory-to-memory transfers: If some data are still present in the FIFO when the stream is
disabled, the DMA controller continues transferring the remaining data to the destination
(even though stream is effectively disabled). When this flush is completed, the transfer
complete status bit (TCIFx) in the DMA_LISR or DMA_HISR register is set.

The remaining data counter DMA_SxNDTR keeps the value in this case to indicate how
many data items are currently available in the destination memory.

Note that during the FIFO flush operation, if the number of remaining data items in the FIFO
to be transferred to memory (in bytes) is less than the memory data width (for example 2
bytes in FIFO while MSIZE is configured to word), data will be sent with the data width set in
the MSIZE bit in the DMA_SxCR register. This means that memory will be written with an

3
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9.3.13

Note:
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undesired value. The software may read the DMA_SxNDTR register to determine the
memory area that contains the good data (start address and last address).

If the number of remaining data items in the FIFO is lower than a burst size (if the MBURST
bits in DMA_SXCR register are set to configure the stream to manage burst on the AHB
memory port), single transactions will be generated to complete the FIFO flush.

Direct mode

By default, the FIFO operates in direct mode (DMDIS bit in the DMA_SxFCR is reset) and
the FIFO threshold level is not used. This mode is useful when the system requires an
immediate and single transfer to or from the memory after each DMA request.

When the DMA is configured in direct mode (FIFO disabled), to transfer data in memory-to-
peripheral mode, the DMA preloads one data from the memory to the internal FIFO to
ensure an immediate data transfer as soon as a DMA request is triggered by a peripheral.

To avoid saturating the FIFO, it is recommended to configure the corresponding stream with
a high priority.
This mode is restricted to transfers where:

e The source and destination transfer widths are equal and both defined by the
PSIZE[1:0] bits in DMA_SxCR (MSIZE[1:0] bits are don'’t care)

e  Burst transfers are not possible (PBURST[1:0] and MBURST[1:0] bits in DMA_SxCR
are don'’t care)

Direct mode must not be used when implementing memory-to-memory transfers.

DMA transfer completion

Different events can generate an end of transfer by setting the TCIFx bit in the DMA_LISR
or DMA_HISR status register:

e In DMA flow controller mode:
—  The DMA_SxNDTR counter has reached zero in the memory-to-peripheral mode

— The stream is disabled before the end of transfer (by clearing the EN bit in the
DMA_SxCR register) and (when transfers are peripheral-to-memory or memory-
to-memory) all the remaining data have been flushed from the FIFO into the
memory

e In Peripheral flow controller mode:

—  The last external burst or single request has been generated from the peripheral
and (when the DMA is operating in peripheral-to-memory mode) the remaining
data have been transferred from the FIFO into the memory

—  The stream is disabled by software, and (when the DMA is operating in peripheral-
to-memory mode) the remaining data have been transferred from the FIFO into
the memory

The transfer completion is dependent on the remaining data in FIFO to be transferred into
memory only in the case of peripheral-to-memory mode. This condition is not applicable in
memory-to-peripheral mode.

If the stream is configured in noncircular mode, after the end of the transfer (that is when the
number of data to be transferred reaches zero), the DMA is stopped (EN bit in DMA_SxCR
register is cleared by Hardware) and no DMA request is served unless the software

reprograms the stream and re-enables it (by setting the EN bit in the DMA_SxCR register).
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3

DMA transfer suspension

At any time, a DMA transfer can be suspended to be restarted later on or to be definitively
disabled before the end of the DMA transfer.

There are two cases:

e The stream disables the transfer with no later-on restart from the point where it was
stopped. There is no particular action to do, except to clear the EN bit in the
DMA_SxCR register to disable the stream. The stream may take time to be disabled
(ongoing transfer is completed first). The transfer complete interrupt flag (TCIF in the
DMA_LISR or DMA_HISR register) is set in order to indicate the end of transfer. The
value of the EN bit in DMA_SxCR is now ‘0’ to confirm the stream interruption. The
DMA_SxNDTR register contains the number of remaining data items at the moment
when the stream was stopped so that the software can determine how many data items
have been transferred before the stream was interrupted.

e The stream suspends the transfer before the number of remaining data items to be
transferred in the DMA_SxNDTR register reaches 0. The aim is to restart the transfer
later by re-enabling the stream. In order to restart from the point where the transfer was
stopped, the software has to read the DMA_SxNDTR register after disabling the stream
by writing the EN bit in DMA_SxCR register (and then checking that it is at ‘0’) to know
the number of data items already collected. Then:

—  The peripheral and/or memory addresses have to be updated in order to adjust
the address pointers

—  The SxNDTR register has to be updated with the remaining number of data items
to be transferred (the value read when the stream was disabled)

—  The stream may then be re-enabled to restart the transfer from the point it was
stopped

Note that a Transfer complete interrupt flag (TCIF in DMA_LISR or DMA_HISR) is set to
indicate the end of transfer due to the stream interruption.

Flow controller

The entity that controls the number of data to be transferred is known as the flow controller.
This flow controller is configured independently for each stream using the PFCTRL bit in the
DMA_SxCR register.

The flow controller can be:

e  The DMA controller: in this case, the number of data items to be transferred is
programmed by software into the DMA_SxNDTR register before the DMA stream is
enabled.

e  The peripheral source or destination: this is the case when the number of data items to
be transferred is unknown. The peripheral indicates by hardware to the DMA controller
when the last data are being transferred. This feature is only supported for peripherals
which are able to signal the end of the transfer, that is:

- SDIO

When the peripheral flow controller is used for a given stream, the value written into the
DMA_SxNDTR has no effect on the DMA transfer. Actually, whatever the value written, it will
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be forced by hardware to OxFFFF as soon as the stream is enabled, to respect the following
schemes:

Note:

Anticipated stream interruption: EN bit in DMA_SxCR register is reset to 0 by the
software to stop the stream before the last data hardware signal (single or burst) is sent
by the peripheral. In such a case, the stream is switched off and the FIFO flush is
triggered in the case of a peripheral-to-memory DMA transfer. The TCIFx flag of the
corresponding stream is set in the status register to indicate the DMA completion. To
know the number of data items transferred during the DMA transfer, read the
DMA_SxNDTR register and apply the following formula:

—  Number_of data_transferred = OxFFFF — DMA_SxNDTR

Normal stream interruption due to the reception of a last data hardware signal: the
stream is automatically interrupted when the peripheral requests the last transfer
(single or burst) and when this transfer is complete. the TCIFx flag of the corresponding
stream is set in the status register to indicate the DMA transfer completion. To know the
number of data items transferred, read the DMA_SxNDTR register and apply the same
formula as above.

The DMA_SxNDTR register reaches 0: the TCIFx flag of the corresponding stream is
set in the status register to indicate the forced DMA transfer completion. The stream is
automatically switched off even though the last data hardware signal (single or burst)
has not been yet asserted. The already transferred data will not be lost. This means
that a maximum of 65535 data items can be managed by the DMA in a single
transaction, even in peripheral flow control mode.

When configured in memory-to-memory mode, the DMA is always the flow controller and

the PFCTRL bit is forced to 0 by hardware.
The Circular mode is forbidden in the peripheral flow controller mode.

9.3.16

Summary of the possible DMA configurations

Table 34 summarizes the different possible DMA configurations.

Table 34. Possible DMA configurations

DMA transfer S Flow Circular |Transfer |Direct Double
Source Destination
mode controller |mode type mode buffer mode
single possible
DMA possible ; possible
Peripheral-to- | AHB AHB burst forbidden
memory peripheral port | memory port single possible
Peripheral |forbidden forbidden
burst forbidden
single possible
DMA possible possible
Memory-to- AHB AHB burst forbidden
peripheral memory port | peripheral port single possible
Peripheral |forbidden forbidden
burst forbidden
-to- AHB AHB single
Memory-to ) DMA only |forbidden forbidden | forbidden
memory peripheral port | memory port burst

180/836
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9.3.17 Stream configuration procedure

The following sequence should be followed to configure a DMA stream x (where x is the
stream number):

1.

10.

If the stream is enabled, disable it by resetting the EN bit in the DMA_SxCR register,
then read this bit in order to confirm that there is no ongoing stream operation. Writing
this bit to 0 is not immediately effective since it is actually written to 0 once all the
current transfers have finished. When the EN bit is read as 0, this means that the
stream is ready to be configured. It is therefore necessary to wait for the EN bit to be
cleared before starting any stream configuration. All the stream dedicated bits set in the
status register (DMA_LISR and DMA_HISR) from the previous data block DMA
transfer should be cleared before the stream can be re-enabled.

Set the peripheral port register address in the DMA_SxPAR register. The data will be
moved from/ to this address to/ from the peripheral port after the peripheral event.

Set the memory address in the DMA_SxMAOR register (and in the DMA_SxMA1R
register in the case of a double buffer mode). The data will be written to or read from
this memory after the peripheral event.

Configure the total number of data items to be transferred in the DMA_SxNDTR
register. After each peripheral event or each beat of the burst, this value is
decremented.

Select the DMA channel (request) using CHSEL[2:0] in the DMA_SxCR register.

If the peripheral is intended to be the flow controller and if it supports this feature, set
the PFCTRL bit in the DMA_SxCR register.

Configure the stream priority using the PL[1:0] bits in the DMA_SxCR register.
Configure the FIFO usage (enable or disable, threshold in transmission and reception)

Configure the data transfer direction, peripheral and memory incremented/fixed mode,
single or burst transactions, peripheral and memory data widths, Circular mode,
Double buffer mode and interrupts after half and/or full transfer, and/or errors in the
DMA_SxCR register.

Activate the stream by setting the EN bit in the DMA_SxCR register.

As soon as the stream is enabled, it can serve any DMA request from the peripheral
connected to the stream.

Once half the data have been transferred on the AHB destination port, the half-transfer flag
(HTIF) is set and an interrupt is generated if the half-transfer interrupt enable bit (HTIE) is
set. At the end of the transfer, the transfer complete flag (TCIF) is set and an interrupt is
generated if the transfer complete interrupt enable bit (TCIE) is set.

Warning: To switch off a peripheral connected to a DMA stream
request, it is mandatory to, first, switch off the DMA stream to
which the peripheral is connected, then to wait for EN bit = 0.
Only then can the peripheral be safely disabled.
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Error management

The DMA controller can detect the following errors:
e Transfer error: the transfer error interrupt flag (TEIFx) is set when:
— A bus error occurs during a DMA read or a write access

— A write access is requested by software on a memory address register in Double
buffer mode whereas the stream is enabled and the current target memory is the
one impacted by the write into the memory address register (refer to Section 9.3.9:
Double buffer mode)

e  FIFO error: the FIFO error interrupt flag (FEIFXx) is set if:
— A FIFO underrun condition is detected

— A FIFO overrun condition is detected (no detection in memory-to-memory mode
because requests and transfers are internally managed by the DMA)

— The stream is enabled while the FIFO threshold level is not compatible with the
size of the memory burst (refer to Table 33: FIFO threshold configurations)

e Direct mode error: the direct mode error interrupt flag (DMEIFx) can only be set in the
peripheral-to-memory mode while operating in direct mode and when the MINC bit in
the DMA_SxCR register is cleared. This flag is set when a DMA request occurs while
the previous data have not yet been fully transferred into the memory (because the
memory bus was not granted). In this case, the flag indicates that 2 data items were be
transferred successively to the same destination address, which could be an issue if
the destination is not able to manage this situation

In direct mode, the FIFO error flag can also be set under the following conditions:

e In the peripheral-to-memory mode, the FIFO can be saturated (overrun) if the memory
bus is not granted for several peripheral requests

e Inthe memory-to-peripheral mode, an underrun condition may occur if the memory bus
has not been granted before a peripheral request occurs

If the TEIFx or the FEIFx flag is set due to incompatibility between burst size and FIFO
threshold level, the faulty stream is automatically disabled through a hardware clear of its
EN bit in the corresponding stream configuration register (DMA_SxCR).

If the DMEIFx or the FEIFx flag is set due to an overrun or underrun condition, the faulty
stream is not automatically disabled and it is up to the software to disable or not the stream
by resetting the EN bit in the DMA_SxCR register. This is because there is no data loss
when this kind of errors occur.

When the stream'’s error interrupt flag (TEIF, FEIF, DMEIF) in the DMA_LISR or DMA_HISR
register is set, an interrupt is generated if the corresponding interrupt enable bit (TEIE,
FEIE, DMIE) in the DMA_SxCR or DMA_SxFCR register is set.

When a FIFO overrun or underrun condition occurs, the data are not lost because the
peripheral request is not acknowledged by the stream until the overrun or underrun
condition is cleared. If this acknowledge takes too much time, the peripheral itself may
detect an overrun or underrun condition of its internal buffer and data might be lost.
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9.4 DMA interrupts
For each DMA stream, an interrupt can be produced on the following events:
e Half-transfer reached
e  Transfer complete
e  Transfer error
e  Fifo error (overrun, underrun or FIFO level error)
e Direct mode error
Separate interrupt enable control bits are available for flexibility as shown in Table 35.
Table 35. DMA interrupt requests
Interrupt event Event flag Enable control bit
Half-transfer HTIF HTIE
Transfer complete TCIF TCIE
Transfer error TEIF TEIE
FIFO overrun/underrun FEIF FEIE
Direct mode error DMEIF DMEIE
Note: Before setting an Enable control bit to ‘1’, the corresponding event flag should be cleared,
otherwise an interrupt is immediately generated.
9.5 DMA registers
The DMA registers have to be accessed by words (32 bits).
951 DMA low interrupt status register (DMA_LISR)
Address offset: 0x00
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved TCIF3 | HTIF3 | TEIF3 | DMEIF3 | Resery | FEIF3 | TCIF2 | HTIF2 | TEIF2 | DMEIF2 | Rgsery | FEIF2
r | r | r | r r r r r ed r r r r r ed r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Reserved TCIF1 | HTIF1 | TEIF1 | DMEIF1 | Regery | FEIF1 | TCIFO | HTIFO | TEIFO | DMEIFO | Rggery | FEIFO
r | r | r | r r r r r ed r r r r r ed r

Bits 31:28, 15:12 Reserved, must be kept at reset value.

Bits 27, 21, 11, 5 TCIFx: Stream x transfer complete interrupt flag (x = 3..0)
This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_LIFCR register.
0: No transfer complete event on stream x
1: A transfer complete event occurred on stream x
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Bits 26, 20, 10, 4 HTIFx: Stream x half transfer interrupt flag (x=3..0)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_LIFCR register.

0: No half transfer event on stream x
1: A half transfer event occurred on stream x
Bits 25, 19, 9, 3 TEIFx: Stream x transfer error interrupt flag (x=3..0)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_LIFCR register.

0: No transfer error on stream x
1: A transfer error occurred on stream x
Bits 24, 18, 8, 2 DMEIFx: Stream x direct mode error interrupt flag (x=3..0)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_LIFCR register.

0: No Direct Mode Error on stream x
1: A Direct Mode Error occurred on stream x

Bits 23, 17, 7, 1 Reserved, must be kept at reset value.

Bits 22, 16, 6, 0 FEIFx: Stream x FIFO error interrupt flag (x=3..0)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_LIFCR register.

0: No FIFO Error event on stream x
1: A FIFO Error event occurred on stream x

9.5.2 DMA high interrupt status register (DMA_HISR)
Address offset: 0x04
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
TCIF7 | HTIF7 | TEIF7 | DMEIF7 | Regery | FEIF7 | TCIF6 | HTIF6 | TEIF6 | DMEIF6 | Rogery | FEIF6
Reserved
ed ed
r r r r r r r r r r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
TCIF5 | HTIFS | TEIFS | DMEIF5 | Ragery | FEIFS | TCIF4 | HTIF4 | TEIF4 | DMEIF4 | Rocery | FEIF4
Reserved
ed ed
r r r r r r r r r r

Bits 31:28, 15:12 Reserved, must be kept at reset value.

Bits 27, 21, 11, 5 TCIFx: Stream x transfer complete interrupt flag (x=7..4)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_HIFCR register.

0: No transfer complete event on stream x

1: A transfer complete event occurred on stream x

Bits 26, 20, 10, 4 HTIFx: Stream x half transfer interrupt flag (x=7..4)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_HIFCR register.

0: No half transfer event on stream x

1: A half transfer event occurred on stream x

3

184/836 DoclD026448 Rev 1




RM0383 DMA controller (DMA)

Bits 25, 19, 9, 3 TEIFx: Stream x transfer error interrupt flag (x=7..4)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_HIFCR register.

0: No transfer error on stream x
1: A transfer error occurred on stream x
Bits 24, 18, 8, 2 DMEIFx: Stream x direct mode error interrupt flag (x=7..4)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_HIFCR register.

0: No Direct mode error on stream x

1: A Direct mode error occurred on stream x

Bits 23, 17, 7, 1 Reserved, must be kept at reset value.

Bits 22, 16, 6, 0 FEIFx: Stream x FIFO error interrupt flag (x=7..4)

This bit is set by hardware. It is cleared by software writing 1 to the corresponding bit in the
DMA_HIFCR register.

0: No FIFO error event on stream x
1: A FIFO error event occurred on stream x

9.5.3 DMA low interrupt flag clear register (DMA_LIFCR)

Address offset: 0x08
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CTCIF3 | CHTIF3 | CTEIF3 | CDMEIF3 CFEIF3| CTCIF2 | CHTIF2 | CTEIF2 | CDMEIF2 CFEIF2
Reserved Reserved Reserved
w w w w w w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CTCIF1 | CHTIF1 | CTEIF1 | CDMEIF1 CFEIF1| CTCIFO | CHTIFO | CTEIFO | CDMEIFO CFEIFO
Reserved Reserved Reserved
w w w w w w w w w w

Bits 31:28, 15:12 Reserved, must be kept at reset value.

Bits 27, 21, 11, 5 CTCIFx: Stream x clear transfer complete interrupt flag (x = 3..0)
Writing 1 to this bit clears the corresponding TCIFx flag in the DMA_LISR register

Bits 26, 20, 10, 4 CHTIFx: Stream x clear half transfer interrupt flag (x = 3..0)
Writing 1 to this bit clears the corresponding HTIFx flag in the DMA_LISR register

Bits 25, 19, 9, 3 CTEIFx: Stream x clear transfer error interrupt flag (x = 3..0)
Writing 1 to this bit clears the corresponding TEIFx flag in the DMA_LISR register

Bits 24, 18, 8, 2 CDMEIFx: Stream x clear direct mode error interrupt flag (x = 3..0)
Writing 1 to this bit clears the corresponding DMEIFx flag in the DMA_LISR register

Bits 23, 17, 7, 1 Reserved, must be kept at reset value.

Bits 22, 16, 6, 0 CFEIFx: Stream x clear FIFO error interrupt flag (x = 3..0)
Writing 1 to this bit clears the corresponding CFEIFx flag in the DMA_LISR register
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954 DMA high interrupt flag clear register (DMA_HIFCR)

Address offset: 0x0C
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CTCIF7 | CHTIF7 | CTEIF7 | CDMEIF7 CFEIF7| CTCIF6 | CHTIF6 | CTEIF6 | CDMEIF6 CFEIF6
Reserved Reserved Reserved
w w w w w w w w w w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CTCIF5 | CHTIF5 | CTEIF5 | CDMEIF5 CFEIF5| CTCIF4 | CHTIF4 | CTEIF4 | CDMEIF4 CFEIF4
Reserved Reserved Reserved
w w w w w w w w w w

Bits 31:28, 15:12 Reserved, must be kept at reset value.

Bits 27, 21, 11, 5 CTCIFx: Stream x clear transfer complete interrupt flag (x = 7..4)
Writing 1 to this bit clears the corresponding TCIFx flag in the DMA_HISR register

Bits 26, 20, 10, 4 CHTIFx: Stream x clear half transfer interrupt flag (x = 7..4)
Writing 1 to this bit clears the corresponding HTIFx flag in the DMA_HISR register

Bits 25, 19, 9, 3 CTEIFx: Stream x clear transfer error interrupt flag (x = 7..4)
Writing 1 to this bit clears the corresponding TEIFx flag in the DMA_HISR register

Bits 24, 18, 8, 2 CDMEIFx: Stream x clear direct mode error interrupt flag (x = 7..4)
Writing 1 to this bit clears the corresponding DMEIFx flag in the DMA_HISR register

Bits 23, 17, 7, 1 Reserved, must be kept at reset value.

Bits 22, 16, 6, 0 CFEIFx: Stream x clear FIFO error interrupt flag (x = 7..4)
Writing 1 to this bit clears the corresponding CFEIFx flag in the DMA_HISR register
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9.5.5 DMA stream x configuration register (DMA_SxCR) (x = 0..7)
This register is used to configure the concerned stream.
Address offset: 0x10 + 0x18 x stream number
Reset value: 0x0000 0000
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
. . . DBM or .
Reserved CHSEL[3:0] MBURST [1:0] | PBURST[1:0] Res;rv CT | reserved PL[1:0]
e
w | w | w w | rw rw | w w rworr w rw
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
PINCOS MSIZE[1:0] PSIZE[1:0] MINC | PINC CIRC DIR[1:0] PFCTRL | TCIE HTIE TEIE DMEIE EN

3

Bits 31:28 Reserved, must be kept at reset value.

Bits 27:25 CHSEL[2:0]: Channel selection

These bits are set and cleared by software.
000: channel 0 selected

001: channel 1 selected

010: channel 2 selected

011: channel 3 selected

100: channel 4 selected

101: channel 5 selected

110: channel 6 selected

111: channel 7 selected

These bits are protected and can be written only if EN is ‘0’

Bits 24:23 MBURST: Memory burst transfer configuration
These bits are set and cleared by software.

00: single transfer

01: INCR4 (incremental burst of 4 beats)

10: INCRS (incremental burst of 8 beats)

11: INCR16 (incremental burst of 16 beats)

These bits are protected and can be written only if EN is ‘0’

In direct mode, these bits are forced to 0x0 by hardware as soon as bit EN="1".

Bits 22:21 PBURST][1:0]: Peripheral burst transfer configuration
These bits are set and cleared by software.
00: single transfer
01: INCR4 (incremental burst of 4 beats)
10: INCRS (incremental burst of 8 beats)
11: INCR16 (incremental burst of 16 beats)
These bits are protected and can be written only if EN is ‘0
In direct mode, these bits are forced to 0x0 by hardware.

)

Bit 20 Reserved, must be kept at reset value.

Bit 19 CT: Current target (only in double buffer mode)

This bits is set and cleared by hardware. It can also be written by software.

0: The current target memory is Memory 0 (addressed by the DMA_SxMOAR pointer)
1: The current target memory is Memory 1 (addressed by the DMA_SxM1AR pointer)

This bit can be written only if EN is ‘0’ to indicate the target memory area of the first transfer.
Once the stream is enabled, this bit operates as a status flag indicating which memory area

is the current target.

DoclD026448 Rev 1

187/836




DMA controller (DMA) RM0383

Bit 18 DBM: Double buffer mode
This bits is set and cleared by software.
0: No buffer switching at the end of transfer
1: Memory target switched at the end of the DMA transfer
This bit is protected and can be written only if EN is ‘0’.
Bits 17:16 PL[1:0]: Priority level
These bits are set and cleared by software.
00: Low
01: Medium
10: High
11: Very high
These bits are protected and can be written only if EN is ‘0’.

Bit 15 PINCOS: Peripheral increment offset size
This bit is set and cleared by software
0: The offset size for the peripheral address calculation is linked to the PSIZE
1: The offset size for the peripheral address calculation is fixed to 4 (32-bit alignment).
This bit has no meaning if bit PINC ='0".
This bit is protected and can be written only if EN ='0".

This bit is forced low by hardware when the stream is enabled (bit EN = '1") if the direct
mode is selected or if PBURST are different from “00”.

Bits 14:13 MSIZE[1:0]: Memory data size
These bits are set and cleared by software.
00: byte (8-bit)
01: half-word (16-bit)
10: word (32-bit)
11: reserved
These bits are protected and can be written only if EN is ‘0’.
In direct mode, MSIZE is forced by hardware to the same value as PSIZE as soon as bit EN
="1"
Bits 12:11 PSIZE[1:0]: Peripheral data size
These bits are set and cleared by software.
00: Byte (8-bit)
01: Half-word (16-bit)
10: Word (32-bit)
11: reserved
These bits are protected and can be written only if EN is ‘0’

Bit 10 MINC: Memory increment mode
This bit is set and cleared by software.
0: Memory address pointer is fixed

1: Memory address pointer is incremented after each data transfer (increment is done
according to MSIZE)

This bit is protected and can be written only if EN is ‘0’.

Bit 9 PINC: Peripheral increment mode
This bit is set and cleared by software.
0: Peripheral address pointer is fixed

1: Peripheral address pointer is incremented after each data transfer (increment is done
according to PSIZE)

This bit is protected and can be written only if EN is ‘0’.

3

188/836 DoclD026448 Rev 1




RMO0383

DMA controller (DMA)

3

Bit 8

Bits 7:6

Bit 5

Bit 4

Bit 3

Bit 2

Bit 1

CIRC: Circular mode

This bit is set and cleared by software and can be cleared by hardware.

0: Circular mode disabled

1: Circular mode enabled

When the peripheral is the flow controller (bit PFCTRL=1) and the stream is enabled (bit
EN=1), then this bit is automatically forced by hardware to 0.

It is automatically forced by hardware to 1 if the DBM bit is set, as soon as the stream is
enabled (bit EN ="1").

DIR[1:0]: Data transfer direction

These bits are set and cleared by software.

00: Peripheral-to-memory

01: Memory-to-peripheral

10: Memory-to-memory

11: reserved

These bits are protected and can be written only if EN is ‘0’.

PFCTRL: Peripheral flow controller

This bit is set and cleared by software.

0: The DMA is the flow controller

1: The peripheral is the flow controller

This bit is protected and can be written only if EN is ‘0’.

When the memory-to-memory mode is selected (bits DIR[1:0]=10), then this bit is
automatically forced to O by hardware.

TCIE: Transfer complete interrupt enable

This bit is set and cleared by software.
0: TC interrupt disabled
1: TC interrupt enabled

HTIE: Half transfer interrupt enable

This bit is set and cleared by software.
0: HT interrupt disabled
1: HT interrupt enabled

TEIE: Transfer error interrupt enable

This bit is set and cleared by software.
0: TE interrupt disabled
1: TE interrupt enabled

DMEIE: Direct mode error interrupt enable

This bit is set and cleared by software.
0: DME interrupt disabled
1: DME interrupt enabled
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Bit 0 EN: Stream enable / flag stream ready when read low
This bit is set and cleared by software.
0: Stream disabled
1: Stream enabled
This bit may be cleared by hardware:
— on a DMA end of transfer (stream ready to be configured)
- if a transfer error occurs on the AHB master buses

—  when the FIFO threshold on memory AHB port is not compatible with the size of the
burst

When this bit is read as 0, the software is allowed to program the Configuration and FIFO
bits registers. It is forbidden to write these registers when the EN bit is read as 1.

Note: Before setting EN bit to '1' to start a new transfer, the event flags corresponding to the
stream in DMA_LISR or DMA_HISR register must be cleared.

9.5.6 DMA stream x number of data register (DMA_SXNDTR) (x = 0..7)

Address offset: 0x14 + 0x18 x stream number
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved ’
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
NDT[15:0]
rw | w | w | w | w | w | w | rw | w | w | rw | w | rw | rw | rw | w

Bits 31:16 Reserved, must be kept at reset value.

Bits 15:0 NDT[15:0]: Number of data items to transfer

Number of data items to be transferred (0 up to 65535). This register can be written only
when the stream is disabled. When the stream is enabled, this register is read-only,
indicating the remaining data items to be transmitted. This register decrements after each
DMA transfer.
Once the transfer has completed, this register can either stay at zero (when the stream is in
normal mode) or be reloaded automatically with the previously programmed value in the
following cases:

—  when the stream is configured in Circular mode.

—  when the stream is enabled again by setting EN bit to '1'

If the value of this register is zero, no transaction can be served even if the stream is
enabled.
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9.5.7 DMA stream x peripheral address register (DMA_SxPAR) (x =0..7)
Address offset: 0x18 + 0x18 x stream number
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PAR[31:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PAR[15:0]

Bits 31:0 PAR[31:0]: Peripheral address

Base address of the peripheral data register from/to which the data will be read/written.
These bits are write-protected and can be written only when bit EN ='0' in the DMA_SxCR register.

9.5.8 DMA stream x memory 0 address register (DMA_SxMOAR) (x =0..7)
Address offset: Ox1C + 0x18 x stream number
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
MOA[31:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MOA[15:0]

Bits 31:0 MOA[31:0]: Memory 0 address

Base address of Memory area 0 from/to which the data will be read/written.
These bits are write-protected. They can be written only if:

—  the stream is disabled (bit EN="0" in the DMA_SxCR register) or

—  the stream is enabled (EN="1" in DMA_SXCR register) and bit CT = '1" in the
DMA_SxCR register (in Double buffer mode).

9.5.9 DMA stream x memory 1 address register (DMA_SxM1AR) (x =0..7)
Address offset: 0x20 + 0x18 x stream number
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
M1A[31:16]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
M1A[15:0]
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Bits 31:0 M1A[31:0]: Memory 1 address (used in case of Double buffer mode)
Base address of Memory area 1 from/to which the data will be read/written.
This register is used only for the Double buffer mode.
These bits are write-protected. They can be written only if:
—  the stream is disabled (bit EN='0" in the DMA_SxCR register) or

—  the stream is enabled (EN="1" in DMA_SXCR register) and bit CT ="'0" in the
DMA_SxCR register.

9.5.10 DMA stream x FIFO control register (DMA_SxFCR) (x = 0..7)

Address offset: 0x24 + 0x24 x stream number
Reset value: 0x0000 0021

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved |
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
FEIE | Reser FS[2:0] DMDIS FTH[1:0]
Reserved d
w ve r | r | r w rw | w

Bits 31:8 Reserved, must be kept at reset value.

Bit 7 FEIE: FIFO error interrupt enable
This bit is set and cleared by software.

0: FE interrupt disabled
1: FE interrupt enabled

Bit 6 Reserved, must be kept at reset value.
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Bits 5:3 FS[2:0]: FIFO status
These bits are read-only.
000: 0 < fifo_level < 1/4
001: 1/4 <fifo_level < 1/2
010: 1/2 <fifo_level < 3/4
011: 3/4 <fifo_level < full
100: FIFO is empty
101: FIFO is full
others: no meaning
These bits are not relevant in the direct mode (DMDIS bit is zero).

Bit 2 DMDIS: Direct mode disable
This bit is set and cleared by software. It can be set by hardware.
0: Direct mode enabled
1: Direct mode disabled
This bit is protected and can be written only if EN is ‘0’.
This bit is set by hardware if the memory-to-memory mode is selected (DIR bit in
DMA_SxCR are “10”) and the EN bit in the DMA_SxCR register is ‘1’ because the direct
mode is not allowed in the memory-to-memory configuration.

Bits 1:0 FTH[1:0]: FIFO threshold selection
These bits are set and cleared by software.
00: 1/4 full FIFO
01: 1/2 full FIFO
10: 3/4 full FIFO
11: full FIFO
These bits are not used in the direct mode when the DMIS value is zero.
These bits are protected and can be written only if EN is ‘1’
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9.5.11 DMA register map

Table 36 summarizes the DMA registers.

Table 36. DMA register map and reset values

Offset| Register | Q Q& K| QL I QN K 3 BN <2322 o|~| || <| o) | ol o
mmmgumwwmguw vw—‘—g-c‘—ooog-co
0x0000 DMA_LISR Reserved LQLIEE% %ﬁééﬁ%%ﬁ Reserved é;ﬁ% § E LEL E ﬁ UEJ %ﬁ
Reset value ojojojol@[ofojo|o]olxX 0] ojojojolE[ofolojo]o]lx |0]
I\NI\E-QI\QOCD(OEULO mmmiumvvviuv
0x0004 DMA_HISR Reserved é%ﬁ% %Eééﬁ%%é Reserved é%ﬁ% % é LEI; EL E % %E
Reset value 0jojojol@[ofojo0]o|X[0] 0jojojol@[ofojolo]o]|X |0]
™ o 4 o oo e |2 o~ — |~ |~ L - lololo |2 o
DMA LIFCR e [ i Frril I | [ Fh [T < I IV v A [ Lo [T [T v = e
0x0008 - Resewedggﬂééggggéég Reservedgggééggggéég
Reset value ojojofo|®[o]ofofo|0|¥[0] o|lojofo|®|[0of|ofo|0]|0]|% [0]
ol S ol ol ol el R e eleleElslelzz kgl
0x000C DMA_HIFCR Reserved 8 'f E% %E 8 ':l_: = % % i Reserved (|'—) 'f E% % Y 8 ':l_: = % %E
oooogooooogo_ oooogooooogo_
Reset value o|ojofo|®[o0]o0[0f0|O|% [0 o|ojofo|X[o0[ofo]0]0]|% [0
<) ) wl @ | T 5 | w
), [ = s| 2 9| | = [glojo]| @ | |w|w |w |4
oxooto | DVASOR T peserved m % 2 1263 = SN |8 Z2E| T [plefE E%
5 o 2 |8 o 2 @ o |
> o (14
Reset value o|0|0 o|o o|o ooo|ooo|o o|00000|0000000
DMA_SONDTR NDT[15:.]
0x0014 Reserved
Reset value o|0|o|0|o|0|0|0|o|o|0|0|0|0|o|0
DMA_SOPAR PA[31:0]
0x0018
Reset value o|0|o|0|0|o|0|o|0|o|0|0|0|0|o|o|0|0|o|0|o|0|0|0|0|o|0|0|0|0|o|0
DMA_SOMOAR MOA[31:0]
0x001C
Reset value o|0|o|0|0|o|0|o|0|o|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0
DMA_SOM1AR M1A[31:0]
0x0020
Reset value o|0|o|o|o|o|o|o|o|o|0|0|0|0|o|o|0|0|o|o|o|0|o|0 ofo 0|0|0 0 o|0
w3 o |2 | FTH
0x0024 DMA_SOFCR Reserved W § FS[2:0] % [1:0]
Reset value ol [1]ofJofo[0]1
=g 5 |5 — |
s |5 | B sl 2 8l | = lelole] @ |7 |ww juw |
oxoozs | PSR pecened | 28 % e éS Bl S8 | ZZE| 2 DIcEREE
5 2 5 T |F| o 193] o |a a
= | 2 = | @&
Reset value o|o|o o|0 0|0 ofo]o 0|0 0 0|0 0|0 ofo]o 0|0 ofofofofofo
DMA_SINDTR NDT[15:.]
0x002C Reserved
Reset value o|o|o|0|o|o|0|o|0|0|0|0|0|0|0|0
DMA_S1PAR PA[31:0]
0x0030
Reset value o|0|0|0|o|0|0|0|o|o|o|0|0|0|o|o|0|0|o|o|o|0|0|0|0|o|0|0|0|0|0|0
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Table 36. DMA register map and reset values (continued)
Offset| Register | QIRIQ K| & LIF QN IRI2RN 92 32N = S ofo|~| o w| ||| | 0
DMA_S1MOAR MOA[31:0]
0x0034
Reset value o|o|o|0|o|o|o|o|o|o|0|o|o|o|o|o|o|o|o|o|o|o|o|o|o|o|0|0|0|0|0|0
DMA_S1MI1AR M1A[31:0]
0x0038
Reset value o|0|o|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0 ofo 0|0|0 0 0|0
w3 o |2 | FTH
0x003C DMA_SIFCR Reserved w % FS2:0] % [1:0]
Reset value ol [1]ofJo[o[0]1
g |2 g |3 y
DMA_S2CR oz | 5 E k212 Bl g S Qe les |EY|wwiE|-
0x0040 - Reseved | 28 |2 | & RPB|S B|N | N EFSe=0RIEE|E[E
°7 12 |3 *El2 e & °
= o
Reset value 0|o|0 o|0 0|0 ofofo 0|0 0 0|0 0|0 ofofo 0|o ofofofofofo
DMA_S2NDTR NDT[15:.]
0x0044 Reserved
Reset value o|0|0|0|0|0|0|0|0|o|0|0|0|0|0|0
DMA_S2PAR PA[31:0]
0x0048
Reset value o|0|0|0|o|0|0|0|o|o|o|0|0|0|o|o|0|0|o|o|o|0|0|0|0|o|0|0|0|0|0|0
DMA_S2MOAR MOA[31:0]
0x004C
Reset value o|0|o|0|0|o|0|o|0|o|0|0|0|0|o|o|0|0|o|0|o|0|0|0|0|o|0|0|0|0|o|0
DMA_S2M1AR M1A[31:0]
0x0050
Reset value o|0|o|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0|0 ofo 0|0|0 0 0|0
w3 o 12| FTH
ox00s4 | DMA-SFCR Reserved & % FS{2:0] % [1:0]
Reset value ol [1]ofJo[o[0]1
§: ; szl_gagg EOOO§EMEMEZ
oxooss | DVASIR T Reserved w % 2 RIPB